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Abstract

Adaptive Cybersecurity Training Framework for Social Media Risks
Fai M S M E Ben Salamah

Social media has become embedded in our everyday lives, personal activities, and the
workplace. Thus, educating users on emerging cybersecurity challenges for social media
has become imperative. In this project, a systematic literature review (SLR) was conducted
and a mix of approach analyses to derive a framework that identifies the activities involved
in adapting cybersecurity training for social media risks. I collected answers from 641
Kuwaiti employees in various sectors: education, healthcare, leadership and management,
arts, entertainment, the police, and military, and interviewed 25 people who serve as
policymakers, cybersecurity trainers, and those who have experienced cybersecurity
training before. The study found that a one-fits-all training approach is highly ineffective,
as people’s understanding and knowledge can vary greatly. Features such as gender,
age, educational level, job roles, and the trainees’ training preferences and perceptions
are essential considerations for developing a robust training system. Additionally, the
study found that job role and age constitute the main factors associated with social media
cybersecurity risks. The findings reveal that employees working in the business and
financial sectors are the riskiest group, as far as cybersecurity is concerned. Female
employees are more vulnerable to cyberattacks than male employees, and the youngest
employees are the most risk prone, employees with less than two years of experience,
and those who are 55 years old or more, need more cybersecurity training, due to their
lack of awareness on the subject. This work has led to formulate a risk equation that can
assist policymakers and training providers in defining countermeasures against risks and
prioritize the training for those who need it the most. The framework and its process were
validated through several strategies involving 38 case studies, surveys, and interviews.
The novel contribution of this research is the proposal of the framework, which is a high-
level, holistic framework that can support and promote organizations in mitigating social
media risks.
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Chapter 1

Introduction

This chapter provides an overview of our research study, the problem’s background, and
the area of study. In this chapter, the study objectives and questions will be reviewed along
with the research contributions. The data collection process and the study’s methodology

will be given at the conclusion.

Being a company’s employee requires interacting with coworkers and a challenging
cybersecurity environment, because cybersecurity combines human and technological

skills to defend against cyberattacks (Suryotrisongko & Musashi, 2019).

Existing literature has yet to do much to address cybersecurity issues and challenges
from a human perspective. Standing on technology systems to combat cyberattacks
in organizations while ignoring the role of the employees” weaknesses is considered a
significant problem in the cybersecurity domain. Organisations should understand that
cybersecurity is more than just information technology systems; it also addresses how
humans utilise information systems and risky activities that lead to vulnerabilities (Triplett,

2022).

According to the Data Breach Investigations Report (2020) humans play a part in cyber
threats. Human weaknesses, social engineering within phishing emails, and intentional
misuse were at the top of cyberattack dangers (DBIR, 2020). The Business Crime Survey
(BRC, 2015), reported that one of the primary concerns of online fraud between 2014 and
2015 was the growing threat from employees within the organisation, indicating that the
vulnerable link in the cybersecurity chain is the human factor (Sasse et al., 2001; Sasse &

Flechais, 2005; Nurse et al., 2011; Anwar et al., 2017; Chapple et al., 2021).

Human factors are utilised by cybercriminals to gain unauthorised access, get credentials,



and infect systems with malware (Kadena & Gupi, 2021). However, many businesses
continue to think that cybersecurity is a purely technical issue (Dhakal, 2018). Due to
this, it is difficult for employees today to have the appropriate level of security awareness

(Bada & Nurse, 2019).

Numerous studies have sought to explain and classify the threats posed by hackers to
organisational employees. However, organisations confront the need for security-specific
scales to evaluate the human perspective on cybersecurity (Rahman et al., 2021). This
is due to the need for employees to gain a deeper understanding of their role in data
protection, software, and systems, the level of risk associated with the assets, and how

their negative online behaviours could place these assets at risk (Hadlington, 2017).

Poor organization-level planning, lack of attention to detail, and ineffective communi-
cation play a significant role in this area (Hadlington, 2018). Therefore, it is crucial for
businesses to recognize that cybersecurity risk management is an integral component
of workplace culture and grows from ongoing activity awareness (Cybersecurity, 2018).
According to Haeussinger & Kranz (2017), most organisational incidents are either the
direct or indirect result of human errors (Tsokkis & Stavrou, 2018; Jamil et al., 2018). Nev-
ertheless, technical solutions alone are insufficient to address all cybersecurity concerns
(Stockhardt et al., 2016). The issue is that while it encourages the finding of personal iden-
tity, human behavior is still the weakest link in an information system (Terlizzi, 2019). As a
result, cybersecurity researchers concur that awareness is necessary to adapt behavior but
regrettably is not always sufficient because behavior change is challenging and requires

time (Gjertsen et al., 2017).

On the other hand, social media is a relatively recent phenomenon; however, it is likely
to remain here for a long time and further flourish in terms of its use in the days ahead.
In fact, social media has become inevitable across all kinds of industries - whether in
education or the manufacturing sector. Many social networking sites such as Facebook,
LinkedIn, Instagram, and Twitter are being extensively used for communication within
and outside the organisation. These platforms have become so important that people, are
spending a significant amount of time on messaging and receiving information from each
other. Most companies make use of social media platforms for their marketing plans and
canvassing their products and services. The point is that social media continues to play a

crucial role in a variety of sectors.



It is true that social media has transformed the communication landscape in a significant
manner; however, it poses some imminent dangers. Currently, a large proportion of the
population across the world is inclined to share information. It is also true that social
media can be of great help to meet firms’ business objectives, but yet, at the same time, it
can also impact organisations negatively if cyber-attacks and cybersecurity threats are not
properly understood and remedied effectively. Even after so many years and numerous
efforts put in by experts to thwart cyber-attacks, cybercrimes keep occurring and hackers

still find a favorable milieu to attack.

This study aims to find how and why an adaptable social media cybersecurity training
system is sufficient to raise awareness and enhance each employee’s learning environment.
This process is known as customized learning. The customized approach is a methodical
approach to knowledge that focuses on personalizing learning to match learners” abilities,
preferences, needs, and purposes while retaining access to fields requiring 21st-century
skills (Walkington & Bernacki, 2020). Customizing learning is therefore a broad tool to

change current knowledge paradigms.

1.1 Background to the problem

Social media is based on the notion of community and relationships. As such, the very
nature of social media expects users to trust in each other and interact. Unfortunately,
uncontrolled trust and incautions interaction may lead to vulnerabilities, which are often
exploited by hackers (Aldawood & Skinner, 2019; European Network and Information
Security Agency (ENISA), 2019). As time passes by, and technology progresses, hackers
are likely to employ more and more advanced techniques and make their attacks harder
to manage and prevent (European Network and Information Security Agency (ENISA),
2010)—fool proof protection is unlikely to be available any time soon (Alshaikh et al., 2019).
Awareness of cybersecurity threats seems quite low, particularly when it comes to social
media. Many people appear to have little idea about what and how much information
they can share without taking unacceptable cyber risks (Parsons et al., 2014; Blackburn

et al., 2018; Zhang & Gupta, 2018; Thakur et al., 2019).

Given that the increase of security breaches has occurred due to poor cybersecurity
awareness (Alshaikh et al., 2018), I intend in this study to raise such an awareness as

one of the topmost priorities of organisational management (Ghazvini & Shukur, 2016).
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I concentrated on social media in particular because social media management is now
integral to many organisations’ marketing and communication strategies, offering direct

and effective communication with customers and employees.

However, the risks of their improper use are far from understood by users, 95% of
whom end up sharing private confidential information inadvertently (Milkovich, 2021).
Moreover, social media and the majority of other current technologies were not created
with built-in defenses against hackers (Ferrara, 2019). Therefore, the need to educate users
on the emerging cybersecurity challenges for social media is imperative; yet, despite a
variety of training approaches, such as testing (Alshaikh et al., 2018), analyzing real cases,
video training (Tayouri, 2015), discussion (Scholl et al., 2018), E-learning (Haeussinger
& Kranz, 2017), gaming (Awojana & Chou, 2019) and gamification (Gjertsen et al., 2017)
the same mistakes are being consistently repeated (Furnell & Vasileiou, 2017). Existing
training approaches do not cater for different types of employees, their level of awareness,
learning objectives and learning styles (Christopher et al., 2017; European Network and

Information Security Agency (ENISA), 2019; Caulkins et al., 2016).

According to the European Network and Information Security Agency (ENISA), raising
cybersecurity awareness must be a continuous process (European Network and Infor-
mation Security Agency (ENISA), 2019). Indeed, ENISA suggests analyzing gaps and
vulnerabilities that exist within organisations to foster user awareness. Then, a strategic
plan needs to be in place to ensure protection against cyber threats, and the success or

failure of the entire process should be evaluated.

The literature review reveals that users differ in their perceptions, preferences and ap-
proaches towards cybersecurity training and learning. The employees’ perception that
this training does not meet their needs is the major problematic issue in the cybersecurity
training field. This suggests that the factors that influence the adoption of cybersecurity

training are restricted and need to be improved (Haeussinger & Kranz, 2017).

As a result, previous research recommended that cybersecurity threats among various
user categories (such as male vs. female IT experts vs. non-experts, older vs. younger

users, etc.) be thoroughly considered (Zwilling et al., 2019; Schiirmann et al., 2020).

Gender plays a pivotal role in adopting cybersecurity measures (Akbari Koochaksaraee,
2019; Anwar et al., 2017; Venter et al., 2019; Lin & Wang, 2020; Dhakal, 2018; Jin et al.,

2018). Age is another demographic factor that plays a crucial role (Hadlington, 2018;



Saridakis et al., 2016; George et al., 2020) in following cybersecurity protocols. Expertise
and skills obtained are crucial in thwarting security threats (Gratian et al., 2018; Green,
2016). Any familiarity with online security threats helps users in mitigating their effects
significantly (Jeske & Van Schaik, 2017). It is important to notice here that those who
perceive risk on social media possess different habits and attitudes toward cybersecurity

practices (Van Schaik et al., 2018).

While raising cybersecurity awareness is one of the most challenging issues for most
organisations today (Bada & Nurse, 2019), one cannot claim that a particular organisation
exhibits a higher level of security awareness than other organisations (Ghazvini & Shukur,
2016). That is because every organisation has its own vision and approach to meet their
objectives. In fact, more research is needed to establish how organisations manage their

risks and how they formulate their social media policy and control (Demek et al., 2018).

With the global outbreak of COVID-19, most of the workforce compulsively operate from
their homes. They use social media to stay in contact with their colleagues, clients, or
customers. Griffin (2021) argues that cyber-attacks have increased considerably during
this trying time. Hackers have been employing a myriad of social engineering techniques
these days that include luring users to open attachments forwarded by them (Lallie et al.,

2021).

Currently, social media users across the world have been expanding rapidly; the total
number of users has gone past 3.8 billion, which constitutes close to 60% of the current

world population (Kemp, 2020).

Surprisingly, a large proportion of these users do not even know how damaging it could
be for them - not only socially but also economically (Milkovich, 2021). Therefore, it
is important to find a strategy that promotes social media users” awareness. Through
the creation of a system for security awareness training and the general use of end-user
security restrictions and privacy shield tools for social media, this study seeks to assist the

organisation in making its technological and financial investments more effective.

Although social media policies (SMPs) are thought of as a logical limit, little research
has been done on them (Banghart et al., 2018). It appears that even though organisations
probably have SMPs in place, they do not make them publicly available online. Also,
it seems that SMPs do not seek to increase public consciousness (Bada & Nurse, 2019).

Due of the difficulty in efficiently managing social media risk, many organisations opt to



absorb it in a reactive approach rather than formally controlling risk (Demek et al., 2018).

Another issue is that many users are unaware of how to use the privacy settings tools that
social media platforms offer (Wisniewski et al., 2017). They therefore require additional
education to comprehend the security technologies developed to enable people to protect

their data and privacy (Nyoni & Velempini, 2018).

In addition, most users do not use the security policy settings offered by social media,
and they have failed to manage its features (Bhatnagar & Pry, 2020), which indicates that
the language used in its writing is too technical for most users to understand (Nyoni &
Velempini, 2018). This is the main cause of their failure, as people by nature need to know

and understand what they are supposed to do.

Researchers discovered that users unintentionally post sensitive information on social me-
dia and struggle to distinguish between sensitive and non-sensitive information (Nyoni &
Velempini, 2018), which makes it easier for hackers to carry out their mission. Regrettably,
users frequently struggle to understand how to make their online communications secure
(Scholefield & Shepherd, 2019). On the other hand, harmful software transmitted through
social media more efficiently makes viruses and Trojans available, therefore, organisations
should give staff members clear advice on how to handle social media use (Das & Patel,

2017).

Some contend that social media users should abide by safety rules and be secure, however
social media content is difficult to manage because it is dependent on a third party, ‘cloud’
programmes. As a results, deterrent and punishment do not work to enhance adherence

to security policies, yet training and awareness could help (Gasiba et al., 2021).

Specialists are beginning to rely on training to increase greater awareness. However, it was
discovered that many cybersecurity trainings are ineffective because they are repetitive
and do not encourage users to apply security ideas critically (Tayouri, 2015). Additionally,
they are frequently offered in a ‘one-size-fits-all approach” (Furnell & Vasileiou, 2017),
without taking variation into account. Additionally, studies revealed that the methods
used to give cybersecurity training are insufficient (Ghazvini & Shukur, 2016). Also, it is
difficult to simulate the complex and challenging circumstances that lead to this cyber

vulnerability in training environments (Nicholson et al., 2016).

Efforts that emphasize adaptive cybersecurity training for social media are generally

scarce. Regardless of whether their methods are beneficial or not, it has been discovered

6



that every organisation tries to implement its policies in a variety of ways. People continue
to make the same error even after reading and receiving policies; businesses heavily invest
in employee training. However, the issue is not with the training itself; rather, it is with
the trainees. They will not pay attention if they do not get used to the exercises, and the

training will not produce the desired results which is changing people behavior.

1.2 Study Area

The area of interest is Kuwait City; therefore, it is advantageous to learn more about

Kuwaiti personnel and our motivations for choosing this society.

East of the Arab world is where the city of Kuwait is situated, sharing borders with Saudi
Arabia to the south and Iraq to the north. Kuwait is one of the top oil producers and
energy sources in the world, with a total size of 17,820 square kilometers. Kuwait has a

population of about 3.9 million people (William, 2022).

Among the five Arab nations, Kuwait is seen as one that is increasingly using social media
(Alansari et al., 2019). On the other hand, by 2035 it will be anticipated that all firms in
Kuwait will be addressing their outcomes and services within digital flows, using the

same fundamental technique, the internet (Alenezi, 2019).

Kuwait was placed 66th globally and 6th among Arab nations in the 2020 Global Cyberse-
curity Index (ITU, 2022), with a score of 75.07 out of 100 on the questionnaire of the global

cybersecurity scores and ranking of countries (pls, refer to Figure. 1.1 for more details).
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Figure 1.1: Kuwait Cybersecurity Index ITU (2022)

Kuwait was ranked number 8 for email virus and number 6 for spam assaults in a
2018 Symantec report (Cleary et al., 2018). According to Alenezi (2019), maintaining
privacy and cybersecurity in enterprises is Kuwait’s second-biggest concern. The gov-
ernment of Kuwait, on the other hand, is extremely concerned about cybersecurity risks.
They are making a significant effort to provide a proper framework that helps reducing
cybersecurity-related issues and warnings (ITU, 2022). The Communications and Informa-
tion Technology Regulatory Authority (CITRA) organized the "National Cyber Security
Strategy”: this strategy was developed in 2014 to safeguard sensitive and vulnerable
national infrastructure assets. Due to the variety of warnings and cyber risks demands
made against corporations and people, this method challenges the Kuwaiti government

(CITRA, 2022).

In response to these effects, Kuwait’s ministry of interior established a special department
called "Fight against Electronic Crime’ to maintain the security in the state. Kuwait also
passed the first e-crime law that year (2015) (Alansari et al., 2019). Additionally, the
Kuwaiti Ministry of Interior made an effort to increase people’s security knowledge by
posting a number of brochures on its website and social media platforms in an easy-to-
understand manner. These brochures explain how people can safeguard themselves in
a variety of daily circumstances, including shopping and lodging. They employ simple

language and visual aids to explain how to reduce risks; they also adopt a storytelling



technique to provide their suggestions and an actual incident that might occur when using
social media. They make reference to a wide range of other issues, including two-step

authentication, password security, and who should be notified in the event of an incident.

Given that they stated that all of their inquiry is top-secret, they provide their contact

information in the event that anyone has any issues or concerns (of interior Kuwait, 2022).

Today, there are many organisations in Kuwait that manage the tasks related to cybersecu-
rity training, including (CITRA, CAIT, the ministry of the interior, and others). However,
much of this training is intended for government employees who work in the public IT
sectors. However, I do say that our research was the first to identify Kuwaiti personnel on

the subject of raising social media cybersecurity awareness through adaptive training.

1.3 Study Scope

The major objective of this thesis is to examine a novel strategy for adaptive cybersecurity
training for social media by better understanding user behaviors and perceptions of
cybersecurity training as well as by examining the risk that such an employee poses to
the organisation due to using social media. In Table 1.1, the study’s objectives and the

relevant research questions that support them are described.

Table 1.1: Thesis objectives and relevant research questions.

Objective Research Chapter

Question

To examine the variables RQ1. What differences exist between trainees” Chapter 4
influencing people’s pref- preferences for cybersecurity training?

erences for cybersecurity

training and factors en- RQ2.What factors encourage adaptive

couraging the adaptive cybersecurity training?

training.




To analyze the risks and
challenges related to social
media cybersecurity in or-

ganisations.

RQ3. What elements affect an employee’s
potential level of risk when using social

media?

RQ4.What challenges do cybersecurity
formulators, trainers, and policymakers

encounter in their work?

Chapter 5

To find weaknesses and
limitations in earlier at-
tempts to provide adaptive

cybersecurity training.

RQ5. What limitations existed in earlier at-
tempts to develop human factors-based adap-

tive cybersecurity training?

Chapter 6

To build a prototype sys-
tem that replicates the sug-
gested framework while
employing different sce-
narios, as well as to offer
novel methods for adapt-
able cybersecurity training

for social media users.

RQ6. What new techniques have been dis-
covered in this research to build an adaptive
cybersecurity training for social media in or-

ganisations?

Chapter 7

To conduct a series of eval-
uations involving a repre-
sentative sample of social
media users to gain insight
into framework practical

effectiveness.

RQ7 What evaluation techniques and ap-
proaches are being used to verify the frame-

work’s effectiveness?

Chapter 8
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To create recommen- RQ8. What recommendations for developing Chapter
dations in accordance adaptive cybersecurity training in organ- 9

with prior objectives for isations can be derived from the research

the deployment of our objectives?

adaptive  cybersecurity

training and examine their RQ9.What are the chances and difficul-
generalizability. ties for applying the findings to other

locations, cultures, or peoples?

1.4 Thesis Outline

This research consists of nine chapters. The current chapter presents a broad introduction
to the research, including the background of the problem, the significance of the study,
and study scope. In Chapter 2 the literature reviews are conducted, this chapter focuses
on the risks associated with using social media and how previous works attempted to
construct technical and non-technical defenses against these threats. Following that,
the chapter including the state-of-the-art literature on adaptive cybersecurity training.
The body of the thesis is presented in Chapter 3 that discusses the approach utilized to
gather the data for this project, which enabled me to develop cutting-edge methods for an
adaptive cybersecurity training system for social media and Chapter 4 summarises our
initial investigation’s findings and preliminary findings and disregarded the factors that
encouraged our candidates to receive adaptive training. Aiming to evaluate aspects of our

candidates” social media cybersecurity risk, Chapter 5 examines these issues.

Chapter 6 is devoted to our theoretical framework; it discusses the gaps and insights
gained from preceding frameworks, models, and approaches in this area which assisted
me in creating our novel framework. Following by Chapter 7 that describes the evolution
of our framework; as this chapter goes in-depth on the motivations, domains, and metrics
of our proposed framework. However, Chapter 8 focuses on the experimental procedures
used to validate our proposed framework, the strategies I used to do so, the participants
in this stage, and the outcomes of these validations. The thesis is finally concluded in
Chapter 9 by summarising the research findings in terms of how they address the research

objectives and by outlining challenges and potential for further study.
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1.5 Data Collection Process and Methodology

The flowchart of the study methodology for each research question is presented in Figure
1.2 below. In this thesis, quantitative and qualitative approaches were combined. In terms
of framework validation, case studies were conducted. However, the reader is directed

to the particular chapters to explain each data collection method and the corresponding

analyses thoroughly.
Research questions (RQs) Data collection Ciata analysis
and relevant chapters methods methods
[ Ro1RQZRQ3 | [ Online survey | SPSS software
Chapters 4, 5 ’ (Google Form) » [ (Chi-square test) ]
r Hﬂ_q_ ' r - N - .
Chapter 5 > Interviews M [ MVivo software ]
( RQ5 | , N i
Chapter 6 > Systematic Literature Review (SLR) ]
RQG I Synthesis of chapters 4.5 and @
Chapter 7 '
( ROT ) ( Case studies T-test
Chapter 8 *| Survey & Interviews Likert-scale
[ Rosrao | ( -
Chapter 9 — Synthesis of previous chapters ]

Figure 1.2: Flowchart of the study methodology
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Chapter 2

Background

This chapter focuses on the most prominent social media risks, followed by how experts
attempted to mitigate these threats through technical and non-technical approaches. The
chapter examines state-of-the-art cybersecurity training approaches by assessing the
improvements made in cybersecurity training and the initiatives made to make the training

adaptive.

2.1 Introduction

Researchers argue that social media has become vulnerable to hacking activities or cyber
threats considerably (Ghafir et al., 2018). A variety of studies indicate that hackers are
active on social media sites for fulfilling their objectives (Aldawood & Skinner, 2018). The
very nature of social media platforms allows participants to have trust in each other when
they interact creating gaps and vulnerabilities. This makes the job of hackers relatively
easy. At times, it becomes easier for hackers to perform their tasks due to the strong

inclination of the majority of the population towards social media platforms.

As such, people often compete among themselves to increase their fan followings, and in
their bid to do so they disclose their private information enabling hackers to perform their

illegal or unethical activities including economic crimes with ease (Zhang & Gupta, 2018).

Further to this, user awareness is quite low when they share their private information on
social media platforms because they have no idea what information to share and how

much information to share without taking any cyber risks (Van Schaik et al., 2018).

Surprisingly, people will sometimes put their trust in an anonymous account. Blackburn
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et al. (2018) experimented to evaluate users’ level of awareness on social media sites;
they forwarded more than 1600 massages via Facebook from unknown user accounts and
discovered that users could be tricked easily. In other words, hackers can easily collect
information they need from naive account holders to commit illegal or unethical activities

on social media.

Although many social media sites such as Twitter do not ask for many details from users
to prevent hacking, hackers apply their intelligence in analysing the content posted by
users in their accounts and find their way to commit some unethical or illegal activities
(Thakur et al., 2019). The following sections will cover the most prevalent social media
risks as well as an analysis of the most recent methods and solutions for reducing their

impact.

2.2 Social Media Risks

Our research focuses on the risks associated with social media cybersecurity and looks
for techniques to eliminate them for users. Therefore, it is beneficial to outline the most
pertinent social media threats that users may experience on these networks. To understand
cybersecurity threats in more detail, it is important to understand the variety of techniques
that hackers employ in their endeavors. I will go deeper into the most prominent social
media hacking, which will be described in the following subsections, based on the variety

of malicious acts carried out by hackers on social media.

2.21 Identity Fraud

Identity fraud or theft involves hackers using personal information in an unethical manner
(Irshad & Soomro, 2018). There are two ways to accomplish this: either the offender makes
a fake profile of the victim and then interacts under that pretext, or the offender steals the
victim’s password or gains access to their social media account in some other way, then
uses that account to represent the victim. What happened in California is an illustration of
such an instance: a teenager was sentenced to up to a year in a juvenile facility for using
another student’s Facebook password to post sexually explicit content about the victim

(Reznik, 2012).

It is estimated that at least 10 million Americans have become victims of ‘Identity Fraud’
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so far on social media alone. These kinds of activities cause some kind of negative effect
on innocent users of the accounts. As per CBS News, as much as 47% of the identity fraud
victims get their credit scores rerated on the lower side, even 11% have issues in getting
proper jobs (if they are already unemployed), and as large as 70% of them earn bad name
due to such incidents with them. A significant proportion of victims face some kind of

emotional issue (Irshad & Soomro, 2018).

2.2.2 Spam Attacks

Millions of fake accounts on social media were apparently under the control of spammers
who wanted to influence people’s behaviour (Ferrara, 2019). Spam poses severe security
issues on social media sites creating confusion and threat perceptions among social media
participants. Spammers can publish links to social media networks anonymously, directing
unsuspecting visitors to spam Web sites. Moreover, social media sites do recognise another
type of spam attack called ‘friend spam’ (Blackburn et al., 2018) through which people
receive unwanted friend requests without any reason whatsoever. At the end of 2008, the
Kaspersky Lab collection had more than 43000 spam files related to social media (Luo
et al., 2009).

2.2.3 Malware Attacks

Malware contains various threats, including viruses, worms, trojans, bots, and other
dangerous code (Green, 2016). The Malware attack aims at gaining access to devices to
destroy the network or the device itself; the malicious software disrupts not only the

operations of a computing device but also existing cybersecurity walls (Yang et al., 2019).

In one of the notable cybercrimes that occurred with Sony Pictures during 2014, sensitive
information including unpublished movies were stolen by cyber attackers, and their social
media accounts were also hacked (Jardine, 2015). In 2015, hackers took hold of Delta
Airlines’ server and posted some disturbing content on their social media accounts, which
emphasize that hackers may have an obscure purpose when they conduct such unethical

activities (Zhang & Gupta, 2018).
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224 Sybil Attacks

Sybil or fake accounts are created on social media as the agents of hackers, essentially to
help hackers to conduct malicious activities (Blackburn et al., 2018). While fake profiles or

fake request may not be always toxic, it certainly falls under the category of cyber-attack.

The following describes the Sybil attack scenario: Attackers send numerous friend requests
from fake accounts, and some genuine users may unwittingly accept them and become
Sybil attack victims. Attackers can spam, phish, and engage in other undesirable activities
in the target networks once real users accept friend requests from Sybil identities (Jethava
& Rao, 2022). As a result, the sybil attack seeks to trick common users into taking actions

that benefit the attackers (Zheng et al., 2017).

Attackers can easily create many Sybil or fake profiles on social media. For instance, fake
accounts on Facebook increased from 5.5% to 16% in 2020 (Jethava & Rao, 2022). The
most disturbing aspect is that it is difficult to detect such accounts; more often, they are
organised as legal accounts but aim at performing unethical or illegal activities sneakily.
While research reveals that it is difficult to combat a Sybil attack, it goes without saying
that the major challenge for experts lies in finding and detecting Sybil accounts (Zheng
et al., 2017).

2.2.5 Social Engineering and Phishing Attacks

Social engineering is a technique of extracting confidential information such as passwords,
banking details, or any other information of importance (Jamil et al., 2018), and phishing
is the practice of using both technological and social engineering techniques to persuade a

user to disclose personal information (Gupta et al., 2016).

According to recent studies and surveys, social engineers are responsible for 84% of
successful cyber-attacks (Salahdine & Kaabouch, 2019). Aldawood & Skinner (2019)
opine that social engineering could have many ways to execute their malicious intentions.
Usually, phishers look innocent to the users because they seem to provide some useful
information to account holders (Zhang & Gupta, 2018). A large proportion of phishers
commit their crimes by offering a free giveaway or inviting users to play some games or
asking users to complete some important survey (Irshad & Soomro, 2018), they resort to

these attacks when there is no way to breach a system with no technical flaws. According
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to the United States Department of Justice, social engineering attacks are one of the world’s

most frightening risks (Salahdine & Kaabouch, 2019).

Parker & Flowerday (2020) argue that social engineering is rampant on most social media
platforms. For example, in 2019, phishing on Instagram and Facebook increased by 74.7%
over the previous year. This could be due to some features associated with some specific
platforms, like overflowing emojis, the shortened link, or a large amount of personal data

available.

Even the most cutting-edge businesses are susceptible to phishing attacks, as was the
case with Swedish bank Nordea in 2007 when phishers successfully sent fake emails to
their bank customers, leading them to install the "haxdoor’ Trojan disguised as anti-spam
software, causing the bank to lose over 7 million Euros. A subsequent phishing email
attack from Lithuania cost those two global digital titans, Facebook and Google, 100 M$
(Clavin,D, 2022).

2.2.6 Impersonation

With the explosion of social media, a different kind of cyber-attack called ‘social media
impersonation” has been in practice (Zarei et al., 2020). Reports of impersonation attack
on Instagram only increased 155% in the 12 months to March 2022 (Downes, 2022). Social
media impersonation involves pinching someone’s identity and pushing it forward as if
they are a legitimate entity (Uzun et al., 2018). One of the impersonating cases on social
media was a lady in New Jersey who was charged with creating a fake Facebook profile in
order to assume the identity of her ex-husband to demonstrate that he is a drug addict

(Gharawi et al., 2021).

2.2.7 Hijacking

Hijacking aims at stealing a whole session key to be used as a remote control; therefore, it
poses serious risks for social media account holders (Khandpur et al., 2017). In this way,
hackers can enter into users” data systems while controlling them remotely. Any web
interaction between client and services give way to this kind of attack. As such, hackers
usually target those social media accounts which use a non-secure connection (HTTP),
especially in public Wi-Fi or in Local Area Networks (LAN) (Hossain et al., 2018). This

kind of attack becomes possible because users ignore warning messages and enter the
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web browser without realising the consequences.

A twenty-year-old girl who had her email account hijacked after changing her password
using only publicly available information about her from Google and Wikipedia (Aimeur
& Schoénfeld, 2011) ,and a Twitter account of the Russian prime minister at the time,
Dmitry Medvedev, was stolen in 2014, and the hackers tweeted anti-Putin tweets to the 2.5
million followers demonstrates that hackers have a variety of motivations for committing

hijacking (Harding, 2014).

As such, one of the greatest hijacking cases was observed during September 2018 when as
many as 50 million Facebook accounts were compromised when hackers stole Facebook
access tokens of the users through which they got control of these accounts (Elliott, 2018) .
This means that it is not only that individuals are vulnerable, but even companies with

such large establishments are also vulnerable to hijacking attack .

2.2.8 Image Retrieval and Analysis

Users have to understand that the internet is public, and when they share their pictures
on it they are typically sharing them with strangers (Edgar & Manz, 2017). It may be
interesting to know the consequences of such actions when one US soldier posted pictures
of their helicopters on social media sites in 2007. The Iraqi revolutionary armed forces,
by taking a clue from those pictures, not only located the helicopter but also successfully
destroyed it (Green, 2016). Additionally, social engineering attacks benefit from having
images of their victims on social media because it makes their task simpler (Hadnagu,

2019).

According to Zhang & Gupta (2018), each of the above-discussed cyberattacks does not
have an equal bearing on users. While it is estimated that malware, social phishing,
impersonation, and hijacking rank high in the lists for their negative consequences, spam-
ming and sybil attack rank low in creating their impact on users. Identity fraud is mostly
associated with having an average impact on users. The idea is that there are numerous
methods and techniques used in cyberattacks to breach social media accounts, and there-
fore individuals and firms must arm themselves in several ways to thwart the efforts of

social media hackers.
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2.3 Developing a Defense against Social Media Risks

The preceding paragraphs have explained that social media threats are actual and that
protecting ourselves from them is crucial. Even if an organization does not use social
media, it is nevertheless exposed to risks because their employees probably are (Green,
2016). Finding methods to guarantee security and privacy on social media networks is
therefore essential, even though it is challenging given that social media requires frequent
upgrades to keep up with the deployment and dynamic development of the technology
(Zhang & Gupta, 2018).

To find any gaps and limitations, I looked for the attempts made by subject-matter special-
ists to reduce these risks. The efforts being made by professionals to reduce social media

risks, both technically and non-technically, are the focus of the subsections that follow.

2.3.1 Technological Defense Tools

Many popular social media accounts provide a convenient service to maintain security
(Mousavi et al., 2020), such as the ‘second authentication” which is often part of two-factor
authentication, in which a four or six-digit code is forwarded to the registered mobile
number that remains valid only for a few minutes. Second level authentication is also
done when a user accesses their account from another browser (Guerar et al., 2018). This
feature could guard against hijacking attacks. Similarly, a Sybil attack can be spoiled
by developing second-level authentication to enhance users’ confidence levels (Zhang &

Gupta, 2018).

Using Virtual Private Network (VPN) software, especially during public connection, is an
effective way to encrypt traffic and prevent risks of social media (Zarate-Moedano et al.,
2021) such as hijacking as one remains not only nameless on the internet but can hide
one’s IP address too. Also, a user can disable the ‘Location” feature to prevent hackers

from seeing their personal location details (Mousavi et al., 2020).

Nevertheless, experts attempt to prevent spamming in a variety of ways, but there was a
limit to how successful earlier experiments using machine learning could be (Abdullahi
& Kaya, 2021). For example, ‘Blacklisting’ is a technique that is being used to avoid
spamming; however, this approach needs continuous updating in a specific order. Such

a’behavioral analysis” approach is quite time-consuming in the sense that it rests on
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gauging user account behaviors based on the URLs accessed (Ameen & Kaya, 2018).
However, to identify spam more accurately on social media, Abdullahi & Kaya (2021)
suggested a deep learning methodology called Dense Neural Network that is superior to
traditional machine learning approaches. As the results of observing and controlling the
performance of machine learning and deep learning classifiers on the SMS dataset, the
results show that Dense Neural Network reasonably detects spam in both datasets than

machine learning classifiers.

Since phishing and social engineering attacks exploit human weaknesses rather than
technology flaws (Hadnagu, 2019), phishing attacks can best be tackled by ‘machine
learning’ because this method may convert the difficulty of phishing attack detection into
a classification task (Jupin et al., 2019). Anti-spamming tools can be employed to extend
protection from a phishing attack that helps segregate genuine emails from fake ones
(Gupta et al., 2016). There are several open-source websites that can determine whether a
link, website, or webpage is genuine. In addition, there are numerous other algorithms
that can be used to identify phishing attacks, such as the link guard algorithm and the
surf detector (Gupta et al., 2016). However, the fact is that they are getting smarter with

each passing day.

Many strategies have been developed to reduce the consequences of sybil attacks or fake
accounts. For example, the ‘Identity Deception Detection Model” (IDDM) attempts to
capture the purpose behind the fake account on social media platforms. The model not
only perceives deception but also differentiates between human and bot (Van Schaik
et al., 2018). Khaled et al. (2018) proposed a new algorithm called SVM-NN to improve
the identification of fake accounts on social media by utilizing fewer features reduction
strategies to decrease the feature vector. More recently, Awan et al. (2022) suggested
a solution to this problem named the Spark ML-based project with a higher degree of

accuracy than existing methods of profile recognition.

As far as Malware attacks are concerned, research reveals that analysis is a successful
approach for creating a defense against malware-attacks; malware analysis aims at discov-
ering how malware communicates with the whole environment (Maglaras et al., 2018).
For example, Yuan et al. (2019) offered a deep learning strategy that relies on LSTM and
encoder-decoder neural network architectures. This method can detect and alert users to

system errors that are probably caused by malware attacks.
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According to Uzun et al. (2018) several publicly available facial / voice recognition technolo-
gies (such as Microsoft Cognitive Services or Amazon Rekognition) are vulnerable to even
the most basic attacks.Therefore, they presented a Real-Time Captcha (rtCaptcha) system
to address the shortcomings of current liveness/human detection methods and prevent
‘impersonation’. As such, organizations need to employ some sophisticated software
such as ‘Social Mention” being used by Google. ‘Social Mention’ forwards email warning

messages to users if their names have a mention on social media (Yang et al., 2019).

The following diagram in Figure.2.1 summarises the technical tools discussed for users in

defense against cyberattacks on social media platforms.

Blacklisting
Behavioural Analysis

|
Spam Attack Dense Meural Network

Anti-Spamming Tools
Phishing Attack » Machine Learning

DD
SVM-NN

Syhil Attack —
Spark ML-based

VPN
Hijacking ————%| Second Authentication
Malware - %] Malware Analysis

riCaptcha System
Social Mention

Impersonation

Figure 2.1: Technological defense tools

2.3.2 Non-technological defense tools

Even while attempts have been made to decrease the threats associated with social media,
no system is completely resistant to hackers (Alshaikh et al., 2019). Threats on social media,
including identity fraud, social engineering, image retrieval and analysis, necessitated that
users be informed of proper online behavior and how to file reports of suspicious activity.

Research indicated the value of combining technical skills with human and cognitive
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abilities to improve a cybersecurity workforce (Brilingaite et al., 2020).

Employees and organizations should be aware that using technical support systems could
be one strategy to stop cyberattacks, but users need perform their responsibilities in
defense against these threats adequately (Chowdhury & Gkioulos, 2021; Edgar & Manz,
2017). As such, employees need to realize that safeguarding the organization’s IT assets is

not their duty, but their survival is associated with it (Hovav & Putri, 2016).

While European Network and Information Security Agency (ENISA) (2010) asserts that
technology can protect us from cyber incidents at certain times and not always because
with the advancement of technology, hackers are likely to employ more evolved techniques
for their operations; in other words, technology can never provide a fool proof solution
always. However, well-informed individuals who are properly trained could help to

successfully thwart cyber incidents.

Developing a defense mechanism against social media cyber-attacks is generally crucial.
However, studies establish that if organizations can improve training for their staff and
formulate effective policies then they can certainly minimize risks arising from social
media hackers (Demek et al., 2018). Also, cybersecurity is not only about creating fencing
to protect from hackers; in fact, it goes much farther than that to include many other
important aspects such as setting cybersecurity policies, risk management, protocols,
ethics, and so on (Lee, 2021). As per European Network and Information Security Agency
(ENISA) (2019), raising cybersecurity awareness is a continuous process, and training is
the first line of protection against hackers’ maliciously inclined ‘endeavors’ (Aldawood &

Skinner, 2019).

The non-technical measures adopted to reduce cybersecurity risk including social media

are illustrated in the sections that follow.
Awareness Campaigns

A great example of a security awareness approach is the “campaigns”; some researchers
describe the ‘awareness campaign’ as an intervention to alter user behaviour considerably
(van der Kleij et al., 2020). The European Cyber Security Month (ECSM) is an EU campaign
that concentrates on raising organization as well as user’s security awareness, that de-
ployed by ENISA and other associates every October of every year. As many researchers
argue that awareness campaigns need to run throughout the year uninterruptedly as users

need to remind again and again (Muhirwe & White, 2016). The campaign centers on
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training, strategy summits, online quizzes, common presentations to individuals, and
so forth. However, such campaigns must be concise and simple in their content so that
users do not get confused. Also, all the warning messages should be developed by experts
in the field because researchers discovered that people are inclined to rest their trust in

professionals rather than others (Bada & Nurse, 2019).

Baker (2016) suggests that campaigns should have contents on cyber awareness that
may attract a large number of people. At the same time, using a “convincing’ technique
is considered a successful idea in ‘'campaigns’ for changing user behaviours which are

comprised of advising on technological change.
Policies

Liew (2021) argues that setting policies to guide the proper use of social media is not
optional; in fact, social media policies (SMPs) specify certain rules for developing healthy
social media practices. Stoessel (2016) suggests that SMPs include three key issues: first is
the policy control meaning prescribing the proper behavioural guidelines for using social
media platforms, the second deals with managing cookies, etc. including banning certain
sites, and the last one is about the training of employees so that they can understand those

policies clearly and practice them properly.

While employees tend to recognise what is the secure usage for them for social media
practice, Bennett & Manoharan (2017) assert that employees need to develop their system
in compliance with the company’s SMPs that include social media security policy, infor-
mation disclosure policy, social network passwords policy, Twitter policy, Facebook policy
and so on. Ozkaya (2018) emphasizes that users must know the dark side of social media

so that one does not fall into a trap while making use of it.

Wisniewski et al. (2017) argue that policies provided by social media platforms also serve
the purpose of raising awareness by those sites; however, many users fail to understand
how to make use of those features effectively. The fact remains that most of them avoid
using it because of their inability in handling those features (Bhatnagar & Pry, 2020).
Nyoni & Velempini (2018) assert that many of the users cannot understand SMPs because,

at times, they are mentioned in technical language.

Additionally, there are many challenges to SMPs; that is so because technology has been
evolving constantly and to keep pace with the technology SMPs need to evolve too. SMPs

still do not have any standard international body, such as the IEEE, and as such, there is
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no uniform format for developing it (Stoessel, 2016). Hiltz et al. (2014) discover that the

second challenging issue is to develop clear policies for using social media.

While many organizations prefer to focus on technical issues rather than human factors
(Bennett & Manoharan, 2017), a wide variance can be seen among the organizations as far
as SMPs are concerned (Stoessel, 2016). In one revelations, Bennett & Manoharan (2017)
find that while firms in 156 US cities make use of social media for work extensively, only
30 of them have well laid down formal policies for social media use; much of the social
media misuse has happened because of this. Employees, in many such organizations,
have got trapped in “bad experiences” for this reason. Moreover, in many organizations,

people have lost their jobs for violating organizational SMPs.

Therefore, a formal policy is a must to guide employees in using social media platforms.
As policy implementation enhances the amount of social media-related training and
technological controls; however, the key issue is that organizations are adopting social
media strategies and policies in a reactive approach, as opposed to practicing a formalized

risk management rule (Demek et al., 2018).
Social Media Guidelines and Best Practices Recommended

The National Cyber Security Centre (NCSC) offers guidelines for interacting safely with
other users. At this juncture, it will be appropriate to introduce key social media plat-
forms.The purpose of presenting this data is to show how these platforms do explain
appropriate behaviour while communicating with others through them, and that users
should read and understand these rules. Finding out why some people do not comprehend

and utilise this information is therefore one of the study’s primary objectives.
Facebook

On the Facebook platform, one can make use of privacy setting tools for the safe handling
of the operations. Even users can select their audience to share content with them. The
audience selector option can be found at several places through which users can share
their content such as posts, photos, and other information on Facebook through their
profile. ‘Change who it’s shared with’ is an option at Facebook to modify things that any
user has already shared with others. Facebook provides, without using any technical
jargon, clear and straightforward recommendations in the chosen language; Moreover,
users can choose from many options to secure their accounts. While reporting incidents

such as accounts of impersonation, fake accounts, multiple profiles, and many others can
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be done through simple steps such as clicking on the three dots under the cover photo or

by selecting Find support or report profile.

Facebook also explains how users should deal with spam, how to recover an old Face-
book account that one fails to log in, or what to do if the account is disabled, or if a
friend’s account has been hacked. Instructions are also available if the account has been

compromised or is being used by someone else.

Facebook not only provides two-factor authentication (TFA) but also provides reasons for
doing that. Facebook takes care in protecting the profile password and clearly instructs, in
case of any incident, to reset passwords. They also conduct surveys by providing a link to

users to have feedback for their experiences on Facebook.
Twitter

Similar to Facebook, Twitter also provides a help page for protecting the tweets of users.
However, it is up to users to set their accounts public or private. In case a user wants to

protect his or her tweets, Twitter provides full instruction for that.

In case of a hacking incident on Twitter, the help centre provides some guidance to manage
the incident. A request for a password reset is the first necessity in such circumstances.
A support request can be forwarded to them if one is unable to log in even after resetting
the password. In short, if the account has been compromised one needs to contact the
help centre as quickly as possible. Twitter also provides a set of security recommendations
to stay safe on Twitter. They strongly recommend having a strong password with a

combination of numbers, special characters, and alphabets.

Moreover, a user can report tweets, lists, and direct messages that violate the Twitter Rules,
such as those containing abusive or harmful content, spam, impersonation, copyright, or

trademark violations. In short, reporting incidents on Twitter is quite convenient.
YouTube

Like Facebook, Twitter, YouTube has also provided a YouTube Help page to stay safe online.
They have explained likely phishing incidents on YouTube stating that they never ask for
the email address, password, or other information related to the account. They advise
their users to secure their accounts to prevent any kind of hacking; securing steps have

been explained by providing a short video on their website.

They recommend reporting any questionable content on YouTube to the YouTube team,
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such as spam or phishing. They also provide tips to follow in case a user account has been
compromised. They provide a list of recommendations such as enabling the TFA, creating
a unique and robust password, updating regularly for keeping user accounts safe; the

importance of these aspects is explained at length.

The YouTube Help page can be used to report any incident. Reporting inappropriate
content on YouTube is quite simple. For reporting a video on YouTube, one needs to
select the Report on the video player menu giving a reason for this reporting, which is
then acknowledged with a confirmation message. Users can report a video, a playlist, a

thumbnail, a link, a comment, a live chat message, and an advertisement on YouTube.
Instagram

The Help Centre page on Instagram presents valuable information for their users to stay
safe online. On Instagram, one can decide whether to set one’s account private or public.
Making the profile private means contents such as videos, photos, or location pages can be
viewed by only those who have been approved by the account holder. Setting the account

public means anyone on Instagram can see all the contents inserted by the account holder.

Instagram Help Centre also provides step-by-step guidance on how to set your profile
private. Apart from providing some valuable tips, the FAQs provide answers to many
general queries of users such as ‘how to remove followers’, ‘how to remove Instagram
images from Google search, ‘how to turn comments on or off for Instagram posts, and
so on. Moreover, under the staying Safe option, there are many security tips and guid-
ance provided that include reporting any incident such as impersonation, bullying, or
harassment on Instagram. The “report it" link given on their website helps report any
phishing account quickly. Instagram takes impersonation seriously; one can also report
impersonation incidents by filling out a form regardless of one is having an Instagram

account or not. They provide valuable guidance to deal with these kinds of incidents.

To keep user accounts safe, Instagram has laid down a set of security warnings that users
need to follow for safeguarding themselves from cybercriminals that including changing
passwords regularly, creating a strong password, and what to do if the account is hacked.
Explaining the concept of the TFA, they insist on enabling the TFA for keeping the account
secured. On finding that account has been hacked, they recommend contacting them to
reset the password immediately. Password can be reset using the email address, phone

number, or even the Facebook account. Users can ask for additional support if they fail to
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reset the password.
LinkedIn

LinkedIn has introduced an In Help page for its users to stay safe online while interacting
with others. The page known as Settings & Privacy is organized into six sections to
assist users in viewing and modifying their account information, privacy preferences, ads
settings, and communication notifications quickly. The ‘Settings & Privacy’ page enables
users to manage their account settings, update their privacy and security settings, and set
their preferences for contacting their followers. At the top of this page, users can see an
overview of their account details, including their profile headline, number of connections,
and details about the premium accounts they currently have. If the user account has been
compromised or hacked, their immediate recommendation is to change the password

through the change password option available to the user within settings.

They also explain how phishing emails can put the account at risk. Usually, such phishing
emails are not addressed directly to users but advise recipients of the mail to act in hurry,
usually to open an attachment and act as directed. Reporting incidents on LinkedIn
is not only simple but efficient too. The user can do this by going through the other
person’s profile and clicking on the More icon and then on Report. Various options such
as suspicious or fake are available to choose from. In fact, with the help of this procedure,
many different incidents can be reported on LinkedIn. They have also explained the TFA
feature provided by them to access the account, which is known as Two-Step Verification.
This provides an additional level of security to establish the legitimacy of the account. To
prevent any malicious attempts to access their account, LinkedIn strongly recommends
its users enable this feature. Usually, the two-step verification is done through the user’s

mobile phone.
TikTok

TikTok has also taken several steps to safeguard the accounts of its users; under the option
Guides, users can find much information for protecting their data in TikTok. They also
collect mobile numbers and emails from their users to provide the latest updates to them.
This also helps when the account is compromised or hacked. Moreover, TikTok insists on
creating a unique and robust password so that others cannot easily guess it. They also
provide an example to create a strong password by using special characters, numbers,

as well as alphabets. The two-step verification is mandatory for safeguarding the user’s
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account. Users can also verify the devices when they attempt to access from other devices,
essentially to keep the account safe. TikTok also educates its account holders to thwart
phishing attacks to garner sensitive data from users. They insist on verifying the link
before accessing the page as phishers may lure the account holder by offering them some
gifts. TikTok has a simple procedure to report any incidents via the Help Centre page;
moreover, users can report videos by holding down on the content and tapping Report

(NCSC, 2019).
Training

Having SMPs in place is not just enough to manage the security and development of
employees’ behaviors; the organizations need to communicate these policies through
training (Demek et al., 2018). Training is crucial because employees must understand
why these policies are important for safeguarding themselves and their organizations.
Training is the key to changing people’s behaviors and perspectives, which is necessary
for reducing any cyberattacks (Loffler et al., 2021). According to Chowdhury & Gkioulos
(2021), robust security training is an organization’s biggest investment, it is a non-technical
approach to protecting the system and users from cyber-attacks (Edgar & Manz, 2017).
In a way, cybersecurity training is an effective approach, which helps in eliminating the

usual mistakes of users — difficult to achieve by any technological solutions.

Users must be trained for using social media security settings to combat cyber threats.
Updating on these aspects periodically is as necessary as original training itself. According
to Wisniewski et al. (2017) almost 48% of Facebook users are not aware of how to use
privacy settings provided by the Facebook platform. At the same time, Nyoni & Velempini
(2018) suggest simplifying not only privacy settings provided by social media sites but

users need to be trained adequately to take advantage of it.

Demek et al. (2018) indicate that organizations resort to training to ensure that employees
follow set policies and plans. Subsequent training sessions may be organized as per the
needs of the employees. It becomes necessary for an organization to train its staff members
to apprise them about the risks involved in using social media platforms. Employee
training should be extensive covering all major topics such as social engineering, strategies
adopted by hackers, insecure software as well as a variety of cyber threats associated with

social media.

Understanding malware behaviors, reporting potential security threats, supporting or-
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ganizational IT policies, and complying with major regulations (HIPAA, GDPR, PCI
DSS, and so on) fall under cybersecurity awareness training (CSAT). Researchers indicate
that training helps employees not only to understand information security issues in the
larger context but realise the consequences that arise due to a lack of security awareness

(Stefaniuk et al., 2020).

Thus, the primary purpose of CSAT is to raise knowledge and empower employees to
recognise, impair, and report any cyber-attacks (Aldawood & Skinner, 2019). CSAT relates
to specific user learning that allows employees to know all essentials about cybersecurity
and IT systems including regulatory compliance. CSAT and learning are imperative to
enable end-users to make knowledgeable decisions and approach cyber threats (Tsokkis &

Stavrou, 2018).

Training programmes that concentrate on raising the security awareness of employees
make the firm stronger in responding to cyber incidents (Zwilling et al., 2019). Studies
reveal that having sufficient training programmes for employees could be a significant fac-
tor in improving their compliance with the information security policies of organizations
(Safa et al., 2016). In general, the main goal of security training programmes is to cultivate
a positive culture of information security within the organizations (Glaspie & Karwowski,

2017).

There is no doubt that training is the first option for raising user awareness in many
organizations. ENISA (European Union Agency for Cybersecurity, 2014) as shown in
Figure 2.2, reveals that learners acquire only 20% of what they listen and read; however,
they grasp almost 90% of what they have practiced. In short, training programmes apprise

users of the techniques used by hackers in achieving their objectives (Alshaikh et al., 2018).
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People remember :

10% of what they read

20% of what they hear

30% of what they see

50% of what they hear and see

70% of what they say or write

90% of what they do or teach

Figure 2.2: Learning pyramid (European Union Agency for Cybersecurity, 2014)

Also, CSAT programmes need to ensure users understand when and how they can be
reached by the IT team. While the role of a CSAT programme is to tell people what to
do in specific circumstances, they need to follow them even when an explanation is not
available (Dugan, 2018). As such, a CSAT programme is organized for raising employees’

security knowledge, and to create a generic awareness approach in an organization.
Cybersecurity Training Approaches

Whereas the focus of this study is on cybersecurity training as a defence against cyber

risks, it is advantageous to comprehend the various training ideas and techniques.

Training methods and approaches are developed over time (Aldawood & Skinner, 2019).
The ENISA has been working hard to make Europe cyber-secure since 2004, and it is
active in the area of training and awareness, by using its expertise to support National
Information Security (NIS) skills. Their training sessions combine lectures, education,
guidance, exercise sessions, presentations, hands-on training, discussion, focused activities,
etc. Also, they suggest a large number of training methods and tools that can be used as a
medium in their training sessions as shown in Figure 2.3. In general, a security training
approach should be such that organizations design a clear plan to train their employees,

which leads to enhancing security awareness in them (Stefaniuk et al., 2020).
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Figure 2.3: Training methods (European Union Agency for Cybersecurity, 2014)

Furnell & Vasileiou (2017) classify training approaches into two categories: Push and
Pull. A "Push approach’ involves informing people what to do by using methods such as
giveaways, penalties, and conviction. In contrast, the "Pull approach’ rests on motivating
or encouraging people to do what is necessary. However, the success of security training
depends on the methods being used to deliver information to the trainees (Edgar & Manz,

2017).

As shown in Figure 2.4 the ENISA classifies training approaches into three groups: Online,
hybrid, and offline. Videos, online training sessions (Ghafir et al., 2018), social media,
emails, games, webinars, , intranet, screensavers, video conferencing (Ghazvini & Shukur,
2016) are “online approaches’. Conduct mock attack, run scenario, drills, war-gaming
exercises, stories of good practice, rewards, tip sheets, FAQs are classified as "hybrid
approaches’, and group training sessions, flyers, workshops, external expert lectures,
posters, events, fall under “offline approach” (European Union Agency for Cybersecurity,
2017). Moreover, presentations, regular meetings, reports, all form part of offline train-
ing approaches (Safa et al., 2016; European Network and Information Security Agency
(ENISA), 2019). These information is compiled in Table 2.1.
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Figure 2.4: Training classification by ENISA

Table 2.1: Training classification by ENISA

Online Hybrid Offline
Social media Conduct mock attacks Flyers
Online games Rewards Workshops
Videos Tip-sheets External expert lectures
Webinars Run scenarios Posters
Online training sessions Rehearsal Events
Intranet War-gaming exercises Presentations
Screen saver FQs Reports
Emails Stories of good practice Meetings

Many people prefer the offline training method because it allows them to share insightful
ideas, have fruitful conversations, and receive prompt feedback (Siami Namin et al.,
2016). Pedley et al. (2020) reports that physical training is still frequently seen as the
most effective method of luring trainees. However, the online system is used by many
global companies for employee cybersecurity training, whereas others argue that a hybrid
training approach blends online and offline approaches, and some organisations prefer
it. However, despite a variety of training approaches available, the same mistakes are
being repeated consistently (Furnell & Vasileiou, 2017). Existing methods do not cater to
all different types of employees, their learning objectives, and learning styles (Caulkins

et al., 2016; Christopher et al., 2017).

Thus, the following section aims to investigate the factors that lead employees to adapt
more to cybersecurity training and learning, which might assist me in achieving the

project’s key goals.
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2.4 Factors Supporting Adaptive Cybersecurity Training

2.4.1 Training Delivery Approaches

As per European Union Agency for Cybersecurity (2014), an effective training session
on cybersecurity aspects should have several elements that include a brief introduction,
real-life stories, videos, games, group activities, and competition between learners as well
as analyzing real case studies along with discussing why certain policies on cyber issues
have been enacted. A proper mix of training delivery approaches has been deemed to be
not only advisable but indispensable (Alshaikh et al., 2018; Schiirmann et al., 2020; Zhang
et al., 2021). The authors of this project agreed on that, still, I will look further into why
people favour one training method over another. As such, I will analyse these differences

based on several aspects.

Ki-Aries & Faily (2017) shows that when cybersecurity training focuses on specific aware-
ness topics such as password protection, it becomes more effective. At the same time, it
is equally crucial how the training is delivered. Based on the experiment to discover the
user preferences between three varied — namely video-based, game-based and text-based
training approaches, Ki-Aries & Faily (2017) reveal that merging delivery methods pro-
duce much better outcomes than using a single way. However, they emphasize that each
method must cover the same topic for achieving desired objectives. They further state
that the game-based approach is the preferred way of learning IT security topics such as

phishing.

It is obvious that people differ in their choices for the training approaches they receive.
However, I will go beyond merely demonstrating that and proceed to explore how, why,

and to what extent employees favour a particular training style.

2.4.2 Customising the Training

Numerous studies have found that customized cybersecurity training is preferable to a one-
size-fits-all method, for example, it should be customized to fall in line with organizational
goals and circumstances (Glaspie & Karwowski, 2017) such as business needs, budgets,
organization vision, mission, culture (Bada & Nurse, 2019). On the other hand, mandatory

and one-size-fits-all approaches routinely fail to encourage staff (Zhang et al., 2021).
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Indeed, Furnell & Vasileiou (2017) claim that the training is more effective when employees

feel that it is tailored to them.

It needs to be noted that there is no uniform training for cybersecurity. While cybersecurity
training needs to be based on the roles or responsibilities borne by the person in an
organisation (George et al., 2020), the training aspects vary as simple users’ may need only
basic knowledge but at the same time, intense users may need detailed hands-on training

with a clear understanding of the gaps and vulnerabilities that exist in the system.

Zhang et al. (2021) suggest that organizations need to be more sensible in developing a
clear strategy for funding cybersecurity programmes. They assert that the cybersecurity
programme is a long-term investment and not an expense. Care needs to be exercised
in that the cybersecurity programme does not become a generic version because every
individual has a distinct job role to play and different responsibilities to discharge within

the organization, and their awareness and knowledge levels vary too significantly.

It follows that customized cybersecurity training is superior to standard training. However,
studies have not yet looked at how tailoring ACST should be concerning social media and
human factors, including age, gender, work experience, educational level, and academic
qualifications, as well as other online behavior patterns, which is what this study aims to

accomplish.

2.4.3 Trainers

While factors contribute to developing a successful training programme, trainers have a
huge role to play in increasing the enthusiasm towards the learning process (Brilingaité
et al., 2020). ENISA has been working on enhancing the network security by raising
knowledge of users for which they mainly focus on “trainers” who are the backbone of the
training sessions (European Network and Information Security Agency (ENISA), 2012).
As per the ENISA, professional trainers are necessary for conducting effective training of
the participants. At the same time, many researchers focus on "trainees’ to bring positive
outcomes in terms of learning (Antonaci et al., 2017; Safa et al., 2016). While “trainers”
are crucial for delivering productive training programmes, they are the masters who own
the sessions for positive outcomes (Taniuchi et al., 2018). Researchers argue that having

qualified and skilled trainers in the cybersecurity domain is a must for improving the

situation dramatically; in fact, trainers influence learners” opinions significantly (Javidi
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et al., 2019).

While comparing three training formats (computer-based, instructor-based, and text-
based) Stockhardt et al. (2016) discover that instructor-based training is the most efficient
way for increasing security awareness; however, it consumes more time than the other

two methods.

Studies have shown that having skilled trainers is crucial for achieving training objectives.
However, I will look at the qualities that make an excellent trainer to assist top manage-
ment in choosing their trainers, whether inside or outside the organization. To find a
solution that could underestimate the challenges those trainers experience at work, I will

also investigate that by conducting interviews with some trainers and trainees.

2.4.4 Straightforward, uncomplicated, and simple Training

The key to practical cybersecurity training is to be short, periodic with regular breaks,
and clear in meaning with no technical terms (Ghafir et al., 2018). As such, Bada & Nurse
(2019) discuss the importance of having a training methods that are free of any complexity
and easy in comprehension for all participants. It is clear that the training’s simplicity
may impact its success. I will investigate this aspect in more detail. Further, I pay close

attention to social media cybersecurity.

As it is crucial to understand that security training programmes should be organised
periodically and not as a one-time exercise because technology keeps on updating and so
are the ways of hackers (Clark & Hakim, 2016). On this, the authors of this project were
in agreement, but as I will see later, it is crucial to follow up with trainees on a regular
basis. To illustrate this, I will examine trainee behaviour using a variety of evaluation

techniques.

Demek et al. (2018) arugue that employees need to be trained throughly on cyber policy,
and these policies need to be clear and easy to implement for enhancing their effectiveness.
This is consistent with our study, as I will demonstrate later, our test’s questions will be

simple, free of ambiguity, and based on recommended SMPs and best practises.
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2.5 Human Aspects in Cybersecurity Training

Given that there are differences in numerous demographic parameters, including age,
gender, work type, and level of experience, I hypothesized that human factors played a
major impact in the degree of adaptability in cybersecurity training. Their attitudes differ

from one another as well.

Studies demonstrate that technical solutions and procedures cannot secure digital systems
alone, and a human factors analysis is essential in cybersecurity (Jeong et al., 2019).The
study of human factors examines how people behave physically and psychologically in
connection to various situations, activities, and assets. As such, no training programme
will elicit desired results unless it is designed uniquely to change the behavioral aspects of
users; such behavior poses serious challenges for firms in tackling cybersecurity issues

(Aldawood & Skinner, 2019).

When people are the most vulnerable link across the cybersecurity landscape, a human-
centric approach to cybersecurity training, such as the one proposed by George et al. (2020),
has greater chances to succeed. As such, the human factor needs to be strengthened in the
cybersecurity domain compromising cybersecurity effectiveness; however, to minimize its
adverse effects, it is required that security awareness is raised among users or employees

as one of the topmost priorities by management (Ghazvini & Shukur, 2016).

The subsections below therefore concentrate on these human variables and how prior

research takes them into account with cybersecurity.

251 Age

Furnell & Vasileiou (2017) argue that security training will be effective if the employee
feels that the session or the course was tailored uniquely to them; generalization tends
to give the impression that this is not their responsibility. The point is that strategies for
young and old will differ due to their varying approaches and understanding of these
aspects. Since younger users have weaker scores on measures of security awareness than
older peers (Hadlington, 2018) they are more vulnerable to a phishing attack and could
trick easily. At the same time, Hadlington (2018) and George et al. (2020) argue that taking
on cybersecurity issues at an early age helps establish a strong foundation among users in

tackling the menace effectively. However, Saridakis et al. (2016) and Blackwood-Brown
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et al. (2021) asserted that cybersecurity training is more important for older people than

younger ones as they are more prone to get trapped in cyber-attacks.

Furnell & Vasileiou (2017) have argued that security training must vary according to the
age of the trainees, because different age groups have varying preferences and under-
standing of cybersecurity. However, Furnell & Vasileiou (2017) did not study the problem
specifically within the context of organisations with a presence and operations on social

media, which is what I intend to do.

Another age-related study carried out by Hadlington (2018) suggests that younger people
are more vulnerable to phishing attacks than older ones, likewise, elderly individuals
require greater cybersecurity training than younger individuals (Saridakis et al., 2016;
Blackwood-Brown et al., 2021). As I will show later, this corroborates our findings.
However, I have not limited our analysis to phishing attacks, and I will attempt to correlate

different age ranges to other cybersecurity issues that are also part of social media.

2.5.2 Gender

So will be the case when strategies are devised specifically either for males or females.
According to Anwar et al. (2017), ‘gender’ is, in general, an influential factor in deciding
individual behaviors, and therefore, these factors need to be considered while designing
the security training programmes. Researchers indicate that women and men are not
comparable in their adoption of information technology and related security protocols
(Lin & Wang, 2020). Studies show that women are not only more likely to comply with
privacy policies but also more concerned about privacy than men (Anwar et al., 2017).
Dhakal (2018) proposes that women are more conscious of information security awareness
programmes and more excited toward security protocols than men. At the same time, they
are more likely to be a victim of cyber-attacks than men. As such (Parker & Flowerday,
2020) found that women are more prone to phishing attacks on social media than men.
While females have been observed to display weaker password creation behavior, they,
therefore are more prone to a cyber-attack. Lin & Wang (2020) maintain that women engage
more than men on social networks and form closer social bonding; distinct cultural and
social norms and societal expectations also play a pivotal role in different behavior patterns
of individuals on social media. However, studies have not adequately demonstrated why

these variations in genders exist. Consequently, I plan to carry out that in our study.
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2.5.3 Background and Expertise

Individual background and prior experience/expertise towards cybersecurity play a
vital role for people while approaching security risks issues. For example, those with IT
backgrounds are invariably interested in knowing how a cyber-attack can be executed. At
the same time, people active in social sciences will attempt to focus more on behavioral
aspects of the attackers (George et al., 2020). It needs to be noted that people, in general,
tend to take security risks as only the side-effects of the incidents and tend to find the
solution differently (George et al., 2020). Precisely for these reasons, cybersecurity training
approaches need to be geared based on the background and expertise of the people
involved in the tasks (Pedley et al., 2020).

Similarly, it is not appropriate to claim that a specific organization is having a higher
level of security awareness than others (Ghazvini & Shukur, 2016), especially when
user skills are not matching in cybersecurity concepts within the organization (Gratian
et al., 2018). Studies reveal that employees possessing expertise in the IT field are more
familiar with cyber threats than others (Jeske & Van Schaik, 2017). Raising awareness of
cybersecurity among technical and non-technical personnel run differently. People with
IT training perceive the performance of security software to thwart cybersecurity attacks
quite differently when compared with people with a non-IT background as the latter view

them only as a list to do or not-to-do or simple guidelines (Gasiba et al., 2021).

Therefore, a person’s individual background and prior work experience play a vital role
when addressing cyber risks, as stated by George et al. (2020). Thus, I have gathered
information from different employees in various organisations working in different sectors
and having diverse backgrounds. Our findings encourage the utilisation of training
approaches geared towards the background and expertise of different employees, which

is what Pedley et al. (2020) suggests too.

2.54 Job Roles and Sectors

Job roles and responsibilities do have their influence in dealing with cybersecurity risks.
Technology, information systems and their applications have a different bearing on the
people employed depending upon the roles or responsibilities they hold in the orga-
nization (Toth & Klein, 2014). For example, Nifakos et al. (2021) argue that healthcare
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professionals such as doctors, nurses or medical support staff pose higher risks to their
organizations when they interact with social media platforms providing hackers excellent

opportunities to conduct cyber-attacks and extract sensitive details of the organization.

It is important to notice that CSAT is not equally widespread across all the sectors of
the economy for the simple reason those cyber-attackers have their preferences while
targeting these sectors. For example, the finance sector is the most preferred area (44%)
for cyber-attacks followed by the information and communication sector (28%). The
administration sector (3%) is the least preferred sector for cyber-attacks (Pedley et al.,

2020).

While I agree with Nifakos et al.’s observations, I am also interested in learning about
other sectors of the industry for example, the military, art, design, sport, and financial
sectors. Thus, I have endeavoured to collect information from employees working on a

wide range of organisations performing many different roles.

2.5.5 Attitudes and Behaviors

Human attitudes that include behaviors, values and preferences play a critical role in
becoming vulnerable to cyber-attacks (Pattinson et al., 2018). According to Van Schaik
et al. (2018), user attitude, habits such as time spent on social media, and perceived risk
collectively decide their behavior on social media platforms. The users who use social
media platforms for exchanging information are more likely to be victims of cyber-attacks.
Hadlington (2018) suggests that the users who ignore security-related warnings have
higher chances of victimization from cyber-attacks; this includes also those who are

addicted to social media.

To further understand this, I have distributed an online survey, which features specific
sections about attitudes and behaviours. In turn, the findings derived from these sections
allow me to formulate a risk equation 7.1 to assist policymakers, cybersecurity formulators,
and trainers to prioritise training for those who need it the most, and Chapter 7 will go

into more detail about this formula.
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2.6 Chapter Conclusion

This chapter examines how social media cybersecurity risks are real and so are the tools
that are employed to thwart such threats. Threats have been identified to have many forms
such as malware attacks, Sybil attacks, phishing attacks, impersonation, identity fraud,
and so on to deal with. While technology alone cannot prevent social media cyber-attacks,
non-technological tools could be handy to make users aware and equip them to be able to
identify and thwart different kinds of cybersecurity threats for safeguarding themselves

as well as organizations.

As such, mere technological solutions cannot prevent cyber incidents, but skillfully for-
mulated training programmes are crucial for raising awareness of the employees towards
cybersecurity threats. While training formats with mixed delivery approaches tend to
provide superior outcomes, ENISA supports online, offline and hybrid approaches as

well.

Therefore, cybersecurity awareness is a must for all levels of users so that they can recog-
nise and report the incident as and when any threat is encountered. In the current times
of the ever-developing era of technology, raising awareness is no more optional. Most
experts now emphasize that user skills in the aspects of cybersecurity can be improved

through training.

In conclusion, this chapter examines the previous studies and sets a tone for analyzing
and using factors responsible for ever-increasing cyber incidents, and how users adapt to
cybersecurity training differently based on many factors. These variables aid in offering

more customized cybersecurity training based on valuable reviews and statistics.

The chapter shows how age, gender, employment type, and level of expertise are just a
few examples of human aspects that significantly impact how adaptable cybersecurity

training can be.

The following chapter will discuss the data collection process and methodologies used
to investigate the challenges of cybersecurity training for social media. The investigation
will examine different groups of social media users to understand their awareness level,
needs, and objectives, as well as the current practice towards cybersecurity training for
social media. The following chapter will involve the design of a survey and interviews

process from key stakeholders, which will give me insight into the extent of the problem.
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Chapter 3

Methodology

This chapter specifies the methodological strategy and procedures chosen to answer
the questions of this study. The sample size is described, and the participants selection
process is explained. The reliability, interview methods, coding procedures and interviews
scenarios are discussed initially. The methods used for distribution and collection of the

survey and interviews are discussed. Statistical treatments of the survey are outlined.

3.1 Introduction

In order to examine the proposed framework for this project, I employed a "theory of
change approach”. Theory of change as defined by Weiss et al. (1995) is how and why an
initiative works. In this work, I analyze both quantitative and qualitative investigations,
as well as theoretical literature, using a comprehensive systematic review (Aromataris &
Pearson, 2014). The purpose of using this strategy is to shed light on how and why the
adaptive cybersecurity training for social media is beneficial. This theory was selected
for this project since it is straightforward and would produce both short-term and long-
term results. To fulfil our intend, I moved forward through the following three stages: I
am first developing a theory of change that attempts to improve people’s social media
cybersecurity behavior. Second, I evaluated the framework’s tasks and desired effects,
which will all be covered in Chapter 8. Eventually, I analyze and interpret the evaluation’s
findings, including how they may need to be modified in terms of the initiative’s theory

of change and resource allocation.

41



3.2 Research Approach

Our research design essentially consists of employing two research methods simultane-
ously that are popularly known as qualitative and quantitative research methods - often
known as mixed methods (McKim, 2017). I applied a mixed approach to generalize the
results and define a behavior or concept’s meaning for different people (Creswell, 2003).
In the qualitative study, I have decided to conduct in-depth interviews. This will help
me enrich quantitative findings obtained by serving a questionnaire to participants for
understanding the issues involved in adaptive cybersecurity training along with many
other objectives as listed earlier. This kind of research methodology will also lead me to an
in-depth understanding of cybersecurity training-related issues that users face on social

media.

3.3 Survey

Based on the fact that the majority of organisations rely on social media to complete their
work, the limitations of the studies that focus on social media users in the workplace, the
rising number of social media-related incidents, and the indication from previous research
that people have varying responses to cybersecurity training and cybersecurity awareness

approaches, I came up with the questions for this survey.

This survey’s questions were designed and structured with three primary concerns in
mind: why is adaptive social media cybersecurity training so important, how could we
conduct adaptive cybersecurity training for social media risk, and what does adaptive

mean?

As such, the survey was arranged to take a broad view of the participants. The survey’s
design was based on the necessity to recognise employees” observations of cybersecurity

threats and privacy matters with the use of social media.

I use the quantitative methodology for two purposes; first, to discover the correlation
among different factors in the proposed framework and, second, to recognise the strength
of analytical techniques such as relationship and group analysis. Furthermore, by this
method, I can hold a foundation for comparing our analysis with others, and future studies

can examine their results with our research.
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I requested employees to engage in the online survey about their practices and experiences
with the use of social media and their training backgrounds in this area. I asked questions
about their thoughts on overall social media usage. MY questions aimed to recognise
the participant’s perceptions of the training in general and the cybersecurity training
in particular (to review the survey questions, please see 9.3). I selected this approach
because electronic surveys have the benefit of facilitating data collection and analysis

(Castro, 2018).

The targeted participants were Kuwaiti employees who work in Kuwait industries, using
social media, and are above 18 years old. I sent out our online survey to employees in

numerous organisations.

Due to the sensitive nature of our work, I undertook the ethical review process required
by the University of Plymouth, which is where I was based while conducting our investiga-
tion. The ethical review was recorded through the Plymouth Ethics Online System (PEOS)
(University of Plymouth, 2022), and the approval was granted on 5 September 2020. Prior
to distributing our survey, a pilot test was carried out among ten people to analyse the
survey’s feasibility and the adequacy of our questions. Abiding by the University of

Plymouth’s ethical approval policy, the survey was conducted in complete anonymity.

My Google Forms survey was sent to 55 management contacts at various Kuwaiti organi-
sations. I requested that these contacts distribute the survey to employees who met the
research criteria and were potentially willing to participate. The survey was available for

41 days, from 5 September 2020 to 17 February 2021, after I received ethical approval.

The survey was developed in English and consisted of 25 questions. The survey instrument

was comprised of four sections.
The first section: Introduction and right to withdraw

This section consisted of a brief introduction about the project aims, the participant’s

eligibility, the time required to complete the survey, and their right to withdraw.
The second section: Focus on Demographics and attitudes

This section consisted of sixteen questions, started with questions about demographic
details, and ends with training approaches preferences. Demographic questions were
used as crucial variables and examined if awareness was distinctive for people of different

backgrounds. Demographic items that were added as control variables include questions
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on age, gender, academic status, job role, and work experience. Attitude to social media is
crucial in this study, as these sections involved many questions that assess this area with

different styles of questions.
The third section: Cybersecurity Training Feedback

The third section consists of four questions that focus on those who have had cybersecurity
training. I need to identify more information about this cybersecurity training they
attended, where they got this training or learning, how many times a year, what was the

training approach, and if this training includes any social media references.
The fourth section: Cybersecurity Training Perception

This section consists of three questions and aims for those who never attended cybersecu-
rity training; yet our objective is to identify the most cybersecurity struggling areas and

their perception about cybersecurity training.

I used mixed types of questions for this purpose: multiple choice, checkboxes, short
answers, and a five-point Likert Scale. Then the survey ended with a message asking
for permission to pursue further investigations (interviews) and requesting their contact

details if they approve (more details can be seen in Appendix 9.3).

3.3.1 Sample Size

Since this study essentially attempts to explore how far the staff members in the organ-
isations in Kuwait are aware of matters of cybersecurity (especially when they interact
with other people on social media), it becomes imperative to find out statistics about the
organisations. As per the Central Statistical Bureau 2018, there were 401,057 employees
in Kuwait’s public sector (Kuwait Central Statistical Bureau, 2021). It is interesting to
notice that there is a significant gender difference among employed staff in firms within
Kuwait. To elaborate further, there are only 129,688 male employees against 185,228 female
employees. The largest group of the employees (22%) belong to the 30-34 age group. While
45% of the employees hold a bachelor’s degree, the lowest percentage (12%) have less

than secondary school as their qualifications (Kuwait Central Statistical Bureau, 2021).

I used Excel to calculate our sample’s confidence interval for population mean. The result
of the z-values is from 2.76 to 2.92, which represents a 99% confidence level (Calculator.net,

2022). Accordingly, the recommended sample size is 542 participants, yet I reached 641
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participants (the following chapter will cover details about the participants).

3.3.2 Survey Reliability

Reliability is the way to measure the quality and consistency of data obtained. It in-
dicates the consistency of the results when several participants work under different
circumstances. The internal consistency here is good as the overall reliability range is .888

(De Swert, 2012). Further details are given in Table 3.1.

Table 3.1: The initial reliability test results

Scale Items | Cronbach’s Alpha Coefficients
Attitudes 5 384
Behaviors 5 713
Preferences 13 .895
Perceptions 4 920
Cybersecurity training | 6 .886

3.4 Interviews

3.4.1 Interview Methods

In this study, I aim at filling the gap between literature review and practical experience
to obtain a deep, holistic range of knowledge. Thus, I complemented the survey with
in-depth interviews with relevant people who were policymakers, involved in training
formation, and those who have attended cybersecurity training (pls refer to Appendix 9.3

for more details).

To capture thoughts on our research questions, I conducted in-depth, semi-structured inter-
views with individuals from different institutions in the state of Kuwait under conditions
of strict anonymity. The subjects belonged to organisations of diverse activities and sizes.
I conducted interviews using scenarios that helped to create an adaptive cybersecurity

training system for social media.

Our interview questions were divided into three sections; each section has its unique
questions that aim to a specific objective. At the beginning of the interview, I set ten items

that can show me the participants” backgrounds, such as age, gender, etc. Then, the first
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section targeted those who set policies in the organisations and training formation. I
asked ten questions to policymakers, and five to training formation. The second section
is for those who attended social media security training, I provided nine questions. Cy-
bersecurity training does not necessarily include social media threats topics, and some
people, especially those with IT backgrounds, attended technical cybersecurity courses
that do not refer to social media, so that, the third section targeting those who attended
cybersecurity training and did not necessarily include social media issues, and it was
nine questions at all. At the end of the interview survey, I set ten general questions that
targeted all the participants and asked general questions about cybersecurity and social

media knowledge.

Three trial interviews were carried out for each part of the interview questions, one from
policymakers, one for training formation/trainer, and the last was from cybersecurity
trainees. Those interviews were not part of the 25 main participants, and they were aimed

to test the research questions’ cogency and possible replies from expected participants.

The interviews took place over Zoom and lasted approximately thirty to forty-five minutes.
It should be noted that the interviews were in English, friendly, and progressed smoothly
I started arranging our interviews at the time I received the ethical approval letter. As
shown in Table 3.2 the first interview took place on the 12th of Sep 2020, and the last one
was on the 15th of Oct 2020.

Table 3.2: Interviews data collection process

Timeline Data Collection Data Analysis | Analysis Method

June 2020 3 pilot study interviews

Initial codes

12 Sep-15 Oct 2020 | 25 in-depth interviews NVivo software

Focused codes

3.4.2 Subject’s Background

Since our study focuses on how an adaptive cybersecurity training approach can help
enhance the security awareness of users, I decided to conduct interviews with a specific
set of people that largely formulate social media policies in their organisations. At the
same time, I realized that setting in-depth interviews with those who have undergone

cybersecurity training is more likely to help me achieve the aims and objectives of our
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research.

With the realization that many of the interviewees are experienced in cybersecurity training
and these trainings were including social media issues, I split our trained interviewees into
two groups or categories: one group of people with IT expertise, and the other group of
people with a non-IT expertise. More details about these interviewees in terms of gender,

academic qualification, and job roles can be seen in Table 3.3.

Overall, these interviewees can be divided into the following three categories:
-the first group: policy makers, and training providers (11),

-the second group: trainees with IT expertise (7),

-the third group: trainees with non-IT expertise (7),

47



Table 3.3: Interviewees’ background details

Policymakers & Training Formation/Trainers

ID | Age | Gender | Education Years of experience
1 |43 Master 4

2 129 M Bachelor 2

3 |13 | M PhD 10

4 |44 F PhD 21

5 | 54 M Bachelor 4

6 |56 | M PhD 6

7 |53 M Master 17

8 |38 M Bachelor 13

9 |36 | M PhD 3

10 |56 | M PhD 18

11 | 4 Master 16

Cyber Security Trainees (IT Backgrounds)

12 | 39 Bachelor 16

13 | 31 F Bachelor 1

14 | 35 F Bachelor 10

15 | 45 M Bachelor 15

16 | 38 M Bachelor 17

17 | 31 M Master 3

18 | 27 M Bachelor 2

Cybersecurity Trainees (Non-IT Background)

19 137 | M Bachelor 15

20 | 52 F Bachelor 22

21 | 35 F Master 10

22 | 25 M Bachelor 2

23 136 |F College, but no degree | 15

24 | 37 F Bachelor 5
25|34 | M College, but no degree | 4
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3.4.3 Scenario-based Interviews

Before each scheduled interview, interviewees were informed about the outline of the
interview by email, so that a semi-structured, exploratory interview could be conducted.
For this purpose, I used the Zoom platform for recording the conversations. As the
interviews developed into fruitful conversations, the participants professionally shared
their experiences, referring to situations they faced related to cybersecurity. In line with
the expectations, each of them had different and varied scenarios to share with me. After
finishing the interviews, the recorded data was collected, transcribed, and analyzed

thoroughly.

While all interviews began by asking about the participants” background, it is important
to note that the four distinct groups of interviewees were served with different sets of
questions. This is to facilitate the construction of different scenarios matching with their
past experiences, as each group can help me to reach the objectives of this study. Every
attempt was made to construct a unique scenario with these participants so that their
insight based on their past experiences could be evoked in the best possible manner. A
detailed conversation with them could also enlighten me about the current cybersecurity
training practices followed and some key challenges faced by their organisations for

effective outcomes.

While the questionnaire was classified by topics that include background, knowledge,
attitudes, practices, history, challenges, and preferences, open-ended questions helped me
to evoke wide-ranging responses from the participants. While 10 general questions were
asked to all participants, specific groups, such as policymakers and training providers,
were interviewed on as many as 25 items, and those who attended cybersecurity training

related to social media before were interviewed on 14 items.
Background

All participants were asked some basic background questions — essentially these questions
related to demographic information such as age, gender, educational level, work expe-
rience, and job role. The purpose of these questions was to identify the impact of these
factors in cybersecurity awareness and its relationship with demographics. Moreover,
this understanding is also likely to pave the way for designing an adaptive cybersecurity

training system for social media users.
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Knowledge

Users” knowledge of cybersecurity threats, mainly social media risks, has been one of
the crucial determinants for exhibiting safe behavior when they remain active on social
media. It is quite obvious that the ability to act safely on social media is diverse among
people. In this sense, it is important to know if the chosen participants possess knowledge
regarding matters related to cybersecurity and whether they exhibit safe behavior while
using social media. Moreover, it is important to know if they conceive and enforce
cybersecurity-related protocols in their day-to-day functioning. Further, I wanted to
check if cybersecurity training undertaken by them has enhanced their knowledge and
awareness in this field. I attempted to develop specific open-ended questions, intended at
evoking participants’ responses about their social media cybersecurity knowledge, and

ascertain if these questions remain relevant to them.
Attitudes

Usually, it has been discovered that much of the security-related behavioral aspects of
participants have much to do with their attitudes. It is interesting to know how people
react or behave in certain security-related events, such as cyber-attacks by hackers. I also
want to know if an adaptive cybersecurity training system can make them more effective
in tackling social media security-related incidents, and whether attitudes lead to forming
certain habits that put them at risk, especially when they tend to select weak passwords
for their social media accounts, or when they tend to defy certain security protocols while

using social media sites.
Practices

It is equally important to know how employees approach social media security-related
issues in their day-to-day activities. The questions under this topic have been designed to
analyze staff behavior on social media. For instance, I want to know if policy makers create
and set certain policies for their staff. If so, I need to ascertain if these policies have been
effective enough to achieve their security objectives in their organisations. The questions
related to these aspects also helped me to know how managements implement training
processes to raise the security awareness of their staff. With some specific questions, I was
also able to identify some challenges in this area, and, how social media security-related

training helps staff members in changing their online practices.
History
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Given that information on how victims of cyber-attacks fight back is scarce (Tapanainen,
2017), thus, it is important to know how participants faced incidents such as phishing,
hacking, or fraud due to their attitudes or lack of proper behavior while working on social
media. Jeske & Van Schaik (2017) assert that any familiarity with security threats makes
people more knowledgeable than those who have never faced any such threats. Thus,
knowing history about the security-related incidents can shed some light on the changes
in awareness and attitudes of participants while working online. Additionally, knowing
about cybersecurity training and confirming if such training met the trainees” expectations

could help me to meet our objectives.
Challenges

As usual, challenges are likely to be many and varied for all stakeholders in matters
pertaining to cybersecurity. For example, it is important to understand the hurdles faced
by policymakers while setting SMPs within the organisation. Similarly, trainers have their
own set of issues and obstacles in imparting effective training for their staff members. At
the same time, trainees may fail to grasp some typical vocabulary used in the cybersecurity
domain or the training methods employed by trainers. At times, the training atmosphere
is not found conducive for those attending the training, resulting in an overall failure
of the training programme. The point is that I have made serious attempts to identify
such challenges and issues to meet our objective of developing adaptive security training

programmes.
Preferences

Understanding individual training preferences is crucial for the success of any training
programme. While several training methods including workshops, webinars, mock
attacks, interactive games, case studies, quizzes, posters, online, presentations, posters, etc.
are available, the crucial aspect is to find out which one is the most effective to successfully
train participants. Apart from the training approach, the frequency of training programmes
is equally crucial and cannot be ignored. Similarly, the duration of training sessions is also
important so that neither they are too short for effective learning nor too long to bring
monotony in the sessions. In short, the emphasis is on making the programme effective

not only from the organisational perspective but also from the viewpoint of participants.
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3.4.4 NVivo Software

Codes are known as the labels for specifying blocks of sense to the narrative or probable
data gathered through research (DeCuir-Gunby et al., 2011). In this study, I used the
NVivo software to facilitate our coding approach. I started with a blank sheet, without
making any assumptions about what I was going to find in the data gathered through
our interviews. I was completely open to letting the data speak to me. All the data
collected through interviews was categorized and further segmented through the coding
process. The coding process helps not only to map the data but also to have an overview
concerning our research questions. The NVivo software programme has been employed
for organizing, analyzing, and finding insights in the qualitative data collected through

interviews.

In total, 25 participants were interviewed, separated into different categories, such as
cybersecurity trainees, policy makers, and training providers (refer to Table 3.3). The
preparation of memos during each interview process was diligently followed to avoid

misinterpretation or miscommunication while using those data for our research findings.

3.5 Codebook

While there is no universally accepted coding procedure, qualitative researchers suggest
beginning with a codebook, which involves a set of codes, descriptions, and symbols, to
assist in analysing interview data. Matching patterns are identified and segregated for
clarity and further scrutiny. In a way, coding is an iterative process to arrive at a certain

conclusion (DeCuir-Gunby et al., 2011).

For easy and clear understanding, the codename/label, definitions along an example of

each code have been tabulated in Table 3.4 below.

Table 3.4: Codes, Description, and Example.

Code Name Description Example
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Adaptation

This code covers how trainers mod-
ify their training to accomplish de-
sired results, and how trainees feel

more adaptive during the training.

“We have to make more than one group,
a group for the basics, and group for the
little advance, and group for profession-

als or who have experience”

Awareness

This code outlines the meth-
ods used to increase cybersecurity
knowledge, including awareness
sessions and adhering to certain pro-

cesses,

“Cyber awareness is a continuous activ-
ity. During the COVID-19 lockdown
periods as well, we conducted aware-

ness sessions for our employees”.

Challenges

The code contains all the challenges
and issues that the selected cate-

gories have encountered.

“The big challenge is some employees
feel that this is not their responsibility
to secure their App, they think that this

is another field or sector responsibility”

Evaluation

This code specifies how policymak-
ers verify that staff members are ad-
hering to SMPs and how trainers
evaluate the effectiveness of their

training.

“at the end of each training, we usually
run a survey, some sort of asking ques-
tions to evaluate the trainer, the content,

the training itself,”

Format

This code contains all informa-
tion pertaining to a cybersecurity
training session that participants at-
tended, and that instructor deliv-
ered, including (format, content, pe-

riod, and satisfaction rating),

“It is one day workshop last for two
hours, I tried to make it short to be more
effective and attracting because people

get bored”

Methods

All of the delivery techniques used
in cybersecurity training, are in-

cluded in this code.

“It was like uploading videos and you
can always watch them but if you have

a question, you can go back to them”

Factors

This code contains the factors that
lead to adaptive cybersecurity train-

ing.

“First I attract by the trainer, second

the topic”
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Incidents

This code comprises all informa-
tion about incidents that happened
to the interviewees while using so-
cial media and how they handled

them.

“I restore my password through the ad-
ministration of Twitter, and they told
me that I have to put TFA for resetting
my password, then I put my passwords

and my email and my mobile number,”

Policies

This code outlines the organisa-
tion’s cybersecurity policies and
how they were communicated to

employees.

“We can do such as workshops, and we
do seminars, and we do like sending
flyers and brochures through emails on

monthly basis and that is all”

Preferences

This code incorporates the cyberse-
curity training methods that learn-

ers favor and enjoy the most.

“In class is nice because there is inter-
action, face-to-face, and any question

raise to my mind I can ask”

Suggestions

The interviewers’ suggestions and
opinions for improving the cyberse-
curity training system are included

in this code.

“Keep it simple, because people espe-
cially in our region they want some-
thing very simple and easy of use, if
they feel that it's just a little bit com-
plex, they will give up, and they will

say oh we will not use it!”

Struggling

This code covers the social media
topics that people are interested in
learning more about, having diffi-

culty with, or needing training in.

“The most important was social engi-

neering and mobile hacking”

3.5.1 Inter-rater Reliability Test

The interview coding system facilitates an investigation of interviewees and their replies

in a single response. A co-occurrence review of the issues resulted in 10 combinations

of the codes. Overall, the coders accepted 83% of the individual responses, with a multi-

value nominal alpha coefficient (mvna = 0.803), meaning that coder-evaluated individual

interview responses befell in place over 80% of the time controlling for the possibility of

the agreement due to chance.
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3.6 Chapter Conclusion

In conclusion, the purpose behind having a mixed method research design (a combination
of qualitative and quantitative research methods) is to have an in-depth understanding of
cybersecurity related issues that are faced by a variety of stakeholders, such as policymak-
ers, trainers, trainees and general staff across organisations. Personal interviews brought
forth many unforeseen scenarios that were not possible to discover merely through a
quantitative study. Separating interviewees into three distinct groups of people helped me
not only to understand many aspects of cybersecurity but paved the way for developing
adaptive cybersecurity training programmes for social media users. Knowing about the
participants” background, history, previous knowledge, attitudes, practices, preferences,
and the challenges faced became essential to understand cybersecurity-related issues
thoroughly. Summing up, an appropriate research design is crucial for moving closer to

developing an adaptive cybersecurity training system, which is the aim of this project.
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Chapter 4

Preliminary Results and Findings

This chapter presents the quantitative and qualitative results of the data analysis proce-
dures that I described in Chapter 4. The background of the research sample and their
use and perceptions of social media were presented first, followed by the analysis of their
cybersecurity awareness. The Chi-square test was chosen to examine the relationship
between our variables. The associations between every two variables are provided in a

table followed by each sub-section in this chapter.

4.1 Introduction

Responses to the questionnaire were collected online through a Google form (Castro, 2018).
Data were then entered and processed using the SPSS software (Yockey, 2016). In total, 641

people were served with the questionnaire and all of them have returned their answers.

4.2 Background of Research Sample

Responses to items on the data form were used to describe the characteristics of the sample
and to develop demographic variables for the study of relationships between demographic
characteristics and cybersecurity. All respondents have been working as employees in
organisations in Kuwait, they are 18 years of age or above, and using social media. The

demographic study of all respondents is shown in Table 4.1 below.
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421 Demographics

The largest percentage of respondents in the sample belongs to the 26-35 age group,
constituting almost 36% of the total. The lowest percentage of respondents belongs to
the 18-25 age group, constituting almost 6% of the total sample size. In terms of gender,
female and male respondents constitute 59% and 41% respectively. When it comes to
educational level, 63% of participants reported having a bachelor’s degree, and 1% reports
having less than a secondary school education. While 23% are working in the education
sector, which includes learning and training fields. Respondents working in sports and

media, including art and entertainment, are 4%.

Table 4.1: Demographics data

Variable (s) N (%)
Male 263 (41)
Gender Female 377 (59)
18-25 37 (6)
26-35 229 (36)
Age 36-45 226 (35)
46-55 93 (14)
55+ 54 (8)
Less than secondary school 7 (1)
Secondary school 13 (2)
Education Some colleges, but no degree 60 (9)
Bachelor’s degree 408 (64)
Postgraduate degree 150 (23)
Education, training, and library 153 (24)
Computer and technology 92 (29)
Healthcare support 20 (5)
N Leadership and management 158 (53)
Job role/Discipline Business alzld financialgoperations 104 (47)
Art, design, entertainment, sport and media | 36 (18)
Office and administrative support 114 (65)
Military 72 (55)
Less than 2 23 (4)
2-5 96 (15)
5-10 119 (19)
Years of experience | 10-15 116 (18)
15-20 119 (19)
20-25 79 (12)
25+ 70 (11)

4.2.2 Social media usage

Within the questions of my survey that focus on the employees’” social media behaviours;

I aimed to determine how concerned they are with the privacy and security of their
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social media accounts. Where public means they care less about their privacy on social
medjia, private means more privacy; however, I assume they may not know whether their
accounts are public or private, so I provide "Do not know," option,and of course, they may

not be using this social media platform at all if they select "Do not use it."

In this study, it has been discovered that almost 73% of respondents have kept their
Instagram accounts private. At least, 54% of the respondents do not use Facebook; almost
65% of the respondents do not use LinkedIn. In the case of Snapchat, almost 75% of the
participants have kept their accounts private; WhatsApp accounts have been kept private
by almost 53% of the respondents. Only 47% of the Twitter account holders have kept

their accounts public, as summarized in Table 4.2 below.

Table 4.2: Social media status

Variable (s) N (%)
Public 153 (24)
Instaeram Private 469 (73)
8 Don’t know | 1(.2)
Don’tuseit | 17 (3)
Public 317 (49)
. Private 203 (32)
Twitter Don’t know | 11 (2)
Don’t use it | 109 (17)
Public 96 (15)
Private 183 (29)
Facebook Don’t know | 12 (2)
Don’t use it | 349 (54)
Public 130 (20)
. Private 43 (7)
LinkedIn Don’t know | 26 (4)
Don’t use it | 441 (69)
Public 74 (12)
Private 479 (75)
Snapchat Don’t know | 7 (1)
Don’t use it | 80 (12)
Public 287 (45)
Private 340 (53)
WhatsApp Don’t know | 13 (2)
Don’t useit | -

The amount of time employees spend daily on social media platforms, and the device
used to access social media are other aspects of employee social media behaviour that I

aimed to examine concerning cybersecurity-related issues.

While investigating usage patterns, it has been revealed that almost one-third of the

questionnaire respondents keep themselves occupied with social media for at least 3 hours
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a day, and only 4% of them use social media for less than 30 minutes daily.

It should be noted that close to 39% of the respondents use their smartphones to access
social media sites; a large proportion 71% indicate that they do not use a tablet to access
their social media accounts. Similarly, 65% of the participants do not use a laptop /desktop

for this purpose, whether from home or work, as shown in Table 4.3.

Table 4.3: Social media usage

Variable (s) N (%)
Less than 30 min | 26 (4)
30-60 min 61 (9)
Social media usage in a day 1-2 hours 167 (26)
2-3 hours 172 (27)
3+ hours 214 (33)
0 7 (1)
1-2 hours 193 (30)
Using mobile phone to access social media 3-4 hours 249 (39)
5-6 hours 116 (18)
6+ hours 75 (12)
0 452 (71)
1-2 hours 144 (22)
Using table to access social media 3-4 hours 27 (4)
5-6 hours 7 (1)
6+ hours 2(.3)
0 418 (65)
1-2 hours 148 (23)
Using home desk/laptop to access social media | 3-4 hours 44 (7)
5-6 hours 20 (3)
6+ hours 3(.5)
0 427 (67)
1-2 hours 104 (16)
Using work desk/laptop to access social media | 3-4 hours 64 (10)
5-6 hours 28 (4)
6+ hours 9(1)
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4.2.3 Cybersecurity Awareness

To determine the level of cybersecurity awareness among employees, I have formulated
a series of questions. First, I looked into as to whether they had been the target of
cyberattacks, and then we posed an open-ended question to learn more about the nature

of the incident and how it was handled.

As per Figure 4.1, 78% of the participants confirm that they have not been exposed to any
kind of cyberattack or security breach, and 5% do not know whether they were a target

before or not, including the privacy of their accounts being compromised.

78%

= Yes = Maybe No

Figure 4.1: Being a victims to cyberattacks

The open-ended question: "If yes, please provide more details about the incident and how
you combated this incident?" at the bottom of this question created qualitative datasets.

This gave me more insight into employees’ behaviours online.

The following are examples of responses received from 17% of respondents to this question:
The majority of incidents involved finances; one respondent said, "My visa was stolen,"
while another said, "My bank card was stolen, but I refunded it immediately." Some
participants were aware of the reason for this incident, yet they did it anyway, for example:
"Yes, my credit card was stolen multiple times because I used an untrustworthy website

for online shopping."

The impact of impersonation and identity fraud has also been demonstrated by this

study; for instance, one respondent stated, "Hacker stole all my private pictures and
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impersonated me to contact my followers." Another stated, "My Snapchat account has
been compromised." Similar incidents occurred on other social media platforms, including

Facebook, Twitter, Instagram, and WhatsApp.

This study’s participants have also raised the issue of hacking for extortion; for example,
one participant stated, "My email was hacked, and they threatened to delete everything
on it if I do not pay them." "I was using public Wifi when I was attacked by a hacker
who threatened that if I did not pay him, he would steal all my photos and data from my
device," said an additional participant, indicating that she was aware of the incident’s
cause. Another stated, "My email account was compromised because I clicked on a link

that was sent to me."

Those incidents served as a wake-up call to people that this is real and even if they
survived this time, they may not survive the next. For example, one of the participants
stated that he was unable to receive his money back from one of the Google accounts even
after he stopped the credit card through the bank and raised the issue, which amounted
to around 1,000 pounds, because the payment was made with the correct credentials. In
response, the company requested that he submit a formal complaint. However, his money

is not returned.

The survey posed five additional questions to gain a deeper understanding of the par-
ticipants” general cybersecurity perceptions as shown in Table 4.4. At least 58% of the
participants strongly agree that privacy and security are important to them. In total,
33% of the respondents strongly disagree with the phrase, “I am not responsible for my
information security as it is the function of IT staff”. At the same time, 31% of the partici-
pants disagree with the phrase. “Technology alone protection programmes can protect
devices from being hacked”. Close to one-third of respondents agree that they not only
read but also understand social-media security policies. Accessing social media system
settings and setting the available security options is a task clearly understood by 58% of

the participants.
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Table 4.4: Security perceptions

Variable (s) N (%)
Strongly disagree 6(.9)
Disagree 5(.8)

Privacy and security are important to me Neutral 29 (4.5)
Agree 227 (35.5)
Strongly agree 373 (58.3)
Strongly disagree | 212 (33.1)
Disagree 175 (27.3)

I am not responsible for my information security,
Neutral 122 (19.1)
as it is the function of IT staff

Agree 116 (18.1)

Strongly agree 15 (2.3)
Strongly disagree | 99 (15.5)
Disagree 200 (31.3)

Technology alone protection programs can protect
Neutral 158 (24.7)
devices from being hacked

Agree 148 (23.1)

Strongly agree 35(5.5)

Strongly disagree | 60 (9.4)
Disagree 112 (17.5)
I read and understand security policies related to social media Neutral 201 (31.4)
Agree 217 (33.9)

Strongly agree 50 (7.8)

Strongly disagree | 16 (2.5)
I know how to navigate the social media system setting and set the | Neutral 100 (15.6)
security options that are available Agree 374 (58.4)
Strongly agree 150 (23.4)

In order to gain a deeper understanding of how employees react to phishing emails, the

survey provided an invented email that could be phishing (as shown in Figure.4.2). This

allowed me to gain a deeper understanding of how employees react to phishing emails.

The survey provided respondents with the following four options:

1- I will click on the blue button to view the policy
2-I will ignore it

3-I will report it as spam

4-1 will contact the HR department through a separate email thread asking about the new

benefits
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We're Excited To Announce New
Benefits

Dear,

We're excited to announce that we are offering a faw new employee banefits at no
cost to you, Please click below to review and acknowledge that you accept these
benefits.

Sinceraly,

HR Director

Cur mailing addrass is:

Figure 4.2: Phishing email

As per Figure 4.3, 72% of respondents claim they deliberately ignored suspicious emails.
The same proportion of 6% selected the options to contact the HR department for clarifica-

tions and press the blue button for more information.

m |gnore = Reportspam = Press on blue button Contact HR

Figure 4.3: What do you do if you receive this email?

This question was followed by an optional question requesting the reason for selecting this
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option, which provided me with a deeper understanding and insight into the employees’
awareness of this issue. I received 442 brief comments, and the majority of them indicated
that their ignorance is an automatic response; however, here are some examples of other
participants who chose to neglect said, "to save time," and "fear of the unknown," respec-
tively. Another said, "I dislike reading because it is easier for me."Many demonstrated

their ignorance due to negligence.

Some of those who chose to press the blue button did so out of curiosity and desire to
learn more. For example, "Maybe this is an opportunity for me!" Another stated, "I wish

to verify the new offer."

Others who reported it as spam did so out of concern for others; one participant explained,
"I don’t want anyone else to experience the same problem." Another one stated, "to
stop receiving such emails again.” Those who selected spam want to halt these types of

unwanted messages.

Respondents define Sensitive information differently, particularly when posted publicly
on social media. As depicted in Figure 4.4, a large proportion of the participants 84%
reveal that their phone numbers were considered the most sensitive information and
should not be posted on social media, and posting the achievements was deemed sensitive
to only 5% of them.

90%

80% 77%

70%

60%

50%

40%

30%

20%

10% 5%

|

|

0%
Group photo Home address Email Beingin  Achievements
vacation

Figure 4.4: Sensitive details

In the process to understand the awareness of respondents in matters related to security

aspects, at least 56% of the participants, as shown in Figure 4.5, define "phishing" correctly.
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Don't know - {[NNMMIININININMID 272
Managing ships 0.20%

Attempt to obtain followers u"”m 4%

Method to gather sensitive data - [[NMNANANAATAARERE TR - 5625

Type of attack [N 125

0% 10% 20% 30% 40% 50% 60%

Figure 4.5: Phishing concepts

More questions are being added to the survey to better comprehend employee online
behaviour. As shown in Table 4.5 a larger proportion of respondents (72%) clearly under-
stand that https is more secure than http. At least 41% of participants confirm that they
rarely use public networks that are available in airports, cafes, or other public places. As
far as passwords are concerned, 43% of users confirm that they always make strong pass-
words combining letters, numbers, and special characters. At least, 28% of participants
confirm that they use antivirus software to protect their devices — in fact, they update their
antivirus software regularly. A similar percentage (28%) of participants confirm that they
always check the spellings of the URLs in the given links, before entering any sensitive

information there.
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Table 4.5: Security practices

Variable(s) N (%)
Never 136 (21
Rarely 263 (41)

I use public networks, like those in cafes or airports | Sometimes | 188 (29)
Often 40 (6)
Always 13 (2)

Never 20 (3)

Rarely 44 (7)
I use a combination of letters, numbers
Sometimes | 93 (14)
and special characters when choosing a password
Often 204 (32)

Always 279 (44)

Never 76 (12)

Rarely 103 (16)
I use antivirus software to protect my devices Sometimes | 133 (21)

Often 150 (23)

Always 178 (28)

Never 82 (13)

Rarely 114 (18)
I regularly check the antivirus software update on my
Sometimes | 145 (23)
computer / laptop
Often 147 (23)

Always 152 (24)

Never 56 (9)

Rarely 98 (15)
I always check the spelling of the URLs in links
Sometimes | 141 (22)

before I click or enter sensitive information
Often 181 (28)

Always 164 (26)

4.24 Cybersecurity Training Preferences

Given that the primary objective of this study is to identify an adaptive cybersecurity
training system for social media threats, it is crucial to learn more about employees’

training preferences regarding cybersecurity topics.
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As per Table 4.6, at least 44% of participants indicateed that conducting workshops or
in-class training is a very useful approach, with 36% of them calling it moderately useful.
At the same time, 37% of the respondents consider gaming for training purposes as a very
useful approach. The approach based on stories has also been termed very useful by more
than 35% of the respondents. An incentive approach of training has been considered very

useful by at least 39% of them.

Table 4.6: Training preferences

Variable(s) N (%)
Not at all useful | 14 (2)
Extremely useful | 134 (21)
Not at all useful | 28 (4)
Extremely useful | 74 (12)
Not at all useful | 41 (6)

Workshops

Online training

Posters Extremely useful | 60 (9)
Games Not at all useful | 34 (5)
Extremely useful | 79 (12)
. Not at all useful | 29 (4
Webinars Extremely useful | 73 El)l)
. Not at all useful | 23 (4)
Stories

Extremely useful | 114 (18)
Not at all useful | 18 (3)
Extremely useful | 103 (16)
Not at all useful | 22 (3)
Extremely useful | 128 (20)
Not at all useful | 38 (6)
Extremely useful | 52 (8)
Not at all useful | 90 (14)
Extremely useful | 87 (14)
Not at all useful | 37 (6)
Extremely useful | 77 (12)
Not at all useful | 19 (3)
Extremely useful | 97 (15)
Not at all useful | 98 (15)
Extremely useful | 71 (11)

Social media

Offer incentive

Tip-sheets

Conduct mock attack

Awareness raising events

Videos

Emails

In addition, I wanted to determine if these preferences were based on prior experience or
merely an estimate, so I asked participants how many times they had received cybersecu-
rity training or if they had never received such training before. As shown in Figure 4.6 the

vast majority of participants, 72%, had never before received cybersecurity training.
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= No = Yes
Figure 4.6: Have you ever been trained about cybersecurity?
In addition, as per Figure 4.7, 63% of those who have received cybersecurity training

received it during their working hours, compared to less than 12% of those who received

it during their university studies.

= Work = University = Online resources

Figure 4.7: Where did you receive this training about cybersecurity?

At least 61% of those who trained before about cybersecurity reported that they have

received such training once a year.

Numerous training methods have been utilised to impart training; no single method

can be deemed indispensable for this purpose. Nonetheless, as shown in Figure 4.8,
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workshops or in-class training with interaction was the most common method of training

for participants, while mock attacks or phishing tests accounted for less than 2%.

Phishing tests
Webinars
Videos
Tip-sheets
Flyers

Social media posts
Games
Presentations
Meetings
Posters
Online

Workshops
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Figure 4.8: Training approaches received

On the aspect of whether participants should receive training or not on issues related to
cybersecurity, at least 87% of them agree or strongly agree with the importance of such
training. A large proportion (85%) of them are in favor (either agree or strongly agree) of

having social media policies in place.

As such; I wanted to learn more about the areas that employees struggle with the most in
terms of cybersecurity so that I could design the adaptive training system by filling in the
gaps; one of the direct questions that have been posed to participants is to select the area
that they struggle with the most from the options provided. As per Figure 4.9, hacking

(49%) is described as the main one, and password protection as the least one (27%).
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m Hacking = Email spams = Phishing = Password protection = Privacy & confidentiality

Figure 4.9: Struggling areas

4.2.5 Reasons why cybersecurity training is ineffective

It is essential for me to comprehend why trainees and employees consider cybersecurity
training is ineffective. As a result, I included a question in the survey that could help me

locate the answer.

In this study, cybersecurity training fails or becomes ineffective due to a variety of reasons.
As many as 61% of the participants (those who either agree or strongly agree) consider
boring and routine training sessions as the main cause for failure. As per 63% of the
respondents (those who agree or strongly agree), the training tends to fail when it is
difficult to follow or uses technical jargon. 35% of respondents acknowledge that cus-
tomised training is superior to generic training. 37% pointed to the role of the training
delivery methods, while 38% stated the role of the environment, including the locations
and scheduling of the training. Lastly, 37% of the participants pointed out the crucial role
of the trainer and the significance of having skill and experience. More details on the

causes of failures of training sessions can be found in Table 4.7.

70



Table 4.7: Reasons for training to fail

Variable (s) N (%)

Strongly disagree | 24 (4)

Disagree 33 (5)
It is boring and routine Neutral 190 (30)
Agree 225 (35)
Strongly agree 168 (26)

Strongly disagree | 21 (3)

Disagree 45 (7)
It is difficult and includes technical language | Neutral 175 (27)
Agree 229 (36)
Strongly agree 170 (27)

Strongly disagree | 24 (4)

Disagree 55 (9)
It is provided in a one-size-fits-all Neutral 225 (35)
Agree 217 (34)
Strongly agree 118 (18)

Strongly disagree | 15 (2)

Disagree 48 (7)
The delivery training methods are poor Neutral 189 (29)
Agree 239 (37)
Strongly agree 149 (23)

Strongly disagree | 17 (3)

Disagree 38 (6)
The training environments are limited Neutral 238 (37)
Agree 243 (38)
Strongly agree 104 (16)

Strongly disagree | 22 (3)

Disagree 39 (6)
The trainers are unskillful Neutral 174 (27)
Agree 171 (27)
Strongly agree 234 (37)
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4.3 Inferential Analysis

The Chi-square test examines the relationship between two categorical variables (McHugh,
2013). Also, it is a statistical test that compares observed and expected results. The chi-
square test is designed to establish whether a variation between observed and predicted
data is due to the relationship between the variables under consideration. As a result, this
test is an ideal choice for enabling me better understand and comprehend the relationship

between our two category variables (Southampton, 2022).

Statistical analysis to compare my variables was performed by Chi-square test. The
confidence intervals have been set to 95% and 99% respectively. Hence, p-values between

0.01 and 0.05 were considered statistically significant.

4.3.1 Degrees of Freedom in the Chi-square Test

The most frequent definition of degree of freedom (df) is the number of values in a
distribution that are free to fluctuate for any particular statistic, according to Healey
(2014). Other authors have attempted to be more specific by defining degrees of freedom
regarding sample size, the number of relationships in the data, and the difference in
dimensionalities of the parameter spaces. Although the df is theoretically difficult to
understand yet is required to report to understand statistical analysis, it is connected with

statistical power (Pandey & Bright, 2008).

Degrees of freedom differ from one statistical test to the next as we progress from uni-
variate to bivariate and multivariate statistical analysis, depending on the nature of the
restrictions used, even when the sample size remains constant. However, as the number of
parameters to be evaluated grows, the degrees of freedom decrease. As a result, degrees

of freedom differ from one statistical test to the next.

In the chi-square statistic, the degree of freedom is calculated to test the hypothesis that the
connection between two variables (row and column variables) is linear. The Chi-square
test subtracts one from both the number of rows and columns to determine the degree
of freedom since we can tell the values in the last cells for both rows and columns by

knowing the values in other cells (Weiss, 1968).
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4.3.2 Demographics and Training Preferences

Gender and Training Preferences

There are other factors also associated with people’s preference, through to a lesser degree.
In this study, the association between ‘gender” and ’training preferences’, as shown in
Table 4.8, is also evident out of 13 variables, six variables are found to be associated with
gender. The results of chi-square tests inform that female prefer online training, posters,
gaming, emails, and webinars . At the same time, a mock attack as a training approach is
preferred by male trainees. However, in this study, the Chi-square analysis revealed no

statistical correlation between gender and the following training delivery methods:

Workshops

Storytelling approach

Social media posts

Offering incentives to encourage behaviors

Distributing tip sheets

Attending awareness-raising events

Watching videos.
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Table 4.8: Gender and training preferences

Male Female
Count/Expected Count/Expected
1-ONLINE TRAINING (X2 =11.302, df = 4, p- value <.05)
Not-useful 13/11.5 15/16.5
Very-useful 23/30.4 51/34.6
2-POSTERS (x?=9.898, df = 4, p-value <.05)
Not-useful 19/16.8 22/24.2
Very-useful 18/24.7 42/35.3
3-GAMES (x? = 26.375, df = 4, p-vale <.001)
Not-useful 15/14 19/20
Very-useful 17/32.5 62/46.5
4- WEBINARS (x?2 = 23.035, df = 4, p-value <.001)
Not-useful 16/11.9 13/17.1
Very-useful 19/30 54/43
5- MOCK ATTACKS (x? = 13.699, df = 4, p-value <.01)
Not-useful 28/37 62/53
Very-useful 46/35.8 41/51.2
6- EMAILS (x? = 13.699, df = 4, p-value <.01)
Not-useful 35/40.3 63/57.7
Very-useful 22/29.2 49/41.8
7- VIDEOS (x? = 6.853, df = 4, p-value .144)
Not-useful 10/7.8 9/11.2
Very-useful 104/103.1 64/57.1/75
8- AWARENESS RAISING EVENTS (x2 = 4.322, df = 4, p-value .364)
Not-useful 12/15.2 25/21.8
Very-useful 75/81 122/166
9- TIP SHEETS (x? = 8.970, df = 4, p-value .062)
Not-useful 17/15.6 21/22.4
Very-useful 63/70.3 108/100.7
10- OFFER INCENTIVES ( x? = 4.019, df = 4, p-value .403)
Not-useful 10/9 12/13
Very-useful 96/103.1 155/148
11- SOCIAL MEDIA (x? = 4.272, df = 3, p-value .234)
Not-useful 11/7.4 7/10.6
Extremely-useful 37/42.3 66/60.7
12- STORYTELLING (x? = 8.968, df = 4, p-value .062)
Not-useful 12/9.5 77/92.5
Very-useful 11/13.5 148/132.5
13- WORKSHOPS (x? = 2.248, df = 4, p-value .690)
Not-useful 7/5.8 7/82
Very-useful 109/117.1 78/78.9

Age and Training Preferences

While the association between ‘gender” and "training preferences’ is significant, a weaker
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association has been noticed between age-group and ’training preferences’. As shown in
Table 4.9 below, posters as an approach for delivering cybersecurity training are preferred
mostly by the 46-55 age group, especially when compared with the 18-26 age group.
Similarly, the storytelling approach is also preferred the most by those who fall in the 46-55
age group followed by those who are in the 18-25, and 36-45 age group. The chi-square
results also reveal that emails delivering cybersecurity content are preferred by the older

age-group over their younger peers.

However, the Chi-square results in this study found no statistical correlation between the

age of employees and their preferences for the following training methods:

Workshops or in-class training

e Gaming approach

e Webinars

e Social media posts

e Offering an incentives

e Distributing tip sheets

e Mock attacks or phishing tests

e Attending awareness raising events

e Watching videos (pls, refer to Table 4.9)
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Table 4.9: Age and training preferences

18-25 26-35 36-45 46-55 >55
Count/ExpCount/ExpCount/ExpCount/Exp/Count/Exp
1-POSTERS (x? = 31.821, df = 20, p- value <.05)
Not-useful 1/2.4 14/14.7 1/14.5 3/6 7/3.5
Very-useful 6/10 67/63 29/62.5 | 29/25.7 | 10/149
2-STORYTELLING (x2=38.752, df = 20, p-value <.01)
Not-useful 1/1.3 7/82 9/8 2/3 4/19
Very-useful 10/13 74/80.5 | 77/79.5 46/33 18/19
3-EMAILS (x2= 35.106 , df = 20, p-vale <.05)
Not-useful 14/5.7 38/35 35/34.6 7/14 4/8
Very-useful 6/8 44/52 54/52 23/21 18/12
4- WORKSHOPS (x2 = 19.808, df = 20, p-value .470)
Not-useful 0/.8 7/5 6/4.9 0/2 1/1.2
Very-useful 16/16.5 | 101/102 | 95/100 51/41.4 21/24
5- ONLINE TRAINING (x? = 22.364, df = 20, p-value .321)
Slightly-useful 1/1.6 8/10 13/9.9 3/4.1 3/24
Very-useful 11/12.3 | 77/759 | 69/749 | 38/30.8 | 17/17.9
6- GAMES (x = 19.376, df = 20, p-value .498)
Not-useful 0/2 11/12.2 11/12 7/4.9 5/2.9
Very-useful 10/13.6 86/84 84/83 40/34 14/19.8
7- WEBINARS (x? = 20.189, df = 20, p-value .446)
Not-useful 0/1.7 9/104 [18/10.2 1/42 1/2.4
\Very-useful 13/12 76/75 [70/74.2 37/30.5 13/17.7
8- SOCIAL MEDIA (x2 = 11.568, df = 15, p-value .711)
Not-useful 0/1 8/64 8/6.4 1/2.6 1/1.5
Very-useful 5/6 37/37 40/36.4 16/15 5/8.7
9- OFFER INCENTIVES (x? = 20.426, df = 20, p-value .432)
Not-useful 0/1.3 10/7.9 10/7.8 1/3.2 1/1.9
Very-useful 11/14.5 93/90 79/88.6 44/35.5 23/21.3
10- TIP SHEETS ( x? = 14.581, df = 20, p-value .800)
Not-useful 3/2.2 12/13.6 11/134 6/5.5 6/3.2
Very-useful 13/10 62/61.2 53/60.4 28/24.8 14/144
11- SOCIAL MEDIA (x2 = 26.653, df = 21, p-value .183)
Not-useful 0/.6 4/2.7 5/3.3 2/3.3 5/3.3
Very-useful 7/3.7 13/15 14/19 25/18.7 27/19
12- MOCK ATTACKS (x? = 13.006, df = 20, p-value .877)
Not-useful 8/5.2 30/32.2 32/32 11/13.1 9/7.6
Very-useful 7/9.2 57/57 59/56 26/23 10/13.4
13- EVENTS (x2 = 24.559, df = 20, p-value .219)

Not-useful 3/2.1 14/13.2 12/13 4/54 4/3.1
Very-useful 13/114 | 64/70.5 74/70 35/28.6 11/16.6
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Work Experience and Training Preferences

Moreover, the chi-square test reveals nine significant associations regarding training
preferences and experience of the participants (in years). Referring to Table 4.10, the
chi-square test results inform that people with 15-20 years of experience are the ones
who most value workshops/physical presence for cybersecurity training. Against this, the
people with 10-15 years of experience consider workshops and webinars their least preferred
method of training; they tend to prefer Online training instead. The people with 2-5 years
of experience prefer webinars and posters as the training methods. However, the same
training methods are given least preference by the people with 15-20 years of experience.
The chi-square test results also reveal that people with 10-15 years of experience consider
gaming as the most preferred way of training; yet that goes down slightly with the people
having over 15 years of experience. Similarly, most of the participants prefer incentive
as the preferred method of training; however, that decreases slightly with people with a

higher level of experience.

Mock attacks as a training method is a preferred approach by new employees; yet those
with 5-15 years of experience consider them less important. However, people with 15-25
years of experience prefer videos as the training method for cybersecurity. In addition,
the most experienced people (25+ years) give the highest weight to email learning and

training.

The Chi-square analysis, however, revealed no statistical correlation between the years of

experience of employees and their preferences for the following training methods:

Gaming approach

Social media posts

Learning through stories

Distributing tip sheets

Attending awareness raising events

Viewing videos, Table 4.10 for more details.
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Table 4.10: Work Experience and training preferences

<2 2-5 5-10 10-15 15-20 20-25 25
Count/Exp/Count/ExpCount/ExpCount/ExpCount/Exp/Count/Exp/Count/Exp
1-WORKSHOPS (x? = 44.773, df = 28, p- value <.05)
Not-useful 0/.5 0/2 7/2.6 3/25 2/2.6 1/1.7 1/1.5
Very-useful 9/10 47/43 47/53 59/52 54/53 36/35 25/31
2-ONLINE TRAINING (x?=51.169, df = 28, p-value <.01)
INot-useful 5/3.5 10/14.4 21/18 22/17 21/18 [8/12 3/10.5
Very-useful 7/7.6 39/32 39/39.4 34/38 33/39 0/26 26/32
3-POSTERS (x’= 41.338 , df = 28, p-vale <.05)
Not-useful 9/54 22/23 27/28 20/27 36/28 15/19 13/16.5
Very-useful 5/6.4 37/26.6 30/33 32/32 30/33 19/22 21/19
4- GAMING (x2 = 61.612, df = 28, p-value <.01)
INot-useful 2/0 2/5 10/6 5/6 2/6 6/4 7/4
Very-useful 8/8.4 22/35 54/44 48/43 50/44 32/29 15/26
5- WEBINARS (x? = 54.965, df = 28, p-value <.01)
Slightly-useful ~ 4/4 8/18 20/22 30/22 26/22 13/15 11/13
Very-useful 8/7.5 48/31.5 37/39 37/38 31/39 22/26 23/23
6- OFFER INCENTIVES (x? = 70.034, df = 28, p-value <.01)
Not-useful  [0/2.4 3/10 16/12 6/12 17/12 9/8 7/7.2
\Very-useful  (8/9 44/38 52/47 43/455  42/47 31/31 26/27.5
7- VIDEOS (x? = 60.263, df = 28, p-value <.01)
Not-useful 0/1 3/3  6/35 6/3.4 2/35 [1/2 1/2
\Very-useful 11/9 37/38 51/47 40/45.5 41/48 [36/31 29/27.5
8- MOCK ATTACKS (x? = 51.751, df = 28, p-value<.01)
Not-useful 4/3 8/13.5 19/17 16/16 19/17 10/11 11/10
Very-useful 4/6 31/24 27/30 27/29 26/30 26/20 16/17
9- EMAILS (x? = 52.831, df = 28, p-value <.01)
Not-useful 3/35 28/15 14/18 13/18 22/18 6/12 7/11
Very-useful 7/5 20/22 26/27 24/26.5 17/27 26/18 24/16
10- STORTYTELLING ( x? = 33.884, df = 28, p-value .205)
Not-useful 1/.8 1/3.4 7/5.3 3/4.2 4/43 3/2.8 3/2.5
Very-useful 9/8 37/33.8 45/41.8 37/40.8 36/41.8 31/27.8 25/25
11- SOCIAL MEDIA (x2 = 26.653, df = 21, p-value .183)
Not-useful 0/.6 4/2.7 5/3.3 2/3.3 5/3.3 1/2.2 0/2
Very-useful 7/3.7 13/15 14/19 25/18.7 27/19 9/12.7 8/11.3
12- TIP SHEETS (x2 = 32.537, df = 28, p-value .253)
Not-useful 0/14 7/5.7 7/7.1 4/6.9 7/7.1 3/47 8/4.2
Very-useful 12/6.1 29/25.7 | 33/31.8 27/31 27/31.8 | 22/21.1 | 16/18.7
13- EVENTS (2 = 41.334, df = 28, p-value .050)
Not-useful 1/1.3 6/5.6 8/6.9 8/6.7 4/6.9 4/4.6 3/4
Very-useful 7/7.1 34/295 | 31/36.6 | 32/35.7 | 39/143 | 34/243 | 16/21.5
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Educational level and Training Preferences

It may be interesting to notice that those with a bachelors or postgraduate level of ed-
ucation give preference to mock attacks, incentives, videos, awareness events, and emails.
Postgraduates favour videos as the most preferred method for receiving information and
taking training regarding cybersecurity-related topics followed by those who had some

courses but without any degree

Statistically, this study revealed no correlation between the education level of employees

and their training preferences for the following training approaches:

Workshops or in-class training

Online training courses

Viewing posters

Gaming approach

Attending webinars

Social media posts

Storytelling approach

and, reading tip sheets, (More details in Table 4.11 below).
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Table 4.11: Educational level and training preferences

<Secondary | Secondary Colleges Bachelor | Postgraduate
Count/Exp | Count/Exp | Count/Exp | Count/Exp | Count/Exp
1-OFFER INCENTIVES (x? = 34.289, df = 20, p- value <.05)
Not-useful 0/.2 1/.4 3/2.1 9/14 9/52
Very-useful 1/2.7 6/5.1 12/23.5 168/160 63/59
2-MOCK ATTACKS (x*=43.996, df = 20, p-value <.01)
Not-useful 0/1 1/1.8 8/8 52/57 29/21
Very-useful 3/2 5/3 9/15 106/101 36/37
3-EVENTS (x’= 36.842, df = 20, p-vale <.05)
Not-useful 1/0 1/1 7/3.5 21/24 7/9
Very-useful 5/2.2 6/4 6/18.5 135/126 | 50/46
4- VIDEOS (x? = 42.842, df = 20, p-value <.01)
Not-useful 0/0 1/0 4/2 12/12 2/45
Very-useful 1/3 6/5 11/23.5 159/160 73/59
5- EMAILS (x? = 33.034, df = 20, p-value <.05)
Slightly-useful 1/1 2/2 6/9 63/62.5 25/23
Very-useful 0/2 5/3 5/14 97/93 39/34
6- Workshops (x? = 16.465, df = 20, p-value .687)
Not-useful 0/.2 0/.3 2/13 9/8.9 3/3.3
Very-useful 3/3 6/5.8 30/26.7 179/181 67/67
7- ONLINE TRAINING (x? = 17.566, df = 20, p-value .616)
Not-useful 0/.3 0/.6 4/2.6 9/6.6 0/1
Very-useful 2/2.3 6/4.3 20/20 48/49 0/.7
8- POSTERS (x? = 22.295, df = 20, p-value .325)
Not-useful 0/.4 0/.8 3/3.8 26/26 12/9.6
Very-useful 2/2 5/3.6 19/16.6 117/113 34/415
9- GAMED (x? = 29.117, df = 20, p-value .085)
Not-useful 0/4 1/.7 3/3.2 19/21.7 11/8
Very-useful 0/2.6 8/4.8 18/22 151/150 57/55
10- WEBINARS ( x? = 24.386, df = 20, p-value .226)
Not-useful 0/.3 1/.6 3/2.7 13/18.5 12/7
Very-useful 2/2.3 6/4.3 15/20 135/134 52/49.2
11- STORIES (x? = 26.731, df = 20, p-value .143)
Not-useful 1/.3 1/.5 4/2.2 11/14.7 6/54
Very-useful 0/2.5 7/4.6 17/21 146/143 55/52.7
12- SOCIAL MEDIA (x2 = 17.195, df = 15, p-value .307)
Not-useful 1/.2 1/.4 2/17 9/11.5 5/4.2
Very-useful 3/1.1 4/2.1 10/9.7 60/65.7 26/24
13- TIP SHEETS (x? = 18.956, df = 20, p-value .525)
Not-useful 1/.4 1/.8 3/3.6 25/24.2 8/9
Very-useful 1/2 6/3.5 10/16 111/109 43/40
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Job Roles and Training Preferences

The training preferences of the participants largely depend on the job roles they do.
The chi-square test results reveal that out of 13 training approaches, 12 are significantly

associated with the participants’ job role or discipline (Table 4.12 for more details).

81



Table 4.12: Job role and training preferences

Edu IT Health | Leader | Business | Art.. Office Military
Co\Ex | Co\Ex | Co/Ex | Co/Ex Co/Ex | Co\Ex | Co\Ex | Co\Ex
1-WORKSHPS (x2 = 54.3888, df = 32, p-value <.01)
Not-useful 1/3.3 0/1.6 0/0.4 8/2.9 2/1.8 0/0.5 2/1.9 1/1.1
Useful 37/32 26/15.7 2/3.8 29/27.8 12/14.7 | 4/5.2 13/17.8 | 11/10.9
2-ONLINE TRAINING (x2 = 67.590, df = 32, p-value <.01)
Not-useful 5/6.7 1/3.3 1/0.8 11/5.8 5/3.6 0/1.1 4/3.7 1/2.3
Useful 23/17.7 | 17/11.3 | 4/2.1 10/15.4 8/9.6 3/2.9 3/9.8 5/6
3-POSTERS (x2 = 41.666, df = 20, p-value <.01)
Not-useful | 13/9.8 | 3/4.8 0/1.2 9/8.5 7/5.3 0/1.6 3/54 6/3.3
Useful 15/14.3 | 12/7 5/1.7 | 13/12.5 4/7.8 4/2.3 4/8 1/4.9
4-GAMES (x2 = 53.582, df = 32, p-value <.01)
Not-useful 7/8.1 2/4 1/1 8/7.1 7/4.4 3/1.3 3/45 3/2.8
Usful 25/143 | 15/9.3 | 0/22 | 16/164 | 9/102 | 3/3.1 8/105 | 2/6.4
5-WEBINARS (x2 = 67.987, df = 32, p-value <.01)
Not-useful | 2/6.9 1/3.4 2/.8 9/6 5/3.8 1/1.1 2/3.9 6/2.4
Useful 18/17.5 | 13/8.6 1/21 | 18/152 | 11/95 | 1/29 6/9.7 3/59
6-STORIES (x2=70.034, df = 28, p-value <.01)
Not-useful 5/5.5 1/2.7 1/.6 8/4.8 2/3 2/.9 3/31 1/1.9
Useful 28/27.3 | 21/134 | 7/32 | 19/23.7 | 18/14.8 | 5/45 11/15.1 | 3/9.3
7- SOCIAL MEDIA (x2 = 22.345, df = 24, p-value <.05)
Not-useful | 5/4.3 0/2.1 1/.5 6/3.7 3/23 0/.7 1/24 2/1.5
Useful 23/24.6 | 19/12.1 | 6/29 16/214 | 16/134 3/4 10/13.7 | 8/8.4
8- OFFER INCENTIVES (x2 = 62.216, df = 32, p-value <.01)

Not-useful | 5/5.3 0/2.6 1/.6 10/4.6 | 3/29 0/.9 2/2.9 1/1.8
Useful 30/30.6 | 24/15 2/3.6 28/26.6 | 12/16.6 5/5 13/17 10/104
9- TIP SHEETS (x2= 62.577, df = 32, p-value <.01)

Not-useful | 7/9.1 3/45 1/1.1 9/7.9 10/4.9 2/15 4/5 1/3.1
Useful 16/124 | 12/6.1 1/1.5 8/10.8 6/6.7 2/2 2/6.9 2/4.2
10- MOCK ATTACKS (x2 = 64.730, df = 32, p-value <.01)
Not-useful | 28/21.5 | 1/10.5 2/25 9/7.9 10/11.7 0/3.5 17/12 8/7.3
Useful 17/20.8 | 16/10.2 | 2/24 8/10.8 16/11.3 1/34 8/11.6 7/7.1
11- EVENTS (x2= 64.730, df = 32, p-value <.01)

Not-useful 6/8.8 2/4.3 1/1 17/7.7 8/4.8 0/14 2/4.9 1/3
Useful 23/18.4 15/9 2/2.2 15/16 1/10 5/3 7/10.2 4/6.3
12- EMAILS (x2 = 64.730, df = 32, p-value <.01)

Not-useful | 22/234 | 13/11.5 | 7/2.8 20/20.4 | 18/12.7 | 3/3.8 10/13 5/8

Useful 14/17 9/8.3 1/2 23/14.8 | 4/9.2 3/2.8 9/9.4 5/5.8
13- VIDEOS (x2 = 532.648, df = 32, p-value .181)

Not-useful 0/32 | 16/163 | 6/4.8 | 18/26.5 | 28/22.6 0/.5 | 26/27.7 | 14/16

Useful 2/1 15/18.7 | 7/5.5 | 45/30.5 20/26 7/62 | 40/319 | 6/184
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Videos

While the chi-square test results reveal no statistically significant correlation between
people’s job roles and videos for cybersecurity training, it can be inferred that video
occupies a prominent place in online cybersecurity training. Several of the interviewees
were asked questions on their preference for videos as one of the methods for cybersecurity

training.

Watching videos as one of the methods of training is preferred by some interviewees
because videos can be played and stopped at the convenience of the participants. With
training through videos, the advantage is that they need not visit any specific venue.
Videos are more convenient when explanations are lengthy involving several steps. One
can rewind the video and see the part of it again when something is not clear. “I have
learned about cybersecurity largely through videos available on YouTube, and I always

enjoy watching those videos,” said one of the interviewees.

Trainers/instructors also use videos for illustration purposes because “It is easy to explain
complex things through visuals,” said one of the trainer interviewees. “The more visuals
for training, the more clarity to learners,” said another expert trainer who participated in
the interview. “Videos explain the different kinds of cyber-attacks with more clarity,” said

the Chief of Security of a medium-sized organisation.
Workshops

On the other hand, the chi-square test results reveal that those who work on IT tend to favor
the workshops for cybersecurity training followed by the people working in education
and related fields. In-class training is preferred by many IT employees interviewed for
several reasons. One of them is that the training can be finished within a fixed time frame.
Contrary to this, people holding management and leadership positions do not seem to

like classes in person.

A large proportion of the interviewees prefer interaction to strengthen their conceptual
understanding. However, because of the COVID-19 pandemic, virtual training has become
a necessity at most places, and many of the interviewees called it not only “convenient”
but also “exciting.” It is convenient in the sense that one can record the lecture and listen
to it at their convenience. In other words, virtual training provides enough flexibility to

the participants.
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Nevertheless, virtual training lacks the close interaction, which is only possible in class-

rooms with a face-to-face attendance.
Online

The chi-square test result reveal that people working in IT take the online training approach
as the most practical one, whereas people in military and defense like online training only
moderately. People holding leadership and management positions do not favor the online
training approach. As such, job roles play a pivotal role in choosing the kind of training.
“Being an HR professional, I always prefer online training as it allows me to discharge my

other urgent assignments,” said a middle-aged executive in a large company.

As far as the technical part of cybersecurity training is concerned, offline classes with an
expert trainer are preferred over online classes. “One can raise many technical queries
and find answers, which is somewhat cumbersome in any online classes; it does not lead
to any strong interactive feelings too,” said one of the technical persons serving in an
IT department of a medium-sized company. “Another weakness with online training is
that you need some kind of enforcement to make the training mandatory,” one expert in

training formation added.
Posters

According to the chi-square test results, IT employees consider posters extremely valu-
able for raising cybersecurity awareness, but they are only slightly valuable for people
from the financial and business fields. People from education, training, learning, and

military/defence establishments do not consider the posters important.
Webinars

Office and administrative personnel consider webinars highly helpful as one of the ways
to deliver cybersecurity training. People from financial and business operations consider
webinars moderately helpful, but people from IT consider webinars less valuable. People
from military and defence organisations do not consider this approach of training at all

useful.
Storytelling

The chi-square test results reveal that the storytelling approach to raising cybersecurity
awareness has been found extremely valuable by those who work in the IT field. People

from military and defense services find this approach only slightly useful. At the same
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time, people involved with the education, learning, and training field as well as those
working in arts, sports, and entertainment positions find the approach moderately useful.
One of the trainees with IT role asserted that she liked listening to real stories related to
cyber-attacks, she said: “I like to attend conferences with real people that have real stories.”
Another interviewee working in the IT field, who attended a cybersecurity training
programme in London, informed me about her experiences. As one hacker narrated his
part of the story to the audience as to how he took advantage of the carelessness of internet
users, she said: “I learned a lot from the stories and incidents narrated by the speakers or
trainers in my previous training programme; the story session was immediately followed
by a question-answer session from the audience”. Another interviewee from education,
learning, and training field said: "I have listened to many stories on cybersecurity from
my colleagues, which has made me conscious of such issues!" and someone from military

roles added: “Listening to real stories on cybersecurity excites me.”
Social Media

The chi-square test results reveal that those who work in IT fields find social media as a
tool to impart cybersecurity information extremely valuable, and moderately suitable for
those working in the healthcare sector; it has been found slightly valuable by those who

are involved in administrative and office jobs.
Offering Incentives

People working in IT fields strongly agree that offering incentives to raise cybersecurity
awareness is extremely beneficial followed by those working in administrative and office
jobs. At the same time, those who work in financial services and businesses find incentive
offerings only moderately beneficial. Against this, people working in management and

leadership positions do not find incentives at all useful for raising cybersecurity awareness.
Tip-sheets

Tip sheets are considered an extremely helpful approach for those working in IT fields,
and somewhat useful for those working in management and leadership positions. On the
other hand, people involved in businesses and financial services consider this method
of training as ‘not useful’. Interviewees spoke differently in reply to this question. Some
people said: “Tip Sheets” for gaining understanding about SMPs is a good way, many

others said, “It is not the best way of learning about SMPs protocols.”
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Mock Attacks

Conducting mock attacks as part of the training is highly supported by the people working
in IT fields followed by those who are involved in administrative and office functions.
This approach of training is approved moderately by those who discharge their services
in business and financial fields. Management and leadership personnel find this approach
of training not useful at all. The interview shows that phishing emails are used by many
firms to check and arouse the awareness of their employees. This also filters out those
who require training. One of the participants informed that her organisation runs “Email
Campaigns” to raise awareness on the matters of cybersecurity. On certain days such as
national day, phishing emails are forwarded to see if their employees fall into the trap.
This exercise also acts as a filtering method to pick and send them for training. Usually,

newcomers are found to be trapped in such kind of exercise.
Events

Raising awareness through holding events appears to be extremely valuable for those
who serve in IT fields followed by those working in administrative and office jobs. On
the other hand, people working in the finance and business sector support event holding
only moderately; however, people occupying management and leadership positions do

not consider such a training approach useful at all.
Emails

Raising cybersecurity awareness through emails is the most preferred way for people
serving in management and leadership positions. Even the people serving in adminis-
trative and office jobs consider this approach of raising cybersecurity awareness quite
useful; however, people attached with defense establishments/military along with the
business and financial services do not consider this approach much pragmatic. The chief
of the cybersecurity cell of one of the organisations I interviewed said: “Even within the
network users help each other to avoid potential attacks, and emails help them to thwart
certain cyber-attacks.” Emails are used for giving guidelines and tips for using the internet.
Many organisations have resorted to using emails in the time of COVID-19. One of the
security experts from the medium-sized organisation argued that emails could be enough
for apprising employees with some level of awareness; however, she said: “I am not sure

if this is sufficient or not.”
Gaming
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The Chi-square test results reveal that from trainers’ perspectives the gaming approach of
cybersecurity training is highly useful. One of the trainers interviewed conveyed: “Games
can teach people faster than mere words because it is a practical experience that people do
not easily forget”. However, many involved with IT fields or in office or administrative

roles find it moderately helpful.

Sometimes, the gaming cum competition approach among participants accelerates the
learning process. One of the female interviewees working in the IT sector said: “The
gaming approach is the best approach I have experienced ever as I am fully involved in
my learning.” When the gaming approach is added with the competition it becomes more
effective. In this process, “Trainees are divided into two groups and made to compete
with each other in gaming,” said one of the interviewees. At the same time, people
involved in leadership positions or management functions, or military establishments
consider gaming only slightly beneficial. Moreover, people attached with businesses or
doing financial services view the gaming approach as an ineffective method for enhancing
awareness related to cybersecurity. Figure 4.10 here below depicts the training preferences

of users holding different positions in an organisation.
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4.4 Factors Leading to Adaptive Training

In this study, I have analysed not only the factors that make employees adaptable to
training, but also the influence of human factors on these areas. The following information

refers to both significant and insignificant factors.

4.4.1 Job role and training adaptability factors

Concerning the factor of job role, the chi-square results were significant for all variables
asked in the survey, beginning with motivation and concluding with the role of the trainer.

From the survey and interview analysis, additional information will be presented.
Motivation

The chi-square test results (see Table 4.13) inform that people involved with education,
training, and learning as well as defence personnel, in comparison to other groups,
strongly agree that cybersecurity training sessions with routine lessons may not serve the
real purpose of training. On the other hand, people from the IT fields did not agree with
this notion. Trainees dislike the training session when they already know the information
that is being imparted to them. This can be gathered from the remarks: “They still repeat
the information that we know for several years!” Another said: “When they repeat the

sessions, I stop giving the attention!".

Short training vs. long training is the aspect that I wanted to have some clue from
the participants. One of the interviewed from military roles said: “I do not like long
presentations, or long chatting or talking long about small issues.” Another interviewee
from a management role said: “Our time and energy are precious, so it is better to keep the
training programme short and brief.” A person with the business role uttered, “I prefer the
quick training.” One of the candidates made a scathing remark, “I did not like it because it
was a long presentation.” In contrast, many of the IT-educated participants clearly said:
“We want a long in-depth study on security aspects; we have no objections to the longer

sessions.”

On adaptation, someone from military roles said, "I can adapt more if there are interactions,
learning with practical training, and also if there are small tests that make me improve

my understanding of cybersecurity”. As per one of the participants, adaptation becomes
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possible when he feels good with the trainer who understands not only his questions but

can also act as a good guide for him.

One expert in the field of training from a large organisation said: “Motivation is the
key to success, and interaction facilitates practicing something by ourselves.” Interaction
enhances the involvement of participants: “Higher the interaction between instructor
and participant, the higher are the chances of involvement of participant” said one of the
young participants. Many of the participants suggested, “Trainers need to strengthen their
training process with some hard facts such as data or numbers, real-life case studies and

so on; people tend to follow when they see that they are likely to be affected.”
Simplicity

The chi-square test results in Table 4.13 indicate that those who hold leadership and man-
agement positions, as well as those involved with defence establishments, strongly agree
with the notion that using technical terms in cybersecurity training may be inadequate.
One of the management personnel stated: “I will give more importance to using simple
language, which is free of technical jargon so that people can understand easily.” Another
cybersecurity expert and trainer said: “I organise short seminars for the general public
keeping in mind not to use any technical jargon.” While demonstrating how hackers can
access mobiles and how to keep devices safe from them, he makes the use of technical-free

language that everyone can easily understand.

When things go too technical then trainees face difficulty in comprehending. One of
the trainees from office and administrative roles trainees said: “I cannot understand
because it’s too technical.” She also remarked: “I struggle a lot with privacy settings.” On
cybersecurity training, someone retorted, “They just want to pass the information, and
they think that they are talking with someone professional.” He meant it was challenging

to understand the content.
Customizing

The chi-square test results in Table 4.13 also disclose that people involved in management
or leadership responsibilities strongly agree that one-size-to-fit-all kind of training may
not succeed in its purpose. At the same time, people involved in IT fields as well as in
education, training, and learning functions moderately agree with this notion. Many
interviewees opined that customizing the training was crucial to achieving the desired

outcome as can be gathered from the remarks of one trainer I interviewed said: “I think
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customizing is better; it might take more time and wasteful for organisations, but if
you want effective results, then yes, customizing the training is better!” In other words,
customized cybersecurity training programmes are needed which are based on prior
experience and knowledge of cybersecurity. According to one of the participants from the

IT field, customizing is beneficial for all as it would fill the gaps that they have.

Another participant said, "We have to make many groups — for beginners, for professionals
and separate for those who are a little advanced in their cybersecurity awareness and
knowledge". Someone said, “For me if it is applicable, I will favor the customization.”

One of the participants added, “Generalized training gives me a feeling that I am not a

targeted member of this training process.”

One of the chief managers with a non-IT background working in a medium-sized company
became a victim of a phishing attack in early 2019; however, he came out unscathed from
this incident. But when the IT office came to know about the incident, they immediately
realized the necessity of training their staff, especially those working in the non-IT depart-
ments. With this incident, the IT team realized the importance of customizing the training

based on the job roles/ responsibilities instead of offering generic training for all.

When the question was asked to cybersecurity trainers regarding the ways to make
training sessions more adaptive, most of them supported customization of the training
based on the audience. Their quick reply was: “It depends on the audience. To make
training adaptive, it needs to focus and support trainees that are in the audience." Trainers
also opined that imparting the training transparently made the trainees feel at home.
For this, a variety of techniques need to be employed for delivering the information to
trainees. One of the trainers said: “People learn differently, some learn more via lectures
and presentation, some via practical training, so resorting to a single approach does not

177

serve the purpose

One of the trainers that I interviewed revealed that he always made it a point to study his
audience carefully before commencing any training session, especially their educational
level, job roles, etc. It is equally important to know their expectations from the training
so that the entire training session can be molded to go beyond their expectations. Many
trainers suggested that: “Training should be tied up with the job requirements; the more

the customization of the training, the more adaptive it will become.”

Delivery Training Methods
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The chi-square test results indicate that people working in education, training, and learning
fields strongly assert that inferior training methods may lead to unsuccessful training
related to cybersecurity. A method that is employed by the trainer or instructor for
delivering the information and knowledge is considered crucial by our interviewees. The
instructor may simply deliver a lecture before the audience without any interaction. In
such cases, the audience may lose its focus in a short time. Contrary to this, when the
trainer incorporates case studies, assignments, quizzes, or competition, etc. people get
attached to the programme and learn more. One interviewee said, “When you listen to
real stories or experiences, you are more inclined to be attentive and that helps.” Many
preferred more than one training method for successful adaptation. One of the IT field
candidates said: “I think blending all these approaches is interesting.” When it comes
to adaptation with the cybersecurity training, the perceived difference is quite evident
between the participants with an IT background and those with a non-IT background.
One of the participants with an IT background said, "Being a technical person, I will take

a technical approach for cybersecurity".

When it comes to cybersecurity training challenges, many interviewees from the adminis-
trative and office category find it difficult to adapt to cybersecurity training if the delivery

approach of training is not conducive.
Environments

Also, as shown in Table 4.13 the chi-square test results reveal that people working in
education, training, and learning fields strongly consider that the training environment is
a crucial factor for the success of cybersecurity training. One of the experts in the field
of training considers the training environment as the most vital factor. He says, “The
environment is important, the training should be in the morning time, and the maximum
period of training should be restricted to five days.” One of the participants described her
experience with two cybersecurity conferences that she attended in Kuwait and London.
She found the conference held in London as more adaptive because it was well organized

in the sense that it covered many aspects related to cybersecurity including non-technical.
Trainers

The chi-square test results disclose that people involved with education, training, and
learning fields strongly adopt the view that trainers play a significant role in the success

of cybersecurity training programmes (More details in Table 4.13).
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Most interviewed agreed on that as many of them said: “Trainer always occupies the
most crucial place for the success of the programme.” Even if the content is excellent but
its delivery is not smooth or effective then the entire programme might fail. One of the
participants said: “Trainer can always sharpen the content even if it lacks teeth, but it
cannot happen otherwise.” In short, he wanted to emphasize that an expert trainer could
make the programme resilient and exciting. One of the trainers asserted: “The programme
becomes a success when the instructor makes it exciting and entertaining”; he or she can

simulate or create scenarios that one is likely to face in the days ahead.

In a way, a trainer can create situations when every member in the audience starts listening
to them attentively. Someone said, “If the trainer is boring, I would not like to listen
to them; in the training related to cybersecurity, we should be allowed to choose our

instructor, especially when it is more technical.”

It was universally accepted by most people that I interviewed that to make the training
programme a success, a trainer is the most important factor — beyond all other factors.
According to an expert in the field of training, it is the trainer’s responsibility to make
the training adaptive because only the trainer can ensure that everyone in the audience is
involved and participates fully. Active participation is itself the clue of understanding the
subject and that is why one of the experts in the field of training said: “You don’t leave

anyone sitting quiet and just enjoying the ride without any participation.
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Table 4.13: Job roles and reasons for cybersecurity training to fail

Education IT Health | Leader | Business Art Office | Military
Co/Exp | Co/Exp | Co/Exp | Co/Exp | Co/Exp | Co/Exp | Co/Exp | Co/Exp
Cybersecurity training fails if it is boring and routine

(x* =57.341, df = 32, p-value <.01)
Disagree | 2/8 10/4 0/1 6/7 9/4 0/1 3/4 1/3
Agree 58/54 27/26 | 7/6 42/47 | 22/29 14/9 30/30 | 22/18

Cybersecurity training fails if it is difficult and includes technical language

(x> =60.799, df = 32, p-value <.01)
Disagree | 5/11 11/5 0/1 8/9 14/6 0/2 4/6 1/4
Agree 64/55 25/27 | 5/6 43/48 | 21/30 16/9 37/30 | 13/19

Cybersecurity training fails if it is provided in one-size-fits-all

(x? =66.135, df = 32, p-value <.001)
Disagree | 8/13 16/65 | 0/1.5 6/11 9/7 1/2.2 7/7 5/4.5
Agree 60/52 31/255 | 4/6 33/45 | 25/28 11/85 | 32/29 | 17/18

Cybersecurity training fails if the delivery training methods are poor

(x? =48.874, df = 32, p-value <.05)
Disagree | 6/11.5 7/6 0/1 11/10 | 7/6 0/2 6/6 7/4
Agree 63/57 23/28 | 6/6.7 38/50 | 33/31 14/9 41/32 | 11/15

Cybersecurity training fails if the training environments are limited

(x? =68.520, df = 32, p-value <.001)
Disagree | 6/9 12/45 | 0/1 4/8 4/5 0/15 4/5 4/3
Agree 60/58 26/28.5 | 4/7 47/50.5 | 27/31.5 | 16/9.5 | 41/32 | 19/20

Cybersecurity training fails if the trainers are unskillful

(x? =50.560, df = 32, p-value <.05)
Disagree | 3/9 10/5 1/1 9/8 3/5 1/1.5 4/5 4/3
Agree 42/41 25/20 | 5/5 27/35.5 | 23/22 9/7 24/23 | 12/14

4.4.2 Education level and training adaptability factors

The education level factor was also significant, though to a lesser degree than the job role

regarding the trainer; as disclosed by my Chi-square analysis in this study, all education

levels agreed that having a skilled trainer was important.

However, the Chi-square results test found that postgraduate degree holders, over people

with lesser educational levels, have the same opinion about the importance of customising
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the training for better outcomes. Motivation factor avoiding boring and routine sessions is
also holds for persons with higher degrees, such as postgraduate or bachelor’s degrees,
moreover, as revealed by the chi-square test results simplicity factor also strongly supported
by bachelor’s and postgraduate degree holders who they assert that simple language
needs to be used to deliver cybersecurity content. As such, through the chi-square test
results, it has been found that postgraduates extend utmost importance to the training
method for its success followed by those who hold bachelor’s degrees. As such, the
higher the educational level (postgraduates), the higher the inclination is seen towards the

training environment for its success (more details in Table 4.14).
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Table 4.14: Educational level and reasons for cybersecuriy training to fail

<Secondary

Count\Exp

Secondary

Count\Exp

Colleges
Count/Exp

Bachelor

Count/Exp

Postgraduate

Count/Exp

Cybersecurity training fails if it is difficult and includes technical language

(X2 = 40.409, df = 20, p-value <.001)

Disagree

Agree

0/.5
0/2.5

1/.9
4/4.7

4/4.2
20/21.5

35/28.7
156/146

4/10.5
48/53.7

Cybersecurity training fails if it is provided in one-size-fits all

(x2 = 38.200, df = 20, p-value <.01)

Disagree 0/.6 0/1.1 3/5.2 39/135 12/12.9
Agree 0/2.4 7/4.4 17/20.4 148/138.2 45/50.9
Cybersecurity training fails if it is boring and routine
(x2 = 41.666, df = 20, p-value <.01)
Disagree 0/.4 21.7 4/3.1 20/21 6/7.7
Agree 2/2.5 1/4.6 12/21.1 152/143.4 57/52.7

Cybersecurity training fails if it the delivery training methods are poor

(x2 = 46.049, df = 20, p-value <.001)

Disagree

Agree

0/.5
2/2.6

211

7/4.9

0/4.5
13/22.4

4/30.6
157/152.4

5/11.3
60/56

Cybersecurity training fails if the training environments are limited

(x2 = 35.424, df = 20, p-value <.05)

Disagree 0/.4 0/.8 0/3.6 34/24.2 4/8.9
Agree 1/2.7 7/4.9 18/22.8 153/154.9 63/57
Cybersecurity training fails if the trainers are unskillful
(x2=31.426, df = 20, p-value = .050)
Disagree 0/.4 2/.8 6/3.7 28/24.9 3/9.1
Agree 1/19 3/3.5 10/16 121/109 36/40.1

4.4.3 Work experience and training adaptability factors

In this study, the chi-square test reveals only two variations in the factors that contribute
to adaptive training and work experience: avoiding technical terms or simplicity and the

significance of customising training. To clarify more, the Chi-square results indicated that
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employees with 2-15 years of experience insisted on the simplicity of cybersecurity training

when compared with other groups. This also holds for lesser experienced (2-5 years)

people on customizing the training followed by those having 5-15 years of experience.

However, other factors, such as motivation among learners, training techniques, the

training environment, and the trainer, were insignificant. (More details in Table 4.15).

Table 4.15: Years of experience and reasons for cybersecurity training to fail

<2
Co\Ex

2-5
Co\Ex

5-10
Co/Ex

10-15
Co/Ex

15-20
Co/Ex

20-25

Co/Ex

>25
Co/Ep

(x2 =59.360, df = 28, p-value <.001)

Cybersecurity training fails if it is difficult and includes technical language

Disagree 0/2 11/7 11/8 718 4/8 3/6 5/5
Agree 718 45/34 41/43 | 51/41.5 | 37/43 31/28 10/25
Cybersecurity training fails if it is provided in one-size-fits all

(x2 = 57.647, df = 28, p-value <.01)
Disagree 2/2 12/8 | 12/10 10/10 8/10 517 2/6
Agree 10/8 41/33 | 37/40.4 | 44/39.4 | 42/40.1 | 29/26.8 | 14/24

Cybersecurity training fails if it is boring and routine

(x2 =20.626, df = 28, p-value =.841)

Disagree 0/1.2 | 7/5 7/6.1 7/6 3/6 | 4/41 4/3.6
Agree 11/8.1 | 39/33.8 | 39/41.8 | 44/40.8 | 38/41.8 | 29/27.8 | 20/24.6
Cybersecurity training fails if it the delivery training methods are poor
(x2 =25.994, df = 28, p-value = .573)

Disagree 2/17 | 5/72 | 10/89 | 12/87 | 2/46 |5/59 6/5.3
Agree 10/8.6 | 44/35.9 | 47/44.4 | 48/43.3 | 14/18.3 | 26/29.5 | 20/26.1
Cybersecurity training fails if the training environments are limited
(x2 = 34.014, df = 28, p-value = .200)

Strongly disagree | 2/1.4 | 4/5.7 4/7.1 8/69 | 10/71 | 7/47 3/4.2
Strongly agree 9/8.7 | 44/36.4 | 56/45.2 | 46/44 | 32/45.2 | 28/30 | 24/26.6
Cybersecurity training fails if the trainers are unskillful
(x2=30.218, df = 28, p-value = .353)

Strongly disagree | 1/1.4 4/5.9 8/7.3 10/7.1 5/7.3 6/4.8 5/4.3
Strongly agree 4/6.1 | 33/25.7 | 35/31.8 | 33/31 | 27/31.8 | 18/21.1 | 16/18.7
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44.4 Gender and training adaptability factors

As far as gender perception is concerned, the chi-square test results reveal that females,
contrasting their counterparts, are more inclined towards having customized training.
However, training may be ineffective for both genders if it is boring and routine, chal-
lenging, and includes technical terms; the training methods are poor; the environment
is not conducive to learning; or the trainer is insufficiently skilled, as our study found
no statistical correlation between gender differences and those reasons for cybersecurity

training failure. (more details in Table 4.16).
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Table 4.16: Gender and reason for cybersecurity training to fail

Male Female

Count\Expected Count\Expected

Cybersecurity training fails if it is provided in one-size-fits all

(x2 =12.635, df = 4, p-value <.05

Strongly disagree 18/9.8 6/14.2

Strongly agree 45/48.4 73/69

Cybersecurity training fails if it is boring and routine

(x2 =1.707, df = 4, p-value .789)

Strongly disagree 10/9.9 14/14.1

Strongly agree 76/69 92/99

Cybersecurity training fails if it is difficult and includes technical language

(x2 = 8.340, df =4, p-value =.080)

Strongly disagree 8/8.6 13/12

Strongly agree 74/69.9 96/100.1

Cybersecurity training fails if the delivery training methods are poor

(x2 =6.081, df = 4, p-value = .193)

Strongly disagree 8/6.2 7/8.8

Strongly agree 70/61.2 79/87.8

Cybersecurity training fails if the environment are limited

(x2 =5.306, df = 4, p-value = .257)

Strongly disagree 10/7 7/10

Strongly agree 50/42.7 54/61.3

Cybersecurity training fails if the trainers are unskillful

(x2=3.733, df = 4, p-value = .443)

Strongly disagree 12/9 101/96.2

Strongly agree 22/22 133/137.8

4.4.5 Age and training adaptability factors

This study found that the training environment is crucial for employees of varying ages.
For instance, those between the ages of 26 and 35 recognise the significance of the environ-

ment the most, followed by those between the ages of 36 and 45. As my study reveals,
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there was no correlation between age and other factors that create adaptive training, such

as customising, avoiding technical terms, the training methods, motivations, and the

trainer; therefore, It is widely acknowledged that these factors are necessary for enduring

the training (More details in Table 4.17.

Table 4.17: Age and reason for cybersecurity training to fail

18-25 26-35 36-45 46-55 >55
Count\Exp | Count\Exp | Count/Exp | Count/Exp | Count/Exp
Cybersecurity training fails if the training environment are limited
(x2 = 35.462, df = 20, p-value <.05)
Disagree 2/2.2 10/13.6 21/13.4 4/5.5 1/3.2
Agree 11/6 105/86.9 69/85.8 38/35.3 24/20.5
Cybersecurity training fails if it is boring and routine
(x2 = 23.414, df = 20, p-value .269)
Disagree 0/1.9 15/11.8 | 9/11.7 8/4.8 1/2.8
Agree 10/13 88/80.5 82/79.5 23/32.7 12/14.2

(x2 =16.473, df = 20, p-value =.687)

Cybersecurity training fails if it is difficult and includes technical language

Strongly disagree 5/2.6 20/16.1 10/15.9 6/6.5 0/1
Strongly agree 12/13.2 92/81.9 81/80.9 27/19.3 0/.4
Cybersecurity training fails if it is provided in one-size-fits all

(x2 =22.197, df = 20, p-value = .330)
Strongly disagree 4/3.2 27/19.7 17/19.4 5/8 2/4.6
Strongly agree 8/12.6 81/77.8 80/76.4 34/31.6 14/18.3

Cybersecurity training fails if the delivery training methods are poor

(x2 =23.727, df = 20, p-value = .255)
Strongly disagree 0/2.8 21/17.2 18/17 7/7 2/4.1
Strongly agree 15/13.8 101/85.5 75/84.4 28/34.7 20.20.2

Cybersecurity training fails if the trainers are unskillful

(x2=24.175, df = 20, p-value = .235)
Strongly disagree 1/2.3 16/14 12/13.8 9/5.7 1/3.3
Strongly agree 6/9.9 74/61.2 54/60.4 24/24.8 13/14.4

Figure 4.11 summarises the study’s findings about the factors that contribute to adaptive
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cybersecurity training.
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Figure 4.11: Factors leading to adaptive cybersecurity training

4.5 Chapter Conclusion

In this chapter, I have found through a qualitative and quantitative analysis that the
most important factor associated with people’s cybersecurity training preferences is their
job roles. Participants do have their preferences towards offline and online training,
depending upon whether they are new in the field or have been exposed to cybersecurity
for a while. It is no surprise that, often, they are found to have been insisting on customized
training rather than generalized one, because they have already undertaken some kind of
training in the past. Participants do have numerous other questions that they look forward

to answering by appropriate training programmes.

My interview results have revealed many things. Most of the participants are found to
be in favor of having an adaptive cybersecurity training (ACST) programme. To fulfil
the objective of developing an adaptive cybersecurity training programme, each training
programme needs to be customized. Short training sessions are preferred over long ones
by a large proportion of participants. Trainers need to adjust to the requirements of the
trainees. At the same time, non-technical vocabulary is a must for creating interest and
involvement in training. Training content should be relevant, interactive, and engaging.

Although organisations can undertake various activities to raise security awareness among
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their employees, trainers can also do a lot through their training programmes. The point
to be noted is that cybersecurity awareness is an ongoing process that should not only be

limited to times of crisis.

In conclusion, cybersecurity training must take into account the job roles of trainees along
with factors such as gender, age, educational level, and work experience. In other words,
preferences, backgrounds, and perceptions of trainees are important considerations for de-
veloping a robust training programme, which makes the trainees feel that the programme
is unique to them. To put it succinctly, matching delivery approaches with trainees’ prefer-
ences will make the training programme more adaptive, and that is how organisations are
likely to succeed in their endeavors to create an effective ACST programme. The findings
of this chapter give us insight into the development of an ACST framework to enable
employees to thwart cyber-attacks that are often encountered by many on social media
platforms. The visibility of developing adaptable cybersecurity training will be further
explored in the subsequent chapter by highlighting the differences in knowledge and

awareness of social media risks and threats.
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Chapter 5

Evaluating the Challenges and Risks Associ-
ated with Social Media Cybersecurity

This chapter considers the quantitative and qualitative data covered in Chapter 3 and
examines at the challenges that cybersecurity trainers and policymakers have when
adjusting SMPs in place as well as the human risk factors associated with participant
backgrounds and behaviors. A risk management strategy utilizing the tool risk matrix

concludes the chapter.

5.1 Introduction

I define cyber risk as any risk of financial loss, disruption, or damage to the reputation of
a person or organisation from some sort of failure associated with information technology
systems. As such, risk management encourages the implementation of countermeasures
to mitigate risks that adversely affect security requirements (Barrett, 2018; Chapple et al.,
2021). Periodic risk management is indispensables (Rajamaéki et al., 2018). To this effect,
the National Institute of Standards and Technology (NIST) has introduced a cybersecurity
risk assessment framework to help develop secure software and hardware (Nurse et al.,
2017). However, such a framework ignores human factors that often causes security lapses
(Nurse et al.,, 2017). Risk management approaches that consider the effects of human
factors while developing mitigation strategies to prevent cybersecurity risks are scarce
(King et al., 2018). Emphasis needs to be made to consider human factors that play a role

in getting trapped into security incidents.
The importance of this chapter lies precisely in identifying SMPs communication chal-
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lenges and the human factors that are responsible for aggravating cyber risks while using
social media. Additionally, this chapter helps me to propose an approach to quantify
risk (that is covered in chapter 7), so that organisations can establish countermeasures for

resolving cybersecurity issues.

5.2 Social Media Policies” communications challenges

As far as security policies are concerned, most organisations do have those policies in
place. However, when the question is asked about SMPs many employees do not have any
clue about the significance of these policies, or why they are necessary for their security
and the safety of their organisation. One of the interviewees in this study said: “Staff in
my organisation is totally in the dark.” One of the policymakers said, “We are cautious
about the secure use of the internet, but hardly any policy is in place for social media.”
Someone else said, “We do not have any policy as such, but we train staff for this.” He
further added: “We train our employees in using the features that are provided to secure
them on social media — for example, the two-way authentication.” Another interviewee
said: "They have SMPs in place; however, it is for those who are authorized to use the
company’s official social media platform, and any Tom, Dick, and Harry cannot access the

account and post on behalf of the company".

A large proportion of the participants agreed that these policies are communicated to them
at some workshops and then updated by emails, or tip sheets. The point is that most of the
users confirmed that they were trained at least once in their sojourn at their organisations;
however, only a few had an opportunity to update subsequently. Usually, companies tend
to focus on new employees for security or SMPs as one of the participants confirmed, “We
have different things for new hires”; "Old staff needs to take phishing test or some other
test at least once a year to ascertain that they are maintaining their awareness on security

issues at the required level", added another interviewee.

When organisations want to go securer, they block websites, emails, and social media
sites without any security protocols in place. Moreover, they refrain from communicating
security policies to their employees; this keeps their employees confused. One of the
employees from such an organisation said, “I think they do something with the system
so that we cannot access or open anything!” Someone said: “At the beginning, I thought

./I

there was a problem with networking!” When he asked one IT personnel, he got a terse
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reply: “It is so because of security reasons”. When I interviewed an IT manager serving
in a large public sector unit, he gave a similar reply: “Our employees are not allowed to
access any social media sites or other sites on the internet for strict security and privacy

reasons.”

It is important to explore how stringent are the policymakers and management in imple-
menting the security or SMPs in their organisations. One of the policymakers replied that
their organisation takes strict disciplinary action when someone is found violating the
security policies. She said, “Policy violations are taken seriously for non-compliance.”
These policies are mandatory for everyone and are mentioned in their appointment letters.
Another policymaker argued, “By having such policies in place organisational risk is

reduced significantly, especially when they are enforced strictly without any exception.”

Another security personnel uttered: “Our IT staff cannot share their solutions online such
as in LinkedIn, essentially to prevent cybercriminals to assess our internal setup and

infrastructure.”

“SMPs cannot be treated just like other policies,” said one of the policymakers. According
to him, "It needs to be updated periodically because we have new kinds of threats and

social engineering by cyber-attackers."

5.2.1 Policymakers and Cybersecurity Trainers Challenges

At times, many interviewed from training and education category in cybersecurity field
said that explaining the technical terms to non-technical people is a challenging task for
them. One of the trainers said, “For this reason, I feel a little bit difficult to conduct this
workshop.” Another trainer said it is difficult to convince people to formulate a strong
password as they feel that this will make their life complicated. Those who do not use
their devices regularly find it challenging to remember their passwords and that makes
their life miserable. He further stated, “It is a tough task for trainers to convince users to

follow password policy as laid down by the policymakers”.

Finding the right time and venue both pose a real challenge for any trainer to conduct the
training. “Garnering a minimum batch size of people who have not only similar prefer-
ences but are ready to take training at the given time and venue becomes a challenging
task,” explained one of the trainers to whom I interviewed. Something similar was uttered

by some other trainee on the environment and the training venue when she spoke, “I
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don’t like the venue. It was depressing!” She spoke negatively about the lighting and the

colour of the walls in the room.

Another challenging task explained by many trainers is how to find a training method
that is foolproof in achieving its objectives. Each organisation has different kinds of people
with different needs and many of them are reluctant to undergo any training at all. "You
have to try everything to get them on board", informed one of the security compliance’s
officers in an organisation. While trainers prefer an extended period of training, trainees
want to finish the session as quickly as possible. One of the trainers said: “It is equally
challenging to get everyone involved.” At times, it becomes challenging to find the right
trainer in line with the training content as pointed out by one of the training officers who

were also in charge of training material.

In Kuwait, language becomes a big challenge for trainers as most of the people follow
Arabic, it will definitely be the same in every other country where English is not the native
tongue. All social media platforms mostly use English that many of the residents do not
understand thoroughly. For a better grasp, all security policies and related content need
to be furnished in Arabic to make users adaptive to training. Some of the participants
proposed adding Arabic subtitles to the videos as many people struggle with the English

language.

When cybersecurity trainers are policymakers, they face challenges as well when man-
agement is not supportive of investing in cybersecurity technology improvement. That is
why they suggest that awareness campaigns should have a top-to-down approach; one of
them indicated, “It takes time and a lot of effort; it can be described as the carelessness of
management.” Another interviewee said: “They (management) always think that they are
fine and in a good standard of security!” “Top management’s support is crucial to have
security policies in place.” This is what one of the policymakers said. When they blocked
social media in their organisation to prevent access, employees made complaints to the top
management and requested to allow them to access YouTube. When the top management
becomes lenient on such issues then security policies suffer, and their implementation

becomes challenging.

Policymakers responsible for putting security policies in place have been found to struggle
with the mindsets of users of social media or the internet. “Putting policies in place is

itself a daunting task” which is what is described by one of the senior security officers.
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Changing people’s attitudes while using social media or the internet is a tough task
because people do not take security policies seriously. The responsibility of securing data
is left solely on the shoulders of IT professionals. “We have a problem with mindsets”, was
the terse remark by the security officer. Calling it “a global issue” one cannot shirk one’s
responsibility, he further added. In other words, altering the mindsets of the people is a
challenging task for those who formulate training programmes in cybersecurity, especially,
when people tend to learn differently, and therefore, formulating a single kind of learning
approach is an inefficient way of training. One of them discreetly said: “You cannot offer

one platform or one education for all!”.

Finding the right time & venue

Explaining technical terms to non-

Unsupported management )
technical employees

Policymakers &
Trainers Challenges

A 4

Finding the right audience Changing mindsets

Finding the proper training methods

Figure 5.1: Policymakers and cybersecurity trainers” challenges
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5.3 Risks Associated with Human Factors

The importance of this section lies precisely in identifying the human factors that are
largely responsible for aggravating cyber risks. This is to state that this analysis will
help us in formulating an effective cybersecurity risk assessment equation for policymak-
ers and training formations in organisations leading to countermeasures for resolving

cybersecurity risk issues (see Equation 7.1 in Chapter 7 for details).

5.3.1 Risk Associated with Job Roles

To assess the security awareness of the participants, I invited their actions on phishing
email presented to them. The chi-square test results reveal that depending upon job
roles people vary in their security awareness. Those working in administrative and
office responsibilities are more vulnerable to phishing attacks as a large proportion of
them pressed the blue button (view policy button). The people working in computer
and technology fields have more awareness of the aspects of social engineering as they
classified the email as a security incident. At the same time, those working in the education,
training, and learning sector chose to contact the HR department for further clarifications

(more details in Table 5.1).

Table 5.1: Risks associated with job roles” attitudes

What do you do if you receive this email?
(x>=36.644, df = 24, p-value <.05)

Education | IT Health | Leader | Business | Art Office | Military

Co/Exp Co/Ex | Co/Ex | Co/Ex | Co/Ex Co/Ex | Co/Ex | Co/Exp
Clickon | 10/8 3/4 1/1 6/7 3/4 0/1 9/4.5 0/.9
Ignore 111/110 45/54 | 11/13 | 89/96 | 22/18 62/61 | 43/37.5 | 14/11.5
Report | 19/25 22/12 | 6/3 28/22 | 11/135 | 3/4 9/14 5/8.5
HR 13/10 5/5 0/1 10/9 6/5 0/2 5/6 2/3.4

Regarding the concept of phishing, the chi-square test results reveal that people associated
with technology and computer fields are more aware of this; the participants who hold
leadership and management positions are least aware of the concept (more details in

Table 5.2).
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Table 5.2: Risk associated with job roles” knowledge

Which of the following options describe phishing?
(x? =53.598, df = 32, p-value <.01)
Education | IT Health | Leader | Business | Art Office | Military

Attack 16/19 7/9 2/2 17/17 | 12/10 3/3 10/11 | 9/2
Data 89/86 61/42 | 9/10 68/75 | 48/47 10/14 | 41/48 | 24/29.3
Followers 7/6 2/3 0/1 5/5 3/3 0/1 8/3 1/21
Technical 0/.2 0/.1 0/0 0/.2 0/.1 0/0 1/1 0/.1
Don’t know | 41/41 5/20 |7/5 43/36 | 20/22 12/7 | 25/23 | 18/14.1

As far as the association between the job roles and online attitudes is concerned, the Chi-
square results test reveals many significant correlations. Public Wi-Fi available in cafes,
restaurants, or airports is least used by the people involved with learning and training
job roles followed by the people associated with computer and technology fields, the

participants who hold office and administrative roles are more used to it.

Regarding the question, "Which kind of people refrain from using anti-virus software
programmes to protect their devices’, the chi-square test reveals that most people asso-
ciated with business and financial operations refrain from using any anti-virus software
programme. At the same time, the test also reveals that most people associated with
technology and computer fields, in comparison to the people from other fields, tend to

use more software programmes to protect their devices or assets.

While it is essential to use some kind of anti-virus programme regularly, it is equally
important to update those programmes regularly. It is important to know if any correlation
exists between ’job roles” and "updating the anti-virus programme.” The chi-square test
results reveal that people in technology and computer fields almost always update their
anti-virus programmes; in contrast, people in education, learning, and training jobs as
well as people with business and financial operations rarely care about updating these
programmes. Checking any link for spelling or veracity of the URLs is crucial before
clicking or entering any sensitive data, the Chi-square test results reveal that people from
business and financial operations rarely check the authenticity of the URLs before taking
any action on the same. Conversely, the people from the computer and technology field

do take the most care about ensuring the link’s authenticity.
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The chi-square test results reveal that people involved with office and business operations

do not read and understand security policies related to social media — as opposed to

those holding IT, training, learning, or education roles (more details available in Table 5.3

below).
Table 5.3: Risk associated with job roles” online behaviors
Education | IT Health | Leader | Business | Art Office | Military
I use public network like those in the cafes or airports

(x? =47.562, df = 32, p-value <.05)
Never 39/32.5 10/16 | 3/4 32/28 | 16/18 2/5 18/18 | 13/11
Often 12/10 0/5 2/1 7/8 3/5 3/2 7/5 6/3.3

I use antivirus software to protect my devices

(x? =62.167, df = 32, p-value <.01)

Never 19/18 3/9 2/2 15/16 | 18/10 0/3 9/10 | 6/62
Always | 45/43 32/21 | 3/5 38/37 | 18/23 2/7 22/24 | 12/14.5
I regularly check the antivirus software update on my computer/laptop
(x? =70.973, df = 32, p-value <.001)

Never 27/20 3/10 |2/2 16/17 | 17/11 0/3 10/11 | 4/6.7
Always | 31/36 30/18 | 3/4 32/32 | 14/20 1/6 20/20 | 13/12.4

(x? =51.749, df = 32, p-value <.05)

I always check the spelling of the URLs before clicking or entering sensitive data

Never 16/13 2/7 3/2 11/12 | 13/7 1/2 6/7 2/4.6
Always | 44/39 33/19 | 3/5 29/34 | 13/21 6/6 19/22 | 11/13.3
Technology alone can protect devices from being hacked
(x? =69.876, df = 32, p-value <.001)

Strongly 19/24 14/12 | 0/3 18/21 | 21/13 1/4 5/13 | 16/8
Disagree
Agree 35/35 12/17 | 11/4 32/31 | 16/19 3/6 22/20 | 13/12
I read and understand SMPs
(x? =50.327, df = 32, p-value <.05)
Disagree | 18/27 14/13 | 2/3 20/23 | 24/145 7/4 15/15 | 9/9.1
Agree 58/52 33/25 | 5/6 39/45 | 24/28 10/8.5 | 28/29 | 13/17.6

Job Roles and Struggling Areas
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It is important to explore if there is any correlation between people with different jobs roles
and struggling areas while dealing with cybersecurity issues. The Chi-square test reveals
that people operating in administrative and office functions struggle most with "privacy
and confidentiality issues. Protecting privacy is one of the crucial topics that people in
this category want to understand and learn as one of them said: "Privacy is the major
issue; the most important topic is privacy!" Another participant said, “We are confused
on how much information we should provide on social media because we do not know
what novel techniques are being employed or can be employed by hackers to hack their
accounts?” In other words, they want to know how much data they can share on social
media without being at risk. One of the lady participants had a different question about
her privacy. She said: “Usually, I am wearing Hijab (scarf to cover the hair); however,
sometimes I post my pictures without wearing it because my account is private.” She was

wondering if keeping the account private is the only option to stay safe online.

According to interview results, those working in office and administrative roles consider
passwords an important topic; they have many and varied questions on this. For example,
why they should change their passwords every 90 days. How one can assure that chosen
password is a strong password. Someone asked: “When we have not disclosed our pass-
word to anyone then how come hackers can steal the same and hijack my account.” As
per the security policy norms, changing the passwords every three months and remember-
ing them later has also been considered a major challenge by some of them. “It is very

challenging to choose another new password. Our memory is not helping us every time!”

A considerable amount of confusion exists among the same category (Office and Adminis-
tration) regarding phishing. Many of the participants had heard about phishing attacks in
their life sometimes in the past. They said: “While phishing has been the most effective
tool that hackers are employing to hijack organisations” security; however, no one among
us is sure how phishing attacks take place or how anyone including our organisation
can become a victim of hackers.” They wanted to understand all pros and cons of these
kinds of attacks in their every form thoroughly including future implications for the
organisations. The chi-square test reveals that those who work in the education, learning
and training field struggle most to protect their passwords and safeguard themselves from

phishing-related issues.

At the same time, the chi-square results test shows that people working with healthcare
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support systems and computer fields struggle with spam messages and emails that they
receive. Those working in defense or military establishments, in comparison to other field
groups, feel challenged by hackers (more details in Table 5.4 below). Many interviewees
associated with military or defense establishments wanted to discuss and know more
about hackers and their activities. One of them asked: “Why hackers have been able to
prove themselves time and again when, on the other side of the table, many experts and
qualified people are running and maintaining social media sites.” The point is that the
participant wanted to know why hackers cannot be defeated in their games once and for
all. It was also noticed that those who were without any IT background had different

questions in their mind.

Table 5.4: Job roles and struggling areas

Education | IT Health | Leader | Business | Art Office | Military

Where do you struggle more?

(x? =127.477, df = 64, p-value <.001)

Privacy 59/60 21/29 | 8/7 49/52 | 34/32 15/10 | 43/33 | 13/20.3
Password | 20/13 0/7 2/2 12/12 | 4/7 1/2 8/7 7/4.6
Phishing | 19/13 7/7 2/2 8/12 7/7 0/2 10/7 | 3/4.6
Email 12/11 8/5 4/1 11/9 5/6 0/2 5/6 0/3.7
Hacking | 13/12 0/6 2/1 12/11 | 7/7 5/2 3/7 8/4.1

5.3.2 Risks Associated with Age

The chi-square test results have revealed significant correlations between age-group and
their level of security awareness. Younger employees are found to be less informed than
their older colleagues until age 55. Awareness decreases with the increase in age beyond
the age of 55. In brief, people in the age group 18-36 and those older than age 55 pose the

highest risks for cybersecurity-related incidents (more details in Table 5.5).
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Table 5.5: Age and online behavior

18-25 26-35 36-45 46-55 55+
Count\Exp | Count\Exp | Count\Exp | Count\Exp | Count\Exp
I use a strong password
(x? =55.207, df = 20, p-value <.01)
Never 0/1 7/7 11/17 1/3 1/1.7
Always 19/16 85/98.5 113/98.5 40/40.5 22/23.5
I use antivirus software to protect my devices
(x? =55.259, df = 20, p-value <.01)
Never 14/4 30/24 22/27 3/11 7/6.4
Always 6/.3 53/64 66/63 38/26 15/15
I regularly check the antivirus software update on my devices
(x? =66.235, df = 20, p-value <.01)
Never 16/5 33/29 21/29 4/12 8/7
Always 3/9 46/54 55/52 36/22 12/13

(x? =51.654, df = 20, p-value <.01)

I always check the spelling of the URLs before clicking or enter sensitive info

Never 12/3 18/20 16/20 7/8 3/5
Always 12/9.5 53/59 60/58 29/24 10/13
Privacy and security are important to me
(x? =37.244, df = 20, p-value <.01)
Strongly Disagree | 0/.3 0/2 3/2 3/1 0/.5
Strongly Agree 27/22 140/133.5 | 128/132 53/54 24/31.5
I can read and understand SMPs
(x? =32.499, df =29, p-value <.05)
Strongly Disagree | 10/3.5 18/21.5 20/21 6/9 6/5.1
Strongly Agree 2/3 16/18 20/18 12/7 0/.1

I also attempted to investigate the relationship between age-group and their behavior
towards suspicious emails presented to them. In this instance, the chi-square test results
indicate that the employees in the age group 18-25 are the riskiest compared to the others
because they were always ready to click the link in the emails. Those over 55 years of age
need more training for they displayed their ignorance to take any action when confronted

with such incidents (more details in Table 5.6).

112



Table 5.6: Age and phishing email

18-25 26-35 36-45 46-55 55+

Count/Exp | Count/Exp | Count/Exp | Count/Exp | Count/Exp

What do you do if you receive this email?

(x? =28.496, df = 15, p-value <.05)

Click on blue button | 7/2 10/12 12/12 2/5 3/2.9
Ignore it 25/27 167/165 159/162 65/67 43/38.8
Report it as spam 3/6 35/37 40/37 23/15 3/8.8
Contact HR 2/2 17/15 15/15 3/6 5/3.5

The chi-square test also reveals that employees from different age groups struggle dif-

ferently when they come across phishing, email spam, and hacking. While the young

age-group employee (18-25) have been found to struggle with phishing and hacking more,

email spam is posing a challenge to the employee in the age group (36-45). In comparison,

the employees above age 46 are found to be struggling more with phishing incidents

(more details in Table 5.7).

Table 5.7: Age and struggling areas

18-25

Count/Exp

26-35

Count/Exp

36-45

Count/Exp

46-55

Count/Exp

55+

Count/Exp

Which cybersecurity areas do you struggle with the most?

(x? =39.289, df = 15, p-value <.01)

Phishing 7/4 26/27 18/26.5 15/11 9/6.3
Email spams | 1/3 10/16 23/16 7/6.5 3/3.8
Hacking 11/5 25/30 29/30 13/12 6/7.1

5.3.3 Risk Associated with Gender

While attempting to find the association between gender and their online behavior as well

as attitudes, the chi-square test results reveal that females are more prone to cyber-attacks

than males, and they are found to be less informed in cyber security concepts and controls

(more details in Table 5.8).
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Table 5.8: Gender and online behavior

Male

Female

Count/Expected | Count/Expected

(x* =87.392, df =4, p-value <.01)

Technology alone can protect devices from being hacked

Strongly disagree | 79/40 20/58
Disagree 88/82 112/118
Neutral 46/65 112/93
Agree 37/61 111/87
Strongly agree 13/14 22/21

(x? =20.513, df = 4, p-value <.01)

I regularly check the antivirus software update on my computer/laptop

Strongly disagree | 33/34 49/48
Disagree 40/47 47/67
Neutral 42/60 103/85
Agree 68/60 79/87
Strongly agree 80/62.5 72/89.5

To assess the security awareness of the participants, I invited their actions on a phishing
email presented to them. On this, more females clicked the (View Policy) button in contrast
to the males displaying their lack of awareness; contrary to this, a majority of the males

indicated that they would report the email as spam and send a separate email to the sender

to ensure if this was a legit action by them (more details in Table 5.9).

Table 5.9: Gender and phishing email

Male

Count/Expected

Female

Count/Expected

(x? =8.559, df = 3, p-value <.05)

What do you do if you receive this email?

Click on the blue button 12/14 22/20
Ignore it 178/189 282/271
Report it as spam 48/43 56/61
Contact HR in a separate email | 25/17 17/25
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Moreover, employees struggle differently based on their genders. Females have been
found to struggle more in the areas such as privacy, password protection, phishing, and
email spam; however, our test result findings reveal that males struggle more with hacking

incidents than females (more details in Table 5.10).

Table 5.10: Gender and struggling areas

Male Female

Count/Expected | Count/Expected

Which cybersecurity areas do you struggle with the most?

(x? =23.196, df = 8, p-value <.01)

Privacy and confidentiality | 97/103 153/147
Password protection 16/23 40/33
Phishing 15/23 41/33
Emails” spams 16/18.5 29/26.5
Hacking 26/21 25/30

5.3.4 Risk Associated with Educational Level and Academic Qualifications

The chi-square test results also reveal that a significant correlation exists between employ-
ees” educational level and their attitudes online. Employees with a secondary or some
college education but without any degree are the people found using Wi-Fi networks
in public places without giving any due regard to the security and the same goes for
password policies. In short, the higher the education of the user, the higher the compliance

with security and password policies (more details in Table 5.11).
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Table 5.11: Educational level and online behavior
Bachelor

<Secondary | Secondary | Colleges Postgraduate

Count/Exp | Count/Exp | Count/Exp | Count/Exp | Count/Exp

I use public network like those in cafes and airports

(x? =37.215, df = 20, p-value <.01)

Never

5/1.5

0/3

14/13

83/87

33/31.9

Often

0/.4

1/.8

5/4

22/25.5

12/9.4

(x? =48.458, df = 20, p-value <.001)

I use a combination of letters, numbers etc. when chosing a password

Never 2/2 1/.4 3/2 10/13 4/4.7
Always | 4/3 6/6 22/26 181/178 65/65.4
Technology alone can protect devices from being hacked

(x? =39.357, df = 20, p-value <.01)
Disagree | 3/1 2/2 1/9 66/63 26/23.2
Agree 2/2 4/3 20/14 91/94 31/34.7

I read and understand SMPs

(x? =34.493, df = 20, p-value <.05)
Disagree | 0/2 0/2 6/10.5 74/71 31/26.3
Agree 2/2 6/4 24/20 152/138 32/50.9

As such, the educational level of users and their security awareness has a direct positive
correlation, as revealed by the chi-square test. Employees with more college degrees are, in
general, more conscious about cybersecurity concepts or guidelines to remain safe (more

details in Table 5.12 and 5.13).
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Table 5.12: Educational level and phishing concept

<Secondary | Secondary | Colleges Bachelor Postgraduate

Count/Exp | Count/Exp | Count/Exp | Count/Exp | Count/Exp

Which of the following best describe "phishing’?

(x? =40.684, df = 20, p-value <.001)

Attack 2/1 3/2 9/7.5 52/51 13/19
Gather data 1/4 5/7 23/34 232/229 98/48
More followers | 0/.3 0/.5 7/2 14/17 5/6
Technical skill | 0/0 0/0 1/1 0/.6 0/0
Don’t know 4/2 5/3.5 20/16 110/110.3 | 34/40.5

Table 5.13: Educational level and distinguishing the more secure link

<Secondary | Secondary | Colleges Bachelor Postgraduate

Count/Exp | Count/Exp | Count/Exp | Count/Exp | Count/Exp

Which of the following consider more secure link?

(x? =24.217, df = 5, p-value <.01)

Http | 4/2 6/4 30/17 107/114 32/42

Https | 3/5 7/9 30/43 301/294 118/109

5.3.5 Risks Associated with Work experience

How is users” working experience in years associated with their cybersecurity awareness?
The chi-square test results inform those employees with fewer years of experience are the
riskiest group. They were less aware of cybersecurity matters, such as they were always
eager to press the blue button in case of any email presented to them. At the same time,
employees with over 25 years of experience need more training to deal with such emails,
as most of them indicated that they would prefer to ignore such emails; in other words,
they do not’t have a clear understanding of how to react and deal with such security

matters (more details in Table 5.14 below).
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Table 5.14: Work experiece and phishing email

<2 2-5 5-10 10-15 | 15-20 20-25 | 25+
What do you do if you receive this email?
(x? =34.406, df = 21, p-value <.05)
Click on button | 4/1 7/5 5/6 9/6 6/6 3/4 3/3.7
Ignore it 13/16.5 | 67/69 | 91/85.5 | 82/83 | 83/85.5 | 50/57 | 57/50.3
Report it 3/4 15/16 | 17/19 | 18/19 | 28/19 | 18/12 | 5/11.4
Contact HR 1/1.5 7/6 6/8 7/8 6/8 8/5 5/4.6

It has been found that given to their years of work experience employees struggle differ-
ently. Users with 10-20 years of experience attempt to struggle most in protecting their
privacy and confidentiality. Employees with 2-5 years of experience struggle most with
spam emails dispatched to their accounts. Phishing posed a challenge to those with less

than 2 years of work experience (more details in Table 5.15 below).

Table 5.15: Work experience and struggling areas

<2 | 2-5 5-10 10-15 | 15-20 20-25 | 25+
Where do you struggle more?
(x? =104.958, df = 56, p-value <.01)

Privacy 6/9 | 27/37.5 | 45/46.5 | 51/45 | 55/46.5 | 29/31 | 27/27.3
Password protection | 1/2 | 10/8 7/10 18/10 | 12/10 | 4/7 4/6.1
Phishing 7/2 | 10/8 14/10 11/10 | 4/10 5/7 3/6.1
Email spams 0/2|17/7 5/8 3/8 4/8 4/6 10/4.9
Hacking 2/213/8 8/9.5 8/9 13/9.5 | 8/6 7/5.6

The chi-square test demonstrates that, compared to other employees, new hires and
those with more experience than 20 years were more concerned about their security and
privacy. Although they still believe that their privacy is not their duty and place this on
the shoulders of the IT team, new employees with 2-5 years of experience do not believe
that technology is capable of offering comprehensive protection. They have grown more

mature in their cybersecurity roles, though, as a result of their expanded experience.

As such, understanding the policies relating to social media is challenging for individuals

with less expertise, and an employee’s understanding of them has grown with experience
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(more details in Table 5.16).

Table 5.16: Work experience and knowledge

<2 2-5 5-10 10-15 | 15-20 20-25 | 25+
Privacy and security are important to me
(x* =49.519, df = 28, p-value <.01)
Disagree | 1/2 | 0/.8 | 0/.9 1/9 |0/9 0/6 |2/5
Agree 3/8 | 36/34 | 42/42 | 39/41 | 35/42 | 32/28 | 30/24.8

(x? =49.519, df = 28, p-value <.01)

I am not responsible for my IS as it is the function of IT employees

Disagree

5/6

34/26

28/32.5

29/32

37/32.5

17/22

23/19.1

Agree

1/4

17/17

35/22

23/21

11/22

11/14

11/12.7

(x? =61.707, df = 28, p-value <.001)

Technology alone protection programmes can protect devices from being hacked

Disagree

11/7

37/30

30/37

30/36

34/37

25/25

19/21.9

Agree

2/5

20/22

19/27.5

33/27

24/27.5

27/18

21/16.2

I read and understan security policies related to social media

(x? =50.513, df = 28, p-value <.01)

Disagree

9/4

24/17

20/21

10/20

16/21

13/14

12/12.3

Agree

7/8

27/32

41/40

45/39

38/40

29/27

27/23.7

5.3.6 Risk associated with time spent on social media

Does the time spent by users on social media have any association with their understand-
ing of cybersecurity-related issues? The chi-square test results indicate that the time spent
on social media has a positive correlation to their understanding of cybersecurity concepts.
It has been discovered that the users who spend two hours a day on social media have

more clarity on the definition of phishing (more details in Table 5.17).
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Table 5.17: Time spent on social media and phishing concept

<30 min 30-60 min | 1-2 hours | 2-3 hours | 3+ hours
Count/Exp | Count/Exp | count/Exp | Count/Exp | Count/Exp
Which of the following options best describes "phishing’?
(x? =38.866, df = 16, p-value <.01)

Attack 8/303 6/8 22/21 26/21.5 18/26.8
Gather details | 12/15 37/34 87/94 102/97 122/120.4
More followers | 0/1 8/2.5 6/7 1/7 11/8.7
Technical skill | 0/0 0/1 1/.3 0/.3 0/.3
Don’t know 6/7 10/16.5 51/45 43/46.5 63/57.8

Similarly, a significant positive correlation has been noticed between the time spent by
users on social media and their level of security awareness. For example, in the matter of
understanding a secure link and navigating security settings, the chi-square test results
indicate that those who spend less than 30 minutes a day on social media, along with those
who exceed three hours a day, are less knowledgeable than those who use it moderately

(refer to Table 5.18).

Table 5.18: Time spent on social media and the more secure link

30-60 min | 1-2 hours | 2-3 hours

<30 min 3+ hours

Count/Exp | Count/Exp | count/Exp | Count/Exp | Count/Exp

Which of the following is considered a more secure link?

(x? =38.866, df = 16, p-value <.01)

HTTP | 12/7.3 10/17.1 45/46.7 42/48.1 70/59.9

HTTPS | 14/18.7 51/43.9 122/120.3 | 130/123.9 | 144/154.1

On the other hand, people who spend more between 1-3 hours a day are more knowledge-
able of cybersecurity concepts; they are more capable of protecting themselves. In a way,

they reveal that privacy and security are essential to them.

At the same time, those who spend less than 30 minutes a day on social media and those
who exceed three hours a day is unable to read and understand security policies provided

on those platforms.

It is important to notice here that the people who spend more than 3 hours a day on social
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media might cause more risk to themselves and their companies. That is so because they
are more reliant on the capabilities of technologies to keep them safe from cyber-attacks;
moreover, they also reveal that they make the use of WIFI in public places (more details in

Table 5.19).
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Table 5.19: Time spent on social media and online behavior

<30 min

Count/Exp

30-60 min

Count/Exp

1-2 hours

Count/Exp

2-3 hours

Count/Exp

3+ hours

Count/Exp

I am not responsible for my security as it is the IT staff role

(x? =38.866, df = 16, p-value <.01)

Disagree | 10/7 15/17 32/46 53/47 65/85.5
Agree 3/5 11/11 36/30 33/31 33/38.8
Privacy and security are important to me
(x? =55.589, df = 16, p-value <.01)
Disagree | 1/.2 1/.5 3/1 0/1 0/1.7
Strongly
8/15 32/36 99/97 105/100 129/124.7
agree

Technology alone can protect devices from being hacked

(x? =27.863, df = 16, p-value <.05)

Disagree

5/8

24/19

56/52

55/54

60/66.9

Agree

5/6

10/14

44/39

36/40

53/49.5

I read and understand security policies related to social media

(x? =28.896, df = 16, p-value <.05)

Disagree

6/2

6/6

16/16

9/16

23/20.1

Agree

8/9

26/21

50/57

61/58

72/72.6

I know how to navigate the social media settings and set the security options

(x? =32.235, df = 12, p-value <.01)

Strongly
4/1 4/1.5 3/4 2/4 3/5.4
disagree
Strongly
3/6 20/14 40/39 39/40 48/50.2
agree

I use public networks, like those in the cafes and airports

(x* =51.666, df = 16, p-value <.01)

Never

16/5.5

17/13

38/35.5

26/37

39/45.5

Often

0/2

3/4

15/10

4/11

18/13.4
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5.4 Risk Matrix

The ‘risk matrix” which is the most widely used technique for tracking and managing risks
(Markowski & Mannan, 2008; Duan et al., 2016; Smith et al., 2009);it was used in this study
to develop a graphical representation that could categorize risk factors and their likelihood
of occurring. Our below risk matrix charts were made using Excel. Each calculated risk
subfactor in this study is given a probability and an impact value (Qazi & Akhtar, 2020).
These risks are then represented on a risk matrix in order to prioritize them (risk analysis)

and choose risk mitigation strategies (training).

In Chapter 7, I will go through each of those human factors connected to social media
cybersecurity risk and how I weight them individually. However, I estimate that job role
and age have the most significant weights, with 40% and 30% respectively, followed by
gender and educational level with 10% apiece. Finally, years of experience and time spent

on social media have equal weighting calculations with 5% for each.

5.4.1 Job roles risk estimation

I might categorize individuals working in the business and financial sector, as well as those
in office and administration, as posing the highest risk, followed by those in education,
learning, healthcare, leadership, the military, and the arts, who pose a medium risk. IT
professionals, however, are less at risk than other careers. As a result, the possibility of
cybersecurity risk because of social media use based on job roles is depicted in Figure 5.2

and illustrated in Table 5.20 below.
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High Risk Healthcare Support, and Art,
High priority for Sport and Entertainment
training

Mid priority for
training
Low Risk Education, Training, and
Low priority for
i Research

- - D

Figure 5.2: Job roles’ risk

Table 5.20: Job roles risk estimation

Risk factor (s) Impact | Probability
Job role 40%
Education, training, and research 0.4 0.3
Computer and Technology 0.4 0.0
Healthcare support 0.4 0.2
Leadership and Management 0.4 0.1
Business and Financial Operations | 0.4 0.4
Arts, Sport, and Entertainment 0.4 0.1
Office and Administrative support | 0.4 0.4
Military such as police and army | 0.4 0.2

5.4.2 Age risk estimation

Age, which I considered to be the second most important factor in this study and gave a
30% weight, can be represented as follows: those who are younger, between the ages of 18
and 35, pose the largest risk due to using social media, while those between the ages of 36
and 55 are at medium risk. However, when people become older and reach the age of 55,

the risk goes up once more. This factor, "age", is illustrated in Table 5.21 (and Figure 5.3).
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Figure 5.3: Ages’ risk

46-55 years old

Table 5.21: Age risk estimation

Risk factor (s) Impact | Probability
Age 30%

18-25 years old 0.3 0.3

26-35 years old 0.3 0.3

36-45 years old 0.3 0.1

46-55 years old 0.3 0.1

More than 55 years old | 0.3 0.3

5.4.3 Gender risk estimation

Our calculations estimated that gender would contribute 10% of the total weight. Females
are more susceptible to cyberattacks than males, according to our data and those from
past studies. As a result, I suggested that the female might pose 0.1 risk, which is high risk,

and that the male might pose 0.0 risk, which is low risk. These estimations are illustrated

in Table 5.22 (and Figure 5.4).
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Figure 5.4: Education’s risk
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Low priority for
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Table 5.22: Gender risk estimation
Risk factor (s) | Impact | Probability

Gender 10%
Male 0.1 0.0
Female 0.1 0.1

5.4.4 Educational level and academic qualifications risk estimation

According to our calculations, educational level and academic qualifications would ac-
count for 10% of the total weight. Using our analysis of our data, I calculated the risk
associated with each level of education as follows: people with higher degrees, such as
bachelor’s and postgraduate degrees, are at low risk with 0.0 estimates. However, social
media use puts people with less education at greater risk, Figure 5.5 and Table 5.23 provide

illustrations of these estimations.
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Table 5.23: Education risk estimation

Risk factor (s) Impact | Probability
Educational Level and Academic Qualification 10%
Less than secondary degree | 0.1 0.1
Secondary degree 0.1 0.1

Colleges, but no degree 0.1 0.1
Bachelor’s degree 0.1 0.0
Postgraduate degree 0.1 0.0

5.4.5 Work experience risk estimation

Based on the data I have acquired; I predict that years of experience may entail a 5% risk
in comparison to our other factors. In order to quantify the potential risks that users of
social media may bring based on their work expertise (in years), Table 5.24 and Figure 5.6

below illustrate those estimations.
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Figure 5.6: Work experiences’ risk

Table 5.24: Work experience risk estimation

Risk factor (s) Impact | Probability
Years of Experience 5%
Less than 2 years of experience | 0.05 0.05
2-5 years of experience 0.05 0.02
5-10 years of experience 0.05 0.00
10-15 years of experience 0.05 0.02
15-20 years of experience 0.05 0.02
20 - 25 years of experience 0.05 0.00
More the 25 years of experience | 0.05 0.05

5.4.6 Time spent on social media risk estimation

The length of time spent using social media is taken into account in this study as a crucial
behaviour influencing social media’s level of risk. Thus, I discovered that people who use
social media for less than 30 minutes per day and those who use it for more than three
hours per day pose the most significant threat due to the lower understanding extracted

from their answers. As a result, I calculated the risk associated with this factor, depicted

in Table 5.25 and Figure 5.7 below.
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Figure 5.7: Time spent on social media’s risk

Table 5.25: Time spent on social media risk estimation

Risk factor (s)

Impact

Probability

Time spent on social media 5%

Less than 30 minute a day | 0.05 0.05
30- 60 minute a day 0.05 0.00
1-2 hours a day 0.05 0.00
2-3 hours a day 0.05 0.00
More that 3 hours a day 0.05 0.05

As a result, by means of quantitative and qualitative content analysis of the data in this

chapter I could sum up the description and preferred response for each risk factor in

Table 5.26 below.
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Table 5.26: Risk score groups

Educational level

The degree in education

presently possesses.

Risk name Description Preferred response
These risks are extremely
The duties an employee significant, and require
is responsible for inside a lot of attention.
Jo role
his organisation, Do not begin designing
and the nature of his work. the training without
taking this into account.
Age The age expressed in years.
These risks are moderately significant,
and you can cope with them.
However, they will have
Gender What gender are they?

an impact on
how adaptable

the training session is.

Years of experience

How long someone

has been an employee.

Time spent

on social media

The daily average amount

of time spent on social media

Although these risks can be accepted,
you should nonetheless

be aware of them.

5.5 Chapter Conclusion

The chapter discusses in detail the challenges faced by policymakers and cybersecurity

trainers when they attempt to communicate SMPs to the entire staff, especially when

human factors have been found to play a pivotal role in blowing away ever-increasing

cyber risks on social media platforms.

Using a risk matrix tool to analyze and prioritize the significant factors in this study, I

could estimate that the most crucial elements in cybersecurity risks are job roles and the

age of users interacting on social media. While people need to be trained based on their
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job roles, people handling business and financial operations need to be prioritized for
cybersecurity training as they have fallen in the category of the riskiest employees in
the company followed by those who work in office and administrative departments and
then those who handle leadership and management operations. The experience of the
employees and their age are other important parameters to be considered while giving
training to them. The lesser the job experience, the higher the cyber risk associated with
such employees meaning a fresher faces higher risks while interacting with social media
and they must be given priority for cybersecurity training. With the increase in age, users
are likely to exhibit more maturity towards cybersecurity policies; however, as our study

reveals, people over age 55 needs to be prioritized for training.

As revealed in this study, and which also corresponds well with the findings of many
previous studies, females are more prone to cyber-attacks than males for they are less
proficient in cybersecurity concepts and therefore, they need to be prioritized for the
training. The lesser the educational level, the lesser the clarity with cybersecurity concepts
and vice versa. Accordingly, employees with no college degrees need to be prioritized for
training. Employees spending less time on the internet and social media and exceeded the
average time are likely to be less aware of cybersecurity concepts and therefore, they need

to be prioritized for training.

The finding of this chapter leads us to create an equation ,7.1, that helps us to calculate
the amount of risk that an organisation might face when their employees interact through
social media, and that would be discussed in detail in Chapter 7. In other words, policy-
makers and training formulators can make use of this equation to have some assessment
of the risks involved with a typical group of employees working with them. As such, the
result in this chapter provides me a detailed insight for developing a meaningful and
adaptive cybersecurity training framework that can tackle myriads of challenges and risks
encountered besides fulfilling the needs of users, the following chapter will present our
theoretical framework by analyzing the gaps and limitations that exist in the relevant

works.
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Chapter 6

Human Factors in Cybersecurity: A system-

atic literature review

This chapter discusses a systematic literature review using seven journals, two conference
proceedings, Hofstede’s cultural dimensions theory, the framework proposed by ENISA
that considers human aspects concerning cybersecurity issues, and NIST for risk manage-
ment in cybersecurity. The search was carried out on Google Scholar. Several frameworks
are reviewed critically and analysed in this chapter to develop our comprehensive frame-

work to meet our objectives, as listed earlier.

6.1 Introduction

The ultimate objective of this research is to build an adaptive social media cybersecurity
training framework to develop the staff of the organisation in full cybersecurity awareness.
A systematic literature review (SLR) has been conducted in this research to know as much
as possible about the state of the art on this topic and to collect evidence on the evolving
nature of social media cybersecurity risks faced by organisations. In this SLR, two com-
pounded collections of search terms were used: ‘cybersecurity training, methodologies,
framework, and awareness’ and ’social media risks, best practices, standards, and policies’.
The selection of these phrases has its roots in locating a reasonable variety of material
about this topic. The objective is to comprehend how prior research has identified human
behavioral weaknesses and vulnerabilities in cybersecurity, particularly in relation to
social media, and how organisations have educated their personnel to improve social

media cybersecurity.
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As with this approach, I started with a deliberate and intentional selection of the informa-
tion to be reviewed (Aromataris & Pearson, 2014), including journal papers, book chapters,
logs, and publications related to our research objectives. Based on the five key stages listed
by Duff (1996) and depicted in Figure 6.1 below, I created a list of search terms for our

systemic literature investigation.

5-Record 1-create set

of search
references
terms
- ™
4-Search 2-Formulate
infomration serarch
sources statement

~

k \ 3-Estimate -

search
parameters

.

Figure 6.1: Systematic literature search (Duff, 1996)

As a result, exclusion criteria are created to ensure that all works evaluated are founded in
sound concepts. If the discovered works do not take into account human variables, they
are excluded. Additionally, the study excluded non-English studies, and those published

in 2018 and after, I will make sure to only include pertinent literature.

I have chosen the frameworks that meet our objectives for developing the most appropriate
framework to develop an adaptive training programme. Due to the limited availability
of literature on social media cybersecurity, and further omitting literature that does not
consider human aspects in cybersecurity, only a small number of cybersecurity training
models can be enlisted here. Based on the SLR, the following frameworks are being
reviewed to eventually have our framework for the purpose. Accordingly, I split these

frameworks and methodologies into the following eleven major heads as follows.
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6.2 Framework for Designing Interventions for the Human As-

pect of Cybersecurity

As per the European Network and Information Security Agency (ENISA) (2019), raising
cybersecurity awareness is a continuous process (as described in Figure 6.2). Accordingly,
the ENISA suggests enhancing user awareness followed by analyzing gaps and vulnera-
bilities. Then a strategic plan is set to defend against cyber threats where success or failure

of the entire process is evaluated keeping in sight the objectives of the security process.

The framework proposed by the ENISA aims at suggesting the ways and processes of
raising cybersecurity awareness of users taking into consideration human aspects. It goes
without saying that in the process of developing our framework some key aspects of the
ENISA framework can be adopted and incorporated. While the ENISA aims at identifying
gaps and vulnerabilities of people, I propose to start with identifying the background of
our target audience by serving them a quiz to assess their preferences and understanding of
the broader aspects of cyber security. This is based on the basic premise that understanding

their background is crucial for developing an adaptive training programme.

Figure 6.2: Framework for designing interventions for human aspects of cybersecurity

(European Network and Information Security Agency (ENISA), 2019)

The ENISA’s framework then focuses on “analysis’. It offers many methodologies to ac-
complish this aspect. They support ‘surveys” as a valuable tool for having deeper insights

on user behaviour and understanding. Surveys in form of a quiz help find gaps and
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vulnerabilities of users interacting through social media. The third stage with the ENISA
framework is all about the planning process and the fourth stage is its implementation.
In our case, this part comprises of designing an adaptive training matching needs and
preferences of users, which is based on the information gathered from stages one and

three. I can call it the training design stage.

With the ENISA, the final stage in their framework is the evaluation part. I intend to
evaluate the validity of our framework using a variety of methodologies, which will be
covered in Chapter 8. The European Network and Information Security Agency (ENISA)
(2019) also emphasizes measuring changes before and after the training keeping the same

measurement process to make a clear assessment of the efforts undertaken.

While this framework does consider human aspects concerning cybersecurity, the ENISA
framework largely focuses on general awareness related to cybersecurity instead of social
media-related threats. The moot question remains if this framework can be employed to
enhance cybersecurity awareness of all kinds of employees within an organisation who
have varying levels of knowledge, preferences, and backgrounds. This model needs to be

further modified and developed to fulfil our end objectives.

6.3 Competency Development and Assessment Framework

In the framework presented by Brilingaité et al. (2020), the attempt has been made to
develop and assess users including non-technical trainees’ cybersecurity skills. While
members differ in their background, job role, and experience, this framework takes into
account team building, objective differentiation between user groups including steps for
developmental assessment by supplementing measure methodologies for cybersecurity

training programmes.

The framework presented by Brilingaité et al. (2020) aims at addressing trainees’ needs
more discernibly. While emphasizing training for each member of the company, they
employ a ‘capture the flag (CTF)” exercise for finding an answer to their question - “does
training the non-IT staff bring a positive outcome?” They insist that non-technical staff
that includes managers, stores people, administrative staff, and alike needs to be trained
along with technical people; in the CTF exercise, they are called the "Purple Team.” This

provides a clear indication that training merely a certain section of the staff, and everyone
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needs to receive cybersecurity training and learn how to behave properly on social media

and against hackers.

According to them, the training needs to pass through four stages: Pre-exercise assess-
ment, pre-exercise training, live activity, and post-exercise assessment or evaluation. Our
framework development process derives a meaningful insight from the process suggested

by them.

The pre-exercise assessment suggested by them involves knowing the targeted audience
and developing the objectives. In other words, collecting details about the trainees in-
cluding their backgrounds will serve a better purpose in designing a unique practical
training for the audience. In a way, the pre-exercise training is close to the third stage of
our framework focusing on observing trainees’ behaviors and feedback received. This es-
tablishes the importance of evaluating the trainees” previous knowledge before designing

the training. Figure 6.3 below illustrates the phases of the training suggested by them.

Phase 1: Pre-exercise assessment J) - [Fhase 2: Pre exercise training) Phase 3: Live exercise] Phase 4: Post-exercise assessment J

Train selectet
earning outcomes
(.r. As an mdwldualj #hsa team)

& Final assessment report

Figure 6.3: Training phases (Brilingaité et al., 2020)

Brilingaité et al. (2020) asserts that taking into consideration non-technical people while
deciding on a training approach is useful. However, this framework has its limitations
in designing a comprehensive framework because it rests on the gaming approach. Our
framework focuses on adaptive training by considering all types of training taking into
account preferences, perceptions, knowledge of participants, and their background based
on the data collected and analysed from our survey results. Moreover, the moot question

remains if the framework of Brilingaité et al. (2020) can tackle social media threats.

6.4 Mission Cybersecurity Framework

Dawson (2018) proposes a framework that can be broken into three distinct areas: ed-

ucation, technology, and policy (see Figure 6.4). These three areas can address matters
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that form cybersecurity training. Accordingly, these three core issues can cover up the
cybersecurity environment of any country. This also expresses the main objective of
our framework associated with social media policies and the best practices employed to

educate and train staff across various hierarchies.

Figure 6.4: Mission cybersecurity framework (Dawson, 2018)

Dawson (2018) asserts that training people about cybersecurity policies and technologies is
crucial for superior outcomes. He argues that the security policy serves as a basic guideline
helping organisations to set their policies based on their needs. This sets the basic tone
and the importance of SMPs to be employed as the best practices for our framework
to be developed for developing adaptive training. Nevertheless, this framework is too
generic to be applied to our objective of developing an adaptive training programme
as it emphasises more on security policies rather than the human aspects of people. As
such, the framework does not take into account ever-increasing social media threats in a

dynamic environment.

6.5 Holistic Cybersecurity Maturity Assessment Framework (HC-
MAF)

Aliyu et al. (2020) introduce a novel web-based model that can be used as a cybersecurity
assessment and audit tool. The model called “Holistic Cybersecurity Maturity Assess-
ment Framework” that can be used to manage a gap analysis on 15 security terms. This
assessment facilitates external clients and suppliers in identifying how strongly the organ-

isation’s methods are linked to recognise security measures. The model can be employed
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to review compliance and gap that exists for an organisation. The tool can be used as
a self-assessment or for building appropriate mitigation plans (see Figure 6.5 for more

details).

The framework provides an insight to build an online tool for assessment, and I opt
to deploy the Google Form quizzes for assessing trainees and collecting the necessary
information. The HCMAF highlights how one can build a model that can measure
employee’s maturity in terms of best practices, skills, or standards employed. Accordingly,
our framework envisages finding out the extent to which the social media users adhere to
social media best practices, their knowledge, and skills for keeping themselves secure by

following recommended standards and guidelines.

This framework is designed to define the weaknesses and strengths of organisational
processes besides ascertaining how stringently the best practices are being followed.
Moreover, the researchers assert that the information collected through this framework
assessment will assist in identifying current security issues and prioritizing future security
plans and funding actions. This supports our framework objectives in helping train-
ers/training formation and policymakers in planning and developing an adaptive training
programme necessary to mitigate social media risks, safeguarding company assets besides
saving precious company resources. I derive strengths and insight from the HCMAF

model for finding gaps and vulnerabilities of trainees around social media best practices.

While the model provides good insight, it fails to take into account the ever-changing
dynamic setup of social media platforms; it is more focused on current security issues.
The model is not adequate in itself in developing an adaptive cybersecurity training

programme for staff members.
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Figure 6.5: Holistic cybersecurity maturity framework (Aliyu et al., 2020)

6.6 Testing, Evaluation, and Training (TET) Framework

Wang et al. (2018) have introduced a TET (Testing, Evaluation, and Training) framework,
which has shown its effectiveness in raising cybersecurity awareness. According to them,
this approach is superior to the traditional one because it begins with "testing” to help

create customized training emphasizing on trainees’ skills and knowledge.

The cybersecurity awareness framework offered by Wang et al. (2018) encompasses three
key elements: perception, protection, and behavior. They argue that cybersecurity aware-
ness must have the cognitive proficiency of cybersecurity threats, which gives me an
insight that a user must be aware of the dark side of social media - any omission may
lead them to serious disaster for themselves. The users must know the ways to safeguard
themselves without resorting to any help from others. Their framework, as depicted
in Figure. 6.6 below, has three distinct levels namely cognition, knowledge, and skills
related to testing, evaluation, and training. These three levels have been earmarked as
core steps in our framework. As such, I will begin by testing members of our target group
followed by evaluating and analyzing the results to grasp how much they are aware in
social media cybersecurity, and then create a training programme that fits their needs,
knowledge, and preferences. The framework provides me with great insight for designing
an adaptive training programme. Researchers have incorporated a follow-up approach to

validate their framework and that provides me good insight to validate the behaviours of
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trainee participants in our framework. Nonetheless, the methodology from Wang et al.
(2018) takes into account cybersecurity threats in a general sense. Our focus is on social
media-related cybersecurity issues. According to them, training needs to be based on
the knowledge of trainees. However, I will expand our analysis beyond knowledge and

attempt to correlate different human aspects such as preferences, perceptions, attitudes,

and demographic characteristics.

Training Evaluation

Figure 6.6: TET Framework (Wang et al., 2018)

6.7 Cybersecurity Awareness Model

Rieff (2018) proposes a model that can be employed to distinguish particular features of
cybersecurity awareness training. The researcher argues that cybersecurity awareness
contains three main aspects (Capability, Behaviour, and Context). He asserts that cyberse-
curity awareness is influenced by capability, which is related to the skills and knowledge
of the person. Actions and attitudes speak about users” behavior while using technology;
contextual factors focus upon an organisation, situations, and the threats imposed during

interaction via the internet.

The framework proposed by (Rieff, 2018) displays how important it is to focus on trainees’
behaviors and their capability pertaining to their cybersecurity awareness. While the
framework is shown below (Figure 6.7) establishes learning through virtual games; how-
ever, it may work with other training approaches too. This framework establishes the

importance of human factors when it comes to raising cybersecurity awareness.
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Figure 6.7: Construct of cybersecurity awareness (Rieff, 2018)

The framework emphasizes using an evaluation process at all stages and not at the end
only. While each stage is distinct from the other, it becomes imperative to represent all
evaluation stages in different colors. For example, the first stage mentions objectives and
training context; the second stage defines available resources, and the final stage discusses
designing the training aspects. The framework evaluation is to be done by experts, and
so is the case with me. This framework study provides a clue for developing adaptive

training in our research.

The above framework is based on validating a single, especially gaming approach for a
cybersecurity training programme. Our approach to validation is to take into account
many training methodologies. While the framework is focused on cybersecurity threats in
general with emphasis on trainees’ capability and behaviour, our focus is on social media
threats taking into account further factors such as preferences, perceptions, and human

traits of training participants.

6.8 A Theory-Informed Intervention Development Process based

on BCW

While developing adaptive training, one important aspect is to focus on ways and method-

ologies to bring about behavioral changes in users (Alshaikh et al., 2019).

Since traditional training modules mainly focus on imparting knowledge rather than
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bringing behavioral changes, the BWC framework as seen in Figure6.8 largely helps to
fill up this void. Alshaikh et al. (2019) argues that the lack of a theoretical foundation
limits the effectiveness of current cybersecurity awareness programmes in influencing
employee behaviour to adhere to security policies. As a result, he uses the BCW framework
as the foundation for an intervention design process to create a theory-based training

development process.

Figure 6.8: The BCW Framework (Alshaikh et al., 2019)

Alshaikh et al. (2019) process helped me to ask some specific kinds of questions in our
assessment and understand trainees” needs, preferences, and their level of knowledge
related to cybersecurity. The second stage in the framework is to identify the intervention
options, which will help me develop our framework too. The last stage involves analyzing
trainees’ behavior for eliminating risks associated when they interact with others on social
media platforms. This framework gives me an insight to apply the theory of change in

our proposed model that aims to alter people’s behavior (Figure 6.9 for more details).
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functions
6. Policy categories
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Figure 6.9: Theory-informed intervention development based on BCW (Alshaikh et al.,
2019)

While it is true that Alshaikh et al. (2019) focus on the behavioural aspects of participants
to validate their model, our focus is on bringing sustainable behavioural changes among
trainees taking into account numerous other factors. Moreover, our focus is on social
media threats rather than cybersecurity awareness in general. Further, Alshaikh et al.
(2019) validated their job in the healthcare sector. However, I also want to know more
about other industries, like the military and financial sectors. Thus, I have endeavored to
collect information from employees working in various organisations performing many

different roles.

6.9 Social Media Risk Management Model (SM-RMM)

Demek et al. (2018) argue that the majority of organisations resort to a reactive approach
when they deal with social media risk. The framework put forward by these researchers
focuses on social media risk from a cybersecurity perspective and it is supportive in
extending some crucial insights for the development of our framework. They opine that
social media risk cannot be avoided solely by formulating security policies, but security
can be enhanced only by training staff members. In other words, in the absence of proper
training, most employees tend to ignore security policies laid down by organisations.
The perspective aligns fully with our findings. Their study aims at implementing SMPs
across all levels of organisation for mitigating cybersecurity risks, and therefore, training
of employees is crucial so that not only they all can be apprised with SMPs but made
adept in handling cyber security threats time-to-time. The Enterprise Risk Management —
Integrated Framework (ERM-IF) is a risk assessment model, which guides me in develop-

ing our framework for designing an adaptive training system. The framework involves
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four components as shown in (Figure 6.10) below.

Enterprise Risk Management — Social Media
Integrated Framework Risk Management Model
(ERM-IF) (SM-RMM)

Social Media

Perceived Risk
of Use (PR

Objective Setting

Event
Identification

\ /
\ /

Risk Assessment

Risk Response

Policy
Implementation
(P

\ /

Control Activities

/\

Training and
Technical
Controls (TTC)

Information and
Communication

Figure 6.10: Social media risk management model (Demek et al., 2018)

According to the researcher, it is crucial to assess social media risk in its entirety for the
reason that the cyber security risk varies with users and that is why it is important to
evaluate the risk associated with human factors too. Moreover, he also recommends
analysing the risk associated with each social media platform separately because security
policies provided by these platforms updated considerably. This model provided me
with valuable insight into the significance of educating people about the risks associated
with social media in particular as well as a solid basis on which to create our framework

process.

This model is supportive in examining if an organisation can address social media risks
based on a formalised risk management process. While Demek et al. (2018)’s model does
provide insight in a generic sense, our focus is on raising staff awareness through an
adaptive training programme, which takes into account several behavioural aspects of

social media users. Therefore, the Demek et al. (2018) model can be adopted partially for
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fulfilling our objectives.

6.10 Hofstede’s Cultural Dimension Theory

Hofstede’s theory of cultural dimensions examines the study of international organisa-
tions. He gathered information from the multinational corporation IBM and analysed
information from forty nations. His research and evaluation of empirical data concluded

that (organisations are culturally constrained) Hofstede (2001).

Hofstede’s (1984, 2001) work-related cultural dimensions have been employed as a re-
search paradigm in communication between cultures, cross-cultural psychology, and
international management over the past three decades. In order to expand Hofstede’s
(1984) research, my study has collected data from Western Asia, Kuwait, in 2020 to provide
up-to-date information regarding work-related cultural values. Second, my study extends
Hofstede’s (1984, 2001) research by examining the relationship between work-related

cultural values and social media cybersecurity.

Hofstede’s theory of cultural dimensions argues that the survival of humanity is predicated
primarily on the ability of individuals with diverse worldviews to cooperate. He indicated
that a deeper awareness of invisible cultural differences is one of the primary contributions
of social science to organisational policymakers. This is what I believe in this study, as
I intend to investigate people’s thoughts and perceptions regarding cybersecurity and
social media in order to support those responsible for developing cybersecurity training,

trainers, and policymakers in working effectively with the entire staff in organisations.

According to Hofstede’s theory, the greater our understanding of a person’s mental
programming and the surrounding environment, the more precise our prediction will be.
I agree with him; consequently, as you will see in my framework development chapter
(Chapter 7), I launch my framework with an identification phase that will enable me to

gain a thorough understanding of the employee’s background and training preferences.

The validation strategy employed in Hofstede’s research provided me with invaluable
insight into how I could validate the behaviour of my participants. The behaviour of
employees may be provoked (simulated by the researcher for research purposes) or natural
(occurring regardless of the study and the researcher) based on his validation strategy

depicted in Figure 6.11. Moreover, behaviour can be verbal (words) or nonverbal (deeds).
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As aresult, Hofstede endorses cells 1 and 4 for measurements and the validation procedure;
he recommended using cell 1 measurement in conjunction with at least one other type. I
realised while reading his book that he recommended integrating the validation process,
but not simultaneously, because, as he stated, "Putting all of your eggs in one basket is
insufficient." He recommended utilising two measurement techniques that are as dissimilar
as feasible and proceeding only if the results converge. As you will see later in Chapter 8,

my framework will be validated using this methodology.

Provoked Natural
Words 1 2
Interviews Content analysis of speeches
Questionnaires Discussions
Projective tests Documents
Deeds 4
3 Direct observation
Laboratory experiments Use of available
Field experiments descriptive statistics

Figure 6.11: Hofstede’s validation strategy (Hofstede, 2001)

6.11 A Cyber-Security Culture Framework for Assessing Organ-

isation Readiness

Georgiadou et al. (2022) suggests a system to analyse and assess the security preparedness
of employees in organisations. Accordingly, they provide an application tool to enhance

members’” understanding and engagement toward cybersecurity policies.

As depicted in Figure 6.12, the framework of Georgiadou et al. (2022) takes into account
the two levels of a cybersecurity culture. The first is the organisational level that takes into
account asset governance, continuity, access, trust, operations, defence, and security. The
second level is related to attitudes, awareness, conduct, and competency of individuals
in organisations. By using several methods such as questionnaires, simulations, quizzes,
serious games, and observations, they attempt to find security flaws and vulnerabilities in

an organisation and then organise training to fix those flaws.
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Continuity

Access and Trust
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Security Governance

Attitude

Individual .
Behavior

Competency

Figure 6.12: Cybersecurity culture model (Georgiadou et al., 2022)

In the framework, while Georgiadou et al. (2022) asserts the importance of human factors,
they fail to prescribe how individuals with varying preferences and perceptions need
to be approached to enhance security awareness. The researchers focus on the broader
culture of cybersecurity without pinpointing the specifics of his approach. In contrast,
our approach is to assess the risk levels of individual employees instead of taking a
generalised approach. In short, the model proposed by Georgiadou et al. (2022) cannot
serve the purpose of developing adaptive cybersecurity training for social media threats.
Nevertheless, it does provide me insight into this process of developing an all-inclusive

framework that can fulfil our objectives.

6.12 Addressing Human Factors in the Design of Cyber Hygiene

Self-assessment Tools

Esparza et al. (2020) presents a framework that not only integrates human factors but also

helps create self-assessment tools by simulating the characteristics of cyber hygiene (CH),
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which according to them, is the key contributor to understanding cybersecurity issues.
The researcher employs the Knowledge-Attitude-Behaviour (KAB) model to ascertain the
risk involved in the healthcare industry. The KAB model that expresses the concept of
CH is presented in Figure 6.13 below. According to the authors, knowledge is defined
as the user’s level of awareness, attitude as a general approach to cybersecurity, which
is associated with their perceived level of risk, and behaviour as their situation response

against the cybersecurity threat.

Habituation factors Likelihood of action

intrinsic factors |

social influence

I performance expectancy

facilitating conditions

perceived effort

Knowledge (Training)

risk awareness

Attitude (Habit)

perceived severity

Behavior (Action)

situational response

desired outcome desired outcome desired outcome
> nnnnnn > > maimiain > ; avoid >> adapt
Risk contexts
authentication and credentials social media and \h:\l'mg] [ storage and device 1ru1 smission and browsing ‘ c-mail and messaging |
Assessment Prescription

ention

individual's CH score CH interv

H[ effectiveness of CH intervention |

Figure 6.13: Human Factors in CH Self-assessment Tools (Esparza et al., 2020)

By incorporating self-assessment tools, Esparza et al. (2020) attempts to recognise different
risk types and their underlying causes. However, it does not make comprehensive use of
varying aspects of cybersecurity issues that takes into account the individual preferences

and perspectives of users that I intend to develop in our model.

6.13 NIST Cybersecurity Framework

The National Institute of Standards and Technology (NIST) described cybersecurity as
a risk management process as shown in Figure 6.14, which is adaptive in facilitating a
"flexible and risk-based implementation" to be employed with a myriad of cybersecurity
risk management processes (Barrett, 2018). In this study, I gain the ability from the
framework to select and improve risk management processes suitable to their policies
and controls. Although I am focusing on the human aspect of cybersecurity such as

demographics variables, behaviors and attitudes, this framework simplifies for me the
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risk assessment process to mitigate security risk. It needs to be noted that the NIST
proposes a framework that helps improve the critical cybersecurity infrastructure, still
it is complementary to a firm’s risk management programme. Likewise, our framework
fills the gaps found in the matters related to social media cybersecurity, and not across
the whole area of cybersecurity. As their risk management process revolves around
prioritising cybersecurity decisions, so is the case with me as I intend to prioritize the risks

observed among the staff of the company.

Since the NIST framework provides a common language for understanding, managing,
and expressing cybersecurity risk both internally and externally meaning users can access

their accounts from any device and from anywhere leads to many challenges for control.

According to the NIST, a framework is a tool for aligning security policies to manage the
risk; the same goes with our framework that aims at making employees adhere to SMPs
in the organisation. In short, this framework proves to be an important cornerstone in

designing and building our framework for.

Identify &
Prioritize implement

Identify assets Identify threats threats based countermeasur React on

threats that are
emerging

to be protected affecting assets on their es to prevent
importance threats to
happen

Figure 6.14: NIST cybersecurity framework

6.14 Chapter Conclusion

As to the identified gaps in the existing models, the key issue is that these models cannot
be employed as adaptive cybersecurity training for social media risks because these
models are too general as well as too complicated to implement. Moreover, the moot
question remains if these frameworks can be adapted for all types of employees and could
change their behaviors and attitudes on social media with varying levels of cybersecurity

knowledge, preferences, and backgrounds?

Although I cannot rely on any of these frameworks to accomplish my goals, the frame-
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works discussed in this chapter have had a significant impact on the development of my
own framework. European Network and Information Security Agency (ENISA) (2019)
framework has enlightened me to the importance of considering the human element in cy-
bersecurity; Brilingaité et al. (2020)" framework aided me in designing the training phases;
Dawson (2018)’s framework emphasised the significance of security policies as a training
material; and Aliyu et al. (2020)’s framework showed me how to use my framework as
an auditing tool for the company’s stakeholders. The frameworks proposed by Wang
et al. (2018), Esparza et al. (2020), and Rieff (2018) were extremely comparable to my own.

Still, I expanded my thoughts on the user’s knowledge, attitude, and behaviour to include

preferences and perceptions of the training, among other factors.

Although we connect with Demek et al. (2018)’s model that focuses on social media risk
in particular, and it has a significant impact on the development of my framework for
social media risk management, I am filling a gap in this framework by defining risk
management as a training tool that assists those responsible for managing the risk within

the organisation.

Consequently, the works of Hofstede (2001) and Georgiadou et al. (2022) that focused on
cultural differences within organisations substantially impacted the development of my
framework, and I kept in mind the significance of cultural differences and human factors

when designing adaptive training.

The NIST risk management framework affected my framework in terms of the phases
followed to mitigate cybersecurity risk. However, I am attempting to bridge the gap by

incorporating human factors that their framework did not account for.

Thus, the need for developing a novel framework towards adaptive training for social
media remains. Nevertheless, the chapter has taken into consideration specific aspects
of some of these frameworks. Additionally, the evaluation of these frameworks offers
some insightful information for developing our novel framework, which aims to develop
an adaptive cybersecurity training for social media risks. Accordingly, this chapter has
laid down the strong foundation of our proposed framework; the following chapter will

discuss our framework development strategies in great details.

To come to the point, this chapter explores a variety of frameworks proposed by different
researchers in the field of human factors in cybersecurity. The next chapter discusses our

framework development strategies in detail.
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Chapter 7

The Framework Development

In this chapter, I will attempt to design and develop a novel framework for adaptive
cybersecurity training that mitigates organisational social media threats. Based on the
gaps, limitations, and insights gained in the previous works to develop cybersecurity
training, risk management, and trying to change people’s behaviour in organisations, I
will also try with my framework to change people’s behaviour in organisations toward

social media.

This chapter outlines the techniques that were used to build the novel framework. This
chapter goes to great length on the motivations for this framework, the methodology used,
and the core functions, processes, domains, and metrics. The section that completes this

chapter is about how to use this framework in organisations.

7.1 Introduction

While an innovation, other than developing physical and financial assets, produces new
knowledge that eventually helps develop new human skills in an organisation, it is
important to understand that this new knowledge requires systematic efforts and a high
degree of organisational skill (Johannessen et al., 1999). Therefore, I adopted ‘theory of
change’ as an approach to achieve our desire outcomes in this study. Connell & Kubisch
(1998)’s theory of change outlines three key elements that are quite critical to the adoption
of the theory which together referred to as "good theory of change," and they can be

summed up as follows.

o Is it ‘Reasonable’? Do the data and common-sense show that the actions will produce the
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desired results if taken?

e Is it ‘Functional’ ? Will the initiative’s financial, technical, institutional, and human

resources be available to carry it out?

o Is it “Testable’? Does the idea of change provide sufficient detail and coverage for an

evaluator to monitor its development in reliable and practical ways?

Referring to the theory of change, our framework aims at fulfilling the key operational

features (OF) as described below.

e It is reasonable in that it gives clear and unambiguous definitions of its aims and purpose,
and answer this question: How and why is adaptive cybersecurity training for social media

essential for raising awareness?

e The simplicity and clarity with which metrics and domains may be tracked show the

functionality of our framework, and these aspects will be discuss in this chapter.

Our framework is testable since, the evaluation methodologies are explicit and largely
focused on human connection, which may be accomplished in a variety of ways that will

be covered in further detail in chapter 8.

Our methodology aspires to be a novel framework that aims at satisfying these OF. While
assessing social media best practices followed within some organisations, the proposed
framework takes into account adaptability objectives too. Currently, the importance of
social media in all domains is well understood; yet the difficulty involved in managing

social media cybersecurity aspects cannot be undermined.

Knowing how much one is at risk and how much an employee can pose a threat to his or
her company while interacting on social media platforms is the central issue of this project,
and I assume that this can be resolved through adaptive training. Overall, this framework
aims to serve as a benchmark for policymakers, training formulators, and cybersecurity trainers

seeking to develop adaptive social media cybersecurity training for their staff.

I suggested creating a framework because it would guide every area of this study, evaluate
our ideas, gather in-depth data, look over our processes, and construct our well-supported
theories in the literature (Creswell, 2003). Our proposed framework called an adaptive cy-
bersecurity training Framework for social media risk (ACSTF-SMR) and aims at achieving

this key objective of developing adaptive cybersecurity training to minimize social media risks.

So, the proposed framework is a risk-based way for organisations to deal with social
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media threats. It has five steps: identification, risk estimation, risk analysis, design,
implementation training, and evaluation of how well the training sessions performed.

This chapter will go over each framework phase in great detail.

7.2 ACSTF-SMR Domains

The overall framework is used as a tool to assess how aware an employee as a coun-
termeasure to social media risks. It aims at identifying all aspects of social media best
practices recommended. Based on our analysis, I believe that in order to fulfil our goals
and objectives, these four domains should encompass our framework. The first domain is
the human aspect of cybersecurity; the second domain is cybersecurity training methodologies
and phases that seek to achieve training objectives; the third domain is social media cyber-
security to be perceived as risk management, which attempts to estimate, recognise, and
prioritize social media cyber risks (Cybersecurity, 2018); and the last domain considers
social media best practices employed in terms of guidelines, policies, and procedures. Each
domain helps characterize training systems focusing on different areas of social media

cybersecurity awareness training.

The domains draw their strengths from cybersecurity ability classifications as presented
in the preceding chapter (Chapter 6). These four cybersecurity domains oversee every

aspect of cybersecurity training for social media risks.

Several frameworks and models, such as European Network and Information Security
Agency (ENISA) (2019), propose a framework for developing interventions for the hu-
man aspects of cybersecurity that emphasizes keeping employees aware by constantly
analyzing, planning, implementing, and evaluating security awareness approaches, this
draws attention to our first domain. For a second domain cybersecurity training, I found a
variety of cybersecurity training frameworks on the methodologies being used to achieve
training objectives that have been earmarked (details in Chapter 6). The third domain takes
inspiration from Barrett (2018) which proposes a flexible and risk-based implementation
framework using a multitude of cybersecurity risk management procedures to minimize
cyber risks by developing appropriate countermeasures. Social media companies and
subject matter experts form the basis for the fourth domain in this framework. Figure 7.1

below illustrates our domains in this study’s framework.
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Figure 7.1: ACSTF-SMR Domains

7.3 ACSTF-SM Motivators

Based on our research, I intend to establish that our proposed framework summarise three
specific motivating factors that describe trainees” adaptability to cybersecurity training.

These three factors can be described as the following.
1- Identification factor
2- Preference factor

3- Awareness factor
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1.Identification

3.Awareness 2.Preferences

Figure 7.2: ACSTF-SMR Motivators

The first factor "identification” is related to the user’s backgrounds such as, gender, age,
educational level, working experience, and, most crucially, the role they play at work.
Job role/responsibility is crucial in deciding an employee’s level of adaptability to the
cybersecurity training. While people differ in their preferences, attitudes, awareness, and
perceptions, the job role becomes crucial amongst all; in other words, users” perception
of cybersecurity is largely influenced by their job roles or responsibilities within the

organisation.

Understanding social media users” "preferences" toward cybersecurity training is the
second important factor of this study. The study also demonstrates that, as described
in Chapter 4, individuals have different preferences and perceptions for training-based
learning. While many others insist on online training, some others prefer classroom-style
instruction. They are more likely to pay attention to their learning and become more
aware participants when they enjoy the training. As a result, this factor is essential for
creating a programme for adaptive cybersecurity training. Further, people’s perceptions
on cybersecurity training varied. The study discovered that important elements including
motivation, customization, simplicity, the techniques utilised to provide the training, the
environment, and the instructors who are skilled at the training session have an impact on
how well learners adapt to training sessions. This factors subsequently plays a pivotal

role to have an adaptive attitude towards training.
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The third and final factor is the “awareness’ of users and practices followed by them to
spoil cybersecurity threats on social media. People are found to be at different levels of
awareness depending upon their age, gender, educational level, experiences, and roles.
Fresh employees, for example, are frequently found to be less aware of cybersecurity
threats on social media than their more senior colleagues, but this awareness decreases
as age increases. So, one can argue that assessing employees” awareness of social media
threats can eventually lead trainers to organize or develop a training programme that can

deliver superior outcomes.

7.4 ACSTF-SMR Development Methodology

It is important to notice here that our framework of ACST- SM takes into account the
Training Design Methodology proposed by Schiirmann et al. (2020). According to them,
cybersecurity training, as shown in Figure 7.3 below, needs to be done in three major
steps. The first step is to carefully analyze the target group. The second step involves a
risk assessment, defining physical and virtual assets. The third step is to identify gaps
and vulnerabilities. The development of the training material and the evaluation of the

training are the additional steps that complete the entire process.

1. Target group
— Define the target group, target setting, tasks, and responsibilities
2. Risk assessment
— Define the adversarial environment
— Define assets, including physical and logical, and processes
3. Threat modeling and risk analysis
— Model the entire socio-technical system using CORAS /attack trees
— Derive and prioritize potential attacks
— Derive the attack surface and tailor it for the target group.
4. Training materials
— Base training on knowledge gained from (1.-3.)
— Create an e-learning platform
— Consider using videos, audio, games as part of the training
. Evaluate training

on

Figure 7.3: Training design methodology (Schiirmann et al., 2020)

7.5 ACSTF-SMR Core Functions

The framework’s core provides a list of tasks to complete various cybersecurity goals

and provides examples of advice on how to do so (Cybersecurity, 2018). The ACST-SM
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framework consists of five cores functions depicted in Figure 7.4:

ACST-SM Framework Core Structure

Design &

Implementation

Figure 7.4: ACSTF-SMR Core Functions

The components of the ACSTF-SM core functions cooperate as illustrated below:

7.5.1 Identification

The proposed framework begins with identification that includes knowing users’ back-
ground, role, age, gender, educational level, and work experience in years. Some other
data such as employees’ attitudes and behaviors while interacting with others on social
media is crucial; moreover, it is equally important to know their preferred training ap-
proaches to segregate them into specific groups. European Network and Information
Security Agency (ENISA) (2019) supports such an identification approach for the success

of the training programme.

7.5.2 Risk Estimation

Risk awareness can be enhanced by communication and risk estimation (Chatterjee et al.,
2020). Risk assessment is an important aspect of our proposed framework because it is
crucial to know if the confidentiality and integrity of digital data are being compromised
at the workplace because of social media usage. In a way, this phase assesses the cyberse-
curity culture within the organisation; it also attempts to explore the security weaknesses

and issues.

Rajamaéki et al. (2018) argue that continuous risk assessment and mapping are necessary
to reduce cybersecurity incidents. This can be done in many ways including creating
focus groups, phishing simulations, tests, and so on, but as per the European Network
and Information Security Agency (ENISA) (2019), conducting tests can impart much

useful information. Analysis of the collected data will throw light on the participants’
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shortcomings and determine the extent to which they need training (Farooq et al., 2011).

In other words, the tool aims at assessing people’s level of awareness related to social
media threats. The Social Media Risk Assessment Tool created for this study is a novel online
tool to determine risk based on several interrelated factors. To measure awareness, the
tool includes questions that identify user background and assess compliance with social

media best practices (refer to Appendix 9.3 to review the assessment).

All assessment questions are suggested by social media companies and mentioned on
the NCSC website social media . Google Form Quizzes were used in this study as a
web-based application for assessment and data collection. They are used as a tool to
customize content and instructional objectives and to collect assessment data, connecting

participants with instructors from different parts of the world (Castro, 2018).

Moreover, the survey also contains a question about the preferred training styles in
the context of social media cybersecurity. However, instruction in the survey has been
modified to read: “Choose the option that best describes your preferences when learning

about social media cybersecurity (Please, select as many as apply).”

The web application has been customized in English. The tool also adheres to privacy
norms by not collecting sensitive personal information like names and phone numbers.
The tool also provides a web-based solution to assess users’ risks and create an adaptive
training system. The data collected will help formulate a training programme for trainers
and policymakers, and the data analysis will also highlight if employees take social media

policies seriously.

Depending on the situation, the risk assessment tool fulfils many objectives. Recognizing,
prioritizing, and evaluating risks and the probability of cyber-attacks are all part of cyber
risk assessment. As per Nurse et al. (2017), analyzing these threats is an important and

critical step in establishing effective risk mitigation strategies.

For conducting risk assessment/computation mathematical approaches will be employed
to collect data. Tool development for risk assessment is the next step to complete this

phase:
Social Media Risk Assessment Tool

A risk assessment tool is a cornerstone of our framework; therefore, it becomes imperative

to investigate how the cybersecurity risk management process can be implemented, and
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how this process can meet our objectives.

The social media risk assessment tool proposed in this study is broadly based on two
main factors: the target group (TG) and awareness (A). To explore the other sub-factors,
trainees are asked to take a quiz to assess their level of knowledge regarding best practices
followed in social media. The quiz is designed in such a way that it estimates the three

levels of security awareness ‘high, moderate, and low risk’ (Schiirmann et al., 2020).

The various parameters used to develop the assessment tool can be categorized as shown

in Table 7.1 below.

Table 7.1: Risk assessment parameters

Target Group (TG) Awareness (A)

Job Role (JR) Hacking (H)

Gender (G) Privacy and Security (PS)

Age (A) Password Protection (PP)

Educational Level (EL) Phishing (P)

Work Experience (WE) Report Incidents (RI)

Time spent on Social Media (TS) Two-Factor Authentication
(TFA)

Training Preferences (TP)

Based on awareness scores garnered by trainees, the training programme will be formu-
lated; in fact, awareness score defines the level of knowledge a user or participant has in
social media best practices. The score is made up of the three components as described

below:
1- To what extent do the trainees know about safety behavior on social media (Knowledge)
2- How the trainees behave in response to any incidents (Behavior), and

3- How the trainees feel about the importance of following best practices recommended

(Attitudes)

To arrive at the score for each trainee, a quiz is conducted that includes ten generic cyber-
security questions and five questions for each social media platform, i.e., five questions
for Facebook, five for Twitter, and so on (Pls refer to 9.3 for more details). Participants can

select from these choices based on their participation in social media.

To avoid ambiguity and for ease of participants, close-ended questions were chosen for

this quiz (Reja et al., 2003).

I assume that 50% of the overall degree will be determined by the test results. The remain-
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ing space will be used to account for the human characteristics identified in this study as
being significant, including job roles, age, gender, educational level, work experience, and

time spent on social media (see Table 7.2 for clarification).

Table 7.2: Risk assessment factors

Human Factor (s) Awareness Score

Job Role (JR) Hacking (H)

Gender (G) Privacy and Security (PS)

Age (A) Password Protection (PP)

Educational Level (EL) Phishing (P)

Work Experience (WE) Report Incidents (RI)

Time spent on Social Media (TS) | Two-Factor Authentication (TFA)
50% 50%

7.5.3 Risk Analysis

As per Chapple et al. (2021), risk analysis is the first stage for developing a defense against
impending threats. Assessing how employees can pose risks to an organisation when they
interact with others on social media and finding the measures to eliminate those risks is

an important step toward fulfilling our objectives.
Social Media Risk Assessment Equation

Three methods are commonly used to evaluate security in an organisation: risk assessment,
vulnerability assessment, and penetration testing Chapple et al. (2021). I have pursued the

first method, and I have identified resources, threats, and weaknesses to estimate risk.

According to Chapple et al. (2021), the total risk is the amount of risk an organisation
would face if no safeguards were implemented. The traditional formula for total risk

involves threats and vulnerabilities:

Risk = Threat x Vulnerability.

To be precise, risk can be understood as the possibility that a threat exploits a vulnerability

to harm assets. As a result, a risk rises as a threat becomes more likely to occur.

To reduce risks to an acceptable level, organisations should identify elements that could
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harm assets, and then implement strategies to prevent any harms to such assets. Since
employees are commonly considered the weakest link within the organisation Chapple
et al. (2021), I will consider them as our assets. Therefore, the harm posed by employees’

attitudes and behaviours on social media constitute the vulnerabilities.

To quantify the risk, I propose to establish how much each human factor contributes to
an increase of the total risk. I suggest considering the percentages stated in Table 7.3.
However, these percentages are only estimates based on the data I have gathered and
analysed in our work so far, as reported by Ben Salamah et al. (2022). Policymakers and
trainers can be aided by this estimation, but they can also amend the percentages based

on their own experience and the conditions of the organisations they work for.

Table 7.3: Calculation for risk assessment factors

Factor (s) Calculation Weight
Job Role (JR) Summation of Risks Associated | 40%
Age (A) 30%
Gender (G) 10%
Educational Level (EL) 10%
Work Experience (WE) 5%
Time spent on Social Media (TS) 5%

According to our survey findings (Chapter 5), ‘job roles” and ’age” are the two most
important elements associated with social media risk in organisations. While younger
personnel in organisations are less aware than their older counterparts, it has also been
found that users over the age of 55 require greater cybersecurity training to interact with

others on social media.

Similarly, individuals working in business and financial operations are the most likely
candidates for cybersecurity training, followed by those with job experience in office and
administrative positions. Females are more vulnerable to cybersecurity risks than males.
Furthermore, user education levels are found to be strongly associated with cybersecurity

awareness.

Work experience and time spent on social media by users are positively associated with
cybersecurity knowledge. However, individuals with more than 25 years of work expe-

rience and those with little work experience require more training than others; in other
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words, these users are less knowledgeable of cybersecurity aspects than others. People
who spend between 1-2 hours per day on social media are more knowledgeable about
cybersecurity than those who spend less than 30 minutes, and exceeded three hours each
day on social media. In other words, such people are more alert and conscious in dealing

with cyber-attacks.

I assume that people in charge of the company’s social media accounts will need intense
training; this is due to their specific work duties in the organisation. Accordingly, job
roles have been assigned more weight than any other factor for the calculation of risk

assessment.

Thus, different parameters have been assigned a weight depending upon the replies

received in the preceding survey (Appendix 9.3).

Several studies (Gasiba et al., 2021; Zhang et al., 2021) reveal that while imparting training
to the employees their job roles need to be considered. Also, I found that a person’s
job is the most important factor regarding the risk of social media in organisations, and
when considering cybersecurity training (Ben Salamabh et al., 2022). Gender and age have
been identified as major determinants in previous research, thus this study gives them
significant weighting. While I was unable to locate any studies on the amount of time
spent on social media, and work experience with cybersecurity concepts, our findings
reveal some relevance to these factors. However, I have assigned a lower weight to these

two factors.

Accordingly, assigning appropriate weights to the factors (as described in Table 7.3),
I formulate the following equation for the human risk associated with social media

cybersecurity calculation:

HumanFactorRisk = (0.4 x JR) + (0.3 x A) + (0.1 x G) + (0.1 x ES) + (0.05 x WE) + (0.05 x TS).
(7.1)

The output based on the above calculation will provide three different risk scenarios,
namely, low, moderate, and high risk. A value of at most 0.35 as a result of Equation 7.1 indi-
cates low risk; a value greater than 0.35 and smaller than 0.65 indicates medium risk; and
a value greater than 0.65 indicates high risk. These values are meant to estimate the risk

associated with the employees in the company while they are using social media. I expect
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this to help prioritise cybersecurity training. Table 7.1 shows all the risks associated with

human factors considered in our study.

Table 7.4: Human factors’ risk parameters

Risk (s) \ Impact \ Probability
Job Roles (s): 40%
Education and training 0.4 0.3
Computer and technology 0.4 0.0
Healthcare 0.4 0.2
Leadership and management | 0.4 0.1
Business and financial 0.4 0.4
Art, sport, entertainment 04 0.1
Office and administrative 0.4 0.4
Military 0.4 0.2
Age: 30%
18-25 0.3 0.3
26-35 0.3 0.3
36-45 0.3 0.1
46-55 0.3 0.1
>55 0.3 0.3
Gender: 10%
Male 0.1 0.0
Female 0.1 0.1
Education Status: 10%
<Secondary 0.1 0.1
Secondary 0.1 0.1
Courses, but no degree 0.1 0.1
Bachelor 0.1 0.0
Postgraduate 0.1 0.0
Years of Experience: 10%
<2 years of experience 0.05 0.1
2-5 years of experience 0.05 0.05
5-10 years of experience 0.05 0.05
10-15 years of experience 0.05 0.05
15-20 years of experience 0.05 0.05
20-25 years of experience 0.05 0.00
>25 years of experience 0.05 0.1
Time Spent on Social Media: 10%

<30 min 0.05 0.1
30-60 min 0.05 0.00
1-2 hours 0.05 0.00
2-3 hours 0.05 0.00
>3 hours 0.05 0.1

Examples of ways to apply the formula:

To illustrate how Equation 7.1 can be applied in organisations, I suggest a couple of
examples below. In the first case, a female employee who is 45 years old, with a bachelor’s

degree in Management and 15 years of experience, works in an administrative role, and
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spends 2 to 3 hours per day on social media. Because of her “high” risk profile, she must

be given priority for training. Her risk will be determined as follows:

HumanRisk = (0.4 x JR)+ (0.1 x A)+ (0.1 x G) + (0.0 x ES) + (0.2 x WE) + (0.0 x TS) =7/10

Our second example involves a 26-year-old male employee who has 10 years of experience
working in the IT sector, spends 1-2 hours per day on social media, and does not have a
university degree. His risk profile should be placed at the second level of training, because

he is at “medium” risk.

HumanRisk = (0.0 x JR) + (0.3 x A) + (0.0 x G) + (0.0 x ES) + (0.0 x WE) + (0.0 x TS) =4/10

7.5.4 Designing and Implementing

Raising awareness is a ‘skills building” activity that encourages employees to deal with
cybersecurity threats (European Network and Information Security Agency (ENISA),
2019); thus, after analyzing the data collected in the previous two stages, I can develop
an effective and practical training approach that meets the needs and preferences of the

participants.

At this point, it is critical to analyze the variables that influence the process of developing
adaptive training for users of social media. Accordingly, attitudes and training approach
preferences of people were given due consideration to ensure that designing steps remain

methodical and effective for developing adaptive training (Ben Salamah et al., 2022).

Four pilot tests were undertaken to confirm the process, and the general procedures were
supported by one cybersecurity expert, one academic and two professional trainers. The
training sessions were organized after all of its components were in place. It is important
to keep track of the actual training process and its progress (Chowdhury & Gkioulos,
2021). It was possible to record facial expressions and other physical movements when
participants underwent virtual training, but it was not possible to do so with other training
methods such as videos, posters, or emails. Owing to this reason, different validation

methodologies were used that will be discussed in detail in the following chapter.

164



Utmost care was taken to ensure that the training sessions matched the trainees” needs and
preferences to provide me with desired insight into this entire process (Velada & Caetano,
2007). It must be noticed here that I used the ADDIE Model (Figure 7.5) to develop and

organize our training sessions (Molenda, 2003).
ADDIE Model
Analyze

The model begins with the analysis process where the emphasis is on finding important
parameters such as age, gender, educational level, work experience, training preferences,

attitudes, behavior, and so on. The process helps in developing adaptive training.

.5. Evaluation

1. Analysis
—e

4. Implement
°

2. Design

3. Development
[

Figure 7.5: ADDIE Model

Design

The design phase search into available training approaches such as online, in-class, gaming,
narrative, and so on so that an effective approach can be chosen. Based on the factors
known at the analysis stage, all efforts are made to design an appropriate training session
for achieving the ultimate objectives of the adaptive training session. It also puts in place

a feedback system to determine the efficacy of the session.
Development

The training process may likely have some shortcomings that need to be rectified and
developed to the next level. After all, the ultimate objective of the training session is

to achieve superior outcomes. Using inputs available from participants and trainers
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themselves, necessary modification is done to implement the same in the next training

session.
Implementation

Implementing what has been designed is in itself a challenging task (Johannessen et al.,
1999). Designing could be flawless but if its implementation is not perfect then the whole
exercise may give me wrong feedback, so it becomes of utmost importance to ensure that

things are implemented as designed or formulated.
Evaluation

Without proper evaluation, no programme can be improved further. In the entire exercise,
evaluation is as important as other processes and that must be done precisely. Evaluation
is a continuous process and must be done at all phases to arrive at a summative evaluation
after the training programme (Peterson, 2003). Evaluation methods will be covered in

greater depth in the next chapter.

The following illustration (Table 7.5) depicts how the ADDIE model is applied to our

framework design:
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Table 7.5: ADDIE model
Phase How the model applied

Targeting the audience,
Analysis exploring gaps,
(Goal-setting stage) weaknesses,

and preferences

Identifying the training
Design
goals, and determining
(A systematic approach)
how to achieve them.

Based on the information acquired
Development in the previous two phases,
(Putting into action) develop training sessions

for each participant.

Implementation Ensuring the positive results

(Continuous modification) of training

Using the formative and
Evaluation summative evaluation approach
(Determine if the goals have been met) | to ensure that training objectives

have been achieved.

7.5.5 Validation

According to European Network and Information Security Agency (ENISA) (2019), every
intervention may be assessed in terms of "process and outcome.” Process validation
seeks to determine how the intervention has worked through, and whether it has been
implemented correctly. The assessment score, on the other hand, is used to judge if
the training meets its stated objectives. In other words, the evaluation phase assesses
processes to know whether they have served their purposes or not. I have employed

several validation strategies, which are addressed in further depth in the following chapter.
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7.6 ACSTF-SMR Process

The framework development process as shown in Figure. 7.6 consists of the following:
The first phase in our technique is to identify and characterize the target population
(Schiirmann et al., 2020). Based on the data obtained in the first stage and the NCSC’s
social media best practices (NCSC, 2019), the risk posed by the participants will be

estimated by collecting data through a quiz administered to them.

Organisations can set priorities for cybersecurity actions and decide how to reduce risks if
they have a better grasp of their risk tolerance (Cybersecurity, 2018). Therefore, analyzing
the information gathered in phase three will allow me to determine the associated risks,
the nature of likely threats, and their preferences for various training options. Based on
this, a relevant and realistic cybersecurity training programme for users will be designed

and implemented.

The goal of the final phase of our process is to evaluate the success of the training pro-
gramme so that it may be enhanced further. These Functions offer a high-level, strategic
perspective of the organisation’s cybersecurity risk management lifecycle when taken

collectively (Barrett, 2018).

Identification
Evaluation Risk estimitation
T'r aming des1g_n & Risk enalysis
implementation

Figure 7.6: ACSTF-SMR Process

168



To be more explicit, the proposed framework will:

e Aid in identifying employees” backgrounds, which include gender, age, work experience,
educational level, time spent on social media, and their role in the organisation. Also, it

will aid in assessing employees’ preferences for cybersecurity training,

e Assist in estimating the associated risk level based on identification phase and test

results,
e Assist in the analysis of the participant data to determine the training’s priority,

e Assist in developing adaptive cybersecurity training to reduce social media risks de-

pending on the results of the two prior stages,

e Assist in providing tools for assessing the effectiveness of the training being provided,

7.7 ACSTF-SMR Description

The Framework was created and designed to be:

o A flexible, scalable, and implementable instrument.

e A tool for recognizing, assessing, and managing cybersecurity risks in social media

platforms.
e A tool for supplement existing social media guidelines and policies in organisations.

e A tool for increasing understanding of the risks associated with social media cybersecu-

rity concerns, as well as the strategies for managing those risks.

e A tool to improve self-awareness and staff resilience to social media best practices,

7.8 Metrics

Metrics help firms understand their positions in the areas of importance and schedule them
for their benefit (Hauser & Katz, 1998). Metrics act as guidelines for organisations to arrive
at more efficient methods to accomplish their objectives.As such, the ‘security metrics’
system estimates a specific aspect of an information system to know the effectiveness of
the information security management system (Pendleton et al., 2016). By determining
metrics, organisations may strengthen their security posture, increase the awareness of

their workforce, benchmark against best practices, and reach a desired level of maturity.
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In general, metrics serve a variety of purposes such as customer service, job satisfaction,
increasing sales, etc. However, the ACSTF-SM metrics aim at impacting employees” social
media behavior by creating an adaptive cybersecurity training system. Our metrics aim at
making decision-makers including policymakers, training formulators, and cybersecurity
trainers work smarter, not harder. In this study, I carefully selected our metrics and then
tested them to determine their effectiveness (The testing results will be discussed in the

following chapter 8).
How did I choose our metrics?

According to Hauser & Katz (1998), a good metric should include several useful steps;

accordingly, our metrics comprise the following.
First, listen to stakeholders

In this study, in the process of implementing cybersecurity training in an organisation,
employees, policymakers, trainers and training formulator are all stakeholders. Through
our research, survey, and interviews, I could comprehend how participants perceive
cybersecurity training. I could also know what issues prevent employees to get the maxi-
mum benefit of the training; moreover, I could also understand what kind of challenges
policymakers and trainers perceive in communicating SMPs to the staff. Based on such
information, I can build useful metrics. It needs to be noticed that employees tend to
change their behaviour in response to a metrics system when these known obstacles are

removed,
Second, Understanding the Linkages

I need to have a clear view of what I am attempting to achieve with our metrics. I need
to establish linkages between our objectives and metrics. Based on the chosen metrics, I

attempt to design our training programme and analyse its effectiveness.
Third, finding correlations and participants’ reactions

In this study, I analyse the relationship between the elements of the proposed metrics. Then
I evaluate the scores gained before and after using these metrics through the participants’
responses. To examine the efficiency of adaptive training vs standard training, I create
two groups of participants, one with the customised training and the other with standard

training (details will be discussed in the following chapter 8).
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7.9 ACSTF-SMR Metrics

It adheres to the principle that what cannot be valued cannot be managed effectively.
Therefore, metric is the process of giving an object a value (Pendleton et al., 2016). I will
illustrate five metrics selected by me. Metrics descriptions, the way they are measured,

the rules, and some recommendations are explained in the following subsections:

7.9.1 Metric one: Risk

Metric Description
One of the study’s main objectives is to estimate how much risk a social media user poses
to his or her organisation. Their level of knowledge in this area and their backgrounds

determine their risk percentage.

I estimated the risk to be calculated by the our risk formula 7.1. The expression of this
formula has been illustrated in Table 7.3. It is recommended that employees with higher

risk scores be given higher priority in training.

7.9.2 Metric 2: Compliance

Metric Description
One of the primary goals of this framework is to determine whether an employee ad-
heres to the company’s SMPs. If a staff member attends training but fails to follow the

instructions, it will be construed that they have not been appropriately trained.

However, inspecting staff gadgets to find out if they have activated TFA or not, will not
be a proper way to measure compliance with SMPs. Instead, I considered having an
anonymous survey (Rise, 2021) at the end of the training to evaluate whether they are
complying with SMPs. This survey asks them if they have allowed specific features along

with asking other questions.

In this study, pre-and post-test scores were used to measure compliance. Still, it is
recommended to find out why staff does not comply with SMPs by interviewing them

regularly.

171



7.9.3 Metric 3: Adaptation

Metric Description
Developing adaptive cybersecurity training is a key factor in this study. The better

employees adapt to the training, the more encouraging the results will be.

This metric can be measured by taking feedback from employees at the end of each
training session and by knowing how the training can be improved to meet their needs.
This metric can also be assessed by asking trainers what they perceive about trainees and
the overall training environment. The trainer is also evaluated by taking feedback from

staff/trainees about the trainer’s effectiveness for the training programme.

I will ensure the participants” anonymity to get impartial feedback.

7.9.4 Metric 4: Report Incidents

Metric Description

The number of social media-related incidents recorded is one way of evaluating employee
awareness. According to Ahmad et al. (2021), organisations must incorporate situational
awareness into their incident response practices. The lesser the better in our scenario.
Many social media incidents can be avoided by following SMPs. Also, instead of contact-
ing IT or subject matter experts within the company, employees need to know how to

report social media incidents to the social media companies themselves.

I assume that by tracking the number of social media incidents that are reported, I might
calculate this metric. This process is known as auditing and monthly reporting. The
development of the next training materials depends on the analysis and categorization of

incidents.

7.9.5 Metric 5: Training Quality

Metric Description

The quality of training is an important factor in this study. Is the training topic regularly
updated, does the training include appropriate and mixed delivery approaches or is it
routine and uninteresting? Is the training tailored to the needs, preferences, and level

of understanding of the staff? Is the training easy to understand or complex and does it
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include technical terms? Is the training enticing to staff, or do they feel that it is part of
their duty and obligatory? Are the training environment and the methods used to deliver

the training fascinating?

Five-point Likert scale Feedback survey will be used to measure this metric. Further, the
quality of the training can be determined through the survey feedback of the trainees, and

the results obtained after the training.

It is important to have experienced trainers for providing the latest knowledge and

approaches in the field.

7.10 How to use the ACSTF-SMR

This framework is designed to assist those policymakers, training formulators/designers,
and cybersecurity trainers in their job. The framework aids those stakeholders in working
more efficiently rather than more diligently, but it is not intended to replace current
practices. An organisation can provide adaptive training using this framework as a
strategy for managing social media risks, which could result in time, resource, and cost
savings. By assessing the degree of employee knowledge in this area, organisations can
determine which employees most urgently require training.

The framework can be the foundation for cybersecurity awareness initiatives and improve
current cybersecurity processes. The framework will make recognizing employees’ social

media cybersecurity gaps and vulnerabilities more manageable.

The framework can be applied throughout its five life cycle phases of identifying, estimat-
ing, analyzing, designing, and evaluating. The identification phase begins by knowing
who our staff is, what they are doing, how they use social media, and what they prefer
regarding training. In the second phase, the Social Media Risk Tool will assist in under-
standing how much risk they pose because of using social media; analyzing these data in
the third phase will accomplish this task. In the fourth phase, those responsible for de-
signing and formulating cybersecurity training can develop and implement training that
meets employees’ needs, preferences, and levels of awareness. The evaluation strategies
discussed in detail in the following chapter will help those relevant people evaluate their

training effectiveness in achieving their stated goals.
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711 Chapter Conclusion

Thus, the framework as discussed in this chapter helps an organisation to develop capabil-
ities for thwarting and tackling social media cybersecurity-related incidents. While the
development of the framework is a continuous process, it helps enhance overall aware-
ness within an organisation. Through risk assessment tools, it can help organisations in

establishing risk mitigation strategies in place firmly.

Accordingly, I attempt to see that our proposed framework stands to the test of some key
operational features such as reasonability, functionality, testable and adaptability. Thus,

the four key elements guide me well in developing our framework.

That is how it is a systematized approach to develop an adaptive cybersecurity training
for all types of employees, and the Adaptive Cybersecurity Training of social media
risk (ACST-SMR) provides a framework for organisations, particularly trainers, training
formulators, and policymakers, to approach the challenges of social media cybersecurity
training in a way that meets employees’ training needs and preferences. The evaluation
methods used to measure the effectiveness of the proposed framework will be discussed

in depth in the following chapter.
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Chapter 8

Validation Strategies

This chapter is devoted to the validation procedure for our suggested framework; the
chapter also examines the metrics addressed in the previous chapter. While a variety of
validation procedures has been discussed in this chapter, I begin by testing the metrics
and the framework using a couple of case studies followed by a survey and interviews to

put the point in the right perspective.

8.1 Introduction

Two different models with the same set of data could anticipate different results with
varying degrees of perfection; hence the question comes to validate the proposed frame-
work. According to Schiirmann et al. (2020), the framework’s validity is established when
it is effective in achieving its end objectives. In the current research, the validation of the
framework will lead to an adaptive cybersecurity training programme for organisations.
There can be a variety of approaches to handle the evaluation of training programmes
(Ostroff, 1991), and the best way to know if the programme meets its objectives (Hol-
gado Tello et al., 2006). Evaluation needs to be applied throughout the entire training
process (Chowdhury et al., 2022) so that weaknesses in the processes can be eliminated
(Chowdhury & Gkioulos, 2021). From the above perspective, it makes sense to apply

several validation strategies for our suggested cybersecurity training framework.

8.2 ACSTF-SM Validation Strategies

The validation of ACSTF-SM and its metrics has been done using the following methods:
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1-Case Studies: For designing a framework, case studies act as guiding tools for iden-
tifying issues that are observed in the actual scenarios (Yin, 2009). Case studies are
prepared because they allow me to identify and analyze issues that are likely to be omit-
ted/overlooked in the usual circumstances before it assumes a final shape (Denzin &
Lincoln, 2011), it allows me to examine the process in greater detail (Creswell, 2003); and

increase the validity of research findings (Bygstad & Munkvold, 2007).

The suggested framework is tested empirically through case studies to find evidence if it
supports the outcomes of a training programme. It needs to be noted that the ACSTF-SM
has been applied to a variety of people with different roles and backgrounds in Kuwaiti

organisations that forms a part of the case study.

2-Survey and Interviews: An online survey has been conducted to get feedback from
participants on the structure and content of the training programme. The survey ends
with open-ended questions to provide respondents an opportunity if they want to further

expand or clarify their views.

Moreover, the trainer also records the reactions of the participants during the train-
ing sessions, which were organized virtually. Chowdhury et al. (2022) argues that a
trainer/instructor must be involved in the validation process of a training model. Being a
certified trainer since 2018 and having conducted several cybersecurity and general soft
skills training sessions, the first author is also involved as an instructor in this validation

process of the ACST-SM framework.
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Figure 8.1: ACSTF-SMR Validation strategies

8.3 Strategy One: Case Studies

Case studies take into account Kuwaiti employees who are over 18 and use social media.
In all, 38 people are selected for the experimental study, and case studies are used to test
the validity of our metrics discussed in the previous chapter. The scenario goes as per the
following: participants are identified by taking a test, and the assessment, based on their
test results leads me to assess their risk of using social media. Then, they are trained as a
countermeasure to thwart the risks, which is based on the information obtained in the first
and second phases. The training is then evaluated using a variety of measures to ascertain

if the training programme is sufficient.

8.3.1 Background of Study’s Subjects

In all, an email invitation was sent to 250 individuals working across various Kuwaiti
organisations to participate in an experimental study. The email included information
about their role in the study, how long it would take to complete, and their right to
withdraw from the study at any time without providing a reason (refer to Appendix 9.3

for more details). Like the previous survey in this project, the Google Form was employed
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to collect all data.

Counting, 80 out of the 250 individuals who received this invitation responded and
engaged in completing the initial evaluation, and 38 people remained with me all the way

through.

In this experimental study, the details of participants have been described in Table 8.1.
This information includes their job roles, gender, age, educational level, experience in
years, and amount of social media time they spend with social media per day - the

variables with significant correlations selected in this study.
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Table 8.1: Background of study participants

ID | Job role Gender | Age | Education Experience | Time spent on SM
1 Business M 34 Bachelor 9 120
2 Education | M 55+ | Postgraduate | 25+ 180+
3 Leadership | M 43 Postgraduate | 20 60

4 Education | F 40 Postgraduate | 15 180+
5 Office F 36 Bachelor 13 120
6 Education | M 29 Bachelor 7 120
7 IT M 39 Bachelor 18 180+
8 Business F 44 Bachelor 22 120
9 Business M 46 Bachelor 22 90
10 | Office M 33 Secondary 5 120
11 | Leadership | F 30 Bachelor 8 180+
12 | Office M 35 Secondary 6 60
13 | Office F 26 Colleges 1 180+
14 | Military M 40 Bachelor 16 180+
15 | Office M 44 Colleges 20 180+
16 | Military M 38 Postgraduate | 17 180+
17 | Office F 26 Bachelor 3 180+
18 | Leadership | F 49 Postgraduate | 22 180+
19 | IT F 41 Bachelor 18 120
20 | Leadership | F 32 Postgraduate | 10 120
21 | IT M 48 Postgraduate | 15 180+
22 | IT F 36 Postgraduate | 13 60
23 | Leadership | F 43 Bachelor 22 60
24 | IT M 31 Bachelor 5 60
25 | Education | F 45 Bachelor 17 150
26 | Business F 33 Bachelor 6 150
27 | Office F 33 Postgraduate | 6 180+
28 | IT M 29 Bachelor 5 180+
29 | Military M 42 Postgraduate | 24 180+
30 | Education | M 32 Postgraduate | 7 90
31 | Business M 31 Bachelor 11 150
32 | Art,design | M 35 Bachelor 8 60
33 | Business M 35 Postgraduate | 15 120
34 | Military M 40 Bachelor 20 120
35 | Military M 37 Bachelor 17 180+
36 | Education | F 38 Postgraduate | 15 180+
37 | Office F 38 Colleges 12 180+
38 | Leadership | M 30 Bachelor 5 150
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8.3.2 Case studies to validate the risk equation

The following case studies are drawn from individuals who participated in the experi-
mental phase to assess how well our formula 7.1 developed and covered in the previous
chapter performed. Further, this is to evaluate our first metric, ‘risk’. Examples of our two

most important study variables—job positions and age—will be given.
Case studies on the job role risk

The first scenario is for a 29-year-old employee, with a bachelor’s degree and seven years
of experience, working in office and administrative responsibilities for one of Kuwait’s
well-known organisations. He claimed that he used social media for about two hours
every day. Based on the equation developed, I may argue that his risk is calculated as

follows:

Risk = (JR x 0.4) + (A x 0.3) + (G x 0.0) + (ES x 0.0) + (YS x 0.0) + (TS x 0.0) =7/10

According to the results of the risk formula, he is at a high risk. To validate the equation,
I compared the results of the formula’s computation with the results of his test (risk
assessment), I discovered that he poses a threat because of his lower awareness score (11

out of 25).

Another example is a 40-year-old woman working in the education and training sector
who has 15 years of experience and a postgraduate degree. She uses social media more
than three hours a day on average. Using this data, I calculated her estimated risk in the

following manner:

Risk = (JR x 0.4) + (A x 0.1) + (G x 0.1) + (ES x 0.0) + (YS x 0.2) + (TS x 0.5) =7.5/10

Since the formula calculated that she is at high risk, I compared this result to the results of

her awareness test and discovered that she had a lower awareness score as well (14 out of

20).

For the purpose of this study, these two examples were chosen to verify how crucial it is
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to take job roles into account while creating and prioritizing the training session for social

media cybersecurity.
Case studies on age risk

In order to further illustrate the importance of taking age into account while developing
and implementing social media cybersecurity training, another two examples will be
given. The first one is for a man over 55 years old working in the education and training
sector who spends over three hours a day on social media, has a postgraduate degree and

more than 25 years of experience. Using our formula, I calculated his risk as follows:

Risk = (JR x 0.3) + (A x 0.3) + (G x 0.0) + (ES x 0.0) + (YS x 0.05) + (TS x 0.05) =7/10

His formula calculation indicates that he is at a high risk, and to verify this finding, I
compared it to the results of a risk assessment test, where he received a lower rating (7 out

of 25).

The second scenario involves a 33-year-old man who works in office and administrative
positions for one company in Kuwait, has five years of experience, a secondary degree,
and spends, on average, two hours each day on social media. According to our formula,

his risk is calculated as follows:

HumanRisk = (JR x 0.4) + (A x 0.3) + (G x 0.0) + (ES x 0.1) + (YS x 0.02) + (TS x 0.0) =8.2/10

He is at a high risk and needs to be given priority for the training, according to the results
mentioned above. By comparing this score to the results of his awareness test (11 out of
20), I was able to confirm that he was posing a threat to his company because of using

social media.

8.3.3 Case studies to validate the framework’s methodology

Validation Process

Some researchers argue that training effectiveness can be evaluated only through partici-
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pants/trainees (Holgado Tello et al., 2006; Velada & Caetano, 2007; Hamtini, 2008).

The validation process of our framework involves several stages as shown below (Figure

8.2).

Step 1: involves collecting information about participants such as their backgrounds,

training preferences, and testing them accordingly, (Identification and risk assessment)

Step 2: this involves evaluating the risks associated when participants interact through

social media (Analyzing).

Step 3: involves segregating applicants into two groups, one group will receive customized

training and the other group will receive standard training (Design and Implement train-
ing).
Step 4: involves evaluating the risks after the training of participants is over (Analyzing).

Step 5: Those who had customized training will be split into two groups. The first group

will be granted follow-up training, but the other group will not get any follow-up training.

Step 6: Everyone who participated in the study will be tested again in two months to see if

their behavior has changed. For a flowchart of the process, see Figure.8.2.
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Figure 8.2: Flowchart of the validation process
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8.3.4 Kirkpatrick Model

While several methodologies can be used for evaluation (Ostroff, 1991), I have focused on
Kirkpatrick’s model of evaluation because it helps explore the behavioral outcomes of the
participants. This model not only helps assess participants” satisfaction levels (Kirkpatrick,
1978; Holgado Tello et al., 2006) but also evaluates outcomes of the training programme at
four levels: reaction, learning, behavior, and results.

The two most standard measures for training effectiveness are trainee reactions and
learning (Velada & Caetano, 2007). However, in this project, our focus is on the four

aspects for the evaluation of the training outcomes, as seen in Figure 8.3.

Results

Behaviour

Learning

Reaction

Figure 8.3: Kirkpatrick evaluation model (Kirkpatrick, 1978)

While trainers usually follow the model by first measuring the reaction and then ending
at the results, Wang et al. (2018) study states that a better method to measure training
effectiveness is to perform the reverse. So, to say, they recommended beginning with
the last level ‘Results’, and then working backward towards the last level for achieving
desired results. Following this approach, the focus is on developing a training programme
that matches trainees’ needs, preferences, and level of knowledge, followed by measuring

the other levels of the Kirkpatrick evaluation model.

The t-test is employed for level two ‘Learning’ to find out if the training has achieved
its purpose. As European Network and Information Security Agency (ENISA) (2019)

suggests quantifying the efforts by using the same measures and metrics before and after
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the process, the test leads to statistical proof that the variance of the means is some tangible

figure (Schiirmann et al., 2020).

However, the first level 'Reaction” will be tested with different questions at the end of
the training to know if the trainees have found the training meaningful. It is to be noted
here that all the questions were designed with an aim to get reaction/feedback as well as
learning levels of participants following Kirkpatrick’s model Figure 8.3. All participants
were retested after two months of training to assess if there is a significant change in their

‘behaviors’.

To meet our study’s major objective, the participants have been split into two groups. In
one group, 24 members were offered customized training, leaving 14 of the 38 participants

to provide standard training Figure 8.4 for more clarification.

24 participants » Customized Training>

14 participants e Standard Training >

Figure 8.4: Participants’ classification

Customised training

Taking into account the needs and interests of the participants, a total of 24 training
sessions were designed. Based on the assessment (as described in the previous chapter),

trainees’ needs, and preferences were identified.

While 11 participants preferred to attend the training sessions in person, 12 participants
zeroed on videos to learn new things and improve their skills. Only one participant
preferred to get information from posters. Accordingly (as shown in Table 8.2 below), 11
virtual training sessions were designed for those who preferred workshops or physical
training sessions owing to the restrictions imposed by the COVID-19 pandemic. The
virtual training sessions were conducted via Zoom software, and other training methods

such as videos and posters.

While introducing the study’s objectives, the trainer sought honest feedback on the train-
ing, which will in turn help enhance the training system/programme whether virtual or

recorded on video. The outcomes of the customized training sessions can be viewed in
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Table 8.2 below.

Table 8.2: Participants in customized training

ID | Training Preferences Training | Pre-training | Post-training
Received results results
1 | Online + presentations + videos Video 21/25 24/25
2 | Workshops + Online training Virtual 7/25 18/25
3 | Online training Online 13/25 25/25
4 | Video + Short presentation Video 14/20 19/20
5 | Online + Video + Presentations Video 12/20 17/20
6 | Video + Presentation Video 11/25 17/25
7 | Workshops Virtual 11/15 15/15
8 | Online + Posters + Tip-sheets Video 20/25 24/25
9 | Workshops + Online + Videos Virtual 11/20 18/20
10 | Workshops + Posters Virtual 11/20 17/20
11 | Video + Games Video 12/20 20/20
12 | Workshops + Video + Presentation Virtual 16/25 23/25
13 | Video +Presentations + Games Video 7/15 12/15
14 | Workshops Virtual 14/25 23/25
15 | Videos Video 5/15 15/15
16 | Short presentations + Videos Video 10/20 17/20
17 | Video + Posters + Presentations Video 6/15 14/15
18 | Online +Video + Presentations Video 11/20 20/20
19 | Workshops + Posters + Presentations | Virtual 14/20 20/20
20 | Workshops + Posters + Presentations | Virtual 11/20 19/20
21 | Workshops + Online + Games Virtual 14/20 19/20
22 | Workshops + Online + Posters Virtual 14/20 19/20
23 | Online + Presentations + Games Video 12/25 17/25
24 | Posters + Phishing tests + Games Posters 23/25 25/25

To compare the means of the two groups, a statistical test called the t-test has been
performed (Kim, 2015). The confidence interval has been set to 95% and 99% respectively
for these two groups. It means that p-values between 0.05 and 0.01 have to be considered

statistically significant.
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The t-test results demonstrate that the intervention (training sessions) has a significant
impact on the score outcomes. The post-training overall score is, on average, greater than

the pre-training overall score (Mean= -6.542) with a p-value of .000.

It can be stated that after organizing training sessions according to participants’ require-
ments, preferences, and perceptions, their knowledge base has increased dramatically (as

shown in Figure 8.5).
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Figure 8.5: Customized training

Standards training

As was already said, the 14 people in the other group got standard cybersecurity training
that did not consider their preferences, needs, or anything else that was part of this study.

The results both before and after the training programmes have been tabulated here below

(Table 8.3).
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Table 8.3: Participants in standard training

ID | Training Preferences Training | Pre-training | Post-training
Received results results

1 | Posters + Presentations + Flyers Video 8/20 16/20

2 | Videos + Phishing tests + Emails Posters 12/15 12/15

3 | Online + Videos + Posters + Emails | Tip-sheet | 15/20 15/20

4 | Social media posts Tip-sheet | 11/15 11/15

5 | Workshops Video 4/15 3/15

6 | Workshops +Online + Phishing tests | Video 16/20 13/20

7 | Presentations + Videos + Posts Tip-sheet | 13/20 17/20

8 | Workshops Video 3/20 6/20

9 | Videos + Games + Posts Tip-sheet | 12/15 12/15

10 | Social media posts Tip-sheet | 9/20 10/20

11 | Online training Tip-sheet | 11/15 11/15

12 | Workshops +Online +Videos Tip-sheet | 9/25 15/25

13 | Games +Posts + Emails Video 9/20 8/20

14 | Social media posts Tip-sheet | 9/15 8/15

However, on examining the outcomes (before and after) of the standard training sessions
that 14 participants underwent, it has been discovered that the associations with a p-value
(.182) and means (-1.143) are not statistically significant. This establishes that standard
training is not effective as it has failed to enhance participants’ knowledge base as shown

in Figure 8.6 below.
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Figure 8.6: Standard training

8.4 Strategy Two: Survey and Interviews

8.4.1 Training Feedback

Training feedback has much to do with trainees’ level of adaptability to the training pro-
gramme including the overall perceived quality of the training sessions. Training feedback
is a real predictor of how the training has been effective for trainees (Velada & Caetano,
2007). This also denotes the satisfaction level of the trainees from the training sessions that

include the training environment and the trainer’s effectiveness in transferring knowledge.

e
e

. Trainees
Performance

Feedback

Figure 8.7: Training and feedback (Velada & Caetano, 2007)
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Trainer gets feedback in several ways that include trainees’ facial expressions, personal
comments, and the questions that they raise concerning the subject matter. Essentially,
there are two kinds of feedback from trainees: formative feedback, and summative feed-
back. While formative feedback is received throughout the session, summative feedback is
provided at the end of the session (Ertmer et al., 2007). Summative feedback is important
because the feedback speaks in totality about the programme (Velada & Caetano, 2007);
the feedback helps improve or modify the programme by comprehending trainees” needs
(DeFranzo, 2020). Andriotis (2021) emphasizes that the training feedback needs to be
analyzed based on some key factors such as engagement, suggestions, comprehension,
and effectiveness, and our feedback analysis follows these factors as our ultimate objective

is to improve the design, tone, and subject matter of our training programme.

It is strictly ensured that no personal information such as contact number is collected
in the feedback form; also, only anonymous feedback forms are accepted from trainee

participants as advised by (Ertmer et al., 2007).

Training effectiveness or how the trainees feel about if the training objectives have been
fulfilled or can be gauged from the results of the training session. Whether the training
content was enticing, clear, and simple to comprehend, and whether the training takes
into consideration the trainees’ preferred learning styles or not are the crucial factors to
make training effective and successful. Quizzes, sharing real-life stories, and presentation
through PowerPoint slides with enticing images keep them engaging. While reply to
open-ended questions was optional, they can always convey their specific experiences

about the training programme that in turn, helps to improve the training programme.

While an online questionnaire needs to be developed to get comprehensive feedback on
the training session (Andriotis, 2021), the questions that I posed to the participants for

proper feedback are summarized in Table 8.4.
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Table 8.4: Feedback survey questions

Element Question s

) 1- I am satisfied with the training session.
Effectiveness

2- I would recommend this training to others.

Comprehension | 3-The training motivates me to pursue more about social media risks

Attractiveness | 4- The training session accommodates my learning styles.

Engagement 5- I feel that the training was worth my time.

) 6- What did you like the most about the training session?
Suggestions

7- What can be improved?

8.4.2 Likert Scale

A Likert scale, one of the most elementary and frequently used psychometric instruments
in educational, social sciences, and other research, is the instrument used to collect partici-
pants’ feedback. The Likert scale has been employed because it focuses on some complex

issues such as validity, reliability, and scale analysis (Joshi et al., 2015).

Participants are asked to assess different aspects of the training and match their agreement
with a statement regarding the session using a scale of 1 to 5, with 1 indicating strong
disagreement and 5 indicating strong agreement followed by two optional open-ended

questions to reply to (as shown in Figure 8.8 below).

Strong Disagreement Strong Agreement

Figure 8.8: Scale used in the feedback-survey

8.4.3 Likert Scale Reliability

When utilising Likert-type scales, the internal consistency and reliability must be assessed
using the Cronbach’s alpha coefficient, which must be calculated and reported. This
refers to how well-coordinated an instrument’s components are with one another and
with the instrument as a whole. The initial test’s Cronbach’s alphas ranged from 0.76 to

0.90 (Croasmun & Ostrom, 2011). With a Cronbach’s alpha of 0.99, this study’s internal
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consistency was quite high.

8.4.4 Survey and Interview Results

This largely collects the information from trainees before, during, and after the training
session. The key objective is to verify the methodology being followed and the goals
that are intended for our proposed framework, ACST-SM including its adaptation for
organisations. The results of the survey for both groups — customized training and

standard training have been presented in the section that follows.
Customized Training Feedback

As previously indicated participants in this research have been divided into two groups
(customized training and standard training groups) essentially to explore if customized

training can meet our objectives.

The majority of the participants who have taken customized training are positive towards
the training programme. Nearly 96% of the participants stated that the training has
motivated them to learn more about the risks of social media including various tools that
keep them secure. Moreover, they also showed their eagerness to educate others. Overall,

they were found to be satisfied with the training programme.

The open-ended questions serve the purpose of creating qualitative data set for the valida-
tion of the study’s framework; this helps to have more insight into trainees’ perceptions

and views. The question reads: “What did you like the most about the training session?”

Through the interview process, a variety of responses were received; they can be listed as
the following: "I enjoy how obvious and straightforward the subject is!" Another partici-
pant said, "I like the way the instructor explains the material so anyone can understand
it even if they have no expertise in IT," another interviewee stated, “Information was
provided simply and directly." One participant stated, "Explaining my typical mistakes
and teaching me to adopt best practices were the key strengths of the session." Another
participant said, "I preferred the fact that the training was tailored to my need rather than
being generic". Another person replied, "It was exceptional for me," in support of their

claim.

When the trainer/specialist is an expert in the field, it provides added confidence to

trainees. “I can feel the presenters’ high level of knowledge", as one of the interviewers
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put it. "The trainer was extremely friendly and kind" is another additional comment with
that. "The trainer was not only well organized but also properly addressed my difficulty,"
another participant stated. One person proposed uploading those videos to YouTube so
that anyone can access them as and when required. This amply indicates that he supports
the instructor’s teaching style. “The trainer’s manner is fascinating and enticing, and the
content has a scientific basis in simple terms”, according to one of the interviewees from
the academic field. One lady participant said: “Everything was perfect, the session was

helpful, enjoyable, and very enlightening”.
Standardized Training Feedback

This section focuses on those participants who obtained standardized training or one-
size-fits-all training. The feedback was collected through an online survey that included
open-ended questions so that participants could elicit their thoughts and ideas; direct

engagement (quick chat) was also a part of this.

It is important to notice that those who received standard training left the majority of
the open questions unanswered. Their recommendations regarding the training can be
listed as the following: "More images and infographics are needed"; "videos’ screenshots

needed to be improved"; "Quiz questions need to be asked unambiguously." Some of them

suggested adding screen images of the steps to make them more understandable.

From the participants receiving standard training, two of the 14 participants admitted
that they did not review the training at all; one of them said, “To be honest, I didn’t see
the posters!” This woman received a poster through email, but she preferred videos and
phishing tests instead. On questioning her about this, she stated, “I detest reading posters”.
One of the participants gave a casual look at videos sent to him because he preferred

workshops as a method of instruction.

In short, a significant difference was noticed between those who received customized
training and those who received standard training in terms of feelings and adaptability.
Those who received customized training exhibited a sense of satisfaction and awe towards
the training programme. At the same time, the participants from the other group (who
received standard training) appeared more like casual learners — as if they were doing a

favor to the trainer by participating in the programme.
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8.4.5 Behavior

Diamantidis & Chatzoglou (2014) argue that people’s behavior can be gauged from the
fact of how much they apply the learning they have gained from the training programme.
The key objective of any training programme is to transfer learning to the participants;
therefore, post-training behavior becomes important (Hamtini, 2008). While transforming
trainees” behavior is the responsibility of the trainers, they need to choose the right
approaches for their success.Galanou & Priporas (2009) argue that the effectiveness of
the training programme needs to be ensured through the behavioral changes of trainees.
However, if the trainees behave positively in the training session does not become a

guarantee that they will implement the same in their job (Velada & Caetano, 2007).

The purpose of the quiz in this study is to understand people’s behavior and attitudes
toward social media. The mention of "Compliance" in the previous chapter as a second
metric, refers to whether or not trainees comply with the policies conveyed to them. For
example, in pre-assessment, a question is asked if they are turning the TFA feature on
social media accounts with a follow-up question to give reasons if they are not. In the
post-assessment if they have begun turning TFA on then as per Laker (1990) this can be
called near transformation” and success of the training programme. Usually, this kind
of approach is more suitable for technical training where specific knowledge needs to be

applied after the learning is complete.

In this experimental study, three participants selected the "I don’t know" option when
asked whether they have the TFA enabled on their social networking profiles, while seven
others said they do not. The table below demonstrates how their behavior changed as a
result of the training they received (noting that these participants are from the customized

training category).
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Table 8.5: TFA enabling

ID | Pre-training | Post-training
Have you enabled the two-factor authentication feature on your SM accounts yet?
1 | Idon't know | Yes

2 | Idon’t know | Yes

3 | No Yes

4 | No Yes

5 | No Yes

6 | Idon’t know | Yes

7 | No Yes

8 | Idon’t know | Yes

9 | No No

10 | No No

When participants select no, they are asked an open-ended question to justify their stand.
One of the participants replied, “My social media accounts are not that important.” Many
of the participants were ignorant of this feature and replied, "I just forgot about it"; "I am
not sure how to use it", and "I don’t think about it." One of the participants viewed TFA
to be a programme and not a feature that was automatically turned on with every social
network account. Someone indicated that too by saying, “I need to learn more about the

application before utilizing it”.

Sookhai & Budworth (2010) define "self-efficacy” as the factor that employees feel exuberant
about applying what they have learned in the training session for protecting themselves
and the resources of the company in which they are working.By improving training
effectiveness, learners’ self-efficacy enhanced (Sookhai & Budworth, 2010),and that will

inspire confidence in their capacity to do the mission (Chiaburu & Marinova, 2005).

To assess the “self-efficacy’ factor, it is crucial to evaluate the outcomes of a training session
once again after a lapse of some time. Several researchers (Hamtini, 2008; Diamantidis &
Chatzoglou, 2014; European Network and Information Security Agency (ENISA), 2019)
endorse this procedure. Accordingly, I decided to test the behavioral changes of trainees
after two months of completing the training session. For this, I split the participants into

two groups of 12 participants each. One group continued with weekly training updates
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through posters, emails, short videos, and social media posts. The other group was not
kept updated after the initial training. After approximately two months, the participants
from both groups were invited to take the same quiz. Of these 24 participants, only 20
were available to take a quiz. The below-mentioned table describes the results from both

groups.

Table 8.6: Behavioral change analysis

ID | Quiz result | After 2months | ID | Quiz result | After 2 months
Follow-up group Non-follow-up group

1 |24 245 1 |19 14

2 |18 18.5 2 |17 11

3 | 175 21 3 |17 13

4 |15 14 4 |20 18

5 |17 18 5 120 17

6 |18 16 6 |19 11

7 |17 19.5 7 |23 18

8 |15 15 8 |19 18

9 |23 20 9 | 195 17

10 | 14 13 10 | 25 23.5

As discussed previously, the p-values between 0.05 and 0.01 are statistically significant.
However, with p-value (.876) and mean -.1, it is revealed that there is no significant
correlation between the initial assessment and the results of the assessment two months
after the training. This also informs that by keeping in touch with the participants and
updating them regularly, participants’ behavior remained stable (as shown in Figure 8.9

below).
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Figure 8.9: Behavior analysis (follow-up group)

However, the participants from the second group who were not updated after the initial

training had a big impact on their score- dropped down- when tested again after two months

(mean = 3.8) on average, and p-value =.000 (see Figure 8.10 for more clarification).
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Figure 8.10: Behavior analysis (non-follow-up group)

On comparing the findings of these two groups of trainees it can be construed that it is
crucial to keep people updated and informed throughout by utilizing a variety of training

methods so that they remain safe and secured.

The methods employed in this study to analyze participants” behaviors are summarized
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in Table 8.7 below.

Table 8.7: Behavioral analysis approaches

Approach name | Author (s) How used in this study?
1 | Near transfer Laker (1990) Pre & Post quiz results
Monitoring, feedback results,
2 | Self-efficacy Sookhai and Budworth (2010)
and interviewing
Continuous Participants were tested again
3 Kirkpatric (2008)
observation 2-months after their training.

8.5 Enhancements and Changes Suggested

The validation of the framework involves having feedback from participants by ask-
ing them some open-ended questions as qualitative inputs. All participants faced the

following question:
‘“What could be improved?”

One of the participants opined that the quiz could be improved by quantifying the
degree of uncertainty attached to each response. Another participant wanted the survey
assessment should display the correct response immediately explaining why this response
turned false. “This will not only save the considerable time of the participant as well as
the trainer but also increase the user awareness at the same time," commented the same

participant.

Another participant who chooses videos as her preferred method of instruction states,
“Videos should demonstrate how to develop a safe cyberculture that makes one not a
victim but a hero.” She was interested in a professional video clip to enhance her cyber
awareness. Many participants preferred to have more screenshots, images, and graphs to
have more clarity on the subject. A large proportion of the participants, especially those
who received customized training, commented on the training positively as is evident
from their responses: "It was perfect," "Everything was great," "All good, no need for

more," and "It was suitable for me!"

In the first paper, we had an opportunity to discuss how organisations around the world

can benefit from this. At that time, we had included data and statistics for the state of
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Kuwait to demonstrate that this framework methodology could be applies to all organisa-

tions.

8.6 ACSTF-SM Revision

The validation process discussed above has been created to examine if the designed
framework can be used in organisations for all types of employees with different roles,

gender, age, educational level, expertise, and attitude.

Our survey, interviews, and case studies with participants demonstrate that employees
prefer customized training over standard training because they find customized training
adaptive in nature meeting their needs, preferences, and perception, which emphasizes

the first domain in our framework called human factor in cybersecurity.

Those who prefer videos for learning seek more advanced video clips that can update
them regularly. In addition, trainees prefer a brief awareness film or a recorded video for
instructions. Moreover, the suggestions made by the participants allow me to modify the
format of the evaluation questions for individuals who prefer reading for training. Those
who select tip sheets, emails, posters, or postings respond to their assessment straight
away. They need to be provided with additional techniques in follow-up in subsequent

times.

Going ahead, the second stage of our framework, "risk assessment," will be different for
different participants. They will be segregated into two kinds. Those preferring reading
approaches such as "emails, posters, tip-sheets, etc.” will have a different kind of test than
those who prefer workshops, videos, online, etc., as their preferred training approach.
For further explanation, individuals who would rather read than watch or practice will
receive a test that explains why their answers are incorrect as soon as they turn in their

test, simply because reading makes them feel more adaptive.

The third stage of our suggested approach, "risk analysis," will remain the same emphasiz-
ing the significance of taking into account job roles, age, other human characteristics, user
behavior and social media attitudes as addressed in earlier chapters. Risk analysis, in this
study, reveals that not all people have the same level of comprehension, and awareness in

safeguarding themselves and their organisations.

"Social media best practices" is the fourth domain of our framework which needs to be
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viewed as a dynamic element for our participants to follow. For example, one of the
Instagram questions was: After making your account private, what can you do to prevent your
followers from seeing your posts? The usual answer to that is to block them, but Instagram
recently has improved a feature that allows users to remove participants. The point is
that social media best practices keep on updating themselves time-to-time. In short, the
validation process emphasizes regularly reviewing training sessions by receiving feedback

from participants.

8.7 Chapter Conclusion

Since validation is an important procedure for any work to be adopted, our suggested
framework is subjected to scrutiny in a variety of ways for its effectiveness. Several
validation methods have been adopted that include case studies, surveys and interviews,
and the presentation of scholarly papers to experts for their comments on the subject.
Kirkpatrick’s evaluation model has been employed for measuring the four aspects such as

results, behavior, learning, and reaction of participants.

To assess the effectiveness of the risk equation proposed in this research, four scenarios
from individuals who took part in the experimental phase were chosen as case studies:
two to emphasize the significance of job role as the primary risk and two to show age
risk. By contrasting the formula score with the outcome of the initial awareness test, this

verification was carried out.

To understand the effectiveness of customized training, participants were split into two
groups. The first group was offered customized training while the second group was
offered standard training. The customized training takes into account each participant’s
needs, preferences, perceptions, and degree of knowledge. Results were compared by
using the t-test before and after the training, which demonstrates that customized training

had superior outcomes in comparison to standard training.

Participants’ feedback was collected by administering survey questions. While a Likert
scale was used in the questionnaire to have feedback from participants, the participants
were also served open-ended questions at the end for getting qualitative feedback on the
training programme. The results so obtained establish that the ACST-SM framework for

training is dependable when it comes to mitigating social media risks in organisations.
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It has been demonstrated here that I can examine and analyze the variations between
different groups by creating hypothetical case studies and putting into practice various

training scenarios.

Obviously, people have different preferences for social media cybersecurity training,
varying degrees of awareness and expertise in this area, and different perceptions and
attitudes, and all of this needs to be taken into account for developing an effective training

programme.
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Chapter 9

Conclusion and Future Work

This chapter analyses the research findings and provides responses to the nine research
questions, which would eventually help formulate an adaptive cybersecurity training
system to mitigate social media risks in organisations. Before concluding, the chapter also
attempts to highlight the likely challenges and opportunities that lie ahead for additional

work.

9.1 Introduction

As mentioned in the introductory Chapter 1, the major objective of this study is to explore
how and why adaptive social media cybersecurity training programme can raise em-
ployee’s awareness within an organisation. The literature review, as discussed in Chapter
2, reveals that there are technical and nontechnical ways to reduce or eliminate social
media risks. While technology attempts to thwart cyber-attacks by incorporating certain
technological means, nontechnical methods include training programmes, policy settings,
risk management, and campaigns were used to raise social media cybersecurity awareness

among employees.

An approach called mixed methodology — referred to as a quantitative and qualitative
research strategy (Chapter 3) has been employed. Google form was used to run a web
survey, which has helped to get a response for our questions 1,2 and 4. In addition,
certain subject matter experts are interviewed who are either involved as formulators of
cybersecurity training in various organisations or policymakers in various organisations

in the state of Kuwait. Many of them have had the experience of conducting cybersecurity
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training previously, which has enabled me to respond to study question no.3. In all, 641

participants and 25 stakeholders participated in this survey.

I carried up 38 case studies on employees from various roles and backgrounds in Kuwaiti
organisations in order to validate the framework processes and the novel risk equation
developed based on this preliminary data. As a result, this assists me in addressing our

last-remaining project-related questions.

9.2 Summary of research questions and findings

9.2.1 RQ1: What differences exist between trainees’ preferences for cyberse-

curity training?

The data in this study indicated that trainees” preferences for cybersecurity training
vary widely and significantly. These preferences have been discussed in chapter 4 in
detail. However, to summarize, the job roles or responsibilities of the participants lead to
different preferences for training. This has also been endorsed in the studies completed
by various researchers (Alshaikh et al., 2018; Schiirmann et al., 2020; Zhang et al., 2021;
Ki-Aries & Faily, 2017). While people involved in financial and business functions consider
webinars more realistic ways of training, people working with education sectors show
their inclination towards workshops or in-class instruction. Contrary to this, people in
leadership or managerial roles do not seem to enjoy classes in person. Even they do not
have any preference for phishing or mock tests for learning. They rather prefer tip sheets
and instructions sent to them through emails, which they can learn in their privacy. At the
same time, learning through email attachments is not preferred by people in military such

as police and army.

Storytelling is the preferred method for those who work in arts, sports, and entertainment
fields. While healthcare workers prefer raising their awareness through social media,
people in office and administrative jobs do not consider this tool appropriate. Gaming
is largely a preferred method for raising cybersecurity awareness; however, people in
leadership roles and military personnel do not see gaming as an appropriate way for

cybersecurity learning.

As per the research, preferences differ based on gender as well as job roles, but to a lesser

extent. The information reveals that women prefer emails, webinars, gaming, posters, and
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online cybersecurity training. Additionally, male trainees support mock attack/ phishing

tests as their training method.

Training preferences also differ according to the age of participants. While posters are the
preferred way of learning by the 46-55 age group, the people in the 18-26 age group have
been found to prefer the storytelling method. The length of experience exerts influence on
people’s preferences on training methods. People with 15-20 years of work experience
place the greatest importance on workshops and in-person instructions; however, people
with 10-15 years of expertise prefer online training methods including gaming over
workshops and webinars. The people with lesser experience (2-5 years) prefer webinars
as well as posters as training tools. New hires prefer learning through ‘'mock cyber attacks’
but that does not stand true for the people with 5-15 years of experience. The educational

level of participants also play a role in deciding people’s cybersecurity training; the same

has been described in detail in Chapter 4.

9.2.2 RQ2: What factors encourage adaptive cybersecurity training?

A close interaction between trainers and trainees is crucial for developing adaptive cy-
bersecurity training for participants. In addition, the content of the training is extremely
crucial in designing an adaptive training session for trainees. Experts recommend us-
ing case studies, assignments, quizzes, and stories for effective learning; the same has
also been endorsed by numerous researchers in the past (European Union Agency for
Cybersecurity, 2014; Alshaikh et al., 2018; Chowdhury & Gkioulos, 2021; Schreuders &
Butterfield, 2016). The point is that cybersecurity training needs to be free from jargon as

also expressed by other studies (Ghafir et al., 2018; Bada & Nurse, 2019).

Trainees feel more adaptive with customized training over a one-size-fits-all kind of strat-
egy, which is consistent with the studies of other researchers (Glaspie & Karwowski, 2017;
Bada & Nurse, 2019; Haeussinger & Kranz, 2017; Aldawood & Skinner, 2019; Pattinson
etal., 2018; Gasiba et al., 2021; George et al., 2020; Alshaikh et al., 2018; Furnell & Vasileiou,
2017; Zhang et al., 2021). Customized training that includes preferences of people based
on their job roles and levels of knowledge can significantly work towards developing
adaptive training for participants. Interestingly, it has been discovered that women prefer

customized training instead of a one-fits-all approach to training more than men.

The training environment is another crucial factor in making training effective. Length
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of training and timing are the other factors to make it successful. People with higher
education have been found to give more importance to the training environment. People
in the age group of 26-45 and those with higher education have shown an inclination
towards an amiable training environment. Some other research studies also endorse a
similar viewpoint on the training environment (Chowdhury & Gkioulos, 2021; Al-Daeef

et al., 2017).

As usual, trainers themselves are the backbone of any training process. It is the trainer who
engages the audience fully and makes their participation meaningful. Trainer occupies
a central position in the process of developing adaptive training system. Several other
research studies endorse a similar viewpoint (Brilingaite et al., 2020; European Network
and Information Security Agency (ENISA), 2012; Stockhardt et al., 2016; Antonaci et al.,
2017; Safa et al., 2016; Taniuchi et al., 2018; Javidi et al., 2019). Moreover, the findings of
Demek et al. (2018) are in line with me in that trainer must maintain participants” attention

throughout the training session in order for it to be effective.

9.2.3 RQ3: What elements affect an employee’s potential level of risk when

using social media?

The findings of this study reveal that human behaviors and characteristics play a significant
role in understanding the risk involved when they use social media. Individuals’ level of
security awareness depends much on their employment roles and responsibilities, which
is consistent with the findings listed in Toth & Klein (2014). For example, people working
in administrative offices are more susceptible to phishing attacks. People using public
Wi-Fi networks are less likely to follow social media security policies. People involved
in management and leadership functions need more intensive training than others to
safeguard themselves from cyber-attacks. People working in education fields do not
bother to update their anti-virus software resulting in security violations. Often, they fail
to make their credentials secured. These findings are also supported by Hadlington (2018).
The people working in business and finance-related fields do not care to install anti-virus
software and fail to verify the legitimacy of URLs before acting with them. No surprise
that they become the target of cyber-attacks, which corresponds well with the findings of
(Pedley et al., 2020).

I found that healthcare workers suffer due to spam emails and messages, which is also
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supported by (Nifakos et al., 2021). This is not the case with the people involved in
IT-related fields — endorsed in the study done by Gasiba et al. (2021).

The findings highlight age as another aspect that this study has discovered. According to
this study, employees under the age of 35 and those over the age of 55 are more at risk for
cyber-attacks. The findings assert that younger users are more likely to be the victims of
cyber-attacks when compared with older users, which is in line with Hadlington (2018);
George et al. (2020) findings. Moreover, I found that those old users who exceeded 55 years
old require more cybersecurity training than younger individuals, which is corresponds

well to Saridakis et al. (2016); Blackwood-Brown et al. (2021) findings.

Gender itself plays a role in cybersecurity safeguards. Women are found to be more
prone to cyber-attacks in comparison to men; several other studies also endorse the same
(Jagatic et al., 2007; Venter et al., 2019; Parker & Flowerday, 2020; Akbari Koochaksaraee,
2019). That is perhaps so because women care less about building strong passwords and
protecting them; often, they have been found to struggle with email spam and phishing
activities. Educational level also plays an important role in protecting people from cyber-

attacks.

The number of hours people are involved with social media has an impact on social media
awareness. For example, the findings provide evidence that people who use social media
for less than 30 minutes a day are more prone to cyber-attacks because they have little
understanding of security concepts. Moreover, those who use social media for more than
three hours a day are found to be at greater risk; often, they are found to be using Wi-Fi
in public areas; the findings are supported by Van Schaik et al. (2018). This information
allows me to develop a novel equation 7.1 known as the Social Media Risk Assessment

Equation, which was covered in detail in Chapter 7.

9.2.4 RQ4: What challenges do cybersecurity formulators, trainers, and poli-

cymakers encounter in their work?

Previous research, such as (Bennett & Manoharan, 2017; Chen et al., 2016; Stoessel, 2016),
have shown the importance of having SMPs in place. However, the study found that
trainers, cybersecurity training formulators and policymakers encounter several challenges
with this task. First of all, they need to devise a language, which is free of jargon as non-

technical participants may have difficulty comprehending the technical terms, this is
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corresponded well to (Wisniewski et al., 2017; Bhatnagar & Pry, 2020; Nyoni & Velempini,
2018) findings, which showed that individuals find SMPs complicated to comprehend.

This becomes even more difficult when participants’ first language is not English.

Our data shows that policymakers have issues when the management is not encouraging.
The rigid mindset of employees poses another challenge in presenting and implementing
security policies across. Often, these kinds of employees assume that it is the job of IT

specialists to take care of all security issues.

9.2.5 RQ5: What limitations existed in earlier attempts to develop human

factors-based adaptive cybersecurity training?

Chapter 6 aims at identifying research gaps and discussing a variety of models and frame-
works to arrive at the most suitable framework for this project. The proposed framework
by European Network and Information Security Agency (ENISA) (2019) describes the
ways to enhance cybersecurity awareness among people, and the same has helped to
construct our novel framework. Brilingaité et al. (2020) emphasize considering job roles as
an important element for devising training methods. At the same time, the framework
proposed by Dawson (2018) asserts in favor of imparting practical training to participants

considering effective policies and practices.

The framework proposed by Aliyu et al. (2020) has helped me to create a web-based
framework for use as a cybersecurity assessment and audit tool. The model helped me to
segregate trainees as per their awareness levels, which eventually allowed me to impart
effective training. Similarly, the framework offered by Alshaikh et al. (2019) in conjunction
with the model proposed by Rieff (2018) allowed me to acknowledge the behavior of

trainees regarding their awareness levels.

Georgiadou et al. (2022) provides a system to evaluate and analyze employees’ security
readiness within enterprises. In addition to incorporating human factors, Esparza et al.
(2020)" framework aids in the development of self-assessment tools by replicating the
elements of cyber hygiene (CH), which is, in their perspective, the primary factor in

comprehending cybersecurity challenges.

The works mentioned above take into account human factors responsible for lapses in the
field of cybersecurity. Considering frameworks related to cybersecurity risk management

has helped me to develop a risk-based framework. While the NIST framework, which
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describes the risk management process, makes the security risk assessment procedure
simpler, it is the framework by Alshaikh et al. (2019) that describes social media risk

estimation in detail.

Even though these models and frameworks taught me a lot, I could not use them in our
proposed framework because they needed to be more specific and easier to implement.
Because people’s demographics, attitudes, and behaviors differ, these older works need to

be improved for adaptable cybersecurity training for social media risks.

9.2.6 RQ6: What new techniques have been discovered in this research to
build an adaptive cybersecurity training for social media risks in organ-

isations?

The proposed framework is a new technique for developing adaptive cybersecurity train-
ing to mitigate social media risks. The framework is used to evaluate an employee’s

awareness level towards social media risks.

The risk equation developed in this study (equation 7.1) will help policymakers, those
developing training materials, and cybersecurity trainers in their work by calculating the
level of threat that a particular employee poses while using social media. In other words,
this innovative formula will help stakeholders create applicable social media cybersecurity

training and prioritize the training for individuals who are at "high risk’.

Our framework’s technique effectively enhanced employee awareness of and adherence
to SMPs. The fourth phase, building an adaptive training that considers trainees’ needs,
perceptions, preferences, and level of knowledge, is the most important phase in our
framework strategy, which are, identifying people, assessing them, analyzing those data
to categorize and create training priorities and evaluate the effectiveness through many

approaches.

This study also demonstrates the importance of keeping stable behavior toward social
media best practices by regularly training employees on the most recent information

instead of employing a single training technique.
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9.2.7 RQ7: What evaluation techniques and approaches are being used to ver-

ify the framework’s effectiveness?

A variety of ways has been employed to validate the framework. Case studies, online
surveys, and interviews with stakeholders have been used to get feedback and validate

the framework process. Some data have been published for scientific validation.

The framework techniques and the risk equation were validated using case studies. I
compared the results of the risk formula for four participants with their test results in
order to confirm it and determine how important it is to take job role and age as the two

most critical factors in this study.

The process for validating the framework has multiple steps (Figure 8.2) including gather-
ing data from participants and testing them repeatedly. The Kirkpatrick Model has been
used as a basis for the work because it, unlike other models, helps examine the behavioral
responses of participants. The Kirkpatrick Model evaluates training programme outcomes
at four different levels: reaction, learning, behavior, and results. A variety of statistical
analyses including t-tests have been conducted to find statistical evidence. Chapter 8

describes the validation process in detail.

9.2.8 RQ8: What recommendations for developing adaptive cybersecurity train-

ing in organisations can be derived from the research objectives?

The results of this study have a variety of implications that may be significant for or-
ganisations, particularly for those that act as policymakers, trainers, and formulators for
cybersecurity training. While most participants look forward to adaptive cybersecurity
training (ACST) systems for their learning, organisations need to work towards the same.
Following are the recommendations for developing adaptive cybersecurity training in an

organisation:

¢ In addition to job roles, age, educational level, gender, online behavior of people
causes a considerable impact on the training that needs to be imparted to them; it is

important to recognise the staff accordingly.

e Factors such as customization, training environment, trainer/instructor, and con-

tent are crucial for developing an adaptive cybersecurity training system.
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e Most participants prefer short training sessions, and this is an important aspect

that policymakers and trainers must take into account.

e Management must choose the trainer carefully, keeping in mind the specialty in

the field.

e The trainer needs to keep the vocabulary simple and free of jargon so that audience

may feel fully engaged.

e Close interaction with the audience is a must for adaptive cybersecurity training.
Trainers must find ways to keep the audience involved so that their learning becomes

simple and enjoyable.

e The riskiest staff such as finance, business, and administrative personnel need
to be trained first because it is necessary to see that organisational assets are not
jeopardized. Newbies and people over 55 are more vulnerable to cyber-attacks;
therefore, they need to be trained before others. Similarly, training for the people
with matriculation or higher secondary education (in contrast to the people with

higher education) needs to be prioritized.

e As per the study, women need to receive priority in training since they are more

vulnerable to cyber-attacks in comparison to their counterparts.

e Employees who use the internet and social media less frequently and those who
use it more than usual (3+ hours a day) are perhaps less familiar with social media

cybersecurity issues; therefore, they need to be given priority in training.

9.2.9 RQ9Y: What are the chances and difficulties for applying the findings to

other locations, cultures, or peoples?

This study is based on the people from the State of Kuwait; however, the moot question

remains if these findings can be applied to other locations, cultures, or people.

Although I only gathered information from Kuwaiti employees, the conditions of Kuwait

allowed me to gain a deep understanding of some of the cybersecurity issues that are

present worldwide. Indeed, Kuwait is one of the top five Arab countries in the use of social

media (Alansari et al., 2019). Kuwait is also ranked number eight in email malware attacks,

and number six in frequency of spam attacks (Cleary et al., 2018). Thus, concentrating on

Kuwait’s case cannot guarantee that our research has global coverage, but can provide me
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with invaluable insight into cybersecurity issues that are present in Arab countries and

worldwide too.

Our research involves looking at global findings that have already been collected and
analyzed from a large sample of data (641 responses and 25 in-depth interviews) with
employees in Kuwaiti organisations with different jobs, experiences, and online behaviors.
Further, the fact remains that everyone whether one lives in Kuwait or somewhere else
considers his or her privacy and confidentiality extremely important and is always eager
to learn about cybersecurity safety issues to safeguard their accounts. However, it needs
to be acknowledged that human behaviors vary from culture to culture, and country to
country, and that is why the findings of this study may need to be applied cautiously. The
Government of Kuwait has enacted its National Cyber Security Strategy, and so is the
case with most other countries too. Moreover, demography and educational level differ
from country to country, and therefore, people’s awareness of cybersecurity issues may
also vary. However, the framework’s process for adaptive cybersecurity training needs to

remain the same.

9.3 Challenges and Opportunities for Future Work

While the study has met many of its objectives, it has limitations too that must be acknowl-

edged.

The fact that people are the weakest link in cybersecurity issues, and their behaviors decide
the outcome of any cyber-attacks. That is so because human behavior is unpredictable
and that needs to be disciplined through training. Given the different socio-cultural back-
grounds of people in different geographies, understanding human behavior about their
social media interactions is in itself a challenging task from where all cybersecurity issues
emanate. Since technology alone cannot tackle cyber issues, it becomes important to study

the target audience intensely before a structured training programme is implemented.

During the experimental phase, time and resource limitations become another challenge
while devising a training strategy — whether virtual or online. While this study emphasizes
respecting the preferences of people, a fresher or a newcomer cannot have a choice
because they are not much acquainted with the subject matter. Future research may

focus exclusively on those with previous experience with more than one cybersecurity
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training method and find ways to devise why such training is more adaptive than others.
While this study can become a basis for all future studies in this field of social media
cybersecurity to develop adaptive training for social media users, some recommendations

for future studies can be given below.

e Verifying that the proposed framework holds good when applied to organisations
in other geographies.
e Examining the validation methodologies used in this study about other upcoming

social media platforms.

¢ Examining the significance of the variety of components this study has discovered
about different human factors and attitudes such as demographics and time spent

on social media.

e Examining the risk evaluation equation of the framework used here about case

studies in organisations in other parts of the world

e Researching and identifying if any other risk element exists that this study may
have missed taking into account, and then incorporating the same formulating an

improved equation for estimation of social media risk.
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Survey Questions
Section 1 (Information Sheet)

Dear Participant:

My name is Fai Bensalama, and I am a PhD student at Plymouth University. As part of my
project, I am examining social media security risks and existing training approaches that
help users address social media security risks more effectively. Where, this project attempt
to identify social media user’s preferences, limitation and challenges toward different
security training approach. Because you are Kuwaiti employee using social media and
working in Kuwait, I am inviting you to participate in this research study by completing

this survey.

The following questionnaire is user-friendly and will require approximately 10-15 minutes
to complete. Your responses will be kept entirely secret, and to ensure that all information
will remain confidential, please do not include your name. Copies of the project will be
provided to my Plymouth University supervisory team. Please answer all questions as

honestly as possible.

Moreover, this project requires a second level assessment, where we are planning to do
in-depth interviews with stakeholders to supplement the study. Your participation in this
project would go a long way towards helping us achieve our research goals. The interview
would last approximately 30-40 minutes and, should you agree to participate, I would be

grateful if you could let me know by sending me an email or text message.

Please note that participation in this project is voluntary; it is up to you to decide whether
to participate. If you choose to participate in this survey and continue into the second

level of assessment, please note that you could withdraw after no more than two months.

Thank you for taking the time to assist me in my educational endeavors. Your participation
is vital to this research. The information and data that you provide will remain confidential,
and will only be used for this research. If you require additional information or have
questions, concerns or complaints, please contact us at the number or/and E-mail address
listed below. Student name: Fai Ben Salamah Phone number: +44 7500 282526 Email
address: fai.bensalamah@plymouth.ac.uk DOS name: Dr Marco Palomino Email address:

marco.palomino@plymouth.ac.uk Faculty ethics: scienghumanethics@plymouth.ac.uk

Section 2 (The survey qyestions)
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1-Age:
-18-25
-25-35
- 36-45
- 46-55
- Over 55

- Prefer not to say

2-Gender: -Male
-Female

- Prefer not to say
3-Education Level:

- Less than secondary school degree

- Secondary school degree

- Bachelor degree

- Post Graduate degree (e.g.; Masters, PhD)

- Prefer not to say

4-Which of the following best describes your current job role or discipline?

-Education, Training and Library

-Computer and Technology

-Healthcare Support

-Leadership and Management

-Business and Financial operations

-Arts, Design, Entertainment, Sport and Media
-Office and Administrative Support

-Military such as, the Army and Police

-Others ( Please Specify)

-Prefer not to say

5-Total Years of Work Experience in your current role/discipline:

229



-Less than 2 years
-2-5

-5-10

-10-15

-15-20

-20-25

-More than 25

-Prefer not to say

6- How much time do you spend on social media per day?

-Less than 30 minutes
-30-60 minutes

-1-2 hours

-2-3 hours

-+3 hours

7-What is your current social media account profile status?

Public | Private | Don’t know | I don’t use it

Instagram

Twitter

Facebook

LinkedIn

Snapchat

WhatsApp

If you have any other social media accounts, pls specify it with its current status...

8- What devices you normally use to access social media? , and for how long per day?
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0 | 1-2Hr | 3-4Hr | 5-6 Hr | + 6 Hr | Prefer not to say

Mobile phone

Tablet

Home desktop/laptop

Work desktop /laptop

9.Please state the degree to which you agree with the following statements (Please

enter one answer per question):-

Strongl Strongl
8y Disagree | Neutral | Agree 8y

Disagree Agree

Privacy and security are

important to me

I’'m not responsible for
my information security
as it is the function of IT

staff.

Technology alone protection
programmes can protect devices

from being hacked.

I read and understand security

policies related to social media

I know how to navigate the
social media system settings,
and set the security options that

are available.

10- Have you been a victim of a cyber-attack, breach, or loss of privacy?

-Yes
-No
-Maybe

If yes, pls provide more details about the incident, and how you combated this inci-
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dent?

11- What do you do if you receive this email?

We're Excited To Announce New
Benefits

Dear,

We're excited to announce that we are offering a few new employee benefits at no
cost to you, Please click below to review and acknowledge that you accept these
benafits

Sincerely,

HR Director
View Policy

Cur mailing addrass is

- I will click on the blue button to view policy

- I will ignore it

- I will report is as spam

- I will contact the HR department through a separate email thread asking about the new
benefits

- Others (pls specify)

12-Could you justify your reasoning? ...

13-Which of the following considered sensitive details if it posts on social media?

(please select all appropriate)

- Your phone number

- Group photo with your colleagues

- Your home address

- You are on vacation

- Something you have achieved (e.g. win an award, Graduation)

- Your email address
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14-Which of the following options best describes phishing? (pls select one answer)

- A type of attack to destroy your device

- A method of trying to gather sensitive information using deceptive emails and websites
- An attempt to obtain more followers on social media

- A technical skill of managing a ship

- I don’t know
15-Which of the following links is considered more secure?
- http:/ /www

- https:/ /www

16. To What extent you agree with those statements:

Never | Rarely | Sometimes | Often | Always

I use public networks, like those

in the cafes or airports.

I use a combination of letters,
numbers and special characters

when choosing a password.

I use antivirus software to protect

my devices.

I regularly check the antivirus

software update on my devices.

I always check the spelling of the
URLs in links before I click or

enter sensitive information.

17-Please select the training approach that you would prefer or that you have found

most useful for cybersecurity training/learning?

233



Not at all | Slightly | Moderately | Very

useful useful useful Useful

Extremely

useful

Workshops/Inclass

Online

Posters

Games/Gamification

Webinars

Social Media

Story telling

Offer incentives

Tip-sheets

Mock attack

Events

Videos

Emails

18-Have you ever been trained/taught about cybersecurity?

-Yes (The system will take you to Q.19)
-No (The system will take you to Q.23)

Section 3
You have been training/ learning about cyber security;
19-Where did you receive this training/learning about cybersecurity?

-school
- University
-Work

-Online resources

20- How many times a year did you train/learn for cybersecurity?

-Once a year

-Twice a year
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-Every three months
-Every month

- Other (please specify)

21- What best describes the cybersecurity training you have received? Please select all

appropriate options below?

N | Training\Learning Methods

—_

Workshops/Inclass

Online

Posters

Regular Meetings

Presentations

Videos

Webinars

Games

O | Q0 | NI | O |Q | ]| W DN

Social media

—_
(@]

Flyers

—_
—_

Phishing tests

—_
N

Tip-sheets

—_
(O8]

Emails

—_
S

Others (pls specify)

22-Does this training include any issues or references to social media?

-Yes
-No

-Unsure

Section 4
You never trained/ learn about cybersecurity, but;

23- Which cybersecurity areas do you struggle with the most? (please select all appro-

priate)
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-Privacy and confidentiality
- Password protection
-Phishing

-Email and spam

-Hacking

-Others (pls specify).

24- Please state to which degree you agree with the following statements:

Strongly

disagree

Disagree

Neutral

Agree

Strongly

agree

Employees must receive training

on social media security issues.

Organizations must have sufficient
and clear social media security

policy in place.

Organizations must train their staff

to understand their social media

policy.

It is crucial to learn about social

media security and risks related to it.

25-To what extent do you agree with those statements. Cyber security training fails if:

Strongly

disagree

Disagree

Neutral

Agree

Strongly

agree

It is boring and routine

It is difficult and includes technical

languages.

It is provided in a one-size-fits all

Delivery training methods are poor.

The training environments are

limited.

The trainers are unskillful.
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Would you be happy if the principal investigator contacted you for further details on

your answers? If so, please provide the email address that can contact you on.
Thank you,,

Interview Questions

The interview consent letter

Dear Participant:

This project examining social media security risks and existing training approaches that
help users address these risks more effectively. The interview questions are user-friendly
and will require approximately 30-40 minutes to complete. We do not anticipate any
risks associated with your participation, but you have the right to stop the interview or

withdraw from the research at any time.

Thank you for agreeing to be interviewed as part of this research project. Ethical proce-
dures for academic research undertaken from UK institutions require that interviewees
explicitly agree to being interviewed and how the information contained in their interview
will be used. This consent form is necessary for us to ensure that you understand the

purpose of your involvement and that you agree to the conditions of your participation.
Would you, therefore, read the accompanying information:

-The interview will “audio recorded” in English and it will be via the Zoom application
,and a transcript will be produced

-you will be sent the transcript and given the opportunity to correct any factual errors
-the transcript of the interview will be analysed by (Fai Bensalamah) as a research investi-
gator

- access to the interview transcript will be limited to the supervisory team who might
collaborate as part of the research process

-any summary interview content, or direct quotations from the interview, will be anonymized
so that you cannot be identified, it will be taken to ensure that other information in the
interview that could identify yourself is not revealed.

- all recordings will be deleted once they have been transcribed.

- you have the right to withdraw after two months of your participation only.

The interview questions:
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Part A (for all) - Participant details

Participants’ Details

—_

Age

Gender

Education and academic qualifications

Job role/Discipline

Years of experience

What social media platforms do you use, and for how long per day?

What is your current social media platform status?

Have you ever been trained/taught about cybersecurity?

O | [ N | QW DN

Does this training/ learning include any issues or references about social media?

Have you been responsible for the provision of cybersecurity training to employees,

—_
(e}

or for the formation of cyber security policies in your organization?

Part B — Cyber security and social media security training approaches
If you answered yes in Q10 (Policy makers, training formation):
If you have answered Yes in Q.9 (received training about social media security)

You are policy makers or Training formation/ provision for “Cybersecurity”

1. What social media platforms does your organization use? How important was cyberse-
curity in the selection of these platforms?

2.Do you feel that your organization controlling and managing their social media accounts
effectively/ completely? (pls provide details) / How does your organization manage and
monitor their social media accounts? / E.g., do you use specialized/ expert people for
this purpose, weekly report etc.,

3.Did your organization expose to any incident because of using social media such as,
loss of sensitive data, financial disclosure, brand hijacking, reputation loss, compliance
violations, account hacking, or your employee’s personal safety being at risk because of
using social media? If yes, can you give more details about these incidents, how you deal
with them and what lesson you learn?

4 Imagine you want to train your employees about social media risks and how to avoid

any incidents related to social media security, what do you think in your experience is the
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most appropriate training method/ approach? and why?

Policy Makers Questions

5.Can you give me more details about your social media policy, which are the main aspects
it covers?

6.If you have social media policy in place, how important do you consider it to be for your
organization and how is it promoted /communicated with employees?

7.Do you measure/check the compliance to this social media policy? If yes, how?
8.What do you consider the main challenges of promoting / enforcing social media policy
in place?

9.Does your organization train your employees on this policy? If yes, what kind/ type of
training they use for this purpose? And does this policy complement by cyber security
training or with other areas of practice? And is this training mandatory for all/some
employees?

10.How useful do you think the training is at supporting a social media policy in your
organization? / Do you think that training has a significant role in employees ‘compliance

with this policy?

Cybersecurity Training Provision/ formation Questions

11.If you are a cybersecurity training provider/ formatting, do you feel the need to adjust
your training accordingly? E.g., What do you consider, e.g., age, gender, education level
etc,, And why?

12.What training approaches does the cybersecurity training use? E.g., online training,
workshops, conducting mock attack, sending emails, presentations, posters and etc., and
in your experience, what is the most effective training approach for the cybersecurity area?
13.Do you measure the effectiveness of training? If so, what are the main methods you
use?

14.Please indicate the main topics that you covered by the cyber security training. Do you
feel these topics are sufficient? On what basis are the training topics determined /updated?
/ Do you have training in social media security topic?

15.What are the main challenges and difficulties of delivering cybersecurity training? For

239



example, budget, time, noncompliance behavior among employees,

If you have answered Yes in Q.9 (received training about social media security)

1.Can you tell me more about the training course that you attend about social media?
2.Did the training system content meet your original expectations? ‘Why or why not?” /
Would you take a training like this again without it being mandatory? Why or why not?
3.Do you see that the training topic was relevant to you? / Was the training relevant to
your needs?

4.Did you face any challenges, such as; difficulties in engaging, problems in understanding
some terms or words, hardness in adapting with the training, challenges in following up
with the trainer, disliking the methods used for delivering the training, or the training
atmosphere was not helping while applying this training system?

5.Do you feel that your knowledge or skills have improved by taking the training? / Do
you feel that your training needs have changed since then? Do you find yourself unsure
at times about social media security?

6.Did the training you received involve examples, videos, interactive games, case studies,
quizzes, posters, slogans, text descriptions for delivering the information? Could you
comment which (if any) you found useful and why?

7.Did the training take place on a regular basis, or on a single occasion? What would be
your preference?

8.What would you change to make this training system about social media better?

9.Name the things you enjoyed the most in this training, and the things you did not like.

If you have answered Yes to Q.8 (received training on cybersecurity)

1.Can you tell me more about the training course that you attend about cybersecurity?
(Content, format, was it mandatory, satisfaction rating etc.,)

2.Did the training system content meet your original expectations? “Why or why not?’/
Would you take a training like this again without it being mandatory? Why or why not?
3.Do you see that the training topic was relevant to you? Or was the training relevant to
your needs?

4.Did you face any challenges with this training e.g., difficulties in engaging, problems in

understanding some terms, hardness in adapting with the system, challenges in following
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up, or disliking the methods/approaches used to deliver information while applying this
training system?

5.Do you feel that your knowledge or skills have improved by taking this cybersecurity
training? / Do you feel that your training needs have changed since then? Do you find
yourself unsure at times about cybersecurity?

6.Did the training involve examples, videos, interactive games, group discussions, quizzes,
posters, slogans, text description etc., for delivering information? Could you comment
which (if any) you found useful?

7.Did the training take place regularly, or on a single occasion? What would be your
preference?

8.What would you change to make the training system better?

9.Name the things you enjoyed the most in this training system and the things you do not

like.

General questions about social media security and training preferences:

1.Have you experienced any incident while using social media such as loss of privacy,
financial disclosure, loss of sensitive data, loss of reputation, hacking, or stealing your
identity? If yes, can you provide more details about the incident and how you deal with
it?

2.What do you like to learn more about social media security? / What areas in social
media security topic do you need improvement on? Or you struggle with the most?
3.What training approach you like more in general, for example, online training, work-
shops, learning by games, focus activities, lectures, presentations, discussion, videos, tip
sheets, posters, attending events, etc., And why? / What type of training you would like
to attend even it was not mandatory? And why?

4.In your view, what factors can help in making the training system more effective? /When
can you say that this training is effective? / When would you recommend the training
system to your colleagues/ friends? E.g., the trainer is skilled, the topic attractive or
relevant, the objectives are important, or may be the time or duration is suitable for you?
5.Imagine you want to train about social media security, what do you think is the most ap-
propriate training approach and delivering information methods for social media security
topic? And why?

6.In your view, what are the opportunities that should the social media security training

241



system provides?

7.In your opinion, how can management improve their employee’s social media security
awareness in an organization? / Imagine you own a company, and you want to control
your employees’ behavior on social media. What would you do about that?

8.Do you think that having social media policy in organizations is a good idea to control
employees’ behavior online? Why and why not?

9.In your opinion, what is the best method to measure the effectiveness of social media
security training? / How can management measure the effectiveness of social media
security training?

10.In your opinion, how can employees adapt to the training system more effectively?

E.g., formatting different training for different groups, using methods to attract them, etc.,
Social Media Cybersecurity Diagnostic Test
Dear Participants

This project examines social media security risks and existing training approaches that

help users address these risks more effectively.

We do not anticipate any risks associated with your participation, but you have the right

to stop the participation or withdraw from the project at any time.

Thank you for agreeing to be part of this experimental study. Ethical procedures for
academic research undertaken from UK institutions require that participants explicitly
agree to be interviewed and how the information contained in their study will be used.
This consent form is necessary for us to ensure that you understand the purpose of your

involvement and that you agree to the conditions of your participation.
Would you, therefore, read the accompanying information:

-The assessment will be in English and translated into Arabic for all the questions.

-The second step of your participation will be a training session tailored uniquely to you,
and the training session will be held in Arabic by the author (Fai Bensalamah),

-The outputs of the survey and the training feedback will be analysed by (Fai Bensalamah)
as a research investigator.

-Post-training assessment will be held with the same initial quiz. Along with another short
online survey to assess your feedback.

-Access to the data transcript will be limited to the supervisory team, who might collaborate
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as part of the research process,

-Any summary content, or direct quotations from the training session, will be anonymized
so that you cannot be identified; it will be taken to ensure that other information in the
training that could identify yourself is not revealed.

-All recordings will be deleted once they have been transcribed.

-You have the right to withdraw after two months of your participation only.
Email Address:
Section one: Target group

1-Please, select from the list below the sector in which you are currently working

(choose as many as apply):

Education , Training, and Libraries

Healthcare support

Leadership and Management

Business and Financial operations

Arts, Design, Entertainment, Sport and Media

Office and Administrative Support

Military such as, the Army and Police

Others, pls specify...

2-Are you responsible for the social media accounts within your current company?
3-Your gender?

4-How old are you?

5-Your Education Level?

6-How many years of experience do you have in your field?

7-How much time do you spend on social media per day approximately?

Section Two: Generic cybersecurity questions

1-Asuming you are visiting your social media website from your browser, what should

you do before you login with your email and password?
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Send an email to the IT staff of the website

Check the website URL

Check the contact details on the website

Check the Wi-Fi connection I am connected to

None of the above

I don’t know

2-Which of the following social media account passwords would you prefer? (You can

choose more than one option)

Password123456%$

Luke1985

Password@Password

Jelly22fish

GladiatorPoolGeese

None of the above options

I don’t know

3-What tool could you use to create strong, unique, long, and hard-to-guess passwords?

(You can choose more than one option)

Your company’s VPN

Google forms

Using a safe password manager

Antivirus software

None of the above options

I don’t know

4-What is the correct definition for Two-Factor authentication (2FA)?
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suspicious users increases by a factor of two in comparison to legitimate login requests.

Authentication mechanism based on the assumption that the number of failed logins for

Authentication mechanism based on two biometric data inputs at the beginning

and end of each session.

Authentication mechanism, where users are requested to provide two pieces of

evidence to prove their identity

None of the above options

I don’t know

5-Have you enabled two-factor authentication feature on your social media accounts
yet?
-Yes
-No

-I don’t know
If you answered no, can you tell us why not?

6- Your social media account can be compromised (hacked) if you are on a compro-

mised network.

-True
-False

-I don’t know

7- Which of the following best describes what you would do first, when realising that

your social media account has been hacked?

Restart your device and clear app history

Turn off the network and stop using the device

Notify your friends your account has been hacked and ask for their help

Reset your password and enable 2FA

None of the above options

I don’t know

8-Some internet browsers have security weaknesses that might make you vulnerable

to hacking on social media.
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-True
-False

-I don’t know

9-Suppose you find someone on social media pretending to be something or someone

that doesn’t exist. What should you do?

Ignore it; nothing wrong will happen.

Report it to the social media platform

Contact him to double-check

None of the above options

I don’t know

10-You should check that you are using the latest version of your social media accounts

to prevent hacking?

-Yes
-No

-I don’t know
Section Three: Training Preferences

1-Which of the following best describes your training preferences on social media cy-

bersecurity? ( Choose as many as apply)

Workshop/in-class training

Online training

Posters

Short presentations

Video

Games

Social media posts

Flyers

Phishing tests

Tip sheets

Email

Others (pls, specify)
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Section Four: Social Media Usage

1-What is your preferred social media platform?

Facebook

Twitter

YouTube

Instagram

Snapchat

LinkedIn

TikTok

Tangler

Depending on their choices, participants will be led to each social media questions.
Assessing Facebook user’s best practices (5 questions)

1-How could you know that your Facebook account had been hacked? (Please, select

as many as apply)

I can’t open my device

My email has been changed

Battery draining quickly

Friend requests have been sent to people you don’t know

Your birthday has been changed

Non of the above

I don’t know

2-Is it possible to find who is looking at your Facebook profile and tracking you?

-Yes
-No

-I don’t know
3- Can you select an audience for every post you share on Facebook?

-Yes
-No

-I don’t know
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4-You can report a fake account on Facebook by?

Privacy and security section

Clicking on the fake account profile and choose Report

Calling Facebook

Sending an email to my company’s IT staff

Non of the above

I don’t know

5-What should you do if you find that there is a Facebook account or Page pretending

to be you?

Contact the fake account directly and ask them to stop

Getting in touch with the fake account by email

Ignore it

Report the incident to Facebook

Non of the above

I don’t know

Assessing Twitter user’s best practices- 5 questions

1-How can you report incidents on Twitter (choose as many as apply)?

Calling the IT staff in your company

Visit the Help Centre on the Twitter website

Calling Twitter by phone

Select the individual Tweet and click on Report

Non of the above

I don’t know

2-How can you make the tweets that you post on Twitter 'Private’?
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By modifying the security options on your profile page

By modifying the settings on the privacy page

By visiting Twitter’s Help Center

I cannot make Tweets private

Non of the above

I don’t know

3-How could you know that your Twitter account has been compromised (hacked)?

You can select more than one option.

When you notice your password is no longer working,

and you are being prompted to reset it

Your mobile phone switches off suddenly.

You receive a notification from Twitter stating that your

account information has changed, and you didn’t change it

Your battery goes down quickly

You observe other account settings that you didn’t choose

(like following, unfollowing, or blocking)

I don’t know

4-How can you report that someone is impersonating you on Twitter?

Report it to the IT staff in your company

Report it to your specialist friend

Select the account that is impersonating you and choose Report

Send an email to Twitter team

None of the above

I don’t know

5-To avoid phishing on Twitter, you should (choose as many options as apply):
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Avoid using Twitter for too long

Limit the number of tweets you post

Limit the number of tweets you like

Check the spelling of URLs before clicking on them.

None of the above

I don’t know

Assessing YouTube’s users best practices- 5 questions

1-How could you know that your YouTube account has been compromised (hacked)?

You can select more than one option.

When you notice your password is no longer working,

and you are being prompted to reset it

Your mobile phone switches off suddenly.

You receive a notification from YouTube stating that

your account information has changed, and you didn’t change it

Your battery goes down quickly

You observe other account settings that you didn’t choose

(like downloading’s videos, or subscribing channels)

I don’t know

2-How could you change your video privacy settings on your YouTube account?

By modifying your Privacy and Security options

By modifying your Settings options

By signing in then modifying your Content options

None of the above

I don’t know

3-What should you do if you can’t sign into your YouTube channel?
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Restart your device

Reinstall the YouTube app

Go to the account recovery page

None of the above

I don’t know

4-What should you do if you find videos on YouTube that you think might be spam or

phishing?

Ignore them

Report my friends

Flag them for review by YouTube team

None of the above

I don’t know

5-To avoid phishing on YouTube, you should (choose as many options as apply):

Avoid using YouTube for too long

Limit the number of videos you post

Check the spelling of URLs before clicking on them

Limit the number of subscribing videos

None of the above

I don’t know

Assessing LinkedIn user’s best practices- 5 questions

1-How can you protect your LinkedIn account? (Choose as many options as apply)

Limit the contents of your posts

Use a fake profile picture

Avoid using public networks

Avoid re-using the same password across different websites

Avoid accessing LinkedIn from your PC

None of the above

I don’t know
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2-Is it important to update the phone number and email associated with your LinkedIn

account for security reasons?

-Yes

-No

-Idon’t know

3-How could you know that your LinkedIn account has been compromised (hacked)?

(Choose as many as apply)

When you notice your password is no longer working,

and you are being prompted to reset it

Your mobile phone switches off suddenly.

You receive a notification from LinkedIn stating that your

account information has changed, and you didn’t change it

Your battery goes down quickly

You notice other account settings that you didn’t choose

(like following, unfollowing, or blocking)

I don’t know

4-How can you report an incident on LinkedIn? (Choose as many as apply)

Report the incident to friends through any other communication methods

Report the incident to the LinkedIn Team through their website

Report the incident to LinkedIn by phone call

Report the incident to LinkedIn through sending an email

None of the above

I don’t know

5-What should you do if you find contents on LinkedIn that you think might be spam

or phishing?
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Ignore it

Report it to my company’s IT staff

Report it directly on the site

Restart my device

None of the above

I don’t know

Assessing Snapchat’s users best practices- 5 questions

1-You can only report accounts but you cannot report stories that you see as inappro-

priate.

-True
-False

-I don’t know

2-How can you report an incident on Snapchat?

Through sending an email to Snapchat

Through calling Snapchat by phone

Through the snapchatter’s name

None of the above

I don’t know

3-How can you hide your location on Snapchat?

Through the block option

Through the custom option

Through the ghost mode option

Through the security & privacy option

None of the above

I don’t know

4-How do you know if your Snapchat account has been compromised (hacked)? (You

can choose more than one option)
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Your device switched-of suddenly

You have had to continually re-log into the app

The device battery drained fast

A new contact has been added to your list without your permission

None of the above

I don’t know

5-You must verify that the email and mobile number associated with your account are

accurate to keep your Snapchat account secure.

-True
-False

-I don’t know
Assessing Instagram’s users best practices - 5 questions

1- What should you do if someone creates an Instagram account pretending to be you?

Ignore it

Report it to Instagram

Change your password

Report it to IT staff in your company

None of the above

I don’t know

2- Is it important to update the phone number and email associated with your Insta-

gram account for security reasons?

-Yes
-No

-I don’t know

3-How can you report an incident on Instagram? (You can choose more than one op-

tion)
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Report through a phone call

Report through SMS

Report directly the post or message

Report someone through their profile

None of the above

I don’t know

4-Can you identify who has recently logged into your Instagram account?

-Yes,I can
-No, I can’t

-I don’t know

5-After making your account private, what can you do to prevent your followers from

seeing your posts?

Tell them to unfollow me

Block them

Report them as spam

Ignore them

None of the above

I don’t know

Assessing TikTok’s users best practices

1-How can you limit the audience of your videos in TikTok?

By modifying your privacy settings

By modifying your home page settings

By modifying your profile settings

None of the above

I don’t know

2-Can you apply different privacy settings to each video you share on your Tiktok

profile?
-Yes
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-No

-I don’t know

3-What are the suspicious links and messages that you should be aware of and report

immediately? (Choose as many as apply)

Requests to follow someone else’s social media account

Your friend asking to follow you

Questionable links or content

QR codes appearing in someone’s profile of video

None of the above

I don’t know

4-Can you report a comment you have come across on Tiktok?

-Yes
-No

-I don’t know

5-What should you do if you find contents on Tik Tok that you think might be spam
or phishing?

Ignore it

Report it to my company’s IT staff

Report it directly on the site

Restart my device

None of the above

I don’t know
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