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Abstract 

Secure Tracking System for Next Generation CIT products 

Christopher William Kosmas ï BEng (Hons) 

 

The Cash in Transit (CIT) industry demands reliable and innovative products 

from its suppliers to ensure safety and reliability within the industry.  Product 

innovation has been directed at a bespoke tracking system for the Cash in 

Transit industry, which can meet its stringent requirements and excel above the 

capabilities of standard, readily available tracking systems.  

 

The presented research has investigated the state of the art in tracking and 

localisation systems and has highlighted Wi-Fi as a potential novel Cash in 

Transit tracking solution.  With research into 2.4GHz Wi-Fi and the effects in a 

CIT environment, the technology has been understood and demonstrated in 

terms of its advantages and weaknesses when applied to CIT.  

 

The research has shown that 2.4GHz Wi-Fi is a novel and viable solution for 

both wide area tracking and localised tracking of a Cash in Transit security box 

by testing innovative ways of detecting theft using 2.4GHz Wi-Fi in a set of 

specific real-world scenarios. An embedded tracking system was developed 

and a thorough evaluation undertaken using a series of practical usage 

scenarios. The results show the proposed tracking capability is very effective 

and ready for initial effective use within a Cash in Transit security box. 
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1. Introduction 

 

1.1 The Demand for Tracking 

 

As computing and handheld electronics have taken hold of our lives, the word 

óTrackingô or to óTrackô is very commonplace with its uses expanding rapidly.  

The Oxford Dictionary defines the verb óTrackô as ófollow the trail or movements 

of (someone or something), typically in order to find them or note their courseô 

(Oxford Dictionaries, 2013).  As a result, the interpretation of óTrackingô in this 

modern world varies and as examples of its broad nature, one use is associated 

with tracking of parcel deliveries and another is portrayed by the film industry as 

a very wide area, global, accurate and easy way of locating an individual of 

interest.  

 

This authorôs experience of tracking has varied from parcel deliveries to a small 

tray of product being tracked through a manufacturing process in a production 

facility.  These two extremes each provide their own challenges; one a more 

wide area solution referenced to global mapping systems and the other is a 

bespoke system tracking a tray of parts passing through a conveyor belt 

production line, which is recording each stage in the manufacturing process.  

This latter tracking system that the author has experienced is a more localised 

tracking method which serves a bespoke purpose.   
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This thesis and the research contained within it is in collaboration with 

Spinnaker International Ltd, a UK based company designing products for the 

protection of cash in the Cash in Transit (CIT) industry.  There is little academic 

research within the CIT industry with Spinnaker International Ltd driving such 

research and the absence of research in this field provides challenges to this 

thesis which attempts to act as a baseline for future research by including the 

experience and expertise of Spinnaker International Ltd in this industry.  Smith 

and Louis (2010) state that there are three types of robbery offenders, 

amateurs, intermediates and professionals, the former being opportunistic while 

the latter are rigorous and motivated in their approach to CIT robberies.   These 

typologies provided by Smith and Louis (2010) provide an insight into the 

person that performs Cash in Transit robberies and this supports the views and 

experiences of Spinnaker International Ltd as experts within this industry.  As 

such, tracking and the Cash in Transit (CIT) industry meet within this thesis as a 

way of combating the theft of Spinnaker CIT products and catching CIT robbers. 

 

This thesis will highlight the challenges faced by the suppliers to the Cash in 

Transit (CIT) industry such as Spinnaker International Ltd, so they can provide 

the reliable products and services that the CIT industry demands.  These 

challenges form the platform which this research is based on, which is research 

into cost effectiveness and robust solutions for tracking a CIT box, a device 

used to transport cash safely where the cash would normally be vulnerable.  

The reader will also see that these challenges push the definition of tracking in 

this context into a system that combines wide area tracking and a more 

localised tracking concept of theft detection of a CIT security box.  The research 
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in the following chapters will focus on developing a bespoke tracking system 

that fulfils the requirements of the Cash in Transit industry. 

 

1.2 Aims and Objectives 

 

The aim of the research in this thesis is to determine the extent to which Wi-Fi 

802.11 networking technologies could be utilised to track objects, in this case, 

objects for use within the CIT industry.  Objectives of this research are to: 

 

¶ Understand the current state of the art in tracking technologies. 

¶ Theoretically evaluate the feasibility of 802.11 Wi-Fi technologies in a 

tracking application.  

¶ Evaluate the properties of a CIT box in the context of its effects on Wi-Fi 

technologies. 

¶ Experimentally evaluate 802.11 Wi-Fi technologies for tracking 

properties. 

¶ Practically validate an 802.11 Wi-Fi tracking system within a practical 

scenario. 
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1.3 Structure of the Thesis 

 

Chapter 1 has introduced the definition of tracking, its links to the CIT industry 

and the aims and objectives set out for this research and its thesis. 

 

Chapter 2 introduces the Cash in Transit industry and the demands that it 

places on its customers.  The CIT box and its functionality are presented as well 

as design constraints resulting from the CIT industryôs demands. The chapter 

then researches the current state of the art in tracking technologies. 

 

Chapter 3 introduces Wi-Fi as a novel way of tracking CIT boxes.  It researches 

the services available for determining location based on a Wi-Fi access point 

and quickly evaluates their potential in this application before discussing the 

vulnerabilities to this tracking technology. 

  

Chapter 4 presents the experimentation of Wi-Fi as a tracking technology by 

evaluating 2.4GHz signal characteristics including Wi-Fi.  This forms the 

physical layer and foundation for using 2.4GHz Wi-Fi signals for the CIT 

tracking. 

 

Chapter 5 presents experimentation into the effects of the CIT box on Wi-Fi 

technologies, providing vital information on how this technology might perform 

with an integrated system within the CIT box. 
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Chapter 6 presents core research and experimentation of tracking a CIT box 

using 802.11 Wi-Fi technology.  It introduces several tracking concepts 

including theft detection where experiments are performed to prove the worth of 

these concepts.  Finally, the results are presented and the outcomes of this 

research are discussed. 

 

Chapter 7 shows the experimentation and practical validation of an embedded 

802.11 Wi-Fi tracking device from the tracking concepts introduced in Chapter 

6.   It presents comparative and more in depth experiments into the 802.11 Wi-

Fi tracking concepts using realistic scenarios, environments and hardware 

including that of an embedded purpose-built tracker fully integrated into a CIT 

box. 

 

Finally, Chapter 8 draws all aspects of the research to a conclusion by 

examining the achievements of this research and discussing the practical and 

physical limitations of this work.  
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2. The Cash in Transit industry 

 

2.1 The Cash in Transit Industry and its Environment 

 

The Cash in Transit (CIT) industry focuses on delivering and collecting cash 

from a diverse range of customers.  These range from small independent high 

street shops to large customers such as supermarket chains or banks.  If cash 

is required to be collected from a customer, the CIT industry supports this 

requirement by collecting the cash and transferring it across the pavement in a 

secure container to a secure vehicle.  At that point, the cash is considered safe 

as it is secured within the vehicle.   

 

If cash needs to be delivered to a customer, the cash is transferred into a 

secure container within the transport vehicle and is then carried across the 

pavement to the customer and delivered.  This cash transferred between the 

customer and the CIT supplier can take the form of notes or coins.   

 

Given the industry, there is little academic literature available and therefore Gill 

(2001) and Smith and Louis (2010) are of the most reliable sources to correlate 

with existing industry expertise. Robbing CIT vans is not preferred over stealing 

the cash during a delivery because the complexities of robbing a CIT van far 

outweigh the risks, especially if the van is not guaranteed to be carrying large 

amounts of cash (Gill, 2001).  It is also this authorôs opinion from experience of 
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the industry and the vehicles, that the security surrounding these purpose built 

delivery vehicles outweighs the majority of threats from robbers.   

 

Gill (2001) identifies that 75% of robbers carried a gun that was capable of firing 

a lethal shot but the majority of robbers did not wish to hurt the victims.  Smith 

and Louis (2010) support this with their profile of Australian CIT robbers with 

62% of robberies involving a handgun as a weapon, thus making the likelihood 

of robbing the guard across the pavement preferable, less risky and more 

flexible for the robber (Gill, 2001). 

 

Across the pavement protection systems for CIT deliveries offer the guards a 

safer alternative to carrying bags of cash.  The protection system that has been 

the focus of this research is a product developed by the collaborating partner of 

this research.  Spinnaker International Ltd is the leading UK and EU 

manufacturer for Cash Security protection systems offering multiple solutions 

for cash transportation needs throughout the United Kingdom and Europe.  The 

industry expertise mentioned previously is founded from the knowledge and 

experience of Spinnaker International Ltd, its employees and engineering 

excellence, supporting the literature and knowledge available through Gill 

(2001).  The protection system used in this research is a cash security box 

(hereby referred to as CIT Box) which provides the necessary protection of the 

cash across the pavement by not allowing the guard to open the CIT Box until 

they have reached the delivery destination or returned to the safety of the 

delivery vehicle.   
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Nick Tripp, Engineering Manager of Spinnaker International Ltd, stated during 

the authorôs induction at Spinnaker International Ltd that In the event of an 

attack, guards are instructed to relinquish possession of the CIT Box and not try 

to defend it.  This approach carries a lot of sense as the protection of the cash 

is under the control of the CIT Box rather than the guard whose job is only to 

transport the cash box across the pavement to the destination, where it can 

then be opened by combining the Guardôs ID and the Customerôs ID.  Nothing 

else will allow the CIT Box to open once the CIT Box has been removed from 

the Vehicle.  This applies in reverse during a cash collection from the 

destination where an empty CIT Box is carried across the pavement, opened 

only at the destination and loaded with cash to be returned to the delivery van.  

Only when inside the van can the CIT Box be opened. 

 

There are many demands placed on companies supplying to the Cash in 

Transit (CIT) industry.  During the authorôs induction at Spinnaker International 

Ltd, he was advised of the requirements of CIT companies.  A cash security 

container must adhere, but is not limited, to the following criteria: 

 

¶ High reliability in abusive environments 

¶ Qualify to industry standards for attack and degradation of the contents 

¶ Qualify to legislative standards for Electromagnetic Compatibility, CE, 

WEEE, R&TTE and Health and Safety lifting requirements 

¶ Cost effective products 
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The latest demands from Spinnakerôs CIT customers are that the CIT boxes 

must not be rechargeable and must run for at least a year on their internal, non-

rechargeable batteries.  By implementing a non-rechargeable solution, the 

reliability of the CIT box is increased by ensuring that the CIT box is never 

exposed to a situation where its state of charge can fall below operational levels 

whilst it is in service.  Another demand, which is important to this research, is 

that CIT boxes must be reliably tracked for recovery and detection of theft. 

 

2.2 Asset Tracking, CITôs requirements and environmental conditions 

 

Hazas et al (2004) found that numerous factors have driven the development of 

coarse asset tracking and location based services.  Their research suggests 

that Wi-Fi, Bluetooth and other wireless sensing technologies, which are 

embedded in end-user devices, would accelerate the adoption of location based 

services.  Since then, location based services are available on most 

smartphone devices using wireless technologies such as Wi-Fi, Assisted GPS 

and Cellular positioning, as supported by the work of Zandbergen (2009). 

 

With such developments in technologies, which now provide the potential to 

track people and assets and provide services from these locations, it is only 

natural that CIT adopt these services for their industry.  Tony Westington, 

Managing Director of Spinnaker International Ltd stated in a meeting with the 

author that it is easier for the CIT industry if an attacked CIT Box is recovered.  

For insurance reasons, this is true as it is easier to explain the loss or 
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destruction of cash if there is physical evidence that it was in an attack.  This 

evidence is conclusive with a recovered CIT Box. 

 

Corruption of CIT guards is not an uncommon occurrence as suggested by Gill 

(2001) and Nick Tripp, Engineering Manager of Spinnaker International Ltd.  

CIT Guards have been bribed by robbers for information on deliveries (Gill, 

2001) and experience at Spinnaker International Ltd has unveiled instances 

where CIT guards were prosecuted with collaborating conspirators in the form 

of customers who claimed that the guard was attacked, the CIT Box stolen and 

the customer and guard shared the contents of the CIT Box before disposing of 

it.  With this corruption in mind, the CIT industry is keen to track these valuable 

assets to aid insurance claims and avoid fraudulent activities by CIT employees.  

The tracking of these assets can also provide a good method of detecting theft 

of a CIT box before the CIT Box is attacked.   

 

During the authorôs time at Spinnaker International Ltd, conversations and 

project meetings with management at Spinnaker International Ltd have 

focussed on the requirements of tracking within the CIT industry in order to 

achieve one or more of the following: 

 

¶ Locate the CIT Box to recover it for insurance purposes 

¶ Locate the CIT Box in order to assist the Police in apprehending and 

convicting the offenders 

¶ Respond quickly to the act of theft of the CIT Box so that the Police can 

respond rapidly and be guided to the offender 
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¶ Maintain the quality standards demanded by Spinnaker International Ltd and 

the CIT industry 

¶ Maintain the service lifetime of the CIT Box with the demand to not re-charge 

it. 

 

During early discussions between the Author, Spinnaker International Ltd and 

CIT customers, the requirements placed on tracking a CIT box are that it must 

be quick to track when a theft or breach has been detected, detecting a theft 

before breach is an advantage, and tracking must be robust.  This last 

requirement from Spinnakerôs CIT customers provides the greatest challenge 

because as research will show later on, there is no ideal tracking technology for 

all circumstances or environmental conditions. 

 

The authorôs experience of the CIT industry has shown many ways by which 

offenders will attempt to break in to a CIT box.  Attacks have been seen where 

lethal weapons such as axes, angle grinders and ram attacks have been used 

to gain access to the CIT Box.  More elaborate measures that have been used 

to attempt to defeat the protection measures of CIT Boxes have been to drop 

the boxes from extreme heights, ram cars on to the boxes, submerge the boxes 

in water or even liquid nitrogen in order to defeat the protection systems of the 

CIT Box. 

 

During normal use, the CIT box will be subjected to the misuse by CIT guards 

who do not respect the property and asset that they are transporting.  As a 
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result of the above, environmental and handling conditions that the CIT Box is 

exposed to are brutal attacks, extreme forces, shock, extreme temperatures 

and water ingress.  Therefore, a tracking system used within CIT must 

withstand the extreme abuse because unlike the CIT Box itself, the tracking 

systemôs main job starts when the CIT Box has reached the end of its functional 

purpose which is to degrade the contents of the box when a breach is detected.  

The tracking systemôs main job starts once the abuse has finished and the CIT 

Box is no longer of use.  In short, the tracking system must withstand abuse and 

still function and report location information to perform its primary functions. 

 

2.3 Tracking technologies within CIT 

 

As discussed in 2.2, robust tracking is a requirement placed on companies 

supplying the CIT industry.  The research below investigates the latest 

technologies available to assist in this requirement for robust tracking. 

 

 

2.3.1 GNSS 

 

The best known navigation system today is GNSS or Global Navigation Satellite 

System.  It is the general term for what is better known as GPS or Global 

Positioning System. The term GPS as a technology is misleading as GPS is the 

name of the US owned NAVSTAR Global Positioning System which started 

development in 1973 and declared operational at the end of 1993 (Bonnor, 
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2012). Developed in parallel to NAVSTAR GPS was the Russian GLONASS 

which achieved full operational capability globally in October 2011 with the first 

satellite launched in 1982 (Bonnor, 2012).   

 

GNSS is a cost effective way to provide tracking for devices that have view of 

the sky as demonstrated by the early work of Wahab et al (1997).  The most 

developed and readily available tracking and navigation systems use the 

NAVSTAR GPS (hereby shortened to GPS) but as mentioned by Zandbergen 

and Barbeau (2011), the limitation of GPS is the inability to determine position 

indoors, underground or anywhere else where a solid object obstructs the view 

of the sky such as dense tree growth or urban canyons.  

 

Wahab et al (1997) demonstrated that it is possible to track a vehicle using a 

cost effective GPS receiver with reasonable accuracy.  What they also 

discovered are the disadvantages of using this system which are the accuracy 

of the system due to the ionospheric errors and multipath errors which arise 

from the atmospheric conditions (Wahab et al, 1997).  They comment that 

improvements to the accuracies that they achieved could be improved using the 

DGPS system where ground stations collect information from the visible 

satellites and compute correctional information to transmit to the GPS receiver 

(Wahab et al, 1997).  This technique has been proven to defeat óSelective 

Availabilityô (SA) which was introduced by the US military to deny civilian users 

the full accuracy of GPS (Bonnor, 2012). 
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Another issue which Wahab et al (1997) comment on, is the time to first fix 

which is an inherent issue with GPS systems.  This promoted the development 

of the Assisted GPS or A-GPS system. Zandbergen and Barbeau (2011) 

describe how a modern GPS enabled smart phone receives an up to date 

ephemeris, an approximate last known location and the current time to eliminate 

sections of the signal search space.  This reduces the time to first fix and 

devices are available on the market which can support an embedded A-GPS 

system.  

The latest advance in GPS systems is the use of a óHigh Sensitivityô GPS 

receiver.  Zandbergen and Barbeau (2011) describe how A-GPS enabled 

devices allow the High Sensitivity receiver to narrow the search space with A-

GPS data and therefore permit a longer dwell time per unit search space. This 

allows the A-GPS High Sensitivity receiver to search for 10 times longer with 

the potential of picking up a weaker signal within that extra time. 

 

Use of GNSS systems do however come with commercial risks. One risk is that 

both of the fully functional systems available, GLONASS and Navstar GPS, 

were primarily designed for military use and have been allowed for civilian use. 

This risk, combined with Europeôs lack of GNSS led to the development of 

Galileo, Europeôs first and the next generation of global satellite navigation 

(Bonnor, 2012).  One advantage of Galileo over other generations of GNSS is 

that once functional, Galileo will have a Safety of Life (SoL) service which 

provides the standard level of performance but has integrity performance 

parameters for safety critical applications which require certain margins of 

accuracy (Trautenberg et al, 2004). 
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For the use of GNSS in CIT, Galileo is not quite ready, GLONASS receivers are 

not easily available but GPS receivers are readily available, cheap and have 

DGPS systems built in.  It is also possible to purchase GPS receivers with 

assisted GPS which has the advantage of providing the faster start times 

required by the CIT industry.   

 

One significant advantage of using a GNSS system in CIT is that a GPS 

receiver in a CIT Box is self reliant and can record locations without the need for 

other support devices.  This means that the tracking system can lose 

communications with a remote server and still track its location by recording to 

any available internal memory in preparation for upload at a time when 

communications can be re-established between the CIT Box and the remote 

server.  The challenge with GPS in CIT is balancing the tracking time with 

power consumption as GPS devices consume reasonable amounts of power 

when compared to what a CIT Box consumes. 

 

 

2.3.2 GSM 

  

Mainstream mobile services came about in the UK with the Global System for 

Mobile communications (GSM) standard in the early 1990ôs as a digital mobile 

communications system which provides voice and low rate data services 

(Küpper, 2005).  Due to its robust infrastructure, availability of embedded parts 
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and cost effectiveness of those parts, GSM networks are ideal candidates for 

tracking systems.  The immediate application is the wireless relaying of location 

data from a remote tracking device that has been deployed in the field. 

 

Bshara et al (2011) discuss that localisation can be performed using cellular 

networks by measuring the physical quantities of a signal travelling between the 

mobile device and a base station of the network. This allows mobile cellular 

devices such as GSM phones and embedded GSM modules to provide location 

using the existing infrastructure.  The physical quantities relating to the signal 

between the mobile device and the base station that Bshara et al (2011) 

discuss are received signal strength (RSS), time of arrival (TOA), time 

difference of arrival (TDOA) and Cell ID. 

 

The first positioning method that was used by GSM operators is the Cell ID 

technique which utilises the unique identifier of the serving Base Station to 

approximate the location of the mobile device based on the location of the Base 

Station.  This location is cheap, fast but lacks accuracy as GSM cells can cover 

large areas up to 3km2 for 95% of cells (Bshara et al, 2011).  The technique of 

Timing Advance discussed by Trevisani and Vitaletti (2004) provides the ability 

to increase the accuracy of the Cell ID technique.  Each mobile device needs to 

maintain a timing slot on the network and to eliminate propagation delays, the 

base station calculates and instructs the mobile device to advance its 

transmission to account for these delays.  This advance of transmission is 

known as Timing Advance and with this information a very rough estimate of 
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distance from the base station can be calculated.  Each unit of Timing Advance 

can be approximated to 500m (Trevisani and Vitaletti, 2004). 

 

Other techniques to estimate location of mobile devices on a GSM network are 

to measure the Time Difference of Arrival (TDOA) of a signal transmitted from a 

mobile station and received at several base stations. Venkatraman and Caffery 

(2004) describe an algorithm that uses this TDOA with three base stations to 

locate the mobile device.  Furthermore, these algorithms developed utilise the 

Angle of Arrival (AOA) on the serving base station to optimise the locations 

derived from the networks (Venkatraman and Caffery, 2004). 

 

Chitte et al (2009) noted that a common source of positional information is the 

Received Signal Strength (RSS).  A simplified model that they reference shows 

how distance from the source can be calculated based on the current received 

signal strength and a known path loss coefficient. The model that they review 

shows that it is affected by log-normal shadowing (Chitte et al, 2009). This is 

explained further by Wang and Zhu (2008) as they describe two major sources 

of error when using RSS to estimate distance from a source as multipath fading 

and shadowing.  Multipath fading is caused by multiple signals with different 

amplitudes and phases arriving at the receiver and causing constructive or 

destructive interference (Wang and Zhu, 2008).  The shadowing effect that 

Wang and Zhu (2008) describe is much simpler as it is the attenuation or loss of 

signals due to obstructions and environmental effects. 
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With this information, the use of GSM positioning techniques in CIT is 

welcomed as it is highly likely that a tracking system suitable for use in the CIT 

industry will include a GSM modem to deliver the remote tracking capability of 

the device.  As this modem is likely to exist, using the location information from 

the wireless network providers adds value to the tracking solution.  Tracking 

methodologies such as TOA, TDOA and AOA are not yet available in the UK 

but using methods such as Cell ID enhanced by Timing Advance are available 

with a commercial agreement through Vodafone UK under the branding of LBS, 

where the author has seen it demonstrated.  

 

At the time of demonstration, the services were priced at 10p per location 

request which can add significant running costs to the customer if it was to be 

used as the primary method of tracking.  Equally, implementing a path loss 

model to estimate distance would be subject to non-repeatable errors 

depending on the environmental conditions, the location of the tracker and 

surrounding obstructions as mentioned by Wang and Zhu (2008).  This makes 

the Cell ID the most likely option for providing an approximate location of the 

device when no other method is capable of providing a location of the CIT Box. 

 

 

2.3.3 Inertial Navigation 

 

Inertial Navigation is a well-established method of estimating position.  It 

involves the use of sensors to estimate the location and orientation of the object 
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in question.  It is frequently used to guide missiles, ships and spacecraft and 

does so by measuring angular velocity and acceleration using three orthogonal 

gyroscopes and accelerometers (Woodman, 2007).  

 

The application of Inertial Navigation to a CIT Box would involve knowing the 

start location of the CIT Box and would involve the use of gyroscopes and 

accelerometers to estimate the distance travelled in 3D space.  Developments 

in Micro-Electromechanical systems or MEMS have seen the introduction and 

development of MEMS Gyroscopes and Accelerometers.  The physical size of 

these devices makes the use of Inertial Navigation possible for a CIT Box.   

 

Inertial Measurement Units (IMUôs) combine all the sensors required for Inertial 

Navigation and two such units were evaluated by Brown (2005) in an effort to 

evaluate the error in such systems.  The evaluation performed used a land 

vehicle equipped with a GPS aided IMU following a pre-set path. Results 

showed that the quality of sensors within the IMUôs played a big role and that 

performance of a GPS aided IMU was reasonable; however the errors quickly 

built up and they concluded that another source of information was required to 

keep the errors down with a MEMS IMU (Brown, 2005).   

 

Accuracies of IMU sensors can be increased by moving away from MEMS 

sensors but the costs quickly make the use of such sensors unfeasible without 

even considering the size of such alternatives.  As a result of this information 

and although MEMS sensors are improving constantly, they are still not suitable 
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for use with Inertial Navigation systems for prolonged periods without correction 

data being fed back to the system from external sources (Woodman, 2007).   

 

Despite this, the advantages of such a system within CIT are that the system is 

fully stand alone and does not require view of the sky, nor does it rely on radio 

signals to navigate.  It can be enclosed in a sealed unit with its own internal 

power and without the need for antennas.  The final aspect for consideration 

with using MEMS IMUôs is that the power needed to process the information 

from the IMU is above the capabilities of a small efficient processor.  This 

makes Inertial Navigation a target for the future but not very practical for CITôs 

current requirements. 

 

  

2.3.4 Radio tracking using RF beacons 

 

The technique of using radio signals to track animals in the wild is well 

established but not very well academically researched.  The principle uses a 

transmitter with a battery pack and an antenna to transmit pulsed or constant 

signals (Mech and Barber, 2002).  The transmitted signals are received using a 

handheld portable receiver which is capable of adjusting its receiving frequency 

to account for multiple transmitters transmitting at different frequencies.   

 

The use of a pulsed radio tracker is known in CIT as an RF beacon and their 

use is relatively recent within CIT.  The devices used are a proprietary ISM 
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band transmitter, a battery pack and an interface to the CIT box which turns the 

beacon on automatically when a breach of the CIT Box is detected.  Use in 

conjunction with the transmitter is an off the shelf receiver used to track dogs or 

animals fitted with transmitters.  These handheld receivers have integrated high 

gain directional antennas to allow the user to determine the direction of the 

transmitting beacon.  

 

This tracking technology within CIT provides many advantages. The 

transmitters are relatively low cost and do not consume power until it is time to 

track the CIT box.  The authorôs experience of these transmitters is that a non 

line-of-sight of approximately 400m can be achieved on an industrial estate 

which makes this tracking method excellent for pinpointing a CIT box. 

 

The disadvantages of this system mean that there is no global reference so 

getting within 400m of the CIT box initially is a near impossible challenge with 

this tracking method.  The transmitter is within the Industrial, Scientific and 

Medical band which means that no license to transmit within this band is 

needed; however it means that a lot of other devices use this license free band.  

Interference is quite likely, making the task of locating the CIT box more difficult.  

The most significant disadvantage of tracking using RF beacons is that the 

tracking method is labour intensive.  The operator using the receiver must be 

skilled in tracking using this technology so the time taken to locate the CIT box 

combined with the costs of hiring a skilled tracking operator make it costly to 

locate a stolen CIT box. 
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2.3.5 Tracking indoors 

 

The requirements for tracking in CIT have been described above including the 

different technologies that can help to fulfil the requirements for a robust 

tracking solution for CIT boxes.  The weakest link in tracking of any form is the 

ability to track in an indoor environment.  As Zandbergen and Barbeau (2011) 

have stated, GNSS is poor when used indoors but the global reference 

capabilities of GNSS tracking make it the most favourable tracking method for 

any system that has a clear visibility of the sky. 

 

When indoors, more novel tracking solutions should be considered in order to 

provide the positional information required to track a CIT box.  Liu et al (2007) 

describe a host of radio based systems and techniques for indoor localisation.  

Some of these techniques they describe, such as the GSM methods for 

positioning, have already been discussed above, however they discuss other 

methods, the most interesting being the use of narrowband IEEE 802.11 

signals, Bluetooth, proprietary UHF solutions and positioning using multiple 

media (Liu et al, 2007). 

 

The techniques described by Liu et al (2007) for WLAN positioning are for 

localisation.  The techniques described that use signal strength and TDOA 

would need a global reference associated with the transmitting stations so that 

any tracking system implemented by a CIT box would be capable of 

determining approximate location of the box. 
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Fuchs et al (2010) describe a fingerprinting method using WLAN signals to 

provide a position estimate of the system based on signal maps of each 

transmitting WLAN station.  This is a simple system which is flawed by two main 

factors.  The first being the amount of work needed to create the fingerprints for 

each transmitting station and the second is that if the station is not under 

proprietary control, it is possible that it can change position or that the structures 

surrounding it can change (Fuchs et al, 2010).   

 

Liu et al (2007) mention the use of proprietary solutions in the UHF band, 

including 2.4GHz which is one of the signal frequencies used by WLAN 

systems.  These proprietary solutions provide advantages to an indoor tracking 

system as techniques such as Time Difference of Arrival (TDOA) can be 

implemented and control over the transmitting stations can be achieved.  This 

does however mean that these proprietary indoor location systems will be 

placed in strategic locations and do not provide a global indoor tracking 

capability that is most in demand for CIT.  The costs of implementing and 

maintaining a proprietary network in a multitude of locations means that the CIT 

industry will need to be convinced that the system provides them with the 

solution that they require at the right price.  As is described later on in this 

thesis, it is a combination of proprietary and commercial systems that provide 

this novel tracking solution to the CIT industry.  The tracking components from 

competitive suppliers within the CIT industry were reviewed and of those 

technologies, none were Wi-Fi based while one was reliant on GPS for location, 

another was reliant on GPS and cell location information and the final device 

was based on a proprietary system that is predicted to use a combination of cell 
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mast data, antenna direction, received signal strength and a path loss model as 

proposed by Hata (1980).  

 

2.3.6 Conclusions 

To date, the most utilised tracking technology within CIT has been a 

combination of GNSS solutions backed up with GSM based tracking systems.  

Table 2.1 compares the technologies discussed in this chapter with the 

parameters most important to the CIT industry. 

 

 
Start-up 

time 
Outdoor 
Accuracy 

Indoor 
Accuracy 

Energy 
Consumption 

Cost 
Package 

Size 

GNSS Very Slow Very High Very Low Medium Low Small 

GSM Medium Low Low High Medium Small 

Inertial 
Navigation 

Always 
Running 

Decreasing 
with Time 

Decreasing 
with Time 

Very High Very High Large 

Radio 
Frequency 
Beacons 

Fast Low Low Low Low Small 

Table 2.1: Technology comparison to CITs importance criteria 
 
 

None of the tracking technologies described here provides the solution required 

by the CIT industry.  Indicative of this is the Indoor Accuracy which is at best, 

low.  None of the solutions in Table 2.1 provide a small package size, low cost 

with high indoor accuracy which start-up fast.  As such, this is the target for a 

bespoke tracking solution in the CIT industry. 
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3. Tracking Technology Review 

 

The previous chapter has introduced the tracking technologies used within the 

CIT industry; however there are many applications that either require tracking or 

utilise a form of tracking to perform their functions.  As an example, the early 

work of Bahl & Padmanabhan (2000) showed that radio frequencies can be 

used to determine the location of an individual equipped with a wireless 

transceiver to within 2 to 3 metres.   This work was able to track users inside a 

building using radio frequency signals and provide location aware services 

using this technology.  Bajaj et al (2002) have dated the importance of location 

tracking back to World War II for its uses with navigating and targeting, but they 

have identified modern applications to name but a few, as emergency response, 

resource management and stolen vehicle recovery (Bajaj et al, 2002). It was 

considered prudent to review this work within the context of this research. This 

chapter aims to explore these by researching into the different tracking and 

location technologies that allow the user or device to navigate, recover lost 

property, provide services or manage supply chain and manufacturing systems. 

 

3.1 Vehicle Applications   

 

Before the turn of the century, motor industry experts estimated that 800 million 

vehicles would be registered worldwide by 2005 (Powers, Nicastri, 2000).  Their 

expertise and research has also shown that major future components in 

vehicles would be GPS and multiple sensors in order to enable the vehicles to 
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become safer and smarter (Powers, Nicastri, 2000).  With this foresight and 

research, modern day applications for tracking and location of vehicles have 

developed, however the underlying research into GPS systems for vehicle 

navigation has been reinforced by early research by Hunter et al (1990) who 

showed that significant accuracy can be achieved using an in-vehicle differential 

GPS unit for navigation.  More recently, Duan and Wang (2013) successfully 

navigated a test vehicle equipped with differential GPS and an Inertial 

Navigation System (INS) accurately, proving that intelligent vehicle navigation 

and positioning is possible. 

 

Another application for vehicle location and navigation is to use vehicle tracking 

data to assess and predict traffic conditions.  This work by Brakatsoulas et al 

(2005) identifies the measurement errors of GPS and the sampling time of the 

measurement system as a source of measurement errors in their system.  This 

in part supports the research by Duan and Wang (2013) on their selection to 

integrate an Inertial Navigation System with a differential GPS system in order 

to improve accuracy. 

 

One of the most expected vehicle applications for tracking is stolen vehicle 

recovery.  Addressing vehicle crime is a large part of the Automotive industry 

and electronic immobilisers are a large part of vehicle security since their 

mechanical alternatives were relatively easy to bypass (Farrell et al, 2011).  

Early immobilisation systems were developed with a transponder inside the 

vehicle key (Khangura et al, 1993) whereas later immobilisation combined 

Remote Keyless Entry as legislation mandating some form of immobilisation 
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was introduced in Germany requiring all 1998 and later vehicles to comply in 

order to deter theft (Davis and DeLong, 1996).   

 

Modern day vehicle trackers can consist of a GPS device with a GSM device to 

relay the tracking information back to a centralised location.  This is supported 

by Maurya et al (2012) who describe the design of such a device and its uses 

as a stolen vehicle recovery aid and an anti-theft system.  This is 

complemented by Guha et al (2012) and their AutoWitness system which can 

track a vehicle once motion is sensed, by using Inertial Navigation and a 

GSM/GPRS modem to transmit data remotely.  The Inertial Navigation and 

Dead Reckoning of the AutoWitness system give it the advantage of being 

tolerant to GPS outages (Guha et al, 2012) however Inertial Navigation is 

subject to divergence due to error stack ups which can adversely affect the 

primary function of the AutoWitness device. 

 

Since its UK launch in 1993, the TRACKER system developed for locating 

stolen vehicles, has been an alternative to GPS based tracking systems.  The 

system works on the basis of a vehicle mounted transponder transmitting a 

tracking signal on a dedicated frequency.  Police cars equipped with a Police 

Tracking Computer can then receive the signal and proceed to recovering the 

vehicle (Wheatley, 1993).  The U.S.A variant of this system that first became 

available in 1986 (Wheatley, 1993) is known as LoJack and operates in the 

same manner as the TRACKER system available in the United Kingdom and 

are known to have deterrent effects regarding vehicle theft (Mitra et al, 2009).  

An alternative to the LoJack and the TRACKER system is proposed by Song et 
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al (2008) who have identified that the LoJack system has a high initial cost and 

high maintenance costs.  They have also identified that GPS systems are easy 

to defeat and therefore have proposed a sensor based network with nodes 

installed within vehicles and a base station in each parking area.  Neighbouring 

nodes are monitored with each node reporting a status periodically.  If the 

vehicle and its allocated node are removed without appropriate authentication, 

the neighbouring nodes will ensure that they report this to the base station 

(Song et al, 2008).  To track a vehicle, nodes are deployed on the roadside, this 

giving a tracking capability as well as theft detection capabilities (Song et al, 

2008).  This is a novel and different tracking approach to vehicle recovery. 

 

The proven effectiveness of the LoJack system was evaluated by Gonzalez-

Navarro (2007) where the outcome showed that vehicle thefts of a specific Ford 

vehicle fitted with LoJack fell by 50% in Mexico where as LoJack claim a 90% 

recovery rate which is typically within a few hours (Roberts, 2012).  However, 

the way in which LoJack is marketed to the public in different countries was 

determined as important by Gonzalez-Navarro (2007).  If the LoJack system is 

sold on known models then it is proven that thefts of these models are 

significantly reduced (Gonzalez-Navarro, 2007) thus showing the deterrent 

benefits of vehicle tracking. 

 

A study on vehicle antenna performance and reliability has been performed by 

Scogna and Wang (2008) with the location of the antenna in the rear wheel arch 

of the vehicle.  Their modelling revealed that the vehicleôs body also forms part 

of the antenna system as currents are excited in the body shell.  Wheatley 
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(1993) stated that the antenna placement within TRACKER and LoJack 

equipped vehicles is selected at random on the vehicle and can be in one of 30 

different locations.  Scogna and Wang (2008) through their modelling have 

shown good results with antennas fitted to vehicles. 

 

Vehicle security has an impact on insurance costs.  This is documented by 

Shaw and Pease (2010) who mention that the organisation that provides the 

basis for security rating which directly influences vehicle insurance premiums is 

the Thatcham organisation.  The test data provided by Thatcham is fed directly 

into vehicle manufacturers and there is a significant element of confidentiality 

when physically determining the security rating of vehicles (Shaw and Pease, 

2010).   

 

Abdullah (2011) has concluded that present vehicle alarm systems are no 

match to the well-equipped car thief and introduces a mobile controlled car 

security system which has the capability to remotely control any of the carôs 

security features and location is provided using GSM positioning.  In theory this 

system would enhance the security features of the vehicle; however there would 

be concerns around the safety of such systems in practice.  Within the 

automotive industry, such safety concerns are highlighted by the ISO26262 

standard on Road Vehicle Functional safety (ISO26262 Parts 1-9, 2011; 

ISO26262 Part 10, 2012) which aims to assess the potential hazards due to 

malfunction for automotive electrical and electronic devices (Kafka, 2012).  

Permitting control of the vehicleôs security systems such as the alarm, locking 

and potentially the vehicle immobiliser will be subject to an Automotive Safety 
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Integrity Level (ASIL) assessment under the ISO26262 standard which can 

hinder the potential introduction of the system proposed by Abdullah (2011) due 

to cost and development investment. 

 

Vehicle location and tracking can also assist in the event of road traffic 

collisions through detection and automatically contacting the emergency 

services.  Such an idealised system has been mentioned by Acharya et al 

(2008) who have said that such automated systems would provide a more rapid 

response over responses relying on human input.  Their work focusses on the 

research into design of a general purpose automatic emergency notification 

system for vehicles (Acharya et al, 2008).  Such systems exist that are 

integrated into vehicles and have been analysed by the work of Verma et al 

(2007) of the General Motors Corporation.  The system introduced by OnStar 

into General Motors vehicles incorporates Advanced Automatic Crash 

Notification (AACN) which automatically calls the OnStar centre when an airbag 

is deployed, a maximum detected rate of change of velocity exceeds safety 

criteria or if a roll-over of the vehicle is detected; the location of the vehicle is 

provided by a GPS receiver on-board the vehicle (Verma et al, 2007).  Such 

other OEM systems in existence that are GNSS based are provided by BMW 

and Mercedes Benz (Quddus et al, 2006).  Such systems as described above 

can be termed óMayday systemsô for their abilities to perform automatic 

notifications in the interests of safety (Zhao, 2002) but they also serve another 

purpose, which is the merging of telecommunications and information 

processing for use in vehicles (Ai et al, 2007).  This field of Telematics 

encompasses Navigation and services such as Yellow Pages listings as well as 
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potential for Automatic Crash Notifications described above (Ai et al, 2007).  

Hossain et al (2010) have broken down vehicle telematics into three 

applications.  The first application has been described above which is the safety 

aspect but building on this, Hossain et al infer further applications such as 

collision warnings in the event that there are multiple chain collisions ahead, 

road conditions such as slippery roads and the potential of approaching 

emergency vehicles.  The second application described is a Traffic Information 

System, which informs the driver of congestion and directs the driver to an 

alternative route with minimum delays (Hossain et al, 2010).  The third 

application described by Hossain et al is the comfort and entertainment 

application where the infotainment system can provide multimedia streaming, 

local information such as refuelling stations, rest stops and restaurants.  All 

these applications require the use of a location determining device or system 

and Hossain et al (2010) have mentioned that WiFi, WiMAX, 3G and satellite 

technologies are vital to support vehicle telematics. 

 

With everything that has been mentioned so far with regards to vehicle security 

and the associated location related elements, no mention has been made to the 

infrastructure surrounding these systems.  Modern vehicles are sophisticated 

with multiple electronics control modules networked together by various network 

communication systems and architectures (Wolf et al, 2004).  The networks, of 

which these control modules are connected to, can be accessed through the 

On-board diagnostics connection in the vehicle which was mandated by the 

United States government and has since become a standard interface into 

vehicle networks (Koscher et al, 2010).  These control modules can influence 
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vehicle systems such as the Anti-lock brakes, engine control and more safety 

critical systems such as Electric Power Assisted Steering and Dynamic Stability 

Control.  External access to the vehicle networks, the most popular being the 

Controller Area Network or CAN (ISO11898-1, 2003), is becoming more 

common as aftermarket devices such as audio equipment, Telematics and 

safety devices such as the research of Acharya et al (2008) with their general 

purpose automatic emergency notification system for vehicles and Abdullah 

(2011) with the researched device that would enhance vehicle security.  Such 

devices and the access to the vehicle networks can bring rise to errors and to 

malicious attempts to circumvent security and safety systems.  This is 

reinforced by the investigations of Koscher et al (2010) who demonstrate the 

ability to ignore driver input and control automotive functions.   Such 

vulnerabilities can lead to incorrect notification of vehicle location after a 

collision, navigation issues through a compromised infotainment system or even 

compromise vehicle safety. 

 

One of the other considerations relating to modern vehicles is the EMC aspects 

that can affect the vehicle but also the radio devices, which the Mayday 

systems and infotainment are reliant upon.  Borgeest (2012) has researched 

and documented interfering elements such as PWM converters and DC/DC 

converters which are commonly found on hybrid and electric vehicles, which 

can impact on devices that rely on radio frequency signals for their function.  

Such systems can be as simple as radio and television reception or interference 

could possibly affect the GPS reception this compromising the Mayday systems 

on vehicles.  The EMC of a modern vehicle is not well researched however 
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Borgeest (2012) has provided the ability to assess risks in order to be aware of 

the effects EMC may have on the function of the systems mentioned in this 

section. 

 

Mustafa et al (2006) have presented a system which can provide the 

identification of a vehicle and permit stolen vehicle recovery by forming an ad-

hoc network with police cars and other cars in the vicinity.  The proposals and 

prototype implementation by them is based on a short range wireless network 

and this short range factor means that for the stolen vehicle to be visible to 

another vehicle in the vicinity, it has to be within a minimum distance from the 

stolen vehicle.  Mustafa et al (2006) mention that GPS systems are expensive 

and therefore are cost restrictive but if a GPS receiver is also included within 

their prototype system, the approximate stolen vehicleôs location could be sent 

to the police vehicles if the identity of the stolen vehicle was reported to the 

police vehicle via another vehicle in the vicinity which was equipped with a 

location enabling device. 

 

Other more sophisticated location tracking techniques are those that utilise 

vision systems.  In 1985, Alvin, the Autonomous Land Vehicle, performed its 

first outing and in subsequent years its navigation capabilities were improved 

(Turk et al, 1988).  Some of the basic goals of an Autonomous Land Vehicle as 

described by Turk et al (1988) include road following, position estimation and 

obstacle detection.  Obstacle detection is important as it can also feed into the 

driver safety of modern vehicles as Sun et al (2006) describe in their review of 

On-Road vehicle detection.  Their review highlights that tracking is important for 
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high speed and low speed driving where vehicles are within close proximity to 

each other where the target is to alert drivers of the driving environment and 

potential collisions (Sun et al, 2006). 

 

The final vehicle application researched for this chapter is Automatic Number 

Plate Recognition (ANPR) technology.  Using neural networks, characters on a 

vehicleôs number plate are recognised (Tatale and Khare, 2011) and therefore 

this means that vehicles can be tracked by virtue of them being identified.  

There is documentation of its uses in Law Enforcement in the United States 

(Gordon and Wolf, 2007) and in India for traffic tracking (Kulkarni et al, 2009).  

ANPR in the United Kingdom has developed into a sophisticated network of 

over 3000 cameras linked to a database which can detect vehicle license plates 

and identify the vehicle at speeds of up to 100 miles per hour (Evans-Pughe, 

2006).  This vehicle tracking system can allow law enforcement officers to track 

down criminals and Evans-Pughe (2006) has indicated that this tracking system 

can help improve the efficiency of police operation as the number of arrests by 

ANPR officers is around 100 per year where the non-ANPR officers average 

around 30 arrests per year.  Such ANPR cameras are placed in gantryôs, on 

poles or are vehicle mounted (Evans-Pughe, 2006; Gordon and Wolf, 2007) and 

feed information directly into roadside officers to help track criminals and 

offenders. 
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3.2 Supply Chain and Manufacturing 

 

As of 2008, Martinez-Sala et al (2009) reported that the worldôs largest pallet 

and container leasing company had more than 285 million units.  Knowing the 

magnitudes involved, it is clear that Supply Chain would benefit from tracking 

and this is what is explored by this section.  A technology used for tracking in 

Supply Chain and Manufacturing is presented by Martinez-Sala et al (2009) 

who describe the introduction of RFID systems into the fresh fruit and vegetable 

supply chain as a revolutionary technology for capturing data.  They describe 

the legacy barcode system as error prone and the perception of RFID is that of 

a barcode substitute rather than a reliable value-added service.  This is 

supported by Michael and McCathie (2005) who identify the ultimate aim of 

RFID in Supply Chain Management as the capability for item-level tracking with 

the advantages of providing non-line-of sight scanning, reduced labour levels 

and improved inventory management.  The negatives as told by Michael and 

McCathie (2005) are that RFID is clouded by privacy issues, lacks 

standardisation, robustness, and is costly.   

 

A tracking technique researched by Holmström et al (2009) described as Item 

Centric Tracking is an approach that can be taken to improve Supply Chain 

Management.  The basic principle that they describe is to treat the tracked item 

as the entity with the location as a property of the item.  This method differs 

from the approach of location based control of an item with the advantage of the 

former being that the focus of control is on the item rather than control being on 

inventory and asset accounts in pre-defined locations (Holmström et al, 2009).  
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RFID tags are the technology of choice within this sector and they consist of an 

antenna and an Application Specific Integrated Circuit (ASIC).  RFID tags can 

be active or passive with the difference being powered or unpowered.  A 

passive tag is read by the means of a reader which transmits a modulated 

signal which is received by the tagôs antenna.  The voltage created by the tagôs 

antenna is used to power the ASIC which then responds by varying its input 

impedance and thus modulating the back-scattered signal (Rao et al, 2005).  

The advantages for RFID tags have been mentioned previously, however in 

detail, non line-of-sight scanning does have advantages over its predecessor, 

the barcode, as the orientation of the object is no longer a factor when scanning 

items which means that extensive human intervention or rigorously controlled 

environments are no longer required (Juels, 2006).  This also means that RFID 

works effectively in harsh environments where visibility is impaired, and 

response times are rapid; around 50 milliseconds, and passive tags can be read 

at distances of up to 6 feet away (Tuttle, 1997) although reliability at this 

distance is questionable.  

 

More recent advances in RFID systems can monitor temperature, light and 

humidity integrated into an RFID tag as demonstrated in the fresh fish logistic 

chain by Abad et al (2009).  This system can not only feed into the logistics of 

tracking because of its RFID capabilities, it can also monitor the condition of the 

merchandise without having to disturb it because of the non line-of-sight 

capabilities of RFID (Abad et al, 2009).  Another similar technique used in the 

supply of perishable foods to provide monitoring of refrigerated goods is 

discussed by Jedermann, Ruiz-Garcia and Lang (2009).  They describe the use 
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of this semi-passive RFID system as capable of ensuring the quality of these 

goods delivered to the customer as well as tracking their location, where the 

objectives of their study were to use this RFID system to locate weaknesses in 

the supply chain which too involves identifying and tracking where the goods 

are within the chain. 

 

Angeles (2005) describes 6 cases of RFID use within this environment with the 

most interesting case being the port of Singapore which has invested 

significantly in the installation of RFID transponders in the port shipyard to 

manage and track the location of thousands of cargo containers that are moving 

in and around the shipyard daily.  The use of RFID in this scenario is in 

agreement with the harsh environments that Tuttle (1997) has discussed, 

however the cost of tags in 2005 was quite high (Angeles, 2005) which subdues 

the enthusiasm of businesses to invest in this technology.  As with all 

technologies, maturation gives the opportunity for costs to reduce and CMOS 

technologies as studied and discussed by Glidden et al (2004) are helping the 

costs of RFID come down to the levels that will spark industryôs interest in 

greater numbers. 

 

Much like Supply Chain Management, Manufacturing can benefit from the 

intelligence of tracking product.  Brewer et al (1999) describe intelligence in 

manufacturing as the automatic gathering of information which improves the 

efficiency of the process.  This early work shows consideration of the benefits of 

intelligence in manufacturing with an eye on the use of GPS to assist this 

process as well as RFID technologies (Brewer et al, 1999) which are more 
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favoured by the Supply Chain and Manufacturing sectors as a means of locally 

tracking products rather than globally tracking the location of the product on 

demand. 

 

Min et al (2007) have identified High Frequency (HF) RFID tags as the most 

appropriate for use in manufacturing because of the read speeds and 

penetration of the Radio Frequency waves while Brusey and McFarlane (2009) 

mention the problem of keeping track of the identity and location of objects in 

their example of a complex assembly process.  They identify that a system that 

tracks an object must provide location, state and identity information on demand 

(Brusey and McFarlane, 2009).  Providing and utilising this information in a 

manufacturing process can certainly enhance the efficiency of the operation and 

influence the end quality of the product.  Wang et al (2007) describe the setup 

for line-side RFID readers with each object having a tag attached to be read by 

the reader in due course.  Using this configuration, it has been shown that 

objects in an assembly line can be tracked using RFID technology with a note 

made by Wang et al (2007) that the use of GPS and GPRS tracking 

technologies being not applicable in manufacturing which is in contrast to the 

early work of Brewer et al (1999).  

 

 

3.3 Aircraft Navigation 

 

The navigation of an aircraft requires the pilot to determine the location of the 

aircraft and adapt or correct the course of the aircraft from this data.  There are 
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many ways that are used to locate an aircraft in order to permit global 

navigation and this section serves to research these methods and their 

application to modern aircraft navigation. 

 

Star tracking has provided a way of navigating for many centuries however its 

flaws are simple and apparent as cloud, fog or rain can obstruct visibility of the 

sky (Getting, 1993).  To combat this, Inertial Navigation is the alternative 

(Getting, 1993); however as described in Chapter 2, Inertial Navigation suffers 

from divergence of which the divergence rate is directly related to the quality of 

the sensors (Koifman and Bar-Itzhack, 1999).  The sensors required for Inertial 

Navigation are explained in detail by King (1998) where he describes the 

requirement for three accelerometers and three integrating-type gyros mounted 

in a set of three gimbals.  The gyros, connected to servo motors keep the inner 

most gimbal in a constant orientation in space, thus providing the aircraft with 

an azimuth, pitch and roll (King, 1998).  The accelerometers provide the means 

of determining acceleration, velocity and finally, distance through integration 

(King, 1998).  Tan and Park (2005) challenge the need for gyroscopes in Inertial 

Navigation systems citing cost, size and accuracy as the main factors for gyro-

free Inertial Navigation.  Using six accelerometers in a cube configuration, they 

proved that gyro-free Inertial Navigation is possible; however it is also prone to 

divergence (Tan and Park, 2005).   

 

Interesting research by Allerton and Jia (2005) has provided a review on the 

design of Inertial Navigation systems in aircraft, focussing on fault tolerance in 

such systems.  They propose three redundancy strategies being hardware, 
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software and analytical redundancy to improve fault tolerance as a result of 

independent systems providing cooperation (Allerton and Jia, 2005).  

Divergence is a common problem seen in all research and it has been 

suggested early in the development of GPS that Inertial Navigation is combined 

with GPS in order to counter and correct this divergence (Cox, 1978).  

Unmanned aircraft have had assistance with their navigation through use of 

vision systems to correct Inertial Navigation errors (Wu et al, 2005) but the use 

of GPS to correct inertial errors is the recommended  approach recently by Tan 

and Park (2005) as well as King (1998) with the existence now of a fully 

developed and proven GPS constellation. 

 

GPS provides good navigation capabilities and this has been researched well in 

Chapter 2.  Its applications to aircraft navigation seem logical and early 

research by Wang et al (1996) suggests a GPS based architecture for 

navigation of unmanned GPS based aircraft.  There are issues with GPS based 

aircraft navigation that need to be understood and these are described by 

Ochieng et al (2003), who review the integrity of GPS and its impact on civil 

aviation safety.  Integrity, in this instance, is the level of trust that can be placed 

on the information provided by the GPS navigation system.  Several errors 

contributing to integrity concerns have been noted by Ochieng et al (2003) 

where a clock failure on a GPS satellite in 2001 caused range errors of 

thousands of meters, incorrect modelling of orbital parameters in 1993 caused a 

steadily increasing range error, and command uplink errors in 1995 caused a 6 

second loss of lock on a specific satellite.  Such events can impact the 

navigation of an aircraft that on approach or preparing to land and Walter et al 



 

Page 52 of 279 

        

(2008) show that by 2020, such events will be reduced due to improvements to 

the GPS constellation but also as a result of the introduction of other satellite 

navigation constellations from Europe, Russia or China.   

 

Correcting Inertial Navigation errors is useful to aircraft navigation.  Very early 

research has been performed to integrate legacy systems such as VHF 

Omnidirectional Range (VOR) and Distance Measuring Equipment (DME) as 

Bryson and Bobick (1973) show in their research.  The VOR and DME systems 

which operate at 108-118MHz and 962-1215MHz respectively (Hawthorne and 

Daugherty, 1965), were used extensively in the early days of aircraft navigation 

and VOR allowed the navigator to determine the aircraftôs bearing relative to a 

base station within 1.5° and DME permitted the navigator to determine the 

distance of the aircraft to the base station within 1000 feet of error (Bobick and 

Bryson, 1972).  These single beacon systems serve as an example of early 

systems that were used to determine location of aircraft but their resolution was 

limited, hence the work of Bryson and Bobick (1973) to integrate VOR and DME 

results into Inertial Navigation systems onboard aircraft.  

 

Other radio navigation systems which supported the location and navigation of 

aircraft before Inertial Navigation and GPS became dominant were the Tactical 

Air Navigation System (TACAN) (Garfield, 1958), Automatic Direction Finders 

(ADF) (Cleaver, 1947) and DECCA (Powell, 1958).  TACAN combined Distance 

measurement and bearing from a base station where early ADF systems used 

rotating antennas on-board aircraft to detect direction from a fixed and known 

base station that is transmitting an omni-directional beacon (Umpleby, 1946).    
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The DECCA system constantly compared the phase of signals received from 

separate base stations and comparing the phases against a hyperbolic curve to 

determine the intersection point of these signals and thus the location of the 

aircraft or ship is determined (Powell, 1958).  The DECCA system is one of the 

few early radio navigation systems that extended to marine navigation as well 

as aircraft navigation, however it was more used for ship navigation than aircraft 

with installations on 25,000 ships but only a few hundred aircraft (Powell, 1982). 

These old and well established navigation aids allowed aircraft navigators to 

determine their locations and navigate aircraft for over 30 years before Inertial 

Navigation started to become more widespread in the 1970ôs as mentioned by 

Bobick and Bryson (1973). 

 

White (1962) states that an aircraft can be navigated between two points using 

three parameters; heading, drift angle and ground speed.  Heading can be 

determined from flux compasses and Caruso (2000) describes a method of 

determining heading from solid state magnetic sensors and a tilt sensor to 

determine heading.  Caruso (2000) states that heading and attitude reference 

systems for commercial aircraft are very expensive and therefore this proposed 

heading and attitude reference system is more cost effective for small aircraft 

with compromises being the sensorôs sensitivity to position on the aircraft 

sensitivity to EMI and a 0.14° error in heading.   

With consideration of interference of radio signals for navigation, Bastide et al 

(2004) supported by Gao (2007) show how modern and future systems are now 

conflicting with the legacy navigation systems previously described.  GPS L5 

and Galileo E5 signals encroach on and have the capability to interfere with the 
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TACAN and DME legacy systems which are still in use today.  This is not the 

only issue with modern aircraft navigation as a more common concern is the 

constantly changing Electromagnetic environment that aircraft flight systems are 

exposed to (Ely, 2005) such as mobile phones and in flight communication 

services that are being introduced.  Wireless devices are now more common 

place and Carter (2012) states that the challenges to EMC engineers is to 

develop test procedures capable of handling modern avionics in this 

environment, which is not cost or time prohibitive as although Kuriger et al 

(2003) showed that CDMA, GSM and other mobile phone systems transmitting 

spuriously from the fuselage of an aircraft did not affect the instruments they 

tested, modern phones in 2014 have moved on and Kuriger et al (2003) place a 

caveat on their conclusion as limited to the avionics that they tested in their 

study. 

 

3.4 Localisation in Mining 

 

In this section we explore the tracking systems that are available to the mining 

industry, which is an established industry that has to deal with modern health 

and safety legislation and requirements.  Salvador et al (2011) mention 

statistics that show that workplaces such as construction sites and steel 

manufacturing are dangerous working environments due to among other 

factors, heavy machinery, high heat, explosive areas and fast moving 

environments.  This description fits with Hebblewhite (2009) although he 

describes mining as a constantly changing environment but the alarming 



 

Page 55 of 279 

        

numbers presented by Feng et al (2010) state that 130,000 people a year die 

from safety related accidents in China alone. 

 

Nutter (2007) discusses the need for a mine tracking system based on renewed 

interest as a result of an explosion at the Sago mine in 2006.  He states that 

mine tracking systems require each miner to carry an electronic device which 

along with the established infrastructure, will help to provide individual tracking 

in a mine.  Ke-fei et al (2009) present the different indoor tracking technologies 

available to the mining industry, describing Radio based systems, ultrasonic, 

infra-red and even inertial navigation systems; their focus being on an RFID and 

Inertial Navigation system.   In the United States, the Mine Safety and Health 

Administration (MSHA) have recently established guidelines for the resolution of 

which miners should be tracked to (MSHA, 2011).  Sunderman and Waynert 

(2012) have mentioned these resolutions as within 61 meters in working 

sections and to within 610 meters in escapeways and, with these guidelines, it 

is possible to evaluate technologies that can meet these criteria. 

 

Kennedy and Foster (2006) have researched into the propagation 

characteristics and performance of wireless networks with mesh capabilities in 

order to increase mine safety by designing a communications network that is 

rapidly deployable, flexible and scalable for use in mines.  Their research has 

done so with a platform based on the 2.4GHz IEEE 802.15.4 (IEEE 802.15.4, 

2011) standard, which is the standard for wireless personal area networks, 
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including ZigBee technology.  The use of ZigBee to locate miners is proposed 

by Huang et al (2010) and is supported by Li-min et al (2008), Yang and Huang 

(2007) and Wei and Li-Li (2009) show the many advantages of mesh 

networking for use within mines.  Huang et al (2010) propose a tracking system 

that utilises an Ethernet backbone for data transmission to the surface and 

several ZigBee sub networks inside the mine tunnels for localisation.  It is 

proposed that each miner wears a helmet with a ZigBee enabled sensor device 

and the individual miner is located periodically by position calculation based on 

a received signal strength (RSSI) algorithm; the information is then sent to the 

surface over the Ethernet network (Huang et al, 2010).  The use of ZigBee 

enabled helmets is supported by Qiang et al (2009) who present a solution for a 

ZigBee based helmet for use in wireless positioning mine systems which 

incorporates humidity, temperature and gas sensors into the helmet.  The 

advantages of monitoring sensors wirelessly are detailed by Wang et al (2007), 

where localisation of miners and ease of deployment are among the main 

factors for easy deployment of the wireless sensor network.  They too introduce 

a mesh network based system for use in mining. 

 

Hind (1994) describes the use of RFID systems used in mining to detect the 

presence of personnel on conveyor systems that are not designed for 

transportation of personnel.  The concerns with deployment of RFID systems in 

the hazardous environment of a mine is detailed by Hind (1994), stating that the 

lack of certified reading equipment impacted the widespread deployment of 

RFID in the early days of mining.  Tian and Zhu (2011) present a modern 
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implementation of an RFID positioning system for use in mining that would work 

well with existing mine communications systems.  The principle of their 

implementation is a distribution of readers throughout the mine with tags 

attached to the subject to be tracked.  Upon reading of the tag, a surface 

located computer with management software will provide the tracking 

capabilities for the subjects.  An alternative approach to RFID tracking is 

presented by Ni et al (2011) who show that a distribution of reference tags with 

known locations deployed in the field will provide a reference point.  When 

tracking tags are present, the RFID reader picks up the reference tags in the 

vicinity of the reader as well as the tracking tags.  With the system presented by 

Ni et al (2011), analysis of the received signal strength allows post processing 

to determine where the tracking tag is in relation to the reference tag and hence 

the location of the tracking tag can be determined with good accuracy and fewer 

RFID readers than in the system that Tian and Zhu (2011) presented.   

 

The principles and the technology presented by Tian and Zhu (2011) and Ni et 

al (2011) can be considered effective; however more modern systems such as 

the ZigBee systems discussed by many other industry experts such as Huang 

et al (2010) have the capability of providing more benefits to the mining 

industries such as sensor monitoring and the advantages of mesh networking.   

Mishra et al (2012) have suggested that the lack of emergence of RFID systems 

in mines is due to the restrictions placed on systems that are certified for use in 

the mining industry.  Mishra et al (2012) present a new technology, RuBee 

(IEEE Std 1902.1-2009), which they believe to be beneficial for use in the 
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mining industry.  The capabilities of RuBee as described by Mishra et al (2012) 

suggest that the low frequencies used can ensure that personnel and 

equipment within mines can be detected through rock and even steel as the 

magnetic properties of the signal can be enhanced and environmental detuning 

can be compensated for.  The advantages of RuBee such as the capability to 

read through metal, rocks and liquids, long battery life and large read ranges 

(Mishra et al, 2012) mean that RuBee has a future use in the mining industry. 

 

 

3.5 People Tracking and Personal Location 

 

RFID is a popular technology in many tracking applications and this is clear 

from earlier tracking applications in this chapter.  This popularity continues into 

a different section of tracking as Sangwan et al (2005) present the potential to 

track patients and their charts in a medical environment with the target of 

improving efficiency and avoiding errors.  The further advantages for such a 

system is real time data which is beneficial to doctors and nursing staff for the 

correct administration of medication (Sangwan et al, 2005) as well as 

applications for tracking usage of medical equipment and outpatient compliance 

with treatment plans after discharge (Wicks et al, 2006). 

 

Other technologies used in people location systems such as presented by 

Gaukel (2000), utilise GPS and a mobile phone to provide location.  Such 

systems can be used to track prison inmates but, as with all GPS systems that 
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have been discussed in some detail, the ability to track indoors is not a strength 

of a GPS based system.  Alternative systems can be radio based such as that 

described by Richards et al (2002), who describe a pulse radio based system, 

which alarms when an inmate moves out of a specified area.   

 

Koshima and Hoshen (2000) discuss six technologies that a personal location 

system can use.  They involve the use of GPS and radio based technologies 

that implement fingerprinting, signal direction, Time Difference of Arrival (TDOA) 

and the use of signal strength information.  These technologies have in several 

forms been described in this chapter and in Chapter 2, but it is their exploitation 

in personal location that is of interest here.   Early research into personal 

location, such as presented by Hewat and Cheek (1993), describe the benefits 

of GPS tracking for use in lone worker systems.  Lone worker systems can help 

to reduce staffing levels by decreasing the number of workers whilst still 

maintaining the safety standards required by law.  Brennan (2010) provides an 

insight into the hazards of lone workers with a worst possible example given of 

the death of a health support worker in 2006.  Needless to say, such events are 

a threat to carer and nursing staff and the use of lone worker systems exist 

within the NHS as indicated in a case study by Curran and Pluta (2008).   

 

A final consideration for Personal Location is presented by Michael et al., (2006) 

in their paper on the ethics of human centric tracking.  They raise many 

questions relating to the accuracy of tracking data, consent for tracking rented 

vehicles and more interestingly, the ethics of use of tracking data by the Police 

in the event of suspected illegal activity.  Several cases in the United States 
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have seen the placement of tracking devices on vehicles and defended such 

activities in court, while there are services available for parents to track their 

children and employers to monitor their employees.  The ethical discussions on 

the use of the data and accuracy of it continue and are much debated (Michael 

et al.,2006).   

 

3.6 Robot Tracking 

 

Robots are the ultimate indication of human technological progress with the 

drive towards replicating human activities.  There are many applications for 

robots in society today but some of the best and most common applications are 

mentioned by Leow and Shang (2010) in their paper on Mobile Robot Tracking.  

Applications such as search and rescue and military surveillance are among 

those mentioned by Leow and Shang (2010); however their description of the 

tracking problem is simple in that it requires accurate location of the moving  

target.  Early robot navigation has seen the use of rotating laser scanners with 

barcodes at known locations and retro-reflective strips in combination with 

ceiling lights that act as beacons detected by infrared and vision systems 

(Leonard and Durrant-White, 1991).  Leonard and Durrant-Whiteôs work on 

Robot Localization mostly focussed on the use of Sonar for location 

determination while Kuang and Morris (1999) present the use of Ultrasonic 

Doppler as a better alternative to Time of Flight Ultrasonic systems.  Their 

research demonstrates the advantages of Doppler over Time of Flight as an 
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improvement over sample resolution, accuracy and tracking speed (Kuang and 

Morris, 1999).   

 

Recently, robots have been navigating outdoors in unknown environments with 

the use of vision systems as presented by Ravari et al (2009).  Much research 

has been performed in this field and, using a fuzzy logic system, Ravari et al 

(2009) have been able to direct a robot towards safe areas using their algorithm 

for outdoor robot navigation.   Similarly, other visual navigation systems as 

researched by Meng and Kak (1993) and Tangruamsub et al (2009) use neural 

networks to interpret visual information and assist in the visual navigation of 

robots.  The advantage of vision based systems is the ability to process an 

image rather than sensor data, which is likely to have accumulated noise.  An 

example of this would be an odometer reading that is sensitive to the path 

surface and the distance travelled (Tangruamsub et al, 2009).  As such, vision 

systems can give advantages in this aspect.   

 

Another vision based tracking system with a different perspective is presented 

by Kobilarov et al (2006) and similarly by Dai et al (2008).  This research uses 

cameras and laser direction finders in an effort to track humans.  Kobilarov et al 

(2006) present two methods; the first being a camera based system, which was 

only proven to perform well in controlled environments; however their second 

and most researched method used a laser scanner to detect the presence of 

humans and the camera is used in conjunction with the laser scanner. Dai et al 

(2008) also use a laser range finder in conjunction with a camera and the 

person is identified by correlating a target person model against the images 
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captured by the board camera, while the laser range finder detects the 

presence of people in order to work in conjunction with the camera.  With this 

human tracking aspect, Aggarwal and Cai (1997) present early work performed 

with vision systems to track human motion.  This work, although not entirely 

location related, presents efforts to track the motion of a human with interests in 

surveillance, athletic performance and man-machine interfaces.  In their work, 

they describe strategies which follow a general framework for feature extraction, 

feature matching and further processing and with this framework, they describe 

two separate methodologies; a priori based shape model and a model based 

system, both which fit with this framework. 

 

The lighter side of robotics is presented by Thrun et al (1999) who present 

Minerva; a robotic tour guide, which was deployed in a Smithsonian museum 

with the aim of entertaining and educating visitors.  The environment that 

Minerva operated within is a very dynamic and fast changing environment and 

therefore multiple sensors were incorporated on the robot.  Laser range finders, 

sonar and cameras were all used on Minerva, with the cameras and lasers used 

to provide localisation as well.  Intelligently, Minerva used ceiling mosaics 

detected by the on board ceiling cameras to provide localisation and when 

cross referenced against the on board maps, location estimation was possible 

(Thrun et al, 1999).  On a similar theme, Helpmate is presented by Engelberger 

(1993) as a robotic healthcare assistant to provide transportation services and 

couriering of items such as medical records within the hospital environment.  

Within this very early work, Helpmate navigated by using a combination of dead 
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reckoning, ultrasound for obstacle detection, vision systems based on cameras 

and infrared sensors detecting passive strips on the ceilings.    

 

In 2002, the DARPA Grand Challenge was announced which required entrants 

to have a land vehicle capable of navigating autonomously from Los Angeles to 

Las Vegas without human input beyond the start of the race (Behringer et al, 

2004).  The teams were provided with waypoints before the race which were 

entered into the entrantôs navigation computers and following that, no human 

input was allowed.  The main stipulation for the DARPA Grand Challenge was 

that no technologies developed with United States Government funding were 

allowed to be used (Behringer et al, 2005).  

 

The RASCAL vehicle presented by Behringer et al (2004) for the 2004 and 

2005 DARPA Grand Challenge incorporated the use of laser sensors to detect 

obstacles as well as vision systems for this purpose as well as lane limitations 

for the vehicle (Behringer et al, 2005).  For localisation and position estimation, 

GPS and inertial navigation were used to navigate the vehicle between 

waypoints (Behringer et al, 2004).  Other entrants support the RASCAL 

vehicleôs navigation architecture in the use of vision and laser based navigation 

systems such as Redmill et al (2006) and Broggi et al (2006), which is different 

to the approach taken by Bacha et al (2004), where their architecture had the 

capabilities to use laser, radar and vision based systems but, in their 2004 

DARPA attempt, the vehicle was only operated with laser range finders.  The 

variation in navigation approach to this challenge is impressive as in 2005, the 

first winner of the DARPA Grand Challenge was a robot called óStanleyô from 
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Stanford University (Thrun, 2006) whose achievements saw the 132 mile off 

road autonomous challenge achieve a winning place with an average speed of 

19.2 miles per hour (Hoffmann et al, 2007) to win the 2 million dollar DARPA 

Grand Challenge first prize as evidence of the achievements in robot 

navigation. 
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4. Wi-Fi as a tracking technology 

 

The concept of indoor tracking has been introduced and how it may be 

beneficial to the robust tracking solution sought by the CIT industry.  Chapter 2 

introduces and evaluates the different technologies available to build a tracking 

system for the CIT industry but it intentionally does not describe one particular 

radio technology, which this author believes can provide a promising solution to 

the challenges of a CIT tracking system. 

 

This aforementioned radio based technology uses the widespread availability of 

IEEE 802.11 radio systems, better known as Wi-Fi.  Wi-Fi mainly utilises the 

2.4GHz ISM band but variants of the 802.11 standards, in particular the 

802.11a standard, uses the 5GHz frequency band. 802.11b & g use the 

established and popular 2.4GHz band where 802.11n has the capability of 

using both 2.4GHz and 5GHz (IEEE 802.11-2007 Amendments 1, 2 & 4). 

 

Wi-Fi is a popular domestic communication technology and Zandbergen (2009) 

describes it as a now popular technology for positioning. This chapter will 

discuss the many advantages that Wi-Fi positioning has to offer and how it can 

fit in to the CIT industry. 
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4.1 Localisation Using Wi-Fi 

 

The use of proprietary solutions to implement indoor tracking systems has 

previously been discussed.  This extends to the use of proprietary Wi-Fi 

systems to provide location information either indoors or outdoors.  Pandey and 

Agrawal (2006) stipulate that measurement of distance dependent parameters 

of a radio link should be measured to determine the distance from the 

transmitter.  These parameters are Signal Strength, Time of Arrival and 

Connectivity (Pandey and Agrawal, 2006).  Time of Arrival (ToA), which has 

already been discussed in Chapter 2, adds significant cost to the hardware 

(Pandey and Agrawal, 2006).  Using the ToA method within CIT serves as an 

example where it cannot be used in a Wi-Fi based system due to costs and the 

associated hardware complexity.    

 

Turner et al (2011) utilise received signal strength and trilateration to estimate 

location of a client based on the known location of 4 Wi-Fi access points in their 

experimental setup.  This use of proprietary access points is very popular in 

research (Turner et al, 2011), Serrano, Canas, Matell´an, and Rodero (2004)) 

but it relies heavily on knowing the location of the transmitting stations. This 

particular issue is what makes proprietary Wi-Fi access points desirable in 

terms of location accuracy but very undesirable when it comes to cost.   

 

Proprietary access points infer that there is control over the availability and use 

of the access points.  Control in the case of the CIT industry means upfront 

costs and maintenance of any proprietary networks.  Discussions with Nick 
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Tripp, Engineering Manager at Spinnaker International Ltd, stated that the use 

of proprietary networks would only be justified with an innovative tracking 

solution that can convince the CIT industry that it is a solution that can fulfil 

many of its tracking or security requirements. This in turn would then justify the 

development program and associated development and deployment costs.  

 

The alternative to proprietary access points is to use publically available Wi-Fi 

information.  Such information is available via the service announcement 

beacon transmitted from Wi-Fi access points (APôs).  Through their work in 

autonomous creation of radio maps using smart phones, Koo and Cha (2012) 

classify Wi-Fi positioning systems into two categories: RF Fingerprint-based 

and AP Position based.  The most accurate localisation method is to use RF 

fingerprinting which splits a signal map into grids.  Each grid can then be cross 

referenced with a location and hence the location of a Wi-Fi enabled device can 

be determined based on the signal at the Wi-Fi receiver (Koo & Cha, 2012).  

The alternative to RF fingerprinting is AP based positioning.  Here, Koo & Cha 

(2012) mention that the advantages of this approach are that the look-up 

database required for AP based Wi-Fi positioning is smaller than the RF 

fingerprinting approach.  AP positioning as described by Koo & Cha (2012) uses 

the single and sometimes estimated location of a Wi-Fi access point to allow a 

Wi-Fi enabled device to determine its location from the pre-existing database.  

This method is however less accurate than the RF fingerprinting method 

described (Koo & Cha, 2012).  Such systems exist as commercial services and 

are discussed in 4.2, and the use of these commercial systems allows 
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positioning on a metropolitan scale using Wi-Fi as the technology as 

Zandbergen (2009) has demonstrated. 

 

4.2 Available Commercial Wi-Fi Positioning Services  

 

Zandbergen (2009) shows that here are four Wi-Fi positioning services 

available; these are from the following companies: Skyhook Wireless, 

PlaceEngine, WeFi and Navizon.  PlaceEngine services cover Japan 

(PlaceEngine Coverage Area, 2011), which serves little purpose for the UK CIT 

industry.   

 

All these systems maintain a database containing locations and Medium Access 

Control (MAC) addresses of each Wi-Fi access point at that location 

(Tippenhauer et al, 2009).  The MAC address of a Wi-Fi device is available from 

the Wi-Fi service beacon without having to establish a connection to the Access 

Point.  Storing MAC addresses and geographic locations is what provides 

services like Skyhook Wireless with the capability of providing a Metropolitan 

wide solution to positioning, using freely accessible Wi-Fi signals.  To access 

this database, a remote device equipped with a Wi-Fi transceiver listens for Wi-

Fi beacons and records the MAC addresses from these beacons.  The remote 

device then sends the MAC addresses to the Wi-Fi positioning service provider 

and is returned with position information if a valid MAC address matches one on 

the providerôs database. 
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Between all the companies mentioned by Zandbergen (2009) that provide Wi-Fi 

positioning services, Skyhook Wireless is the only company that maintains and 

populates their own database using a fleet of data collectors. Navizon state that 

they use crowdsourcing to populate their database (Navizon Features, 2012) 

which can be at a disadvantage to the solution provided by Skyhook Wirelessôs 

actively maintained database, as Navizonôs information can be sporadic due to 

its reliance on user contributions and the inevitable security implications 

associated with the reliability of the user contributions. 

 

The advantages of using a Wi-Fi location system are that indoor positioning can 

be implemented and evidence by Zandbergen (2009) shows that Skyhook boast 

an accuracy of 20m outdoors and indoors using their Wi-Fi system.  This cannot 

be verified in 2013 because Skyhook have revised their accuracy figures to 

reflect a combined AGPS, Wi-Fi and cell tower positioning service.  This is 

claimed to be accurate to within 10-20m 99.8% of the time (Skyhook Location 

Performance, 2013).  

 

Disadvantages of using Skyhookôs Wi-Fi positioning system are well 

documented by Tippenhauer et al (2009).  Tippenhauer et al (2009) proved that 

it is possible for an attacker to prevent localisation of the Wi-Fi device or to 

convince the device that it is at a location different to its actual location.  This 

was done by impersonating Wi-Fi access points and feeding the remote device 

a fake MAC address.  This MAC address would then be looked up by on 

Skyhookôs database and provide position information that is in conflict with the 

actual location of the remote device. 
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The system that is evaluated in section 4.3 below is Skyhookôs Wi-Fi Positioning 

System which has been in use by Appleôs iPhone since 2008 and provides one 

of three levels of location information for the iPhone (Zandbergen, 2009) and 

Apple products such as the iPod (Tippenhauer et al, 2009) and the iPad. As a 

result, Skyhookôs Wi-Fi positioning system is well established and proven 

commercially. 

 

4.3 Skyhook tracking evaluation  

 

Figures 4.1 and 4.2 show the results of a brief experiment that was performed 

to evaluate the Skyhook Wireless service.  Wi-Fi signals were scanned for and 

the MAC addresses were extracted from the Wi-Fi broadcast beacons.  This 

was performed at a fixed number of locations as shown by Figure 4.1 below.  

Some of the MAC addresses are shown on the plot and due to overlapping of 

the Wi-Fi signals because of the proximity of the physical scanned locations, 

some of the Wi-Fi beacons were observed in more than one of the physical 

locations.  
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Figure 4.1: Wi-Fi MAC addresses at multiple points of scan. 

 

The scanned MAC addresses were then fed into Skyhookôs database using a 

script. The script operated by modifying the MAC address of the computerôs 

wireless LAN card to the MAC addressô that were manually collected.  

Skyhookôs standard SDK then allowed the Skyhook database to return any 

corresponding location information associated with that MAC address.  The 

location information returned from Skyhookôs location database is shown in 

Figure 4.2.  The interrogated information shown by the blue markers is overlaid 

with the original scanned data shown by the red markers.  The interrogated 

locations plotted on the image are more than in Figure 4.1 for reasons 

explained previously. 

 

With reference to Figure 4.2, the MAC address ó001E2A1406A4ô circled was 

scanned in a location that differs to the Skyhook result.  The distance between 

the two locations is approximately 50m, which raises two questions; is the 
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location information from Skyhook correct and was fingerprinting used by 

Skyhook with this result?  The distance between the two locations would yield a 

very low RSSI if the transmitter was exactly where Skyhook indicates on its 

geolocation data.  It is suspected that in this instance, RSSI was not used to 

calculate this location and fingerprinting was not employed.  This is supported in 

some instances by investigations by Zandbergen (2009), where he has noted 

that some Wi-Fi positions appear ñsnappedò to the road, indicating the 

fingerprinting was not reliable in those instances. 

 

 

Skyhook retrieved location  Wi-Fi scanned location 

Figure 4.2: Wi-Fi positions overlaid with the scanned locations of the MAC 
addresses. 

 

The results of this brief experiment show that it is possible to use Wi-Fi as a 

method of geolocation and it has highlighted the risks associated with this 

practice, as we were able to spoof the MAC addresses of all the access points 
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that were collected.  We have also noted that the information retrieved from 

Skyhookôs database may not always utilise advanced techniques such as 

fingerprinting to determine the location stored in Skyhookôs database.   
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4.4 Spoofing and methods of countering 

 

It is beyond the scope of this thesis to investigate the different methods of 

spoofing a Wi-Fi access point, but Tippenhauer et al (2009) have demonstrated 

various methods of impersonating a Wi-Fi access point.  This has a direct effect 

on the reliability of information from the Skyhook location service.  The Skyhook 

location service is reliant on reliable database information and no malicious 

attacks such as spoofing or jamming.  This makes a Wi-Fi tracking system for 

CIT very vulnerable to a Wi-Fi attack which impacts the reliability and accuracy 

of the tracking solution.  As a result, methods of overcoming these weaknesses 

must be considered and are discussed below. 

 

The first way to decrease the vulnerability of any Wi-Fi access points used by a 

Wi-Fi tracking system designed for CIT is to use the existing encryption of 

802.11 systems such as WEP or WPA2.  The use of 802.11 encryption ensures 

a proprietary access point which means that authentication will also need to 

take place.  This means there will be an increased time to first fix with these 

proprietary access points and all the disadvantages of proprietary access points 

previously discussed.  Proprietary access points also guarantee that coverage 

will no longer be widespread enough to provide a good tracking system and 

Skyhook location services cannot be used. 

 

Another way of decreasing the vulnerability is to run a parallel system to Wi-Fi 

positioning.  By using commercially available Wi-Fi positioning services such as 

those provided by Skyhook Wireless, a parallel system such as GSM 



 

Page 75 of 279 

        

positioning can be used to provide a degree of confidence in the location 

returned by the Wi-Fi positioning system.  For example, if a returned Wi-Fi 

position is more than 400m from the base station which is serving the tracker, 

then the Wi-Fi location is likely to be unreliable.   

 

Other parallel systems, such as GPS based systems, can be used in more 

intelligent ways. For example, if the last fix was 60 seconds old and the latest 

Wi-Fi position was within a nominal distance from the last fix, the Wi-Fi location 

data can be considered valid.  Using these parallel systems, a scoring system 

for degrees of confidence can be implemented.  The factors affecting the 

confidence score are time of the last GPS fix and the distance from the serving 

base station.  This means that the Wi-Fi location can be fed to the individual 

tracking the CIT box accompanied by a degree of confidence factor calculated 

using the above methods. 

 

  



 

Page 76 of 279 

        

5. 2.4GHz Wi-Fi Signal Characteristic Research 

 

With Chapter 4 investigating the use of 2.4GHz Wi-Fi as a tracking technology, 

this chapter investigates characteristics of the 2.4GHz radio spectrum using the 

2.4GHz Wi-Fi technology as its base.  The purpose is to investigate the limits of 

2.4GHz signals to help determine how robust a Wi-Fi tracking solution could be 

for the CIT industry. The presented research investigates and starts to present 

the CIT box into the research on: 

 

¶ The physical effects of the 2.4GHz Wi-Fi signals within an indoor 

environment. 

¶ The physical effects of the 2.4GHz Wi-Fi signals in an outdoor 

environment. 

¶ The effects of 2.4GHz constant wave interference on the Wi-Fi signals. 

¶ The effects of different materials on the performance of 2.4GHz Wi-Fi 

signals. 

¶ The effects of vehicle types on the received signal strength of 2.4GHz 

Wi-Fi signals.   

¶ The feasibility and effects of receiving 2.4GHz Wi-Fi signals from within 

a moving vehicle. 
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5.1. Evaluation Methods & Experimental Setups 

 

The testing methods described below utilise a commercially available 2.4GHz 

802.11b/g wireless access point as the transmitting source with a combination 

of 3 different antennas attached to the transmitter in some tests.  When 

evaluating 2.4GHz interference, two different devices were used to generate the 

interfering signals. 

 

5.1.1. Indoor Signal Characteristic Evaluation 

 

The objective of this research is to evaluate the performance characteristics of 

Wi-Fi in an indoor scenario, which will assess the indoor broadcast range of the 

signal and the effect of obstacles on Received Signal Strength (RSS).  To 

investigate the performance of 2.4GHz Wi-Fi in an indoor environment, a typical 

mezzanine office was selected to perform this evaluation.  This environment 

was made up of desks, partitions and other smaller partitioned offices.   

 

A 2.4GHz Edimax branded access point was installed at one side of the office 

with three different antennas available for testing.  These antennas were: 
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A. Standard Antenna provided with the access point (AP) 

B. 8dBi Omni-Directional Antenna 

 

Figure 5.1: 8dBi Omni-Directional antenna propagation pattern 

 

C. 14dBi Directional Antenna 

 

 

Figure 5.2: 14dBi Directional antenna propagation pattern 

 

The purpose of these different antennas was to evaluate if different antenna 

gains affect the received signal strength in this indoor environment.  The 8dBi 

omni-directional antenna provides the capability of eliminating dead spots in the 
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signal, whilst providing an omni-directional radiation pattern.  The 14dBi 

directional antenna gives a different radiation pattern altogether by providing a 

high gain 60° beam width, which focusses the radiating power from the wireless 

access point. 

 

Using a laptop equipped with a Wi-Fi receiving USB dongle, 25 locations were 

sampled throughout the office environment.  Figure 5.3 below shows the layout 

of the office environment where the tests were performed. 

 

 

Figure 5.3: Office layout for indoor 2.4GHz Wi-Fi testing 
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5.1.2.  Outdoor Signal Characteristic Evaluation  

 

The objective of this research is to evaluate the performance characteristics of 

Wi-Fi in an outdoor scenario. There are two studies which detail the outdoor 

signal characterisation: 

 

A. Assessment of maximum broadcast range with a direct line of sight 

B. The effects of moving obstacles on received signal strength 

 

Study A evaluates signal strengths with different antennas and a direct line of 

site to establish an understanding of the signal attenuation through air and a 

maximum practical achievable reception radius.  The three different antennas 

used were the standard antenna provided with the access point, an 8dBi omni-

directional antenna and a 14dBi directional antenna.  These three antennas 

were the same ones used for evaluating the indoor characteristics and the 

propagation characteristics of the 8dBi and 14dBi antennas are shown above in 

Figures 5.1 and 5.2 of section 5.1.1. 

 

The research was achieved by installing a wireless access point in an outdoor 

location.  There were no obstacles placed within 15m of the access point. The 

received signal strength was measured in 10m increments for the three different 

antenna types up to a maximum distance from the antenna of 160m.  The setup 

is shown in Figure 5.4. 
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Figure 5.4: Study A outdoor setup 

 

Study B evaluates the effects of moving obstacles on received signal strength 

outdoors.  The objective is to assess how obstacles such as vehicles affect the 

transmitted signal as they pass in front of it. As with Study A, three different 

antennas were used to provide an assessment of how antenna directionality 

and gain affects the signal. The antennas used were those used in Study A; the 

standard antenna provided with the access point, an 8dBi omni-directional 

antenna and the 14dBi directional antenna.   

 

The research was performed by installing the access point outdoors with 

vehicles passing between the transmitter and the receiver.  The received signal 

strength was recorded for 20 minutes at 1 second intervals using a laptop 

equipped with a wireless dongle.  The samples were taken at peak afternoon 

traffic times with an approximation of 50-55 cars passing between the 

transmitter and the laptop over the 20 minutes.  The evaluation setup is shown 

in Figure 5.5. 
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Figure 5.5: Study B setup 

 

5.1.3.  2.4GHz Wi-Fi Interference Testing 

 

The objective of this research is to evaluate how other devices on the 2.4GHz 

frequency band affect the operation of Wi-Fi in that same frequency band.  This 

will provide an understanding as to how a tracking system using Wi-Fi might be 

affected by a commercially available device using the 2.4GHz frequency band. 

 

The technology used was a 2.4GHz wireless TV sender, which is representative 

of a 2.4GHz ISM band wireless CCTV camera or wireless TV sender.  To 

evaluate the effects of this device on Wi-Fi signals, two studies were performed.   

 

A. TV sender at a height to simulate a wireless CCTV camera 

B. TV sender on ground level by a window to simulate a home TV installation 
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