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Abstract 

The role of security and its antecedents in e-government adoption 

Nawaf Alharbi 

The use of e-government has increased in recent years, and many countries now use it to 

provide high quality services to their citizens. As user acceptance is crucial for the success of 

any IT project, a number of studies have investigated the user acceptance of e-government 

via the use of adoption models, such as the Unified Theory of Acceptance and Use of 

Technology (UTAUT) model. However, these models do not pay sufficient attention to 

security. The lack of security is one of the key issues associated with the adoption of e-

government. Thus, this study aims at investigating the role of security in the behaviour 

intention for using e-government services. In addition, this study seeks to determine the 

factors influencing end users‘ perceptions in e-government security. Therefore, in mind of 

achieving the aim, the research followed a mixed-methods approach, which divided the 

research into two phases. The first phase is a qualitative study aiming at exploring the factors 

influencing end users‘ perceptions in e-government security. The second phase is a 

quantitative study aiming at identifying the role of security and its antecedences in the 

behaviour intention for using e-government services. To achieve this goal, a research model 

was developed by integrating trust, security and privacy with the UTAUT2 and tested via 

Structural Equation Modelling (SEM). The findings show that user interface quality, security 

culture and cyber-security law positively affect security perception. These factors explain 

54% of security perception variance and strongly influence trust in e-government services. 

The findings also show that trust is ranked as the third most critical factor affecting behaviour 

intention after performance expectance and habit. The results make a significant contribution 

to academic research as this research is the first that investigated the factors that influence the 

security perception in e-government services. This will provide opportunities for further 

research to investigate further contributing factors and validate the security antecedences 

explored in this study. This research has practical implications regarding understanding the 

role of security in e-government adoption and the factors affecting end users‘ perceptions of 

e-government security. This will help the decision makers in government to increase users‘ 

trust in e-government by focusing more on these factors.  
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1. Introduction

1.1. Introduction 

This chapter provides an introduction of the research and begins by highlighting the research 

problem this research seeks to solve. Subsequently, the aim of this research is provided, in 

addition to the objectives followed to achieve the research aim. Two main research questions 

are provided in this chapter that have been derived from the research aim. This chapter also 

shows how this thesis was structured and organised. In addition, it provides a conclusion for 

each chapter in the thesis.  

1.2. Research Problem 

Many countries around the world have tried to use Information Communication Technology 

(ICT) to provide high-quality services for their citizens. As the use of the Internet has 

recently increased, citizens are becoming more familiar with e-commerce, and are expecting 

their government to provide high quality services similar to those that they receive from the 

famous companies. There are a number of advantages to be gained from adopting e-

government. For example, citizens are able to apply for government services from anywhere 

at anytime. In addition, its adoption decreases government expenditure due to the direct 

channel of communication between private and public sectors and other government entities 

resulting from combining a number of different agencies‘ systems into one individual web 

portal. Moreover, public expectations are increased through e-government, with a greater 

degree of transparency and services being more accessible to users, thereby establishing 

collaboration between the private and public sectors.  



INTRODUCTION 

2 

 

The implementation and provision of government services via the Internet is associated with 

several challenges, such as IT infrastructure, security issues associated with privacy and trust, 

availability, accessibility, computer literacy, management issues, website design and a lack of 

awareness. Several studies have been conducted to investigate these challenges. 

The government is responsible for providing a high level of IT infrastructure and for 

encouraging citizens to use its e-government services. It is also responsible for protecting 

citizens‘ privacy. Users will not use these services if privacy is not guaranteed (Sang et al., 

2009). However, even if the government meets all these requirements, any e-government 

project will not be successful if citizens do not accept it. Users‘ acceptance is a main pre-

condition for the success of any IT project (Alateyah et al., 2013). For this reason, several 

models have been developed in order to investigate the factors affecting the acceptance of 

technology. A lack of security is recognised as one of the critical factors affecting citizens 

using e-government services (Alateyah et al., 2012; Sang et al., 2009). Alshehri et al. (2012a) 

conducted an empirical study in Saudi Arabia on the barriers to e-government adoption, and 

the results indicate that lack of security is the second most important barrier. Therefore, more 

research is needed to understand how security concerns influence the adoption of e-

government and provide a theoretical and scientific investigation into its role in e-government 

adoption through the use of technology acceptance models. Previous technology acceptance 

models have not considered the role of security in e-government adoption. Thus, this study 

aims to investigate the role of security in e-government adoption by using an amended 

version of a recent acceptance model.  

In addition, as security is important in e-services, such as in e-commerce and e-government, 

several studies have been conducted in order to investigate the factors influencing end users‘ 

perception of e-services security. In e-commerce studies, Kamoun and Halaweh (2012) 
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investigated the impact of the user interface design on security perceptions. In addition, 

Halaweh (2012) investigated the factors influencing end users‘ perception of e-commerce 

security; however, there is a lack of research investigating the factors influencing end users‘ 

perception of e-government security, and as e-government  is situated in a different 

environment to e-commerce this results in a research gap. Thus, this research will investigate 

these factors and this will help both decision-makers in the government and researchers in e-

government to understand how end users evaluate e-government security.  

1.3. Aims and Objectives 

This study aims at investigating the role of security and its antecedences in the behaviour 

intention for using e-government services; thus, the research begins by investigating the 

factors influencing end users‘ perceptions in e-government security. Subsequently, the 

research investigates the role of security in e-government adoption. Accordingly, based on 

the research aim, the following objectives of the research are outlined as follows: 

1. Perform a literature review into the current state of the art in e-government adoption. 

2. Review the models and theories of technology acceptance that have been used to 

investigate the adoption of e-government services.  

3. Explore and investigate the security challenges that face end users in e-government 

adoption.  

4. Conduct focus group sessions with general end users and security experts to 

investigate the factors that influence end users‘ perception of e-government security.  

5. Develop the research model to investigate the role of security and its antecedents in e-

government adoption.  



INTRODUCTION 

4 

 

6. Evaluate the research model and test the research hypotheses by using Structural 

Equation Modelling (SEM). 

7. Discuss the findings from evaluating the research model and testing the research 

hypotheses in view of previous studies in this field.    

1.4. Research Questions 

As the aim of this study is investigating the role of security and its antecedences in 

behavioural intention for using e-government services, there are two main questions that this 

research seeks to answer. These questions are: 

1- What are the factors influencing end users‘ perceptions in e-government security? 

2- What is the role of security in e-government adoption? 

1.5. Thesis Structure 

This thesis has been divided into nine chapters in order to achieve the aim and objectives of 

this research and answer the research questions. These chapters are summarised as follows: 

 Chapter 2 provides general information pertaining to e-government and the research 

background. It begins by providing information about the fundamentals of e-

government; this includes providing the definition of e-government and explaining its 

types. The benefits of using e-government services and its stages are provided, as well 

as the e-government framework. E-government maturity models are provided and 

discussed. The challenges associated with e-government also are explained. As this 

study takes the e-government in Saudi Arabia as a case study, general information 

about Saudi Arabia and its e-government program will be provided; this information 

includes an overview of the YESSER program and the services it provides. The 
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relation between e-government and e-commerce will be discussed as both are e-

services, and most of the studies investigating the adoption of e-services have focused 

on e-commerce.  

 Chapter 3 provides the Literature Review for this research, as well as the theoretical 

background. There are two main sections. The first section focuses on the theories and

models of technology acceptance, and provides an overview on these models and

theories, whilst also discussing the limitations in these theories and models. At the

end of this section, the empirical studies investigating the adoption of e-government

are reviewed. In addition, studies applying the UTAUT and UTAUT2 are reviewed in

particular. The second section focuses on security in e-services. It starts by explaining

the security dimensions. Subsequently, studies investigating the security perceptions

in e-services are reviewed. In addition, studies seeking to investigate the factors

influencing end users‘ perceptions of e-services security also are reviewed.

 Chapter 4 provides a general overview on the research methodology. It begins by

explaining the research paradigms and describing the research approaches. This study

used a mixed-methods research approach that begins with the completion of a

qualitative phase followed by a quantitative phase. The methodology for each phase is

explained as well. The main data collection strategies in the research will be explained

in this chapter, which are Literature Review, interview, focus groups and

questionnaire. The justification for selecting the research paradigm and approach is

provided. Moreover, the target population and how the sample size was determined

also is described. At the end of the chapter, information related to the questionnaire

translation and ethical considerations is provided.

 Chapter 5 focuses on the security challenges in e-government adoption based on end

users‘ perceptions. An initial survey has been conducted to investigate the current
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security challenges, with a more in-depth understanding for the phenomena at the 

beginning of the research. This initial survey helped the researcher to get more 

information and feedback from end users as the targeted population in this study are 

the end users of e-government services. This chapter focuses on the initial survey and 

begins by clarifying the surveys conducted in the research and the aim for each one. 

The survey methodology used for designing the survey was explained and described. 

The data obtained from 189 participants were analysed, with the findings described 

and discussed at the end of this chapter. 

 Chapter 6 investigates the factors influencing end users‘ perceptions in e-government 

security. This is the first phase in the research that is a qualitative phase. The research 

adopts grounded theory for this phase. The analysis and procedures of this stage are 

detailed. The findings from the analysis stages determine the initial factors 

influencing end users‘ perceptions in e-government security.  

 Chapter 7 focuses on the second phase, which is the qualitative phase. This phase 

begins by developing the research model and hypotheses. The base research model in 

this research is UTAUT2. There are three main parts included in the research model: 

the first part is the constructs related to the factors influencing end users‘ perceptions 

in e-government security, which have been obtained from the qualitative phase; the 

second part includes constructs of trust, security and privacy; and the third part 

includes the UTAUT2 constructs. After describing how the research model and 

hypotheses were developed, this chapter shows the methodology and the data 

collection, which is a questionnaire. This describes how the questionnaire was design 

and distributed. It also provides geographical information concerning the 625 

participants who completed the questionnaire in full. The measurement items used in 
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the questionnaire to measure the research model constructs are provided at the end of 

the chapter, along with their sources. 

 Chapter 8 focuses on the model assessment. This starts with providing general 

information about Structural Equation Modelling (SEM), which is used in the model 

assessment stage. An overview regarding the analysis process is provided. There are

two main steps for the model assessment: the first step is the measurement model 

which was assessed by evaluating the reliability and validity of the model constructs;

the second step is structural model assessment which has been done by testing the

research hypotheses evaluating the model fit. The findings from analysing the

research model are discussed at the end of this chapter.

 Chapter 9 provide a conclusion for this study. This starts by providing a summary of

the research. Following, the answers to the two research questions are provided based

on the findings in this research. The final model is provided, which is based on the

accepted research hypotheses. Theoretical and practical contributions in research also

are provided. Finally, the limitations in the research are addressed, with

recommendations for future research provided.
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2. E-government and Research Background

2.1. Introduction 

This chapter will provide a general background on e-government, as well as general 

information pertaining to the case study considered in this research, which is that of e-

government in Saudi Arabia. The chapter begins by providing a definition of e-government 

and accordingly clarifying the various types and stakeholders of e-government. In addition, 

the benefits associated with using e-government services for the government, business, 

government employees and citizens will be highlighted. This chapter will also make mention 

to the models used to evaluate e-government maturity overall. Furthermore, an e-government 

framework, complete with its four layers, will be explained. Moreover, general e-government 

challenges, as mentioned in previous studies, will be discussed. This chapter then will 

provide general information relating to e-government in the specific context of Saudi Arabia, 

beginning with an overview of Saudi Arabia characteristics. Subsequently, general details 

surrounding the e-government programme in Saudi Arabia (YESSER), as well as its various 

current projects and services, will be considered. Moreover, the current state of e-government 

in the KSA will be mentioned based on the latest United Nations report. The chapter will 

emphasises and discuss the relation between e-government and e-commerce by explaining 

the differences between them. A conclusion will be provided at the end of the chapter. 

2.2. E-government Fundamentals 

2.2.1. Definitions 

When considering the term ‗electronic government‘, it is essential to be clear exactly how 

this concept is to be defined, especially in a work such as this. The term ‗electronic 
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government‘, commonly referred to as ‗e-government‘, is used widely in the literature; thus 

far, however, there is a lack of consensus as to its meaning. Importantly, the concept is 

relatively new and therefore is recognised as being in its infancy, having been first introduced 

in the 1990s, as noted by Caldow (1999). Since this time, however, it has become common to 

use the terms ‗e-government‘ and ‗e-Gov‘ (Faris, 2011).  

Importantly, when seeking to define this new term, it is stated by Halchen (2004) that e-

government is lacking a universally agreed upon definition. In this vein, it is further stated by 

Alsaif (2014) that a number of the literature defining e-government have done so from a 

narrow perspective of Internet-facilitated government implementations, with the concept 

considered by authors from a wider-angled lens, including with consideration to the 

application of ICT in the government surrounding process engineering and overall reform.  

When considering definition, it is recognised by Isaac (2007) that e-government may be 

considered the use of technology by the government, specifically in mind of web-based 

Internet applications, concerned with improving not only the provision of government 

services and data but also access to them amongst citizens, agencies, business partners, staff 

and other government organisations. 

As recognised by Hirst and Norton (1998), e-government may be defined in line with three 

individual categories: internal, external and relational. The first of this is seen to relate to the 

horizontal transactions completed by the government between the various government 

entities; the second concerns the vertical transactions between the government and users; 

whilst the last is centred on the way in which a government integrates both vertical and 

horizontal methods. 
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There are also additional definitions of e-government from different perspectives as shown in 

Table 2.1Error! Reference source not found.. 

Definition Reference 

E-government is the application of modern information and

communication technology which integrates management and
service technologies through networks.

(Zhiming, 
2009) 

E-government is an administration system in which government

offices fully use modern technologies, including information,
network and office automation technologies to handle official affairs
and provide public services for society.

(Liang, 2012) 

The application of ICT to improve, transform and redefine any form 

of resource and information exchange (transacting and contracting) 
between involved actors such as companies and governmental 

organisations and their customers, suppliers or other partners, by 
developing and maintaining dedicated inter-organisational systems, 
virtual organisational arrangements and (inter)national institutional 

arrangements. 

(Kurdi et al., 

2011) 

An institutional approach focuses on carrying out decisions related 
to service provisions. It uses information and communication 

technologies (ICTs) to transform the traditional public sector by 
making it accessible, transparent, effective and accountable. 

(Rahim and 

Athmay, 2013) 

The application of information and communications technology 

(ICT) to transform the efficiency, effectiveness, transparency and 
accountability of informational and transactional exchanges within 
government; between governments and government agencies at 

federal, municipal and local levels; and between citizens and 
businesses; also to empower citizens through access to and the use 

of information. 

(AlAwadhi and 

Morris, 2008) 

The intensive or generalised use of information technologies in 
government for the provision of public services, the improvement of 
managerial effectiveness, and the promotion of democratic values 

and mechanisms. 

(Gil-García 
and Pardo, 

2005) 

The use by government agencies of information and communication 
technologies (such as Wide Area Networks, the Internet, and mobile 

computing) that have the ability to transform relations with citizens, 
businesses, and other arms of government. These technologies can 
serve a variety of different ends: better delivery of government 

services to citizens, improved interactions with business and 
industry, citizen empowerment through access to information, or 

(Khan et al., 
2010) 
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more efficient government management. 

The use of ICT to promote more efficient and effective government 
that facilitates more accessible government services, allows greater 

public access to information, and makes government more 
accountable to citizens. 

(Qaisar and 

Ghufran, 2010) 

The use of technologies to improve access to and delivery of 
government services to citizens, businesses and employees. It 

presents the usage of Internet technologies both as a platform for 
information exchange, the provision of services, and for the 

transactions of citizens, businesses and other users. 

(Milovanovic 
et al., 2010) 

The initiatives of government agencies and departments to use ICT 
tools and applications, and Internet and mobile devices, to support 
good governance, strengthen existing relationships and build new 

partnerships within civil society. 

(Nikkhahan et 
a.l, 2009) 

The use of information and communication technologies (ICTs) in 
general and the utilisation of the Internet in particular to improve the 

efficiency, effectiveness, transparency, accountability and activities 
of a public sector organisation, with the goal of achieving better 

government.  

(Sang et al., 
2009) 

Table 2.1: Different definitions of e-government 

In consideration to the above, and also taking into account the fact that the current work falls 

under the external category through its emphasis on the behaviours of end users surrounding 

their intention to use e-government services, the decision is made to complete this work in 

line with the definition provided by Isaac (2007), as discussed above, where e-government is 

recognised as being concerned with the use of technology as demonstrated by the 

government, notably in regards web-based Internet applications, with the objective to 

improve the overall provision of its services and access to such.  

2.2.2. Types of E-government 

Various stakeholders are involved with e-government, whether organisations or individuals. 

Moreover, there is a well-recognised difference when considering whether they are parts of 

the government or external stakeholders. With this taken into consideration, e-government 
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may be broken down into four different main types. These four groupings as shown in Figure 

2.1 are G2B (government to business), G2C (government to citizen), G2E (government to 

employee) and G2G (government-to-government). 

 

Figure 2.1: Types of e-government 

2.2.2.1. Government-to-Citizen (G2C) 

It is held by Ndou (2004) that most government services may be referred to as G2C in nature, 

and are seen to have the key aim of providing not only citizens but also other parties with 

comprehensive electronic resources adequate to respond to the routine concerns held by 

individuals as well as the ability to handle government transactions. Through the application 

of e-government, it is seen that citizens and the government will communicate, thereby 

facilitating and supporting democracy, accountability and public sector improvements 

overall.  

There is a relationship centred on communication between government agencies and bodies, 

and their citizens (Huang and Bwoma, 2003). The intention is that e-government interactions 

between their associated bodies and stakeholders can be improved, with a greater degree of 

transparency and integrity ensured with citizens (Shahkooh et al., 2008). Accordingly, e-
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government could be pivotal in improving citizens‘ participation with the government and, 

thus, through greater efficiency and effectiveness in the provision of e-government services, 

can improve its overall democratic concept.  

When considering the main aim of G2C e-government services, it is stated by Pina, Torres 

and Royo (2010) that this approach is centred on facilitating citizen interactions with the 

government and serving citizens through ensuring public information is made more 

accessible whilst also decreasing the time and costs associated with the completion of 

transactions. When implementing G2C, it is noted that individuals can benefit from both 

convenient and instantaneous access to government-provided services and information from 

all locations and at all times, thereby ensuring online interactions are reliable and efficiency 

is improved, as highlighted by Monga (2008). Moreover, as well as facilitating these 

transactions, G2C initiatives are well positioned to overcome the various obstacles associated 

with location and time, allowing citizens to be connected with one another and other 

organisations that, ordinarily, may not have been possible. This ensures citizen involvement 

in the government is facilitated and increased (Alshehri, 2012). 

2.2.3. E-government Benefits 

A number of the benefits associated with e-government are also detailed by Almarabeh and 

AbuAli (2010) as follows: 

 Improved services through more in-depth understanding of user requirements, thereby 

seeking to achieve seamless online services. 

 Providing citizens with government services at all times.  

 Improves transparency, facilitates information-sharing and emphasises internal 

consistencies, thereby contributing to the reform of the government.  
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 Aids in the building of trust between governments and their citizens, which is 

fundamental to sound governance, through the adoption of Internet-based methods 

involving citizens in the policy process, highlighting government accountability and 

transparency. 

 Increases equality between citizens and decreases levels of corruption.  

 Provides all government services via online systems, enabling citizens to achieve 

access in any location.  

The various advantages associated with e-government systems are detailed by Alsaif (2014) 

as centred on decreasing corruption in administration whilst similarly increasing 

transparency, which has the potential to enhance government services‘ overall effectiveness 

and efficiency. The scholar goes on to state that enhanced government service delivery is 

regarded as being one of the most fundamental factors in enhancing public services 

performance. In this same vein, the view is posed by Nkwe (2012) that e-government has the 

potential to empower citizens in such a way that they can overcome the digital divide, 

decrease costs and similarly reduce intermediaries. As stated by Ndou (2004), through 

decreasing costs and human errors, and also by applying streamlining in regard to internal 

processes, there could be a notable improvement in efficiency. Moreover, service delivery 

quality could be improved in terms of content, accessibility and wasted time by transactions 

that are considered to be both fast and convenient.  

2.2.4. E-Government Maturity Models 

Several stages should be followed in order to build fully integrated e-government services. 

Thus, several models have been developed in mind of measuring the maturity of e-

government services. These models are discussed as follows.  
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 Layne and Lee‘s Model: This model, proposed by Layne and Lee (2001), details four 

different stages of e-government development. The first is the cataloguing stage, 

which means the website provides fundamental information. Such websites are 

intended to be static, and they enable users only to gain access to the website and 

download official forms. The second stage is the transactional stage, which focuses on 

transaction procedures, which users can undertake online. The third stage is the 

vertical integration stage, which focuses on the integration of government department 

systems and the transactions between these departments. The fourth stage, the 

horizontal integration stage, is centred on integrated services. This covers all levels 

and foundations that are provided for users.       

 Chandler and Emanuel‘s Model: This model, developed by Chandler and Emanuels 

(2002), also has four stages. The first, the information stage, is basic since it provides 

only one-way communication between the government and users by allowing users to 

access the website and obtain the information provided there. The second stage is the 

interaction stage, which is more complex than the previous stage, providing two-way 

communications, such as sending and receiving emails and searching the site. Thirdly, 

the transaction stage centres on transactions between the government and its users. 

Such transactions include making payments, applying for a service and submitting a 

request. The fourth stage, the integration stage, is the last in this model, and covers 

both vertical and horizontal integrated services. Throughout this stage, users can 

access the portal to access different services in one place.     

 Gartner‘s model: This model was developed by Baum C and Maio (2000) and also 

contains four stages. First, the web presence stage is a preliminary stage providing 

one-way communication. In this stage, the website only provides basic information to 
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users as the website is considered to be static. The second stage, the interaction stage, 

provides two-way communications between the government and the users. In this 

stage, users can send and receive emails, upload and download documents, and use 

the search engines. The third stage is the transaction stage. Here, users can apply for 

services and make payments through the website. The fourth and final stage, the 

transformation stage, focuses on integrating the services of all the government 

departments.     

 United Nations Model: This model was proposed by the United Nations (2001), and 

includes five stages. The first stage is the emerging web presence, which provides 

initial information with limited options for users. The second stage is enhanced web 

presence, which is more advanced than the previous stage since the information is 

updated frequently; it also provides additional services to users, such as search 

engines and site maps. The third stage is the interactive web presence, which is better 

developed than the former stage since users can interact with the services easily with 

more options and facilities. The fourth stage is the transactional web presence which 

allows users to apply to services and submit requests. Users also can make a payment 

as it offers two-way communications. The fifth stage is the networked web presence, 

which is the integration stage, where services and systems are integrated, thereby 

allowing users to gain access to and accordingly use the facilities with ease.  

 West‘s Model: This model, developed by West (2004), contains four stages. The first 

stage is the billboard, which allows users to access the website and obtain general 

published information. The second stage comprises the partial services delivery in 

which users have access to more facilities such as searching. The third stage is fully 

integrated service delivery, which simply is a government portal that integrates all 
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government services in one place. The fourth and last stage is the interactive 

democracy, which focuses on political transformation in online services.  

 Hiller and Blanger‘s Model: This model has five stages. This first is information 

dissemination, which is a basic stage allowing users to find static information on the 

website. The second is a two-way communication stage, where users can interact with 

the website by, for example, sending and receiving emails, applying for a service, and 

downloading official forms. The third stage deals with financial and service 

transactions, and allows users to make a payment through the government website; 

this means that advanced technologies are used. The fourth stage is a vertical and 

horizontal integration, meaning means all services and government systems are 

integrated. The fifth stage is political participation, which allows citizens to be 

involved in political activities, such as voting (Moon, 2000).      

 Moon‘s Model: This model, proposed by Moon (2002), is similar to that of Hiller and 

Blanger, since it has five stages. The only difference between them is that the first 

stage in Moon‘s model is named ‗one-way communication‘ (Moon, 2000). 

 Asia Pacific Model: The Asia Pacific model contains six stages, the first of which 

involves email and an internal network. This stage focuses on local processes and 

offers initial functions, such as email. The second is the accessibility stage, which 

allows local organisations and citizens to access the government website; it also 

manages the government‘s workflow. The third stage offers two-way communications 

and allows users to utilise Information Communication Technology with government 

departments. The fourth stage is the exchange of value stage, which enables citizens 

and internal organisations to conduct business with the government, whilst the fifth 
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stage, which focuses on digital democracy, encourages the democratic process such as 

voting and other political activities. The last stage is ‗joined-up government‘, which 

offers vertical and horizontal integration (Wescott, 2001).     

 Deloitte and Touche‘s Model: Deloitte and Touche's model (2001) has six stages. The 

first is information publishing. Here, the government provides a website that contains 

static general information for citizens; it offers only one-way communication. The 

second stage includes two-way transactions. This is a more developed stage where 

information can be transacted between the government and its citizens. The third 

stage is a multipurpose portal, which is a website that contains all the services 

provided by government departments in one place. The fourth stage is portal 

personalisation which allows users to customise the portal so that it is limited to their 

interests. The fifth stage is a clustering of common services, bringing together all 

government services to make the procedures easy for users to follow. The final stage 

is the integration and enterprise transaction stage, meaning that all services are 

integrated with advanced technologies to help make the services easily accessible to 

users. 

 Howard‘s Model: This model was proposed by Howard (2005) and contains three 

stages. The first stage is publishing, which simply provides basic information on the 

government website. The second stage is interactive and allows users to interact with 

the online services, such as using email and sending requests. The last stage is 

transacting, which allows users to make a payment through the government website.  

 World Bank Model: The World Bank model (2003) is similar to Howard‘s, and has 

three stages. The first stage is publishing, the initial stage, which provides important 
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information. The second stage is interactive, and allows users to interact with the 

government services by sending feedback forms and comments, whilst the final stage 

is transactions, which allows users to make a secure online payment. 

 Organisation for Economic Co-operation and Development (OECD): This model was 

developed for OECD countries in 2003 to ensure that a good quality service is 

provided by e-government for users and front and back offices in the government. The 

OECD identified five areas that the government could improve, which are: user-

focused e-government, multi-channel service delivery, identifying common business 

processes, the business case for e-government and e-government co-ordination. This 

model has four stages, which are: information, interaction, transaction and 

transformation (OECD, 2005).   

 Interoperability Maturity Model (IMM): This model is used in EU countries to 

evaluate the maturity of public services and has five maturity stages: Ad Hoc, 

opportunistic, essential, sustainable and seamless. The evaluation covers four areas 

which are: service consumption, service choreography, service delivery and service 

provisioning (European Commission, 2016).     

The summary of these models and their stages is shown in Table 2.2. 
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 Stage 1 Stage 2 Stage 3 Stage 4 Stage 5 Stage 6 

Layne 

and Lee 
cataloguing transactional 

vertical 

integration 

horizontal 

integration 
- - 

Chandler 

and 

Emanuel 

information interaction transaction integration -  - 

Gartner 
web 

presence 
interaction transaction 

transformati

on 
- - 

United 

Nation 

emerging 

presence 

enhanced 

presence 

transactional 

presence 

networked 

presence 
 - 

West billboard 

partial 

services 

delivery 

integrated 

service 

delivery 

political 

transformati

on 

- - 

Hiller 

and 

Blanger 

information 

disseminatio

n 

two way 

communicati

ons 

financial 

vertical and 

horizontal 

integration 

political 

participati

on 

- 

Moon 

one way 

communicat

ion 

two way 

communicati

ons 

financial 

vertical and 

horizontal 

integration 

political 

participati

on 

- 

Asia 

Pacific 

email and 

internal 

network 

accessibility 

two way 

communicati

ons 

exchange of 

value 

digital 

democrac

y 

joined up 

governm

ent 

Deloitte 

and 

Touche 

information 

publishing 

two way 

transactions 

multipurpose 

portal 

portal 

personalisati

on 

clustering 

of 

common 

services 

integratio

n and 

enterpris

e 

transacti

on 

Howard publishing interacting transacting - - - 

World 

Bank 
publishing interactivity transaction - - - 

OECD 

model 
information interaction transaction 

transformati

on 
- - 

Interoper

ability 

model 

Ad Hoc opportunistic essential sustainable seamless - 

Table 2.2: EGMMs and their stages 

Karokola (2009) evaluated these models based on the ten principles of ISO 17799 security 

standards (Table 2.3 has been removed due to Copyright restrictions. 

Table 2.3). The research critically analyses these models from a security point of view. A 

summary of the study is presented in Table 2.4. 



E-GOVERNMENT AND RESEARCH BACKGROUND 

21 

 

 

Table 2.3 has been removed due to Copyright restrictions. 

Table 2.3: ISO 17799 security standards: the ten principles (Karokola, 2009) 

 

 Advantages Disadvantages 

Layne and Lee -It covers technical issues  

-It does not include political changes  

-Very little consideration of non- technical 

security issues such as cultural, ethical and 

economic aspects 

Chandler and 

Emanuel 

-Technical issues are covered in the 

transaction stage 

-It does not include political change 

-It does not cover non-technical issues at all 

Gartner 
-It considers non-technical issues 

-It considers political changes  
-Only a few technical security issues are covered 

United Nation 
-Technical issues are covered in the 

transaction stage 

-It does not include political changes  

-It does not cover non-technical issues at all 

West 
-It considers some technical and non-

technical issues 

-It does not include political changes 

-It does not cover other technical and non-

technical issues 

Hiller and 

Blanger 
-It considers political changes  

-It only covers technical security issues in the 

financial transaction stage 

-It does not consider non-technical security issues 

Moon -It considers political changes  

-It only covers technical security issues in the 

financial transaction stage 

-It does not consider non-technical security issues 

Asia Pacific -It considers political changes  
-It only considers security issues in the value 

exchange stage 

Deloitte and 

Touche 

-It considers some technical and non-

technical issues 

-It does not include political changes very well 

-It does not cover other technical and non-

technical issues 

Howard 
-It considers some technical security 

issues 

-It does not include political changes  

-It does not cover both technical and non-security 

issues in all the stages 

World Bank 
-It considers some technical security 

issues 

-It does not include political changes  

-The security in general is lacking except in the 

transaction stage 

OECD model -It considers political changes  
-It does not cover both technical and non-security 

issues in all the stages 

Interoperability 

model 

-It considers some technical security 

issues 

-Very little consideration of non- technical 

security issues 

Table 2.4: Summary of reviews of EGMMs based on ISO 17799 
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The maturity models are used to evaluate e-government services in general. The majority of 

them were developed based on daily practice and experience. Thus, theoretical considerations 

were not a priority when these models were developed. In addition, most of them do not 

focus on the transition between the stages, as mentioned by Huijsman (2012). Several of 

these models, for example, Layne and Lee, Hiller and Blanger, Chandler and Emanuel, and 

West, only focus on two e-government types (G2C and G2B), while a few focus on G2G. As 

the main goal of these models is to evaluate e-government services in general, the dearth of 

consideration regarding security issues in these models may represent a concern.  Karokola et 

al. (2011) identified this issue and developed a novel e-government maturity model to fill the 

gap. This model considers both technical and non-technical security issues at each stage, thus 

ensuring that all security issues are covered at every stage.      

2.2.5. E-government Framework 

The e-government framework has four main layers as shown in Figure 2.2. The first layer is 

the access layer, which contains the channels utilised by users. These channels may be smart 

phones, the Internet, computers, kiosks, digital TVs and call centres. This layer also includes 

government users, such as citizens, businesses, employees and government departments. In 

addition, the access layer is the simplest level of the e-government architecture.  

The second layer is the e-government layer, which is connected directly to the access layer. 

When government users access e-government via a channel in the access layer, they are 

directed to the e-government portal, which is a single-sign website that has integrated the 

websites of government departments. This portal helps government users to utilise the 

government services of each department in one place. However, in some countries, the 

single-sign portal is still the first stage, meaning a portal is used for each government 
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department. In addition, a government without data centralisation will not be able to use a 

single-sign portal. 

The third layer is the e-business layer, which is connected to the e-government layer. This 

layer contains all ICT applications and tools. In addition, it also contains government data 

resources, such as databases and data warehouses.  

The final layer is the infrastructure layer, which includes the network infrastructure 

components, such as servers, LANs, the Internet, intranet and extranet. It also contains the 

foundation of government technologies. 

Figure 2.2 has been removed due to Copyright restrictions. 

Figure 2.2: Framework of e-government architecture (Ebrahim and Irani, 2005) 

 

2.2.6. E-government Challenges 

Several studies indicate the main challenges facing e-government  (Alateyah et al., 2012; 

Odat, 2012; Al-sobhi, 2011). Such challenges include IT infrastructure, security issues, such 

as privacy and trust, availability, accessibility, computer literacy, management issues, website 

design and a lack of awareness. 

2.2.6.1. IT Infrastructure: 

Information Technology infrastructure refers to technical components that are used in 

electronic services, such as hardware, software components and networks, which includes 

both LANs (Local Area Networks) and WANs (Wide Area Networks). The observed 

challenges are as discussed in the following paragraphs: 
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 Lack of hardware: Hardware components must be updated, with regular maintenance 

needing to be scheduled so as to make sure the hardware is working effectively. The 

cost of hardware can be an obstacle for some poor countries. Moreover, the low speed 

of the Internet network is another obstacle facing some countries. One of the main 

advantages of using e-government is that it saves users time; however, citizens will 

prefer traditional methods of saving time rather than applying online if the Internet 

speed is slow. Moreover, the Internet should be accessed easily, especially with 

mobiles, and significant coverage should be provided. This will help citizens to make 

applications with ease through their mobiles or smart devices.   

 Lack of software: Software and databases that are used in e-government should be 

designed to cover large amounts of data, to accept a huge number of access requests, 

and to deal with different types of document. A limited database will not be able to 

provide high-quality services. It has been observed that some e-government services 

come to a halt when users apply at the same time, such as when they are applying for 

scholarships, enquiring for final results and applying for services that are based on a 

first-come first-served basis. In addition, the software must be updated and the 

database must be backed up regularly.   

 Lack of system integration: The heads of department should work together as a team 

to avoid facing problems in the future; there must also be a clear plan for designing 

the systems. A lack of integration is one of the challenges facing e-government. 

Moreover, there should be strong communication systems so as to avoid delay in the 

services.    
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 Lack of data centralisation: Data centralisation plays an important role in efficiently 

delivering e-government services to citizens; it can also make integrating the systems 

of government departments easier. In addition, as long as citizens‘ data are saved in 

one place, each department will be able to use these data. Conversely, an absence of 

centralisation will lead each department to use its own database. In this case, citizens‘ 

data will be duplicated since their data will need to be provided for each department 

with which they are dealing. However, centralising data is subject to the political 

agenda of each country since, in some countries, this goes against human rights. 

Finally, however, the absence or complete lack of data centralisation will ultimately 

reduce the various benefits associated with the use of e-government.              

2.2.6.2. Security Issues: 

One of the main factors affecting the adoption of e-government is a lack of security  (Al-

Nuaimi et al., 2011; Berdykhanova and Dehghantanha, 2010). In addition, whilst security 

problems can be either technical or non-technical, the effect of non-technical issues has been 

observed more in developing countries (Rehman and Esichaikul, 2011; Karokola et al., 2013; 

Pokharel and Park, 2009). Security may be defined as the protection either of data or systems 

from unsanctioned intrusions or outflows. Security issues can be divided into four main 

categories, which are discussed below: 

 Information security: The definition of information security is ‗the subjective 

probability with which consumers believe that during information transit or storage 

their personal information will not be viewed, stored or manipulated by inappropriate 

parties, in a manner consistent with their confident expectations‘ (Chellappa and 

Pavlou, 2002). An information security strategy is based on confidentiality, integrity 
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and availability, which is referred to as the CIA security triangle (Syamsuddin and 

Hwang, 2010).  

 Perceived risk: Received risk is defined as the negative consequences a customer is 

worried about when he/she carries out an action, such as making a wrong payment 

decision (Alateyah et al., 2012). Belanger et al. (2002) indicate that users are more 

concerned with the perceived risk of e-services, especially when they apply for a 

service or share their information. In addition, users with limited ICT skills will be 

more concerned about the perceived risks.  

 Privacy: In e-government services, privacy is one of the most crucial concerns facing 

users (Syamsuddin and Hwang, 2010) who are sensitive about the recording of their 

personal information. This is likely to have a negative impact, which ultimately will 

affect their use of e-government services (Alateyah et al., 2012).   

 Trust: The best way of encouraging users‘ trust is to reduce the risks in e-government 

services. Many research studies have indicated the importance of trust for users in 

their acceptance of new technologies (Al-sobhi, 2011). When their trust is low, users 

will pay more attention, time and effort when using e-government services. Thus, 

increasing the levels of trust will allow users to employ e-government services more 

easily since it will reduce their level of anxiety during the process of carrying out such 

a procedure. There are two main types of trust, which are:  

o Trust of the Internet (TOI): Trust of the Internet plays an important role in e-

government as increasing trust in the Internet will lead to increases in the use 

of e-government. Users should feel that the Internet is a safe way of gaining 

access to government services. However, a lack of ICT skills and poor 
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computer literacy are pivotal in reducing the trust level of users, and they may 

not use e-government if they do not trust the Internet.  

o Trust of Government (TOG): In some countries, such as developing countries, 

there is a lack of trust in the government. Some governments have made 

efforts towards increasing the level of trust by using intermediaries as a third 

party to encourage their citizens to use e-government services.  

2.2.6.3. Availability: 

Availability is one of the main benefits associated with e-government since it means that 

services will be available 24/7. However, sometimes, services are unavailable or users cannot 

access them easily. Many factors could have an effect on the availability of services, such as 

an inability to accept a lot of requests at the same time; this can lead to services working very 

slowly or even stopping altogether. Also, services can be halted owing to several types of 

attack, such as Denial of Service (DoS). As a result, a lack of security will lead to a lack of 

availability.  

2.2.6.4. Accessibility: 

E-government must be designed so as to allow all users to access services easily, which 

means taking into consideration people with disabilities. Users must also be encouraged to 

use the e-government services, and multi channels must be provided so as to allow users to 

access them: for example, the Government of Qatar provides free Internet wireless to their 

citizens, which helps them to gain access to and accordingly use e-government with facility 

(Alzahrani and Goodwin, 2012).  

2.2.6.5. Lack of Awareness: 
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According to several studies, a lack of awareness is one of the barriers facing e-government. 

It has been shown that a lack of awareness plays an important role in accepting new 

technologies, meaning this inevitably influences potential users of e-government (Alawadhi 

and Morris, 2008). It is also considered to be one of the main factors that causes citizens to 

reject e-government in developing countries. Governments also are responsible for increasing 

their citizens‘ awareness by devising appropriate strategies and plans in this regard.   

2.2.6.6. ICT Skills: 

There are two types of skill that citizens commonly require: firstly, general skills in the use of 

computers, which is known as computer literacy; and secondly, information security skills, 

which are recognised as a necessity for anyone using e-government services.  

 Computer literacy: Computer literacy is the ability and knowledge that people need to 

use computers and new technologies. In his study, Odat (2012) indicates that there is a 

lack of IT skills amongst leaders, employees, citizens and disabled people. This is 

considered to be one of the main barriers facing the adoption of e-government.  

 Background in information security: Citizens who use e-government services should 

have at least a general background in information security. Increasing users‘ 

knowledge of information security will have an effect on their levels of confidence in 

their use of e-government services.    

2.2.6.7. Website Design: 

Suitable website design encourages citizens to use e-government services and certain 

important factors, such as usability, accessibility and perceived ease of use, need to be 

consider in the website design (Alateyah et al., 2012). Moreover, the website should contain 
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information and security instructions owing to the fact the citizens will not use e-government 

if security is not guaranteed.  

2.2.6.8. Culture: 

Culture plays a fundamental role in the adoption of e-government, with resistance to change 

recognised as one of the main cultural factors influencing any actions in this domain 

(Alshehri and Drew, 2010; Alzahrani and Goodwin, 2012). In addition, religion and the tribal 

system in some countries are significant factors in the adoption of e-government, as well as 

other cultural issues such as language and education. 

A great many challenges face the adoption of e-government. This research focuses on the 

challenges that are related to security threats but other challenges, such as financial and 

managerial issues, also influence its adoption. However, these are not discussed in this 

research as they do not have a strong effect from a security perspective. Table 2.5  

summarises the challenges facing the adoption of e-government.   

Challenges References 

IT infrastructure 
(Odat, 2012), Karokola et al. (2011), Ebrahim and Irani (2005), Alateyah et 

al. (2013) 

Security issues 
Al-azazi (2008), Alfawaz et al. (2007), Hadi and Muhaya (2011), Odat 

(2012), Alateyah et al. (2012), Zhang (2010) 

Availability Khan et al. (2010), Zulhuda and Ibrahim (2012), Smith and Jamieson (2005) 

Accessibility Odat (2012), Siddiqui and Singh (2012), Alotaibi (2012) 

Lack of awareness Liu (2010), Alateyah et al. (2013), Odat (2012) 

ICT skills Shareef (2012), Hwang et al. (2004), Odat (2012) 

Website design (Rehman and Esichaikul, 2011), (Al-sobhi, 2011) 

Culture (Alshehri and Drew, 2010), (Alzahrani and Goodwin, 2012), (Monga, 2008) 

Table 2.5: Summary of challenges facing e-government adoption 

2.3. Status of E-government adoption worldwide  
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The use of e-government services is increasing year after year. According to the United 

Nations e-government survey (UN, 2014), there is a huge difference between the percentage 

of citizens of developed and developing countries using e-government services. For example, 

more than 80% of citizens in the Nordic countries (Iceland, Denmark, Norway, Sweden and 

Finland) use e-government services. However, in developing countries, such as Chile, the 

percentage is much lower, less than 20%. In general, there is shortage in data that provides 

information regarding actual e-government usage in developing countries, as mentioned by 

the UN survey. However, the available data shows that only 11.3% of citizens in Egypt use e-

government services. One of the main reasons for poor e-government adoption in developing 

countries is the low degree of e-government services maturity in those countries. For 

example, e-government services maturity in Egypt is 54% based on the UN maturity model, 

as shown in the UN e-government survey (UN, 2014). As a result, many citizens in Egypt do 

not use e-government services since they are not able to meet their requirements. 

Maturity and acceptance are playing important role for making the e-government program 

succeed. Thus, e-government program for any country could be categorised into one of the 

following categories: 

- High maturity, high acceptance. 

- High maturity, low acceptance. 

- Low maturity, high acceptance. 

- Low maturity, low acceptance. 

The acceptance of e-government in developing countries is low as mentioned above. Thus, 

investigating the factors that influence the adoption of e-government in developing countries 
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will be more successful when the degree of e-government services maturity is high and the 

services are widely available. The UN e-government survey (UN, 2014) ranks Saudi Arabia 

as one of the top 20 countries in online service delivery. This makes Saudi Arabia a good 

case for investigating the factors that influence the adoption of e-government in developing 

countries. The following section will provide a general overview of the e-government 

program in Saudi Arabia.    

2.4. E-government in Saudi Arabia 

2.4.1. Characteristics of Saudi Arabia: An Overview 

The Kingdom of Saudi Arabia is the official name afforded to the country, although on an 

internal scale the country is most commonly referred to as Saudi Arabia. One of the key 

elements defining the KSA is the holy shrines, located at Makkah and Medina, and their 

overall importance as Islam‘s birthplace, which are known to contribute to the Muslim 

pilgrimage visits that equate to an approximate two million across the country every year, in 

addition to in times of prayer for Muslims globally. During such times, Muslims are known 

to turn towards the country‘s location five times daily, which is part of their tasks and 

activities for the Islamic faith.   

Nonetheless, the importance of the country as Islam‘s key core necessitates that the agencies 

associated with the government implement and maintain sufficient control and management 

over various areas, including health services, accommodation and transportation, keeping in 

the mind the need to fulfil the large number of visitors to the location each and every year. 

Such logistical considerations have created the foremost justification for the application of 

the e-government initiative, meaning that a number of different government departments are 
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well positioned to align their services throughout the times of pilgrimage, as noted by Alsaif 

(2014). 

In the KSA, the official language spoken is Arabic. Located in the Middle East, the KSA is 

known to have a total estimated population equating to around 30.8 million (STATS. 2016). 

The KSA‘s capital city is Al Riyadh, and in itself is known to have a population of 4 million. 

The country‘s economy is predominantly oil-based as a result of the KSA being home to the 

world‘s most significant oil ranks. There are a number of different elements that contribute to 

the characteristics of Saudi Arabian culture, including the tribal system and religion, amongst 

others.  

2.4.2. E-government Programme (YESSER) 

The KSA‘s government affords a great deal of emphasis and value to the change to the 

information society and its associated implementation of the various transactions associated 

with e-government and their individual concepts, all of which are known to provide the 

national economy with a multitude of advantageous. A number of governmental bodies are 

already implementing a vast number of projects for the application of e-government 

transactions.  

The YESSER project, where the name may be translated to mean ‗simplify‘, has become 

positioned as an initiative launched by the KSA with the objective to simplify the application 

of e-government schemes into the various departments of the government (Alsaif, 2014). The 

adoption of the programme was predominantly concerned with communications and 

Information Technology, where the application of the electronic transactions could be 

supported by governmental bodies. Importantly, the scheme acts as a facilitator/enabler of the 

application of the government within the public arena, carrying the aims of increasing the 
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overall effectiveness and efficiency of the public sector, ensuring the provision of faster and 

more improved government services, and ensuring the availability of the necessary 

information in a precise and timely way.  

In mind of the programmes, a work plan was devised and implemented across two parallel 

methods: an urgent method was adopted first, through which the most basic of criteria for the 

programmes was to be provided, as well as the completion of various leading projects in the 

specific arena of governmental electronic transactions, which were carefully selected in an 

effort to garner tangible, quick and valuable results without significant costs. The second 

method was implemented with the beginning of the execution of the programmes. The plan 

was devised, as well as the determination of the various policies, priorities, procedure and 

regulations. There was a need for the governmental bodies to implementing the individual 

plans associated with e-government transactions. The programme comprises the application 

of various different projects, with some of them incorporated in the first approach, such as the 

more pressing aspect of the work plan. The other projects are included in the second method, 

with the below paragraphs discussing some of the present projects as they mentioned in 

YESSER website (www.yesser.gov.sa/en/nationalinitiatives).  

Services Portal Project: The NIC (National Information Centre) of the Ministry of Interior is 

seen to be a creating a services portal, which is to be offered to individuals, centred on 

satisfying the objective to enable individuals to obtain information relating to these services, 

i.e. relevant e-forms and requirements, as well as the potential to provide a number of 

services on an electronic basis. The project further involves establishing approximately 100 

electronic kiosks.  
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Smart Card Project: Smart Cards are one key aspect of modern technology, which have been 

provided on a worldwide scale with a number of different uses. Importantly, they have a 

notable processor and high-storage capacity, which facilitates each card in completing 

complicated operations. Moreover, their virtual lifespan is recognised as being a good length 

of time. Importantly, the Ministry of Interior has afforded much attention to this technology 

owing to the fact it is in its initial first few years of establishment. Notably, the Smart Card 

Project was adopted by the Ministry, which resulted in the traditional civil affairs ID being 

substituted for the smart ID approach. In subsequent stages, the project has sought to 

integrate into one card a number of the various government cards, including family cards and 

driving licenses, for example. In addition, there is the electronic passport application, which 

is recognised as a modern-day technological solution.  

E-Payments Systems Project (SADAD): The SADAD was first devised by the Saudi Arabian 

Monetary Agency (SAMA) in mind of being the national Electronic Bill Presentment and 

Payment (EBPP) service provider for the KSA. Importantly, the SADAD‘s underpinning core 

mandate is concerned with enabling and streamlining the payment transactions of end 

consumers across all banks within the KSA. The launch took place at the beginning of 

October, 2004.  

Saudi Electronic Data Interchange: The Public Investments Fund of the Ministry of Finance, 

at the present time, is responsible for implementing the Saudi Electronic Data Interchange 

(SaudiEDI) Project with the objective to incorporate transparency and speed into business 

transaction processes. Essentially, the objective in this regard is concerned with the 

international trade sector (import/export services e-Trade) in the KSA. Essentially, 

information concerned with the manifest, delivery notes, import and export statements is able 

to flow between the parties in question through the application of the project, with the 
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Customs Department, The General Organization of Ports, cargo agents, customs clearance 

agents, as well as various others associated with this process, able to benefit. 

Social Insurance Management Information System (SIMIS): The General Organization for 

Social Insurance (GOSI) devised and adopted its innovative SIMIS (Social Insurance 

Management and Information System), and is recognised as a notable shift in the specific 

arena of Middle Eastern e-government applications. Importantly, SIMIS has been devised in 

mind of serving those concerned with the GOSI scheme. Through the application of SIMIS, 

various government agencies are able to exchange information and interact with GOSI, with 

the programme also allowing employers and organisations to carry out their business through 

its means. Importantly, they have the ability to register, change and exclude wages, and 

submit worker payment contributions.  Establishment accounts with GOSI can also be 

reviewed and examined. As things stand at the present time, contributors also are able to 

make inquiries concerning their records, establish their services‘ sequences and establish that 

their GOSI-related contributions are correct, in addition to various other services commonly 

provided by GOSI. Importantly, SIMIS is recognised as a virtual field office for GOSI, where 

business is able to be carried out as a regular field office. Moreover, hospitals are also 

positioned to clarify and monitor injured persons and their coverage under the Occupational 

Hazards Branch so as to ensure they are provided with medical care services in a time-

efficient manner, without any need to return to any field office. Furthermore, the 

development of SIMIS was carried out in mind of supporting B2B information between 

GOSI and establishments so as to ensure the direct transfer of data from the database of GOSI 

to the databases of establishments, and vice versa, which then can be processed without any 

degree of interference in the process.  
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The Internet Awareness Project: This was recognised as the first-fruit of Internet awareness 

projects, which notably has been envisioned in mind of developing skills and ensuring the 

application of the National Plan for IT and Sciences in mind of transforming Saudi society 

into one that is considered knowledge-based. Such an initiative has been directed across all 

community divisions through the application of audio-visual programmes and the distribution 

of relevant, interactive publications and digital materials across all areas. The Ministry of 

Culture and Information, in partnership with King Abdulaziz City for Sciences and 

Technology, is responsible for the implementation of the project, the aim of which is centred 

on creating various animated cartoons for both minors and adults, as well as various 

publications centred on the intact and suitable use of the Internet and the overall use of 

Information Technology. Moreover, efforts also will be directed towards the issuance of a 

magazine for children, as well as parties for both adults and minors to be shown in the future, 

with all project outcomes documented and published on the Internet.  

Qawafel e-Training Initiative: Qawafel e-Training Initiative is one aspect of the involvement 

of the Ministry of Communications and Information Technology across various other 

initiatives adopted by the private sector and government in mind of facilitating society‘s 

various segments across all areas of the country in mind of addressing the issue of 

Communications and Information Technology and its effective management in filling the 

digital void and accordingly improving levels of ICT importance and awareness amongst 

through directing attention to the rural areas and low-income population and provision of 

basic and free training on using communications and information technology. 

Omrah Project: This particular project is centred on the organisation of the process of issuing 

Omrah visas through electronic means. Such applications are required to be submitted via the 

Internet, which then will be sent to Omrah agents located internationally. Such applications 
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will be processed electronically, with processing carried out by the Ministries of Hajj, 

Foreign Affairs and Interior. Subsequently, there is the issuance of visas just 24 hours later. 

This particular system is in implementation on a global scale. 

E-Government Project in Almadinah city: The Municipality of Almadinah is directing much 

attention towards the application of e-government. A special portal for Almadinah was 

devised in mind of introducing services to individuals and the business sector. Moreover, 

government entities are aiming at improving their overall eligibility for qualifying for e-

government adoption across the greatest possible scope.   

2.4.3. Status of e-government in the Kingdom of Saudi Arabia 

In 2003, the United Nations (UN) ranked the Saudi e-government as number 103. 

Subsequently, in 2005, the KSA was positioned as 80th by the UN e-government reading 

report, with YESSER recognised as established during that particular time (YESSER 

website). In the Kingdom of Saudi Arabia, the e-government has made a number of 

improvements, with the last UN report ranking the KSA in position 36 worldwide and 18 in 

Asia. Moreover, as can be seen detailed in Table 2.6, Saudi Arabia has been positioned as 3rd 

in Gulf Cooperation Council (GCC) (UN, 2014). The report further details that the KSA is 

one of top 20 countries in online services delivery. In line with the maturity framework 

devised by the UN, the Kingdom of Saudi Arabia has been seen to achieve 94% emerging 

presence (stage 1), 68% enhanced presence (Stage 2), 63% transactional presence (Stage 3) 

and 53% networked presence (Stage 4), with 69% in total. Furthermore, the e-government 

Development Index (EGDI) assigns countries to one of four different categories, as follows: 

very high EGDI (more than 0.75), High EGDI (between 0.75 and 0.50), middle EGDI 
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(between 0.50 and 0.25) and low EGDI (less than 0.25). Importantly, the KSA has been 

categorised in the high EGDI category owing to the fact its EGDI is seen to total 0.69. 

Table 2.6 has been removed due to Copyright restrictions. 

Table 2.6: E-government development of Gulf Cooperation Council (GCC) 

2.5. Conclusion 

This chapter has provided fundamental information pertaining to e-government in general, 

such as its types and the challenges that face countries in the adoption of e-government. One 

of these challenges is a lack of security, as mentioned previously in this chapter. Thus, in 

order to investigate the role of security in e-government adoption, there is a need to 

investigate its impact among the other key factors influencing citizens‘ adoption of e-

government services. For this reason, several models have been developed in order to 

investigate these factors further. The next chapter will provide some theoretical background 

on these models, referring to empirical studies that have focused on investigating the factors 

that influence end users to use e-government services. In addition, the next chapter will also 

review the previous studies that sought to investigate and examine the role of security in e-

services.  
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3. Theoretical Background 

3.1. Introduction 

This chapter provides a theoretical background related to both technology acceptance and 

information security. It begins by reviewing the theories and models associated with 

technology acceptance by describing each of them and accordingly highlighting their 

limitations. The chapter further reviews studies that applied these models in the e-government 

context overall. Furthermore, this chapter provides additional information relating to UTAUT 

and UTAUT2 in particular, and subsequently reviews the empirical studies applying UTAUT 

and UTAUT2 in e-government studies.  

This chapter further delivers a theoretical background pertaining to security perception in e-

services in general and in e-government specifically. This includes explaining the security 

dimensions and reviewing those studies that investigate the impacts of security perceptions in 

e-services. In addition, it investigates the factors influencing end users‘ security perceptions 

in e-services.  

3.2. Theories and Models of Technology Acceptance 

3.2.1. Theory of Reasoned Action (TRA) 

This is one of the first and most valuable of technology acceptance models, with a great deal 

of attention and support having been proffered through both empirical works and literature. 

The Theory of Reasoned Action is a theory that has been devised by Ajzen and Fishbein 

(1980), the fundamental focus of which is concerned with establishing the elements 

impacting the intended behaviours of users. The framework is centred on motivation at its 

core, with the model stating that the behaviours of people have two individual motivational 
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elements: the attitude of the individual towards their own behaviour, and the concern about 

the thoughts of people they consider important in relation to their behaviours as shown in 

Figure 3.1. It has been stated by Ajzen and Fishbein (1980) that, following their observations, 

attitude, in addition to subject norms, were found to establish the behavioural intention 

amongst individuals, with three critical components of the model established as attitude, 

behavioural intention and subjective norms.  

Figure 3.1 has been removed due to Copyright restrictions. 

 

Figure 3.1: Theory of Reasoned Action Model (TRA) (Ajzen and Fishbein, 1980) 

In the TRA model, the key variables are identified as follows: 

Attitude towards behaviour: this considers the extent to which behaviour performance may be 

valued, either positively or negatively. It has been stated by Ajzen and Fishbein (1980) that 

an individual‘s attitude in relation to a particular objective might be estimated with a 

particular degree of accuracy when considering the knowledge of the individual surrounding 

beliefs the attitude object and such beliefs‘ assessment. In particular, the attitude is 

recognised as being a sum of the beliefs, multiplied by their own assessment aspect.  

Subjective norms: such norms consider the social environment‘s influence on behaviour, 

which may be described as the perception of the individual in regards to those who are close 

to them and whether they believe they should perform those behaviours. As stated by the 

TRA, the perceived expectations of a particular referent group or individual may go some 

way to determining the general subjective norms, with the person‘s motivation to adhere to 

such expectations also recognised as important (Al-Qeisi, 2009).  
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Various works have established a number of limitations in the use of the TRA for estimating 

behaviours, with the work of Sheppard et al. (1988), for example, making the statement that 

the TRA can be used to predict behaviours when the intention and attitude are aligned with 

action, context, target and time. Moreover, it is noted by Ajzen (1985) that the theory is 

somewhat limited by what is referred to as correspondence. So as to ensure the theory is able 

to predict particular behaviours, intentions and attitudes need to be aligned with actions, 

context, target, timeframe and specificity (Sheppard et al., 1988). When considering this 

particular context, the TRA is not able to provide the necessary theoretical basis for the 

analysis of government application, as highlighted by Faris (2011).   

3.2.2. Theory of Planned Behaviour (TPB) 

Owing to the various limitations associated with the TRA, the proposition of the Theory of 

Planned Behaviour was made by Ajzen (1985), where this theory provides a further extension 

of the TRA, where the core is the individual‘s own intention to carry out a particular action.  

In an effort to estimate and accordingly describe behaviour, TPB centres on the antecedents 

of attitude, perceived behavioural control and subjective norms as shown in Figure 3.2. The 

suggestion of the TPB centres on the view that behaviour is a function of the outstanding 

beliefs associated with that behaviour.  

Figure 3.2 has been removed due to Copyright restrictions. 

 

Figure 3.2: Theory of Planned Behaviour (TPB) (Ajzen, 1985) 

When describing such antecedents, the following summary was provided by Al-Qeisi (2009). 
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Behavioural beliefs: Such beliefs are held as influencing attitude towards behaviour, where a 

behavioural belief is the subjective likelihood that a particular outcome will follow a certain 

action. Despite the fact that an individual might hold a number of beliefs in regard to specific 

actions, it remains that only a small number of accessible at any particular moment.  

Normative beliefs: It is held that normative beliefs, in addition to the motivation of a person 

to adhere to various referents, are pivotal in establishing the prevailing subjective norm. 

Otherwise stated, the desire to comply with each referent contributes to the subjective norm 

in direct proportion to the subjective likelihood of a person that the referent believes the 

behaviour in question should or should not be carried out.   

Control beliefs: Such beliefs are associated with the recognised presence of factors that 

could either enable or restrict performance-related behaviour, where all control factors are 

afforded a particular power, where such perceived power is seen to be valuable to the 

perceived behavioural control in line with the various elements identified in a specific 

situation, encouraging the behaviour. 

3.2.3. Technology Acceptance Model (TAM) 

TAM is a theoretical framework that has been considered widely in empirical works. The 

TAM was devised by scholars Davis et al. (1989) in consideration to the TRA, the 

fundamental focus of which was concerned with providing insight into the acceptance and 

application of behaviours, by users, across a number of different computer technologies. 

When compared with various other technology acceptance models, the TAM is recognised as 

one that is most commonly applied by IS researchers owing to the fact it is viewed as being 

IS-specific and cost-effective (Venkatesh et al., 2003).  
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The proposition is made by TAM that the behavioural intentions of users establish their 

acceptance and subsequent use of new technologies. In turn, users‘ perceptions of the 

technology are believed to be fundamental in establishing behavioural intention, such as in 

terms of perceived ease of use and usefulness as shown in Figure 3.3. Importantly, perceived 

usefulness is recognised as the degree to which a particular technology is considered by the 

individual as having the ability to improve their productivity and the outcomes associated 

with use. In contrast, perceived ease of use centres on the extent to which individuals hold the 

belief that the use of a technology will require only minimal effort (Venkatesh et al., 2003).  

Figure 3.3 has been removed due to Copyright restrictions. 

 

Figure 3.3: Technology Acceptance Model (TAM) (Davis et al, 1989) 

TAM is viewed as a valuable framework, which is seen to be practical and as able to provide 

sound understanding into behaviours surrounding acceptance. The overall suitability of the 

TAM to this specific research further is grounded by the wide acceptance of the framework 

amongst professionals in the information systems arena, as well as their general capacity to 

be adopted in various contexts. Notably, the model has been implemented in various cultures, 

and has demonstrated validity beyond its original organisational and geographical contexts.  

The TAM‘s most commonly discussed limitation centres on its reliance on self-reporting and 

the assumption that measuring the self-reporting of a user may estimate actual usage. 

Furthermore, the issue of generalisation is inherent in the TAM owing to the fact the 

framework originated in organisational and student environments, which thus causes issues in 

generalising the outcomes derived by the TAM to beyond and into other contexts (Legris et 

al., 2003). Moreover, the TAM is recognised as lacking the ability to enable the IS system 
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usage changes to be measured throughout the various steps of application (Venkatesh et al., 

2003). 

3.2.4. Extension of the Technology Acceptance Model (TAM2) 

The original TAM was further developed by Venkatesh and Davis (2000) with the inclusion 

of new estimations surrounding the intention to use and usefulness constructs. The core 

objective of the extended model was concerned with examining the way in which the 

growing experience of users with an IS system cause changes in the effects of the two 

constructs over time. Additional constructs were added by the authors, lending factors from 

the Diffusion of Innovation Theory (DOI) and TRA. The completion of the study was 

witnessed in mandatory and voluntary use settings across four IS systems and in three 

different times: before system application, one month post-application and three months post-

application. The new constructs were explained by the authors as theoretical variables 

associated with cognitive instrumental methods, seeking to draw comparisons between what 

systems provide with what is required by users. These included ease of use, quality of output 

and job relevance, in addition to a construct representative of the result demonstrability. 

Furthermore, those constructs representing the commonly referred to ‗social influence 

processes‘ were also included due to their capacity to enable innovation acceptance, namely 

image, subjective norms and voluntariness as shown in Figure 3.4. 

Figure 3.4 has been removed due to Copyright restrictions. 

 

Figure 3.4: Technology Acceptance Model 2 (TAM2) (Venkatesh and Davis, 2000) 

In the TAM2, the cognitive instrumental process makes the assertion that individuals draw 

comparisons between system usage outcomes with their job objectives in an effort to ensure 
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usefulness perceptions. Efficient result demonstrability and output quality constructs result in 

usefulness being perceived as positive. Nonetheless, the relationship in this regard is not 

influenced by user experience. Accordingly, it should be noted that TAM2 adopts 

longitudinal methods in examination of the different systems (Venkatesh and Davis, 2000). 

3.2.5. Diffusion of Innovation Theory (DOI) 

Another valuable framework for assessing the acceptance of new technologies amongst users 

is the DOI, which was developed by Rogers (1995) with the aim of describing how 

innovations diffuse through social systems. The DOI explains how innovation-related 

information reaches the public through social system networks over a particular duration. 

Importantly, the innovation decision process comprises five different stages, namely 

knowledge, persuasion, decision, implementation and confirmation. Al-Qeisi (2009) noted 

that innovation adoption rates can be described by innovation attributes, where the majority 

of the variance in this rate (49–87%) can be explained in consideration to the five perceived 

attributes of innovation. These attributes are relative advantage, compatibility, complexity, 

observability, and trialability. Importantly, users are different from one to the next, as can be 

seen when reviewing their adoption trends. They may be categorised in line with the time 

they first began to use the new innovation.  

There are five categories of adopter as follows:   

1. Innovators (2.5%): Innovators are recognised as venturesome, which is one of their 

most striking features. They have an ability to apply and understand complicated 

technology knowledge, enjoy financial resources, and are able to manage a significant 

degree of uncertainty surrounding the innovation when first making use of it. They are 
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seen to play a critical role in the launch of new, innovative ideas within a social 

framework, and therefore may be considered as gatekeepers when there is a new idea.    

2. Early adopters (13.5%): Early adopters are well recognised for their respect, where 

the local social system affords them much esteem. In this category, the individuals are 

opinionated leaders who are the first port of call when advice and information is 

sought relating to new ideas. These people essentially are viewed as role models for 

different individuals in the social system, which provides one explanation as to why 

they are sought out by change agents owing to their ability to encourage and attract 

the masses when implementing an innovation.   

3. Early majority (34%): Such individuals apply the new ideas before the average 

member, with their most prominent characteristic that of acting in a deliberate 

fashion; they are seen to take time before applying a new idea but are deliberate in the 

time they take and the actions they apply. They follow with intended inclination but 

rarely adopt the role of a leader. Essentially, they are pivotal in the diffusion process 

owing to the fact they act as an intermediary between early adopters and late majority 

members.   

4. Late majority (34%): In contrast to the category above, those who adopt new ideas in 

the late majority category are seen to do so as a result of economic necessity or peer 

pressure (for the sake of following norms). As a result of their limited resources, they 

prioritise the need to feel more certain and stay safe prior to applying any new 

innovation. Accordingly, their most striking characteristic is scepticism.   

5. Laggards (16%): This group comprises those individuals who are amongst the last to 

utilise a new innovation, with the group almost entirely lacking leaders; instead, their 
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attention is directed towards what has been done in past times, which is a key 

consideration in their decision-making. Importantly, they interact only with like-

minded individuals and call change agents into question. Such resistance to change 

might be logical from their own perspective but, owing to their restricted resources, 

they are unable to afford to implement innovations that might not be successful (Al-

Qeisi, 2009). 

The various DOI theory-related limitations are numerous, with the DOI criticised owing to its 

apparent inability to provide evidence on how users‘ rejection and acceptance decisions are 

affected by innovation and their attitudes towards such. There has also been criticism centred 

on failure to explain how innovation and its various characteristics play a role in the final 

decision-making process (Chen et al., 2002).  

3.2.6. Unified Theory of Acceptance and Use of Technology (UTAUT) 

The Unified Theory of Acceptance and Use of Technology (UTAUT) is the framework in the 

field of information systems literature that has been most recently developed, and seeks to 

describe and estimate the acceptance of new technologies amongst users. This framework 

was devised and synthesised by Venkatesh et al. (2003) in consideration to various IS 

models. Consideration is directed towards a number of different models, including 

Technology Acceptance Models (TAM), Theory of Reasoned Action (TRA), Theory of 

Planned Behaviour (TPB), the Motivational Model (MM), Innovation Diffusion Theory 

(IDT), the Model of PC Utilisation (MPCU), Social Cognitive Theory (SCT), and the model 

that combines TAM and TPB (C-TAM-TPB). Essentially, the UTAUT framework has the 

objective to provide a wide-ranging explanation and estimation of the behaviours of users 

that otherwise have not been achievable when applying other models (Venkatesh et al., 
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2003). Importantly, all of the aforementioned theories and models have sought to describe the 

behaviours and usage of new technology as demonstrated by users, with attention directed 

towards various users. In actuality, the UTAUT framework suggestion is centred on the 

various similarities between such independent variables from all of the models mentioned 

above (Faris, 2011).  

In consideration to the prior model comparisons and tests, the authors detailed five 

limitations, all of which are discussed in their works. These include the following as 

mentioned by Al-Qeisi, (2009):  

 The technologies under examination were not complex or sophisticated, but rather 

were simple and individual-centred.  

 The majority of subjects in such works were students, with the exception of a small 

number of researches.  

 Measurement time was general, with such measurement carried out following the 

rejection or acceptance of usage, meaning the thoughts of individuals were 

retrospective.  

 Measurement was generally seen to be cross-sectional in nature.  

 The majority of the works were carried out in the context of voluntary usage, meaning 

the results could not be easily generalised to mandatory environments. 

The eight frameworks then underwent empirical comparison in longitudinal field works 

carried out across four different businesses amongst individuals that had been introduced to 

an innovative technology in the work setting. Three different points of time were outlined for 

measurement completion, namely post-training, one month following application, and three 

months following application. A six-month post-training mark was utilised in mind of actual 

usage behaviour measurement. Importantly, data were divided into two samples for the eight 
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models, in line with the voluntary and mandatory settings. Moreover, the various effects of 

various moderating variables were examined by the authors, as highlighted in previous works 

as potentially influencing usage decision, namely age, experience, gender and voluntariness 

(Al-Qeisi, 2009).  

In the UTAUT model (Figure 3.5), there was the defining and relating of the constructs in 

line with comparable variables in the eight frameworks, as discussed below:  

Figure 3.5 has been removed due to Copyright restrictions. 

 

Figure 3.5: Unified Theory of Acceptance and Use of Technology (UTAUT) (Venkatesh 

et al, 2003) 

Performance Expectancy (PE): The extent to which an individual holds the view that the 

system will be pivotal and valuable in assisting them in their own job performance. In the 

other models, the constructs that relate to performance expectancy are recognised as extrinsic 

motivation (MM), job fit (MPCU), outcome expectancy (SCT), relative advantage (DOI) and 

perceived usefulness (TAM and combined TAM-TPB).  

Effort Expectancy (EE): The extent to which there is an ease associated with system 

utilisation. Across the various models, the constructs that are able to capture the same concept 

are complexity (DOI and MPCU) and perceived ease of use (TAM). 

Social Influence (SI): The extent to which an individual recognises that people they 

themselves consider to be important hold the view that system utilisation would be best. 

Comparable constructs are identified in existing models, such as image (DOI), social factors 

(MPCU) and subjective norms (TRA, TAM2, TPB/DTPB, and combined TAM-TPB).  
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Facilitating Conditions (FC): The extent to which an individual holds the view that a 

technical or organisational infrastructure is able to provide system utilisation support, where 

such a definition captures three individual constructs in present frameworks: compatibility 

(DOI), facilitating conditions (MPCU) and perceived behavioural control (TPB/DTPB and 

combined TAM-TPB). 

The original data garnered from the four different organisations underwent empirical testing 

and subsequent cross-validation with the use of new data, notably that garnered by two 

additional organisations, with the UTAUT model receiving much support. The new 

framework was found to be able to account for as much as 70% of the variance in intention of 

utilisation, which his recognised as a significant improvement in measurement when 

contrasted with other models, which generally were seen to achieve 40%. The authors 

recognised there was a content validity limitation as a result of the measurement processes, 

and accordingly made the suggestion that subsequent studies should be focused on validating 

and fully developing suitable scales for all of the constructs, whilst ensuring emphasis on the 

revalidation or the extension of the UTAUT model, as well as on content validity, with the 

new measures (Al-Qeisi, 2009).  

3.2.7. Extending the Unified Theory of Acceptance and Use of Technology (UTAUT2) 

The UTAUT model is extended in the work of Venkatesh et al. (2012), with the three key 

contributions made as follows: first, hedonic motivation, habit and price value integration 

induces a number of new mechanisms linked to the new constructs into the predominantly 

intention and cognition-based UTAUT as shown in Figure 3.6; second, through altering and 

developing UTAUT in mind of modifying existing links and including new constructs, this 

work further extends the generalisability associated with UTAUT in line with a different 
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context (i.e., consumer IT), which is recognised as fundamental in the field of theory 

advancement; and last, from a more practical perspective, more in-depth understanding can be 

pivotal in assisting business in the consumer technology field to implement improvement in 

market technologies and design in a number of different demographic categories and across 

different stages of the use curve.  

Figure 3.6 has been removed due to Copyright restrictions. 

 

Figure 3.6: UTAUT2 (Venkatesh et al, 2012) 

3.2.7.1. Hedonic Motivation: 

Hedonic motivation is a term that may be explained as the pleasure or fun experienced when 

utilising a technology, and it acknowledged as fundamental in achieving technology use and 

acceptance. In consideration to the consumer context specifically, hedonic motivation also 

has been recognised as a fundamental determinant concerning the use and acceptance of 

technology. Accordingly, hedonic motivation is included as an additional estimator in 

consumers‘ behavioural intention in technology use. 

3.2.7.2. Price Value: 

One of the most essential differences when drawing a contrast between the organisational use 

setting and the consumer use setting, where there is the development of the UTAUT, is seen 

when considering that it is common for consumers to shoulder the monetary costs associated 

with use, with employees not required to do so. The pricing and costing structure could have 

a notable effect on the technology use demonstrated by consumers. 

3.2.7.3. Habit: 
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Past studies centred on the use of technology have presented two associated yet separate 

constructs, namely habit and experience; the latter, as has been defined in past works 

(Venkatesh et al., 2003), emphasises the change to use a target technology and is commonly 

operationalised as the passage of time from the initial use of a technology by an individual; 

habit, on the other hand, has been explained as the degree to which people are likely to carry 

out behaviours in an automatic way owing to their learning. Habit has been operationalised 

first as a prior behaviour and also as the degree to which a person holds the view that the 

behaviour is automatic. As a result, two key differences are apparent when comparing habit 

and experience: firstly, experience is an essential but not adequate condition for creating 

habit; and secondly, the passing of time may mean different levels of habit are established 

depending on the degree of familiarity and interaction developed within a target technology. 

Importantly, in relation to technology use, predictions are seen to be more accurate when 

context habit is considered as opposed to initial acceptance.   

3.2.8. Reviewing Empirical Studies of e-government Acceptance  

Several studies were conducted in e-government context that applied original or amended 

acceptance models and reviewed previous studies (Alshehri, 2012; Elsheikh, 2012; Alsaif, 

2014). The following paragraphs review and summarise the previous empirical studies in this 

field. 

When considering the theoretical salient factors that have an effect on the application of 

electronic government in the USA, by citizens, one of the initial works in the field was that 

by Carter and Belanger (2004). The diffusion of innovation theory was applied by the 

researchers, utilising a sample comprising 40 students in mind of examining factors that 

affect the adoption of e-government by citizens, which highlighted the various benefits, 
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compatibility and image seen to notably impact the intentions of citizens to utilise e-

government services.  

In a further work, the TAM framework was combined with the DOI and trust in order to 

devise a comprehensive framework comprising the various factors of relevance that are seen 

to affect the adoption of e-government by citizens (Carter and Belanger, 2005). In total, the 

study sample comprised 140 undergraduate students, which highlighted the fact that users‘ 

intentions in this regard are influenced by a number of factors, including compatibility, 

perceived usefulness and relative advantage. However, undergraduate students‘ efficacy in 

the assessment of technology acceptance is somewhat called into question when considering 

the ability of the research to be generalised is limited.  

The study by Choudrie and Dwivedi (2005) examined the UK government gateway in 

regards citizens‘ awareness and their general utilisation of such services by considering 

demographic variables. A self-administered questionnaire and postal survey were applied in 

the study. The total responses received were 358. It was found that the age, education, gender 

and social class, as demographic variables, have a fundamental effect on citizens‘ awareness 

and their subsequent application of e-government services.  

Factors believed to be essential in achieving success in the adoption of e-government services 

in Canada were analysed in the work of Kumar et al. (2007), who suggested a framework 

comprising various influence variables, where the factors affecting incorporation were 

categorised into users‘ characteristics and website design variables. Users‘ characteristics 

were included, such as experience of the Internet, perceived control and perceived risk, in 

mind of evaluating ease of use and perceived usefulness as aspects affecting e-government 

adoption. Users‘ satisfaction of services was found to be positive affected by service quality.  
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In the development of a framework comprising factors that are believed to have an effect on 

citizens‘ use of e-government services in the context of Malaysia, the study of Lean et al. 

(2009) asked 195 participants to complete a structured questionnaire. TAM, DOI and Trust 

models were combined with five dimensions, namely perception of authentication, perception 

of confidentiality, perception of data integrity, perception of non-repudiation and perception 

of privacy. The conclusion was drawn that perceived image, perceived relative advantage, 

perceived usefulness, and trust were found to have a positive and significant effect on the 

intention to use such services; on the other hand, a negative effect was witnessed in regards 

perceived complexity. This study further highlighted that perceived strength of online privacy 

and perceived strength of non-repudiation have a positive effect on the trust of citizens when 

utilising e-government services.  

A sample of 206 citizens was taken in the work of Doong et al. (2010) in mind of analysing 

their psychological traits through directing consideration to how the innovative cognitive 

style of the individuals, as well as their overall involvement, affected their loyalty intention in 

the use of e-government services in Taiwan. The conclusions drawn by the study emphasised 

that a combination of both involved citizens and innovators positively affect the use of 

services in the long-term, with strong loyalty intention witnessed amongst such citizens. In 

future research, however, there is the suggestion that random sampling be utilised in an effort 

to ensure an improved degree of generalisability.  

Lin et al. (2011) validated the TAM in the specific context of Gambia. A structured 

questionnaire was designed and disseminated amongst the subjects with the aim of 

identifying the intentions of the individuals to utilise such e-government services. The TAM 

was found, throughout the course of the study, to have a strong core construct effect in 

estimating the intentions of citizens to use e-government services. Importantly, the work 
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emphasised that both information quality (IQ) and perceived ease of use (PEOU) were seen 

to positively affect perceived usefulness (PU) amongst the Gambian citizens in the use of e-

government services, with PEOU found to have a fundamental link with the attitudes of the 

subjects in the use of such services. Regardless, however, PU was found to have no 

fundamental link to the behaviours and attitudes of citizens in the use of e-government 

services.   

3.2.9. UTAUT and UTAUT2 in e-government Acceptance Studies 

This section reviewed the empirical studies that applied UTAUT or UTAUT2 in e-

government context. The following paragraphs summarise these empirical studies.   

Alawadhi and Morris (2008) have applied UTAUT to investigate the factors affecting e-

government services in Kuwait. The target sample in their study comprised undergraduate 

and postgraduate university students as the e-government in Kuwait was not widely used, and 

university students might be the main users for e-government services in the future as the 

majority of citizens fall into the youth age bracket. A questionnaire was distributed to 1,013 

students, 880 of whom completely answered the questionnaire. The research used four 

dependent variables, namely performance expectancy, effort expectance, facilitating 

conditions and peer influence. The social influence was replaced with peer influence to 

ensure its suitability for the sample and their culture. The research also used gender, 

academic course and Internet experience as moderators. Age and voluntariness of use, as 

suggested by the original UTAUT, were eliminated in their proposed model. The research 

findings showed that performance expectancy and peer influence have a significant influence 

on behaviour intention; however, the reliability of peer influence is just 0.13, which might 

have affected their findings. Effort expectancy has a significant effect in line with behaviour 
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intention. Facilitating conditions and behaviour intention also have significant effects on the 

use of e-government services. The research suggests that culture and trust should be 

considered in future work. This study considers one of the first studies known to have 

validated UTAUT in an e-government context. 

As the digital divide is one of challenges facing e-government adoption, Wang and Shih 

(2009) investigated the factors affecting the use of information kiosks, which are seen to be 

helpful for reducing the impact of the digital divide. The research validated the UTAUT in 

the use of information kiosks in Taiwan. The data were collected from 244 participants from 

different demographic backgrounds in Taiwan. The original UTAUT model was applied, the 

only change being the exclusion of both the experience and voluntariness of use as 

moderators. The research findings showed that performance expectance, effort expectancy 

and social influence have a positive influence on behaviour intention. Moreover, facilitating 

conditions and behavioural intention were found to influence use behaviour in a positive way. 

The reliability of their model constructs was very high; the findings were consistent with 

those garnered by the original UTAUT model. 

Yahya et al. (2012) conducted a research centred on investigating the factors that affect end 

users e-Syairah portal for intention to use the online services. The research model was based 

on UTAUT, with the inclusion of two additional constructs, namely the information quality 

and system quality. The research used only a pilot study as the total participants who fully 

completed the survey equated to 35 participants in Malaysia. The facilitating conditions and 

moderators variables were eliminated from their research model. The research findings 

showed that performance expectancy, effort expectancy, social influence, information quality 

and system quality have a significant influence on the intention of using e-Syariah portal.  
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Alshehri et al. (2012) investigated the factors known to influence end users for using e-

government in Saudi Arabia. Trust was added to the research model, besides the original four 

constructs of the UTAUT model. Moreover, age, gender and Internet experience were used as 

moderators while voluntariness of use was eliminated. The questionnaire was distributed 

amongst 900 Saudi citizens during a three-month period. The total participants who 

completed the questionnaire totalled 618, meaning there was a response rate of 68.6%. The 

findings indicated that performance expectancy, effort and trust have a positive influence on 

behaviour intention in the use of e-government services. However, the findings showed that 

social influence did not affect behaviour intention. The findings also showed that facilitating 

conditions and behaviour intention influenced the use of e-government services.  

Weerakkodya et al. (2013) also integrated the trust with UTAUT to investigate the role of 

intermediaries in e-government adoption in Madinah City. The trust also has been 

investigated as two constructs, which are trust of the Internet and trust of intermediary. Data 

from 502 participants were analysed in mind of the suggested model, where the findings 

showed that performance expectancy, effort expectancy and trust of intermediary have a 

significant influence on behaviour intention. The findings also showed that social influence 

and trust of the Internet have an insignificant influence on behaviour intention. The findings 

also indicate that both facilitating conditions and behaviour intention have a significant 

influence on usage behaviour. One of the limitations in this research is that the research was 

based on only one city in Saudi Arabia. 

Few studied have applied UTAUT2 in the e-government context. Krishnaraju et al. (2015) 

applied UTAUT2 in mind of investigating the impact of web personalisation in the intention 

to use e-government services. The experiment was carried out in the Indian Institute of 

Management Ahmedabad (IIM-A); a total of 143 students were involved in this experiment. 
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The participants were divided into two groups: the first group used a simulation government 

website that includes personalised content, whilst the other website did not have any. The 

findings showed that social influence, price value and habit are the only factors to influence 

their intention to use this service; however, the main purpose of this research is centred on 

investigating the role of web personalisation as a moderator and how it influences the relation 

between the independent variable of UTAUT2 and behaviour intention. The findings showed 

that web personalisation did not have a positive influence as a moderator on performance 

expectancy, facilitating conditions and habit. Thus, only effort expectancy, hedonic 

motivation and price value were affected by web personalisation as a moderator between the 

behaviour intention and these three constructs. There were several limitations to this study: 

for example, the data have been collected from undergraduate and postgraduate students, 

which may cause this study to fail when they are generalised to citizens showing differences 

in age, education level and experience. In addition, the sample size in this research was small, 

meaning it would be difficult for generalisations to be applied to the findings.  

Critical factors influencing the citizens for using e-government services in Pakistan have been 

investigated by the application of the UTAUT model (Ovis, 2013). Data from 115 Pakistani 

citizens were used to analyse the model, with the findings showing that performance 

expectance, effort expectance, facilitating conditions and social influence affect the Pakistani 

citizens in the use of e-government services. The moderators of the UTAUT model were not 

considered in the research model. The research sample targeted the university students, where 

the results can be affected once the model applied to other citizens with different 

demographical characteristics. Besides this, the sample size was too small to generalise the 

results to all Pakistani citizens. In addition, this model did not measure other important 

factors seen to affect the adoption of e-government in Pakistan, as the original UTAUT 
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model was applied, which gave a general perception of the adoption of e-government 

services. However, this research provided significant information pertaining to the adoption 

of e-government services in developing countries in general, as well as in south Asia 

specifically. 

Sociocultural values have been investigated in the adoption of e-government services by 

Alsaif (2014). The research model was based on the amended UTAUT model. Three 

independent variables from UTAUT were used: performance expectancy, effort expectancy 

and social influence. In addition, gender, age and experience were proposed in the research 

model, as based on the UTAUT as moderators. However, voluntariness of use was 

eliminated, and the research proposed education level as an additional moderator. The 

research model also proposed that the awareness of e-government and compatibility were 

independent variables known to have affected the intention behaviour of using e-government 

services. Trust also was considered in the research, and was used as two separate constructs, 

namely trust of the government and trust of the Internet. Facilitating conditions was divided 

into four constructs: computer self-efficacy, availability of resources, information quality and 

system quality. These four factors were proposed to affect usage behaviour directly as the 

facilitating conditions construct was proposed to be affecting the usage behaviour directly in 

the UTAUT model. The data were collected via a questionnaire, which was distributed via 

social network websites during a six-week period. The total responses amounted to 723 Saudi 

citizens, who fully answered the questionnaire. The findings of the research showed that only 

performance expectancy, from the original UTAUT independent variables, had a significant 

influence on behaviour intention, whilst social influence and effort expectancy had an 

insignificant influence. In addition, both awareness of the system and compatibility were 

found to have insignificant influence on behaviour intention. The findings also showed that 
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trust in the Internet only has a significant influence on behaviour intention as the trust of the 

government has insignificant influence. The usage behaviour was affected in this research by 

behaviour intention, computer self-efficacy and the availability of resources, whilst only 

service quality was found to have an insignificant influence on usage behaviour. The main 

theoretical implication in this research was the dividing of the facilitating conditions into four 

constructs. Moreover, the variance explained by this model accounted for 60%. However, 

there are two main limitations in this research: firstly, the study had a cross-sectional nature, 

whilst the original UTAUT was based on a longitudinal study, which would provide better 

understanding for the phenomena throughout changes in the environment; and secondly, the 

sample population comprised young citizens, in the main, who are educated and familiar with 

using the Internet. 

Lian (2015) applied the UTAUT2 in mind of investigating the critical factors affecting the 

adoption of cloud-based e-invoice services in the e-government of Taiwan. Only the original 

four constructs of UTAUT, namely performance expectancy, effort expectancy, social 

influence and facilitating conditions, were included, with three new constructs that were 

added to the UTAUT2 eliminated in this research. Hedonic motivation was eliminated as the 

e-invoice service was not for entertainment. The price value was not an important factor as 

the service was free of charge. Habit was excluded as the service was new in Taiwan, 

meaning there was no habituated use of the service by citizens. Three additional constructs 

were added to the research model; these constructs included perceived risk, trust in e-

government and security concerns. Perceived risk was proposed as affecting behaviour 

intention directly, with trust in e-government and security concerns acting as antecedents. 

Trust in e-government was investigated as one of the constructs, and was proposed as 

affecting both perceived risk and behaviour intention. The security concerns were proposed 
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as directing affecting the trust of e-government, perceived risk and behaviour intention. Age 

and gender also were used as moderators in the research model, whilst experience moderator 

was excluded. The data were collected from 251 citizens in Taiwan, which subsequently were 

used for analysing the research model. The findings showed that only effort expectancy and 

social influence had a positive influence on behaviour intention whilst performance 

expectancy and facilitating conditions had an insignificant influence. Moreover, the findings 

showed that perceived risk affected behaviour intention in a negative way. Trust in e-

government was found to have a positive influence on behaviour intention; however, it was 

found to have an insignificant influence on perceived risk. The findings also showed that 

security concerns have an insignificant, direct impact on behaviour intention. However, 

security concerns negatively affect trust in e-government and positively affect perceived risk. 

One of the main limitations in this research is the fact that is focused on cloud-based e-

invoice service. The model needs to be applied to different e-government services so as to 

provide a better understanding of the impacts of these factors on e-government adoption. In 

addition, the variance explained in trust was only 0.09%; thus, the trust antecedents need to 

be investigated to a greater degree so as to provide better understanding of the factors 

affecting trust in e-government. Table 3.1 summaries the empirical studies that have applied 

UTAUT and UTAUT2 in e-government adoption. 

 

 Research Country Model used Constructs Sample 

1 
Alawadhi and 

Morris (2008) 
Kuwait UTAUT 

Performance expectancy 

880 students 
Effort expectance 

Peer influence 

Facilitating conditions 

2 
Wang and Shih 

(2009) 
Taiwan UTAUT 

Performance expectancy 

244 citizens 
Effort expectance 

Social influence 

Facilitating conditions 

3 Yahya et al. Malaysia UTAUT Performance expectancy 35 citizens 
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(2012)  Effort expectance 

Social influence 

Information quality 

System quality 

4 
Alshehri et al. 

(2012) 
Saudi Arabia UTAUT 

Performance expectancy 

618 citizens 

Effort expectance 

Social influence 

Facilitating conditions 

Trust 

5 
Weerakkodya et 

al. (2013) 
Saudi Arabia UTAUT 

Performance expectancy 

502 citizens 

Effort expectance 

Social influence 

Facilitating conditions 

Trust of Internet 

Trust of intermediary 

6 
Krishnaraju et al. 

(2015) 
India UTAUT2 

Performance expectancy 

143 students 

Effort expectance 

Social influence 

Facilitating conditions 

Hedonic motivation 

Price value 

Habit 

Web personalization 

7 
Amhed et al. 

(2013) 
Pakistan UTAUT 

Performance expectancy 

115 citizens 
Effort expectance 

Social influence 

Facilitating conditions 

8 Alsaif (2014) Saudi Arabia UTAUT 

Performance expectancy 

723 citizens 

Effort expectance 

Social influence 

trust in the Internet 

Trust in of the government 

Awareness of e-government 

compatibility 

computer self-efficacy 

availability of resources 

Information quality 

System quality 

9 Lian (2015) Taiwan UTAUT2 

Performance expectancy 

251 citizens 

Effort expectance 

Social influence 

Facilitating conditions 

Perceived risk 

Trust in e-government 

Security concerns 
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Table 3.1: Summary of empirical studies applied UTAUT and UTAUT2 in e-

government adoption 

3.3. Security Perception in e-services 

Security has been discussed widely in e-services studies, as it is known to play an important 

role in the acceptance of these e-services; however, such studies use a different dimension of 

security; thus, Hartono et al. (2014) reviewed the studies defining the dimensions of security 

and mentioned previous studies known to have investigated the role of security in e-services. 

This section mentions the security dimensions and accordingly reviews prior works that have 

investigated the role of security in e-services.  

 

3.3.1. Security Dimensions 

Several studies mention Confidentiality, Integrity and Availability (CIA triad) as the key 

concepts and dimensions associated with information security (Hartono et al., 2014): 

Confidentiality infers that the online user believes that the information submitted by the user 

will not be disclosed to any unauthorised party; Integrity means that the online user believes 

that his/her information, as garnered throughout the course of the transaction, will not be 

altered by any unauthorised party; and Availability means the online user believes that the 

service provider is able and willing to make the information available to authorised users 

when required (Hartono et al., 2014). Besides these three dimensions, Siponen and Kukkonen 

(2007) add Non-repudiation as a fourth dimension, which means online users believe that the 

service provider cannot deny receiving a transaction. Furthermore, Cegielski (2008) added 

both Non-repudiation and Authentication, in addition to the CIA triad. Moreover, Access 

Control has been added as a security dimension (Parent, 2007). Finally, Gurbani and McGee 
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(2007) determine eight different dimensions of security, namely Confidentiality, Integrity, 

Availability, Authentication, Access control, Non-repudiation, Communications security, and 

Privacy. 

3.3.2. Studies Investigated Security Perception in e-services 

One of first studies known to have investigated the role of security in e-services was carried 

out by Salisbury et al. (2001), who completed an empirical longitudinal study centred on 

investigating the critical factors affecting users in making purchases online. The first phase 

targeted 119 undergraduate students from south-eastern US University, who were studying a 

course based on an introduction to computing. The second phase was carried out later and 

targeted 253 undergraduate students from the same university. The data from both of these 

two phases were used to analyse the research model; the findings show security as being the 

greatest factor influencing their intention to purchase from the Internet. 

Cheung and Lee (2001) investigated the factors influencing Consumer trust in Internet 

shopping. Their research model investigated the role of four antecedents of trust, which are 

Perceived security, Perceived privacy, Perceived competence and Perceived integrity. Data 

from 278 participants showed that all of these constructs influence Trust with the exception 

of Perceived privacy. This model explained 84% of the variance of consumer trust in Internet 

shopping. This percentage is very high as this study is only focused on Trust.  

Chellappa and Pavlou (2002) conducted an empirical study to investigate the factors 

influencing the consumer trust in e-commerce transactions. Data from 128 graduate students 

and 51 undergraduate students, all of whom were studying at business school, were used in 

the analysis stage. The findings showed that Perceived security strongly influences Consumer 

trust in e-commerce transactions. In addition, the findings showed that Encryption, Protection 
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and Authentication have a significant influence on Perceived security, whilst Verification has 

an insignificant influence. This study measured Perceived security based on three 

components, which are Authentication, Authorisation and Non-repudiation. Moreover, 

Authentication has been considered as a factor influencing Perceived security. Thus, 

measuring a construct that exists in other second-order constructs may have had an effect on 

the results of their study, which can be considered a limitation. 

O‘Cass and Fenech (2003) applied an amended TAM model in mind of investigating the 

factors affecting Internet users on the adoption of web retailing usage. Three constructs were 

added to the TAM model, which are Personality, Web experiences and Shopping orientation. 

Web experiences was a second order involving four elements, which are Internet self-

efficacy, Perceived web security, Satisfaction with web sites and Web shopping 

compatibility. Data from Australian citizens were collected; the total response was 392. The 

results showed that Web experiences positively affect both Perceived usefulness and 

Perceived ease of use. This study is considered as one of the first to have investigated the role 

of security in technology acceptance models.  

Yensisey et al. (2005) conducted an experiment to determine the factors positively 

influencing perceived security in e-commerce amongst Tuskish university students. Their 

experiment contains three groups, each of which comprised ten students. All of those students 

were from the School of Engineering at the Technical University of Istanbul. This study was 

based on Virtual Shopping Security Questionnaire (VSSQ), as designed by the authors. The 

participants had previous experience in online shopping. They were involved in this 

experiment and asked to fill the questionnaire after using simulated e-commerce sites. The 

findings of the study categorised the factors into two main groups, which are Perceived 
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operational factors and Perceived policy-related factors. Each of these categories has different 

factors, as follows: 

 Perceived operational factors: 

o Blocking of Unauthorised Access 

o Emphasis on Login Name and Password Authentication  

o Funding and Budget Spent on Security 

o Monitoring of User Compliance with Security Procedures  

o Integration of State-of-the-Art Systems  

o Distribution of Security Items within the Site 

o Web Site‘s Encryption Strategy  

o Consolidation with Network Security Vendors. 

 Perceived policy-related factors Emphasis 

o Emphasis on Network Security 

o Top Management Commitment 

o Effort to Make Users Aware of Security Procedures  

o Web Site‘s Keeping Up-to-Date with Product Standards  

o Web Site‘s Emphasis on Security in File Transfers  

o Issues Concerning the Web Browser. 

These factors were suggested by the authors and accordingly were validated by 30 Turkish 

students. One of the main goals of the study was to investigate whether the price value 

influenced users in regard to the perceived security, as the authors divided participants into 

three groups, namely shopping for cheap, mid-range, and expensive products. The findings 

showed that there were no significant differences between these three groups. 
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TAM also was extended by Fang et al. (2005) in regards mobile commerce acceptance. 

Perceived security was added as an independent factor that influences the intention to use 

mobile commerce. The experiment contained 12 tasks, some of which involved transactions, 

such as online banking, purchasing books and purchasing books. The participants in the study 

totalled 101, where the majority of them were working adults. The findings showed 

Perceived security as having a significant influence on their intention if the task contained a 

transition. One of the main limitations in the study was that Perceived security was measured 

by only one item, which therefore influenced the reliability of the construct. 

Cheng et al. (2006) also integrated Perceived web security into the original TAM model in an 

effort to investigate the adoption of Internet banking in Hong Kong. The data were obtained 

from 203 individuals, all of whom were Internet banking users. Perceived security was 

measured with the use of four items in their questionnaire; the results showed that Perceived 

security directly influences the intention to use Internet banking. One of the limitations, as 

mentioned in the study, was that they did not consider the privacy issue, and suggested that 

security and privacy need to be investigated separately. 

Flavián and Guinalíu (2006) conducted an empirical study in mind of investigating the 

relationship between trust in a website and loyalty. Trust was extended to cover both security 

and privacy; security and privacy should be considered as two separate constructs. However, 

they suggested that both security and privacy could be combined into one construct. This 

construct was referred to as Perceived Security in the Handling of Private Data (SHPD). They 

suggested this as they believe the consumer, company and legislator view both security and 

privacy as having a close relationship. In terms of analysing the research model, data from 

354 participants were used. The results showed that the security and privacy construct 

influenced both loyalty and trust directly. Thus, they suggested, as based on the results, that 
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security, privacy and trust are the three basic elements for website loyalty. However, the 

variance of the loyalty in their model was only 21%. 

Lain and Lin (2008) investigated the impact of consumer characteristics on online shopping 

acceptance, using different product types. Five critical consumer characteristic variables were 

investigated, namely Personal Innovativeness of Information Technology (PIIT), Internet 

self-efficacy, Perceived web security, Privacy concerns and Product involvement. The study 

targeted undergraduate students in Taiwan, all of whom were found to have prior experience 

with online shopping. The total number of valid responses equated to 123. One of the main 

findings showed that Perceived security positively influences user attitudes towards 

purchasing expensive products or services.  

Laio and Wong (2009) investigated the factors known to influence customer interactions with 

Internet banking by extending the TAM to cover Perceived security, Responsiveness and 

Convenience. Perceived security was measured by three items covering three aspects, namely 

Unauthorised access, Customer private data and Security control. The data have been 

collected from 320 Internet banking customers in Singapore. The findings showed that all 

five independent constructs had an influence on customer interactions with Internet banking. 

TAM constructs were found to be the factors most greatly affecting customer interactions 

amongst the five factors.  

Another study on online banking was conducted by Vatanasombut et al. (2008) in order to 

investigate the factors influencing users‘ Continuance intention to use online banking. The 

model was developed by integrating and extending the Commitment Trust Theory, an 

expectation confirmation model and Technology Acceptance Theory. Perceived security, in 

their study, comprised two components, namely Perceived security in using the technology 



THEORETICAL BACKGROUND 

69 

 

and Perceived security in interacting with the service provider, which involved computer 

crime, privacy violation and transaction errors. Their model suggested that Perceived security 

influences Continuance intention via Trust construct. The data were collected from one of the 

twenty largest banking and financial institutions in the United States. The survey was 

randomly sent to 4,667 customers; valid responses equated to 1,004, with the surveys in these 

instances answered fully, making the response rate 21.5%. The findings showed that 

Perceived security has a significant influence on Trust. In addition, Trust has a significant 

influence on Continuance intention. One of the main limitations in the model is the fact that 

this model explains only 22% of the Continuance intention variance.   

Yousafzai et al. (2009) investigated the role of Trust in Internet banking adoption. Their 

research model investigated the impact of Trust on Behaviour intention, both directly and 

indirectly, via Perceived risk. The model also contains three antecedences of trust, which are 

Perceived security, Perceived privacy and Perceived trustworthiness. All of these constructs 

were first-order constructs with the exception of Trustworthiness, which was a second-order 

construct and which contains Perceived ability, Perceived integrity and Perceived 

benevolence. The questionnaire was distributed amongst 2,000 Internet banking users of 

Halifax Bank of Scotland. The total valid responses totalled 441, therefore equating to a 

22.05% responses rate. The findings showed that Trust influences both Perceived risk and 

Behavioural intention. In addition, Perceived security, Perceived privacy and Perceived 

trustworthiness influence Trust. 

Chang and Chen (2009) investigated the role of Interface quality and Security perception in 

the loyalty of electronic commerce websites. Their research model suggested that Interface 

quality and Perceived security influence Customer loyalty via both Customer satisfaction and 

Switching costs. A web-based survey was distributed amongst adults in Taiwan, who had at 
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least one year‘s experience in online shopping. The valid responses obtained amounted to 

314, where the majority were university students. The findings showed that Perceived 

security had a significant influence on both Customer satisfaction and Switching costs.  

The importance of Perceived trust, Security and Privacy has been investigated in relation to 

online trading systems in the work by Roca et al. (2009), whose research model was 

developed by integrating Trust, Security and Privacy with the TAM model. The data were 

collected from 180 undergraduate students at a university in south-western Spain. The total 

valid responses equated to 103, which were used for the analysis stage. The majority of these 

students had more than six years‘ experience on Internet use. The findings showed that only 

Perceived security had a significant influence on Perceived trust, whereas Perceived privacy 

had an insignificant influence.  

Kim et al. (2010) conducted an empirical study aimed at investigating the effects of 

Perceived security and Trust on using e-payment systems. The survey was sent to 1260 

participants in South Korea, where only 291 responses were valid for the purposes of 

analysis. The findings showed that Perceived security has a significant and direct influence 

on both Trust and Actual usage. More specifically, Perceived security influences Trust more 

so than Actual usage. In addition, Trust influences Actual usage in a direct manner. 

Hartono et al. (2014) completed a study focused on measuring Perceived security specifically 

in e-commerce. In this study, Perceived security was measured as a formative second-order 

construct covering four different security dimensions, namely Confidentiality, Integrity, 

Availability and Non- repudiation. Confidentiality was integrated with Integrity in this study. 

The data were been collected from three anonymous organisations, namely a university, a 

private company and a government office. The participants were well-educated and known to 
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have good knowledge about online security. The total number of questionnaires received 

amounted to 489; only 436 were used for analysing the model. The research model was based 

on TAM and the findings emphasised Perceived security as having a direct influence on 

Behaviour intention at the 0.05 level of significance. 

Ponte et al. (2015) investigated the impact of Trust and Perceived value on online purchasing. 

Their model extended Trust to cover Perceived security, Perceived privacy and Information 

quality. Data from 451 participants indicated that Perceived security and Perceived 

information quality have a significant influence on Trust, whilst Perceived privacy has an 

insignificant influence. In addition, the findings showed Trust as having a significant 

influence on behavioural intention.  

 

3.3.3. Factors Influencing Security Perception in e-services 

As security is important in e-services, such as in e-commerce and e-government, several 

studies have been carried out in mind of investigating the factors known to influence end 

users‘ security perceptions. In relation to e-commerce, Kamoun and Halaweh (2012) 

investigated the impacts of User interface design on Security perceptions. Their study was 

based on the top-five out of seven design elements of the customer interface (7Cs), namely 

context, content, communication, connection and commerce. A total of 18 elements covered 

these fives constructs: for example, in relation to the Connection construct, the findings show 

that non-working links in the website are ranked as the first element influencing the security 

perceptions of end users. The findings also reveal that all of these five constructs have a 

positive impact on end users‘ perceptions of e-commerce security. In e-commerce also, 

Chang and Chen (2009) investigated the role of Consumer perception of interface quality and 
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Security in website loyalty. The findings showed that Interface quality of the website 

influenced the security perceptions of consumers. Their research model explained 20% 

variance of Perceived security. As their model suggests, Interface quality is the only variable 

known to affect Perceived security; this means that Interface quality is explained as fifth in 

the explained variance of Perceived security. Another study conducted by Halaweh (2012) 

investigated the factors known to influence end users‘ perceptions of e-commerce security. 

This research began with a qualitative study to determine the factors based on end users‘ 

perceptions. The outcome of the study was the classification of the factors into five 

categories, namely Perception of intangible security features (e.g. well known, international), 

Perception of tangible security features (e.g. padlock, security certificate), User 

characteristics (e.g. experience, knowledge), Cooperative responsibility (government, e-

commerce website) and Psychological aspects of security (e.g. fear). A quantitative study 

then was conducted to test the impact of these factors (Halaweh, 2012). Data from 61 

students reveals that only User characteristics, Intangible security features and Psychological 

aspects of security have a positive impact on Perceptions of e-commerce security.  

3.4. Discussion 

The technology acceptance models that have been described in this chapter focus on the 

general factors that influence end users to adopt new technology in general. These models 

can be applied to any new technology and provide a general overview of the factors that 

influence its adoption. Different factors play an important role in the adoption of technology. 

TAM, TAM2, and TRA provide partial view of the problem, as they tend to focus on a 

limited set of influencing factors. TAM focuses on two factors only, usefulness and ease of 

use, whereas it ignores important factors, such as social influence. The TRA model covers the 

social influence factor and could be suitable for investigating these types of technologies. 
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However, it only focuses on social influence and beliefs, and so it can only give an initial 

overview of the adoption factors. The TAM2 attempts to fill the gap in the original TAM by 

considering the social influence factor. However, the TAM2 does not cover the facilitating 

conditions factor, which is considered in the TPB model.  

Thus, the UTAUT model attempts to provide a wider view and fill the gap by covering four 

factors, which are performance expectancy (perceived usefulness in TAM and TAM2), effort 

expectancy (perceived ease of use in TAM and TAM2), social influence (subjective norm in 

TRA and TAM2) and facilitation conditions (perceived behavioural control in TPB). 

Unfortunately though, the UTAUT model does not pay attention to the factors of trust and 

risk. However, it should be mentioned that these models were developed for employees using 

the new technology provided by their companies and organisations and trust may not be an 

issue in this case. In addition, transactions and the Internet may not be required when using 

several technologies. 

Technology acceptance models have since been used to investigate the factors that influence 

the consumer. As such, UTAUT has been amended to consider additional factors that could 

influence consumers. The UTAUT2 model focuses on consumer studies in particular and 

included three additional factors, price value, hedonic motivation and habit. However, trust is 

not addressed in this model either. However, as mentioned previously, several technologies 

may not use the Internet. Thus, trust and risk may not be important issues as the risk is 

increased if the service is provided via the Internet (Pavlou, 2001). This could be the reason 

that trust and risk were not included in the UTAUT2 model. The aim of the UTAUT2 model 

and other popular technology acceptance models is to be used as a standard model to 

investigate the adoption of any new technology. However, price value and hedonic 

motivation may not be issues in several technologies, such as e-government services. Trust 
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could be more important than these factors and need to be considered, especially as most new 

technologies are now online based.  

This chapter provided several studies that investigated the factors that influence the adoption 

of e-government services. The common factors need to be considered in the research model 

and this will also be helpful for selecting one of popular acceptance model to be the base 

model for this research. In terms to investigate the role of security in e-government adoption 

there is a need to identify the other factors that influence the adoption of e-government 

services. This is necessary to determine the impact of security in e-government adoption 

among other factors. 

 As the factors that influence the end users‘ perception in e-government security never been 

investigated; this chapter tried to review the factors that influence the end users‘ perception in 

e-services security in general. Most of studies that investigate the security factors in e-

services were conducted in e-commerce. Both of e-government and e-commerce are e-

services and one of the main different between them that the services provider in e-

government is government while in e-commerce is company. Thus, both of them are 

providing e-services to the end users and there could be common factors that influence the 

end users to use them. Thus, the reason for reviewing the factors that influence the end users‘ 

perception in e-services security is that they can be discussed during the focus group sessions 

and they might be helpful for discovering more influenced factors.    

The factors that influence e-services security perceptions mentioned in this chapter may not 

be the same as those influencing e-government security perceptions. For example, in the e-

commerce area, a study conducted by Halaweh (2012) shows that intangible indicators of 

security influence end users‘ security perceptions. An example of such an indicator is a shop 
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having an offline store and providing its local address and contact details or a shop having a 

good reputation. However, these indicators would not be relevant when investigating security 

perceptions in the e-government environment. Thus, there is a need to investigate the factors 

that influence end users‘ e-government security perceptions in particular. This can be done by 

conducting a qualitative study and considering the factors that have been speculated to 

influence such security perceptions.                 

3.5. Conclusion 

The technology acceptance models that have been used to investigate the factors that 

influence the adoption of e-government were explained in this chapter. One of the most 

popular acceptance models is the UTAUT model, which combines eight other adoption 

models. For this reason, a recent version of the UTAUT model was used in this research to 

investigate the role of security in e-government adoption. In addition, the factors that 

influence the end users‘ perceptions of e-services security that were mentioned in this chapter 

were considered in order to determine the security antecedents to e-government adoption. 

The next chapter will present more information on the methodology used in this research to 

achieve the research aim and objectives.         
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4. Research Methodology 

4.1. Introduction 

This chapter provides an initial background concerning the research methodology applied in 

this research. It begins by explaining three of the main research paradigms, which are 

positivist, interpretive and critical. Subsequently, qualitative and quantitative approaches will 

be described in greater detail. Moreover, the combination of qualitative and quantitative 

approaches will be described, which is referred to as the mixed-methods approach. The types 

of mixed-method approach will be discussed, in addition to the chosen research approach. 

The justification for selecting the research approach and paradigms will be explained. This 

chapter also will highlight the main data collection strategies used, namely literature review, 

interview, focus group and questionnaire. As this study is following a mixed-methods 

approach, which comprises two phases (qualitative phase and quantitative phase), the data 

collection strategies for each phase will be explained. Furthermore, the methodology and 

justification for designing the research model will be explained as well. This chapter also 

discusses how the sample size has been determined, and goes on to explain how the 

questionnaire was translated, which is the main data collection strategy in this study. In 

addition, the chapter will explain how the ethical issues in the study were taken into account. 

Lastly, a conclusion for the research methodology will be provided at the end of this chapter.     

4.2. Research Paradigms 

From a practical point of view, such assumptions provide philosophical assumptions 

surrounding the basic views held about the world in which we live, what constitutes the social 

levels, the various approaches and techniques applied in the completing the research, and 

general guidelines on how such researches should be carried out on a technical level.  
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The ways in which knowledge are garnered and accordingly perceived is how 

epistemological assumptions can be described (Bryman, 2015). In the specific case of 

positivist paradigms, knowledge is centred on how the social world can be examined as one 

of the natural sciences, with empirical methods applied in order to test hypotheses. The 

subsequent results need to be objective through the application of social methods. Although 

interpretive paradigms‘ knowledge is concerned with examining the phenomena in a variety 

of different ways, when considering that the social context differs to that of natural sciences, 

social phenomena investigations need to consider various explanations. In the context of 

critical theory paradigms, knowledge may be recognised as a practical result. Such 

frameworks have a tendency to change particular conditions by directing criticism towards 

policy, practice and society-centred issues. As a result, the outcomes may be subjective 

(Elsheikh, 2012). 

The methods of analysis applied for data acquisition may be referred to as methodological 

assumptions (Cohen et al., 2013). In the case of positivist paradigms, quantitative methods 

are applied in order to observe objects. This applies mathematical calculations in an effort to 

test theory and accordingly generalise results. Although interpretive paradigms are centred on 

field work and observations in their examination of the object in question and the garnering 

of knowledge, there is a tendency for interpretative models to utilise a qualitative method in 

order to acquire and examine knowledge. Accordingly, the results may be open to 

interpretations. In the context of critical theory models, qualitative and quantitative 

approaches are applied in order to acquire and observe knowledge. Notably, as Elsheikh 

(2012) mentioned that quantitative methods are centred on ensuring the social arena is 

controlled when carrying out specific actions, whereas qualitative methods are geared 

towards observing the changes that arise following such actions. 
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The majority of studies conducted in the fields of natural science of social science are reliant 

on one of the philosophical paradigms: critical, interpretive and positivist (Oates, 2005). Such 

a classification method is commonly acknowledged in modern-day IS research as each 

individual method characterised various ways of viewing the world in various attempts to 

measure, observe and understand social reality. 

4.2.1. The Positivist Paradigm 

The positivism approach is centred on epistemological views that make the assumption of 

reality as objectively provided and therefore able to be explained through measurable 

elements that are not dependent on the researcher and their chosen methods of application 

(Myers and Avison, 2002). A study is recognised as positivist if there is some proof in 

relation to hypothesis-testing, formal propositions, establishing meaning pertaining to a 

phenomenon and quantifiable measures of variables from the sample in relation to a 

particular group. The potential that people and their behaviours and entities may be examined 

as objectively as the natural world is the view adopted by positivism (Fisher, 2004).  

4.2.2. The Interpretive Paradigm 

It is noted by Lee (1991) that the interpretive approach necessitates that social scientists need 

to garner data and facts that explain not only the aspects of human behaviour that are 

objective but also the subjective meaning for the people themselves. In actuality, the 

interpretations of the social environment and people‘s understanding of such is the focus of 

an interpretative paradigm (May, 2011). This makes the suggestion that, within such a 

framework, the meaning as opposed to the measuring of social phenomena is what 

necessitates focus. In this vein, the observation is made by Lee (1991) that the positivist and 

interpretive approaches would seem to be contrasting and opposing, where the positivist 
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approach adopts the view that its approaches are the only ones that can be seen as scientific, 

whereas those that are interpretive suggest that the examination of people and their 

institutions calls for approaches that are alien to those adopted in the natural sciences domain. 

Furthermore, a qualitative data collection method is applied in the case of interpretivist 

epistemology. 

4.2.3. The Critical Paradigm 

Critical researchers widely make the assumption that social reality has been historically 

established, and is created and recreated by people. Critical realists pose the same view as 

positivists, suggesting that there are a huge number of phenomena that are independent of 

human awareness and are observable, with the view held that this world‘s knowledge is 

merely a social construct (Denzin and Lincoln, 2005). More specifically, critical research 

places emphasis on the various conflicts, contradictions and oppositions modern-day society, 

and further aims at being emancipatory (Myers and Avison, 2002).   

In the view of Bryman and Bell (2015), critical realism expresses two opinions: primarily, the 

conceptualisation of scientists is a simple way of establishing that specific reality; and 

secondarily, critical realists are happy to acknowledge their rationalisations in theoretical 

terms that are not directly in line with observations. Accordingly, it is perfectly acceptable for 

hypothetical entities to explain away natural or social order regularities, as in the case of 

realists but not positivists.  

4.3. Research Approaches 

It is common for research approaches to be categorised as being either qualitative or 

quantitative in nature (Creswell, 2013). In the view of Hughes (2006), the quantitative 
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approach is recognised as the scientific empirical conventional methods, whereas the 

qualitative method, on the other hand, is viewed as being the naturalistic phenomenological 

approach. When considering the variation in focus and emphasis, the decision as to which to 

apply depends, to a significant degree, on the study framework, the researcher‘s own 

underlying assumptions, and the general nature of the phenomenon under examination 

(Yauch and Steudel, 2003). As highlighted by Elsheikh (2012), the positivist paradigm is 

commonly through the use of a quantitative approach, whereas the interpretive paradigm 

utilises a qualitative method. The approach applies is one specific technique or a set of 

techniques aimed towards garnering and examining data. Conventionally, the data utilised in 

the quantitative approach seems to adopt a numerical form, whilst data utilised in the 

completion of a qualitative method comprises text and words in an effort to highlight 

subjects‘ emotions and intended meaning behind carrying out a particular behaviour. 

Qualitative and quantitative approaches in combination is recognised as the most valuable 

method behind examining IS phenomena, as noted by Fidock and Carroll (2009). Otherwise 

stated, the qualitative approach commonly aims at establishing the researcher‘s scope, 

developing a corresponding tool for measurement and accordingly devising associated 

hypothesis; the quantitative approach, on the other hand, aims at testing the hypotheses. 

Nonetheless, the various pros and cons associated with these methods will be discussed in 

greater depth in the following sections.  

4.3.1. Qualitative Research 

The gathering and analysis of non-numerical data is the focus of qualitative methods; 

nonetheless, this approach‘s strength can be seen in its subjective and open nature, 

particularly throughout the analysis process (Lancaster, 2007). In other words, as stated by 
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Elsheikh (2012), such a method aims at creating and accordingly developing more in-depth 

understanding of the experiences, perceptions and views of groups and individuals that could 

potentially affect being involved in particular behaviours within the natural context in which 

it occurs. 

Throughout the 20th Century, social science professionals and researchers have come to 

acknowledge the various restrictions associated with quantitative research in terms of 

comprehending situations seen to involve the complicated interactions of cultural traditions, 

economics, human behaviours, interpersonal relationships and politics. As a result, 

throughout recent years, qualitative research has been more widely adopted, particularly in 

the arena of social sciences (Denzin and Lincoln, 2002). Qualitative studies defines as an 

inquiry process centred on garnering insight into and knowledge concerning a human social 

or human issue, as based on a complicated, holistic picture, created with words and discussed 

in a natural setting (Al-shehri, 2012).   

The qualitative approach is commonly recognised by the following: (1) it is focused on 

providing understanding of the phenomena in its natural contexts; (2) it adopts a number of 

realities; (3) it presents data through rich verbal explanations; (4) it enables the researcher to 

be immersed and in direct communication throughout the data collection process; (5) it 

further facilitates the interactive collection of data; (6) it facilitates the application of a data 

collection that is evolving and flexible—notably a dynamic and tentative approach to the 

methodology; (7) it directs focus to the holistic perspective, ensuring attention is directed 

towards interrelationship complexity and dynamics in the world surrounding the 

phenomenon; (8) it is context-sensitive; (9) it highlights daily life invisibility and repositions 

the familiar as something strange; (10) it creates meaning from the viewpoint of the subject 

as an informant as opposed to just a participant to be studied; (11) it examines open questions 
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as opposed to testing hypotheses; (12) and it implements purposive sampling (Elsheikh, 

2012).  

4.3.1.1. Grounded Theory  

Originally, the Grounded Theory concept was devised by Glaser and Strauss, two 

sociologists, who were not satisfied with how present theories were seen to dominate 

sociological studies. The two researchers posed the view that an approach that would enable 

them to move to theory from data was necessary, which would, in turn, allow other theories 

to be introduced. These theories were recognised as specific to the context in which they had 

been developed; they would be ‗grounded‘ in the data from which they had emerged as 

opposed to directing emphasis to analytical constructs, categories or variables from other 

theories (Willing, 2013).  

Two critical schools for Grounded Theory include the Straussian School and the Glaserian 

School as noted by Willing (2013). When comparing the two schools, there is an abundance 

of differences, although some are relatively minor. The key differences are recognised as 

having a fundamental effect on how primary research is both directed and applied. For 

instance, the position is adopted by Glaser that academics need to progress into a field with 

an open, clear mind, whereas Strauss, on the other hand, encourages the view that a general 

idea of the area under study is essential. In this vein, Glaser considers that theory needs to 

emerge, whereas Strauss, in contrast, devises and accordingly works in line with structured 

questions in an effort to lead to a more forced emergence of theory (Willing, 2013).  
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4.3.1.2. Concepts of Grounded Theory 

Rose et al. (2014) mentioned that Grounded Theory is known to comprise four key concepts, 

as discussed as follows: 

 Theoretical Sampling: One aspect involved in Grounded Theory is its approach to 

sampling, referred to as theoretical sampling, which is aimed at facilitating and 

supporting the development of theory. Sampling undergoes change and adjustment in 

line with the theory that emerges. Moreover, there may be the collection of additional 

data so as to facilitate the investigation of a specific concept.  

 Data Collection: A number of different data collection approaches may be applied in 

Grounded Theory, including in-depth observations and interviews, in addition to the 

analysis of documentation, thus providing the potential to take sources and complete 

triangulation, aimed at garnering rich data that can explore far more than simply the 

subjective and social arena. In this regard, Grounded Theory is recognised as 

predominantly linked with qualitative data.  

 Data Analysis: A coding approach to the analysis of data is adopted by Grounded 

Theory, which is a process during which the data is taken by the researcher and 

concepts are derived at and developed. Throughout the approach, activities, events 

and occurrences in the raw data are treated as indicators of various phenomena, 

which then are afforded a code, otherwise referred to as a conceptual label. With the 

continuation of the analysis, the researcher examines various other instances of data 

that appear to be examples of this same phenomenon, which are then labelled as 

appropriate. The various coded concepts are seen to form the emerging theory‘s 

building blocks, and throughout analysis become ever more abstract and numerous.  
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 Theoretical Saturation: Data collection and subsequent analysis are repeated until no 

additional dimensions, categories or insights can be identified. This is a stage referred 

to as theoretical saturation.  

4.3.1.3. Advantages and Disadvantages of Grounded Theory 

A number of limitations are recognised as apparent with Grounded Theory, including the fact 

it is a very complicated and time-consuming method, with in-depth coding and iterative 

processes involved. An additional issue with the theory, as highlighted by Elsheikh (2012), is 

the fact it does not depend on particular guidance concerning the intellectual process of 

identifying patterns in the data, thus meaning it is a very subjective process with much 

dependence on the capacity and ability of the researcher.   

A number of advantages and disadvantages have been highlighted by El Hussein et al. (2014) 

as inherent in the Grounded Theory:  

Advantages: 

 Data depth  

 Data richness 

 Intuitive appeal 

 Potential to conceptualise 

 Systematic approach to data analysis. 

Disadvantages: 

 Exhaustive process. 

 Limited capacity of generalisability. 

 Much possibility for methodological error to occur. 
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 The need to complete a Literature Review without assumptions. 

 Various approaches to Grounded Theory. 

As highlighted by Elsheikh (2012), one of the key issues established is that there is a need for 

the identification of one central category as representative of the key underlying research 

theme. Nonetheless, when seeking to combine all categories into one main category, the 

process is problematic. Axial coding output can mean a number of different category clusters, 

resulting in the issue of how all clusters can be combined into one large cluster, with one key 

theme in the data then identified. For example, the majority of sampling is viewed as 

purposive and therefore is defined prior to the onset of data collection. Nonetheless, in the 

context of Grounded Theory, sampling is first initiated as a rational process of discussion 

with subjects who are well positioned to provide early data. Such information, upon 

examination, can be pivotal in establishing provisional explanatory concepts and then can 

lead the researcher to establish further respondents, locations and forms of data, at least from 

a theoretical standpoint.  

4.3.1.4. Coding  

Coding, as devised by Punch (2009), is the initial stage to be carried out in the case of 

qualitative analysis, the foundation for which is established at a later stage. For those analyses 

centred on identifying regularities in the data, coding is pivotal. 

For the sake of clarity, a code may be a label, name or tag, where coding therefore involves 

assigning labels, names or tags to different segments of data. Each segment might be 

individual words, or larger or smaller chunks of data. The objective underpinning the 

assignment of codes is to provide meaning to the data, with such codes adopting a number of 

functions; they index data and provide a basis for both storing and retrieving the data.  
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When seeking to establish a Grounded Theory, the main aim is concerned with identifying a 

core category, at a high level of abstraction but grounded in the data, where this is seen to 

account for what is deemed pivotal in the data. This is achieved through three stages, which 

are individual but not always consecutive. The first is to identify the conceptual categories 

evident in the data, notably at the first level of abstraction; the second is to establish links 

between categories; and the third is to complete the conceptualisation of the categories within 

the data, where there is a link between theoretical codes and categories, and the core code, 

which is the highest-order conceptualisation of the theoretical coding, providing a foundation 

for the theory.  

Central to the analysis of the Grounded Theory is coding, whether axial coding, open coding 

or selective coding: axial applies theoretical codes in an effort to interlink the key substantive 

codes; open coding establishes substantive codes; and selective coding isolates and further 

enhances the higher order core category. Punch (2009) described these three types of coding 

as follows.   

4.3.1.4.1.Open Coding: 

The first step in coding is called open coding which aims to generate conceptual labels and 

categories to be used in theory building. Successful open coding generates many provisional 

labels quickly from even a small amount of data, but this sort of coding does not go on 

indefinitely. The objective of open coding is not the endless generation of conceptual labels 

throughout the data. This process of labelling therefore needs to be balanced by two other 

processes. One is to keep an overview of the data in mind, and to keep looking broadly across 

the data, rather than only to do the intensive coding. 
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The outcome of open coding is a set of conceptual categories generated from the data. There 

will also be some ordering and classification of these categories, and some sense of what is 

central in the data. There may be some initial views of possible core categories, but whether 

this has happened or not at this stage, a small number of important categories will have 

emerged. 

4.3.1.4.2.Axial Coding: 

The second function involved in the analysis of the Grounded Theory is that of axial coding, 

which involves the main categories identified in the data‘s open-coding process to be 

interconnected with one another. In this context, Strauss and Corbin use the term ‗axial‘ in an 

effort to communicate the idea of incorporating an axis within the data, where the axis links 

the categories recognised throughout the open-coding process. A more general term of 

‗theoretical coding‘ is used by Glaser in describing this stage, the meaning of which is 

discussed as follows. 

Should the open-coding mean the data is broken apart or otherwise allowed to highlight their 

theoretical categories and possibilities, axial coding repositions the categories but in 

conceptually different ways. Accordingly, axial coding is centred on interrelating the key 

categories developed throughout the open coding process.  

4.3.1.4.3.Selective Coding: 

In the Grounded Theory analysis, the third operation is selective coding, where the term 

‗selective‘ is assigned owing to the fact that, throughout this stage, the analyst is focused on 

choosing one fundamental element of the data as a key category, which then receives 

attention. Upon selection, the theoretical analysis and subsequent development is delimited to 
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those areas of the data that are associated with this key category, with open coding then 

eradicated. The analysis then begins centred on the core category, which becomes the main 

foundation of the Grounded Theory.  

Accordingly, in specific regards selective coding, the aim is centred on combining and 

pulling together the developing analysis. There must be a key focus inherent in the theory to 

be developed, around which it is combined. This will act as the theory‘s key category, and 

therefore is positioned as the data‘s central theme. In an effort to combine all data categories, 

the core category will need to be at a higher level of abstraction. Possible core categories are 

recognised at the onset of the analysis, although the core category is decided further on in the 

analysis.  

The emphasis is centred on establishing a higher order concept at the second level of 

abstraction. Essentially, the emphasis of selective coding is directed towards what is 

considered central in the data from an analytical perspective not only descriptively. All 

elements of the analysis of Grounded Theory centre on ensuring the conceptualisation and 

explanation of data, not on data description.   

4.3.2. Quantitative Research 

Unlike the qualitative approach, the quantitative method is scientific in nature, and is 

concerned with the gathering and analysis of data in a numerical form. Assumptions, both 

objectivist and positivist, form the foundation for researchers who utilise such an approach. 

The quantitative approach is defined as predominantly aimed at gathering and analysing data 

that is either numerical or objective in nature, and which is commonly detailed through the 

use of charts, graphs or tables. Nonetheless, these data may be analysed using statistical 

methods. Moreover, these approaches necessitate large samples in order to ensure 
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generalisation of the population as a whole, which means the results can be used in a 

comparative manner and can be replicated (Black, 1999).  

Quantitative research also is viewed as valuable when seeking to provide quantification for 

behaviours, opinions and personal beliefs in an effort to establish the views and perceptions 

of populations concerning specific phenomenon. Quantitative studies and the outcome of 

such commonly adopt the form of charts, graphics and tables, and are beneficial in 

highlighting the link between variables (dependent and independent) through the application 

of suitable tool and appropriate measurement scale. Quantitative methodology is recognised 

as valuable in testing hypotheses and theories (Bryman, 2015). 

Nonetheless, quantitative research approaches are reviewed as having various disadvantages, 

as with any approach, such as the fact it is limiting in explaining and understanding particular 

phenomena, and is not able to observe gesture. Moreover, the data collection process lacks 

environmental control and also fails to provide situational context, providing only specific 

and limited data as a result of the closed nature of the approach and the posing of only 

structured questions (Alsaif, 2014).   

From a practical perspective, this method is centred on garnering quantitative descriptions of 

the various in the study, with the researcher establishing the links between variables of 

interest in the study, and accordingly devising and subsequently testing hypotheses garnered 

from theories, which may be evaluated, and thus accepted or rejected in line with the 

completion of statistical and comparative analyses. This particular approach may be adopted 

across various methods, including surveys to population that is either a random or a stratified 

sample. It is common for such surveys to be administered in person, via the Internet or 
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through mail. Moreover, laboratory experiments, formal methods and numerical approaches 

are amongst those methods applied in the quantitative approach (Elsheikh, 2012).  

4.3.2.1. Survey Research  

Such research delivers numerical or quantitative descriptions pertaining to attitudes, opinions 

and trends of a population through examining a selective sample of the population. In the 

view of Creswell (2013), this involves longitudinal and cross-sectional works through the 

adoption of structured interviews and/or questionnaires for the purpose of data gathering, 

with the aim of generalising from a sample to a population.  

4.3.3. Mixed-Methods Research 

Strengths and weaknesses are inherent in all researches, whether qualitative or quantitative in 

nature. Accordingly, a mixed-methods approach is sometimes preferable as a way of 

counterbalancing the various drawbacks associated with each (Creswell, 2013). 

4.3.3.1. Mixed Methods Strategies: 

A number of professionals and scholars in the field have considered a number of possible 

approaches for combining qualitative and quantitative methods. In this vein, for example, 

Creswell (2013) stated three main different methods for combining quantitative and 

qualitative methods that can be extended to be six methods as discussed below.  

4.3.3.1.1. Sequential Mixed-Methods: 

Sequential mixed methods procedures may be explained as those applied by a researcher in 

mind of expanding on and further developing the findings garnered through one method with 

the use of another method. This might involve, for example, applying an interview approach 
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that is qualitative in nature and subsequently completing a quantitative survey with a large 

sample so that the results can be generalised to a specific population. This is referred to as 

sequential exploratory strategy. The application of quantitative methods suggests that results 

of qualitative approaches can be tested and generalised to different samples of the study 

population. In contrast, however, a quantitative method may be applied first, involving a 

concept of theory being tested, with a qualitative method adopted involving the in-depth 

examination of a select few individuals. This is referred to as sequential explanatory strategy. 

In this vein, Creswell (2013) further states that qualitative approach application is valuable in 

analysing the results garnered through a quantitative approach, especially unexpected results, 

in greater depth.  

4.3.3.1.2. Concurrent Mixed-Methods: 

Concurrent mixed-methods procedures are known to involve the researcher merging 

qualitative and quantitative data in an effort to deliver an in-depth analysis of the study 

problem. Through such a design, the researcher gathers both types of data and subsequently 

combines the data so as to interpret the results. Moreover, throughout the design approach, 

one smaller data form may be embedded by the researcher with another larger one in an effort 

to examine different types of question, as highlighted by Creswell (2013). 

4.3.3.1.3. Transformative Mixed-Methods: 

Transformative mixed methods procedures involve a researcher applying a theoretical lens as 

an all-encompassing perspective within a particular design, which comprises both types of 

data, i.e. qualitative and quantitative. Such a lens provides a model for methods of data 

collection, topics of interest, and changes or outcomes expected and predicted by the study. 
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Within such a lens, data collection might involve a concurrent or sequential approach 

(Creswell, 2013). 

4.4. Data Collection Strategies 

Both qualitative and quantitative approaches have several methods and strategies for data 

collection: For example, focus groups, semi or unstructured interviews, direct observations, 

documents analysis are methods used in qualitative approach, whilst structured interviews 

and questionnaire, on the other hand, are methods used in quantitative approach. This section 

focuses on the data collections methods applied in this study, as follows: 

4.4.1. Literature Review 

Reviewing the previous studies, works and documents was one of the main tasks in this 

study. Journals and specialists conferences associated to the research topic have been checked 

regularly, with such documents classified into three main categories: the first category is 

related to the documents linked to e-government, which include official documents and 

reports pertaining to e-government, as well as prior studies and works that are related to e-

government in general; the second category is associated with the previous studies that 

mention the security challenges in e-services in general and in e-government specifically; and 

finally, the third category is related to previous studies and articles that were focused on 

technology acceptance and adoption, which include the main articles discussing the theories 

and models of technology acceptance, as well as the previous empirical studies applying such 

models in e-services in general and e-government in particular. Mendeley software was 

adopted for organising these categories, and other files and documents related to the PhD 

thesis. This software is valuable for reading and making notes on documents. It is also used 

for organising the references used in this research.          
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4.4.2. Interviews 

Interviews can be unstructured, semi-structured or structured. In this study, there were two 

unstructured interviews with two experts, both of whom hold a PhD degree; their PhD these 

were about e-government adoption in Saudi Arabia. These interviews were conducted 

separately at the beginning of the PhD programme. The aim of the interview was centred on 

garnering more understanding concerning the current issues in e-government adoption in 

Saudi Arabia and accordingly discussing with them the research aim and objectives. Both of 

the researchers used UTAUT in their models, which were helpful in extending the discussion 

to cover the issues related associated with applying the UTAUT model, gathering the data 

and analysing the model. These two researchers were contacted by the researcher after 

designing the research model in order to discuss this with them and get feedback.                

4.4.3. Focus Groups 

Focus groups are able to provide more in-depth insight into subjects‘ views, beliefs, opinions, 

suggestions, perceptions and problems in the research topic (Creswell, 2013). In the view of 

Neuman (2006), focus groups are aimed towards facilitating the exchange and 

communication of experiences, ideas and opinions, thus resulting in greater knowledge and 

understanding of the research topic. 

In this study, the focus group method was the main data collection strategy for the first phase. 

The aim of the focus group is centred on identifying the factors influencing end users‘ 

perceptions on e-government security. There were two focus groups conducted in this study.  
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4.4.4. Questionnaire 

In this study, two questionnaires were conducted: the first was an initial questionnaire for 

investigating the general issues related to e-government security, as described in the previous 

chapter; the second questionnaire was the main questionnaire and directed consideration to 

the main data collection strategy in the study. The aim of the second questionnaire was to test 

and validate the research model. More details about the main questionnaire will be provided 

in Chapter 7. Both of these questionnaires targeted end users, and the data obtained were 

hosted securely at the Centre for Security, Communications and Network Research 

(CSCAN).    

4.5. Selection and Justification of Research Paradigm and Approach 

After reviewing the research paradigms and approaches, the main research methodology 

considered most suitable for this study was identified as the sequential exploratory strategy, 

which is one of the mixed-methodology approaches beginning with the completion of a 

qualitative study, followed by a quantitative study (Creswell, 2013). Thus, the interpretative 

paradigm is best suited to achieving the first phase of this research as the security antecedents 

of e-government had not been investigated before. For this reason, the research started with a 

qualitative study aimed at establishing these antecedents based on end users‘ perspectives. In 

this phase, an initial survey has been conducted to investigate the security challenges in e-

government services based on end users‘ perspectives. After that, the findings from the initial 

survey were discussed during two focus groups that have been conducted to deeply 

investigate the factors that influence end users‘ perception in e-government security. The 

results of the qualitative study will be used to build the research hypothesis, which will be 
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tested in the second phase, which is a quantitative study. Thus, the positivist paradigm is best 

suited to achieving the second phase of this research.  

4.6. Research model 

The research developed the research model based on the UTAUT2 model. This model is the 

extended version of UTAUT, and was developed for consumers in particular as the UTAUT 

was originally developed for employees (Venkatesh et al., 2012). In addition, as the UTAUT 

integrated eight of the adoption models and theory, this allows the UTAUT to increase the 

percentage of explained variances and accordingly fill the gap in other adoption models, such 

as TAM and TRA, which presented low explanatory power. Lian (2015) indicates that the 

major theoretical basis in e-government adoption is UTAUT; this can be observed clearly in 

the literature review of e-government adoption, as shown in Section 2.2.9. Several studies 

applied the original UTAUT model in e-government studies (AlAwadhi and Morris, 2008; 

Ovais Ahmad et al., 2013; Wang and Shih, 2009; Yahya et al., 2012). Other studies have 

applied an amended UTAUT model by integrating additional factors. One of these factors is 

trust in e-government (Alsaif, 2014; Alshehri et al., 2012a; Lian, 2015; Weerakkody et al., 

2013). Security perception is considered to be one of the trust antecedences in e-services 

(Pavlou, 2001; Roca et al., 2009; Shin, 2010). Thus, the researcher believes that UTAUT is 

the best model for investigating the role of security in e-government services as the role of 

trust was investigated in e-government studies.    

4.7. Sample Size 

This study targets Saudi citizens who use e-government services. Thus, data should represent 

the targeted population. As there is no statistical data showing the total number of citizens 

who use e-government services, the sample size has been determined based on Internet users 
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in Saudi Arabia. In 2015, the Communication and Information Technology Commission 

indicated in its report that the total number of Internet users in Saudi Arabia amounted to 21 

million (MCIT, 2016). The total population in Saudi Arabia is 30.8 million, as shown in the 

last report of the central department of statistics and information in 2015 (STATS, 2016). 

Thus, the following equation is used to determine the minimum sample size, as based on the 

information above:  

 

Where: 

 n = Minimum sample size 

 t = Confidence level at 95% (standard value of 1.96)  

 p = Estimated fractional population of subgroup  

 m = Margin of error at 4% (standard value of 0.05) 

 Population of Saudi Arabia = 30.8 million 

 Internet users in Saudi Arabia = 21 million 

 P = 21/30.8 = 0.68 
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In addition, a useful tool provided by Creative Research Systems (www.surveysystem.com) 

for calculating the sample size required also has been used, as shown in Error! Reference 

source not found.. Based on this tool, the sample size required is 600 as shown in Figure 4.1.  

 

Figure 4.1: Sample size required  

In addition, Alshehri (2012), who completed a study in mind of investigating the critical 

factors for e-government adoption in Saudi Arabia, suggests that the minimum sample 

required is 500 participants. Moreover, Alsaif (2014) carried out a study investigating the 

effects of socio-culture value in e-government adoption in Saudi Arabia, and further 

suggested that the sample should be between 500 and 1000 participants. Thus, based on the 

previous information, this study will target a minimum of 500 participants who use e-

government services in Saudi Arabia. 

This sample size was determined for the quantitative study to test the research model and 

hypotheses. However, as the initial survey was conducted to get an overview of the security 

challenges in e-government adoption and to support the focus group session, the confidence 

interval was set at 8, which made the required sample size 150 participants, as shown in 

Figure 4.2. 



RESEARCH METHODOLOGY 

98 

 

 

Figure 4.2: Sample size required for the initial survey 

This study did not follow a specific methodology for determining the required sample size for 

the focus group sessions, which is considered to be one of the research limitations. However, 

the focus group sessions were supported by data from 189 participants from the initial survey. 

Thus, both the focus group sessions and the initial survey were used together in the 

qualitative study to determine the factors influencing end users‘ perceptions of e-government 

security.  

4.8. Translation of the Questionnaire 

The main research questionnaire was devised in English and subsequently was translated into 

Arabic, which is the native language spoken by the intended respondents of the questionnaire. 

It is considered that this will help to ensure more in-depth understanding amongst the 

participants and thus achieve a greater response rate. Subjects were chosen randomly from 

the general population, with individuals seen to have different backgrounds and 

qualifications. 

Three Saudi linguistic teachers were sent the questionnaire and accordingly were asked for 

feedback. The subsequent version of the questionnaire included their suggestions, which then 
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was piloted. The participants‘ comments were considered when devising the final version of 

the questionnaire, which subsequently was distributed amongst the population of the target 

sample.  

4.9. Ethical Considerations 

When studies are seeking to examine human behaviours, it is paramount that ethical 

considerations are made prior to beginning, as well as throughout and following the 

completion of data collection (Zikmund et al., 2012). Failing to direct attention to this area 

could result in subjects‘ failure to cooperate and comply, which causes problems in the 

collection of data. Adhering to ethical standards and ensuring the gaining of consent from the 

subjects are the critical factors in completing studies. Ethical considerations need to ensure 

compliance in order to ensure human rights are not violated. This also should guarantee that 

respondents‘ information is kept completely confidential. Moreover, personal information 

should not be required, nor should information be misused or changed. The research aims and 

objectives should be clearly communicated to the sample, with respondents made aware of 

their freedom to remove themselves from the research process at any time. 

In actuality, this study adheres to the guidelines set forth by Plymouth University‘s Ethical 

Principles for Research Involving Human Participants, which monitors data collection 

processes. As outlined, the researcher needs to ensure they garner the right permission at the 

outset, when subjects have been advised that they are not obliged to participate in the study 

and have the right to withdraw at any stage should they choose to do so.  

The issue of confidentiality was explained and the subjects were given assurance that all data 

would be protected and used only for the purposes identified by the researcher. Furthermore, 

it was made clear that the data would not be distributed to any other individual and/or group. 
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The data collection process warranted consent prior to being initiated; the university research 

ethical committee issued consent, as detailed in Appendix A.  

4.10. Conclusion 

This chapter presented the methodology that was used in this research, which adopted a 

mixed methods approach. This approach starts with a qualitative phase that is followed by a 

quantitative phase. The aim of the first phase was to explore the initial security antecedents to 

e-government adoption, while the second phase aimed to investigate the role of security in e-

government adoption. The second phase was used to confirm the security antecedents to e-

government adoption. The main data sources in the first phase were the initial survey and the 

focus group, while the second phase used a questionnaire to collect the required data.  

The next two chapters will focus on the first phase, with the results from this phase will be 

used in the second phase.  
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5. Security challenges in e-government adoption: initial survey 

5.1. Introduction 

This chapter seeks to provide a general overview concerning the current status of e-

government security based on end users‘ perspectives. The aim of this survey is centred on 

understanding the phenomena and garnering more information about current security 

challenges that need to be considered in developing the research model. The survey is 

targeting Saudi citizens as the e-government in Saudi Arabia is the case study in this 

research..  

This chapter begins by providing a general overview about the research surveys completed in 

this study. Subsequently, the survey methodology followed in completing the survey will be 

explained. The findings of this survey will be described and discussed. Finally, the 

conclusion of this chapter will be provided. 

5.2. Research Surveys 

In total, two surveys will be carried out in the PhD research. The first survey, which is aimed 

at evaluating e-government security based on end users‘ perspectives, investigates current 

general security threats facing the end users of e-government, whether technical or non-

technical. The survey also investigates whether or not a lack of security is the main reason 

behind participants not using e-government services. The findings of this survey are analysed 

in this report. The second survey, the main purpose of which is to test and evaluate the model, 

will be conducted after the novel model has been designed. This survey will contain specific 

questions in order to represent specific variables in the model. 
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5.3. Survey Methodology 

This survey comprises 17 questions, the majority of which are based on multiple choices. A 

Likert scale (ranging 1–5) is also used, spanning ‗strongly agree‘ to ‗strongly disagree‘. The 

survey, which has been designed in both Arabic and English languages, was distributed via 

the Internet and hosted online by the Centre for Security, Communications and Network 

Research (CSCAN) at Plymouth University. There are three main sections included in this 

survey: the first section (questions 1–6) seeks to garner general information about 

respondents, such as age, gender, educational background, employment status, information 

security background and nationality; the second section (questions 7–10) covers participants‘ 

e-government usage, including the analysis of their experience in using e-government 

services and determining the current challenges; the third section (questions 11–17) look at 

participants‘ experience of e-government security, and is considered to be the most important 

section in the survey as it covers the security issues in e-government and accordingly 

analyses respondents‘ experience of e-government security.  

The survey begins by posing a consent question to confirm that the age of the participant is 

18 or above, and to ensure he/she understands the conditions and accepts taking part in the 

survey. At the end of the survey, the participants were asked to provide comments and 

feedback in relation to e-government security, such as security challenges or suggestions. The 

participants were informed that their comments would be highly considered. The survey has 

been written in a simple way, to the greatest possible extent, as it is for the public and so 

should be clear and easy to understand. The survey has been tested and reviewed by both 

academic staff and some members of the public in an effort to ensure that it has been written 

so that it is understandable; it also has been approved by the faculty ethics committee.  
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5.4. Survey Findings 

The total number of participants who fully answered the survey totalled 228. The majority of 

the participants were male whilst females accounted for only 33.8%. Based on Saudi culture, 

men are more likely to be responsible for applying for different government services. As this 

survey was distributed via a social network on the Internet, only 6 participants were 50 years 

old or older, whilst 97.4% of the participants were aged between 18 and 39 years. With 

regards educational level, more than half of the participants held a Diploma or a Bachelor‘s 

degree, whilst 16.2% of the participants held either a Master‘s or a PhD degree. In total, 

39.9% of the participants were government-employed whilst approximately quarter of the 

participants was students. Finally, most of the participants had only a basic background in 

information security, whereas one-quarter of the participants had an intermediate background 

in this area. Table 5.1 below presents details regarding the general information of the 

participants. 
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Demographic 

Variable 
Categories 

Response 

Frequency 

 

Percent 

 

Gender 

 

Male 

Female 

151 

77 

66.2 

33.8 

Age (years) 

 

18-29 

30-39 

40-49 

50-59 

60+ 

126 

78 

18 

6 

0 

55.3 

34.7 

7.9 

2.6 

0 

Educational Level 

 

Secondary School 

Diploma/ Bachelor 

Master/ Doctorate 

Other 

46 

142 

37 

3 

20.2 

62.3 

16.2 

1.3 

Employment Status 

 

Student 

Government employed 

Private sector employed 

Self-employed 

Other 

61 

91 

39 

35 

2 

26.8 

39.9 

17.1 

15.4 

0.9 

Information 

Security Awareness 

Basic 

Intermediate 

Advanced 

156 

59 

13 

68.4 

25.9 

5.7 

Table 5.1: General information about the participants 

In total, 82.9% of the participants had used e-government services before, whereas the 

percentage of participants who had not used e-government services was 17.1%, as shown in 

Table 5.2. This survey was distributed over the Internet, meaning that the participants had at 

least a basic level of skill in this area.  

 Frequency Percent 

Participants who used e-government 189 82.9 

Participants who did not use e-government 39 17.1 

Total 228 100.0 

Table 5.2: Participants’ experience of using e-government services 

Altogether, 38.5% of the participants had not used e-government because most government 

services are not available online, whereas 12.8% had not used e-government services because 

they did not trust the level of e-government security. Another factor also seen to affect the 
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use of e-government services is resistance to change and a preference for traditional methods. 

One participant stated the following: 

‗I have good experience in computer skills. However, I used to apply for 

government services though a branch only. It does not mean that I prefer it, I just 

got used to it.‘  

There are also other factors, such as a lack of skills that need to be taken into account, as 

mentioned by some of the participants, in addition to the complexity of e-government 

services, as noted by 25.6% of the participants. In general, the majority of the participants 

preferred to use government services through the Internet, either by laptop or desktop, 

whereas 39.7% preferred applying for services through their mobiles. Table 5.3 presents 

more details regarding the methods of applying for government services. 

Preferred method Frequency Percent 

Face-to-face (traditional way) 16 8.5 

Via phone 10 5.3 

Via the Internet using a laptop or desktop 158 83.6 

Via a mobile application 75 39.7 

Via ATM machines 32 16.9 

Table 5.3: Preferred methods of applying for government services 

In seven statements in the survey, participants were asked to provide their opinion using a 

Likert scale that offered the following alternatives: strongly agree, agree, neutral, disagree 

and strongly disagree. The statements are listed below: 

 I‘m worried about my privacy when using e-government services  

 I do not trust the e-government security  

 The website design of e-government services has influenced me in determining the 

level of e-government security  



SECURITY CHALLENGES IN E-GOVERNMENT ADOPTION: INITIAL SURVEY 

106 

 

 Culture and social relationships play an important role in e-government security (e.g., 

obtaining personal information from the users by using social relationships)  

 Users‘ awareness is one of the main factors affecting e-government security   

 The security advice provided to users via the media and e-government websites is 

very limited  

 Most current security issues are basically non-technical, such as lack of users‘ 

awareness and lack of trust. 

The first statement concerns privacy in e-government. Figure 5.1 and Table 5.4 shows that 

23.5% of participants strongly agreed that they were concerned about privacy when using e-

government services; only 5.1% of participants strongly disagreed with this statement.  

 

Figure 5.1: Privacy statement (all participants who used e-government services) 

 Frequency Percent 

Strongly agree 46 24.3 

Agree 48 25.4 

Neutral 50 26.5 

Disagree 34 18.0 

Strongly disagree 11 5.8 

Total 189 100.0 

Table 5.4: Privacy statement (all participants who used e-government services) 

Strongly 

disagree 

 

Disagree Neutral  Agree 
Strongly 

agree 
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Furthermore, 61.5% of the participants who had advanced information security backgrounds 

agreed with this statement, whereas only 23.1% disagreed, as shown in Figure 5.2 and Table 

5.5. 

 

Figure 5.2: Privacy statement (participants who have advance Information security 

background) 

 Frequency Percent 

Strongly agree 8 36.4 

Agree 5 22.7 

Neutral 5 22.7 

Disagree 3 13.6 

Strongly disagree 1 4.5 

Total 22 100 

Table 5.5: Privacy statement (all participants who used e-government services) 

It is clear from the statistics and participants‘ comments that e-government users show a 

higher level of concern in relation to privacy. One participant mentioned that his government 

was focused on providing e-services to its citizens to the greatest possible extent without 

considering the protection of citizens‘ privacy. Another participant stated the following: 

‘The thing that I’m most worried about is protecting my personal data from being 

observed by unauthorised persons as there are no polices that protect my privacy in 

e-government.’ 

Strongly 

disagree 

 

Disagree Neutral Agree 
Strongly 

agree 
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It was also observed that some personal information can be obtained by knowing someone‘s 

national ID number. This number can be found on the Internet or in a newspaper, and 

subsequently may be used in some e-government services to obtain personal information 

about a user. In addition, it is easy to obtain personal information about any user if a 

government employee with access to an e-service database is known, as mentioned by one of 

the participants. This participant also suggested that there should be an organisation 

monitoring access to the database in an effort to protect the privacy of users and to set 

policies to track unauthorised access.       

With regards the second statement, relating to trust in e-government security, 53.8% of the 

participants with advanced information security backgrounds agreed that they did not trust e-

government security (Figure 5.3 and Table 5.6). On the other hand, 28.6% of the participants 

with basic information security backgrounds selected neutral. The percentage of those in 

agreement and disagreement was the same at 29.4%. However, the participants who strongly 

agreed were more numerous than those who strongly disagreed (Figure 5.4 and Table 5.7).  

  

Figure 5.3: Trust statement, 

(participants with advanced security 

background) 

Figure 5.4: Trust statement, 

(participants with basic security 

background) 

Disagree Neutral Agree 
Strongly 

agree 

 

Strongly 

disagree 

 

Disagre

e 

Neutral Agree 
Strongly 

agree 
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 Freq. %  

Strongly agree 3 23.1 

Agree 4 30.8 

Neutral 3 23.1 

Disagree 3 23.1 

Strongly disaree 0 0 

Total 13 100.0 

 

 Freq. %  

Strongly agree 26 21.8 

Agree 24 20.2 

Neutral 34 28.6 

Disagree 26 21.8 

Strongly disagree 9 7.6 

Total 119 100.0 

Table 5.6: Trust statement, 

(participants with advanced security 

background) 

Table 5.7: Trust statement, 

(participants with basic security 

background) 

Several participants provided comments regarding trust. Some of these comments related to 

the trust of the Internet and the others related to trust of the government itself. One participant 

said: 

‘I’m sure that my information and details in the e-government will be used against me when I 

face problems with the government since there is no protection for citizens’ rights.’ 

Another participant said: 

‘…One point which needs to be considered is that the government provides the service. I trust 

e-government that my information is secure 90% when I apply for e-services in Australia. 

However, I only trust the e-government 30% when I use e-services in Saudi Arabia.’ 

Another participant evaluated the security of e-government in line with the number of 

successful attacks the e-government services had faced: 

The security in e-government is very weak and the large number of successful attacks is 

strong evidence.’ ‘  

Another participant who did not trust G2G services said: 

‘…We have an internal system in our department and the head of department deleted all his 

digital signatures for the last year before he left the department wh ich puts me in trouble. I’m 

using now the normal signature as I will never trust the e-services.’  

Other, similar comments to those above also were made. However, a participant mentioned 

that he did not trust the security of e-government not because of a lack of security but 
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because he was confident that hackers could break into any system, which led him to avoid 

carrying out any financial transactions over the Internet. 

The third statement related to the relation between website design and security. Figure 5.5 

and Table 5.8 show that 62.9% of the participants agreed that website design influenced them 

in determining the security level of any government website. When participants‘ responses 

were analysed based on their information security background, the results were found to be 

almost the same as those shown in Table 5.9.  

 

Figure 5.5: Website design statement (all participants who used e-government) 

 

 Frequency Percent 

Strongly agree 45 23.8 

Agree 70 37.0 

Neutral 46 24.3 

Disagree 20 10.6 

Strongly disagree 8 4.2 

Total 189 100.0 

Table 5.8: Website design statement (all participants who used e-government) 

 

 

Strongly 

disagree 

 

Disagree Neutral Agree 
Strongly 

agree 
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 Basic Intermediate Advanced 

 Freq. % Freq. % Freq. % 

1 Strongly agree 33 27.7 10 17.5 2 15.4 

2 Agree 43 36.1 21 36.8 6 46.2 

3 Neutral 26 21.8 18 31.6 2 15.4 

4 Disagree 11 9.2 7 12.3 2 15.4 

5 Strongly disagree 6 5.0 1 1.8 1 7.7 

Total 119 100.0 57 100.0 13 100.0 

Table 5.9: Website design statement (based on participants’ security background) 

The fourth statement related to culture and social relationships and their impacts on e-

government security. It is clear from the responses that culture and social relationships 

strongly influence e-government security. A total of 38.8% of participants strongly agreed 

that culture and social relationships played an important role in e-government security, as can 

be seen in Figure 5.6 and Table 5.10. 

 

Figure 5.6: Culture statement (all participants who used e-government) 

 

 Frequency Percent 

Strongly agree 74 39.2 

Agree 44 23.3 

Neutral 34 18.0 

Disagee 34 18.0 

Strongly disagree 3 1.6 

Total 189 100.0 

Strongly 

disagree 

 

Disagree Neutral Agree 
Strongly 

agree 

 



SECURITY CHALLENGES IN E-GOVERNMENT ADOPTION: INITIAL SURVEY 

112 

 

Table 5.10: Culture statement (all participants who used e-government) 

One of the participants mentioned that information about users can be obtained from a friend 

or relative who works on the e-government programme; this can threaten users‘ privacy. 

The fifth statement related to users‘ awareness, and it is clear from participants‘ responses 

that the majority agreed that users‘ awareness was one of the main factors affecting the 

security of e-government. Figure 5.7 and Table 5.11 show that 57.7% of participants who had 

used e-government strongly agreed and 26.5% agreed with the statement, whilst only 2.1% 

disagreed. 

 

Figure 5.7: Users’ awareness statement (all participants who used e-government) 

 

 Frequency Percent 

Strongly agree 109 57.7 

Agree 50 26.5 

Neutral 20 10.6 

Disagree 6 3.2 

Strongly disaree 4 2.1 

Total 189 100.0 

Table 5.11: Users’ awareness statement (all participants who used e -government) 

Strongly 

disagree 

 

Disagree Neutral Agree 
Strongly 

agree 

 



SECURITY CHALLENGES IN E-GOVERNMENT ADOPTION: INITIAL SURVEY 

113 

 

Users‘ awareness was mentioned a number of times in participants‘ comments, and other 

comments were made in relation to the awareness of government employees and decision-

makers in the e-government programme. One participant stated that most of the current 

security problems stemmed from users‘ lack of awareness. Another participant made the 

following statement: 

‘There is a lack of awareness, not only with users, but also with employees and managers who 

work in e-government. Awareness needs to be increased for both of them.’ 

Another participant also said: 

‘…There is a lack of information security skills with the programmers who develop the 

government websites. An information security course must be given for those programmers. 

Also, a course on information security must be given to university students…’  

Another participant mentioned that the awareness of both public and government employees 

needs to be increased. Both need to be more careful about the privacy of citizens. 

The sixth statement relates to the security advice provided in the media and on government 

websites. A total of 58.2% of the participants who used e-government strongly agreed that the 

advice provided on the government websites and the media was scant. In addition, 28% of 

participants agreed, whilst 1.6% disagreed, and only 0.5% strongly disagreed, as is shown in 

Figure 5.8 and Table 5.12. 
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Figure 5.8: Security advice statement (all participants who used e-government) 

 

 Frequency Percet 

Strongly agree 110 58.2 

Agree 53 28.0 

Neutral 22 11.6 

Disagree 3 1.6 

Strongly disagree 1 0.5 

Total 189 100.0 

Table 5.12: Security advice statement (all participants who used e-government) 

 

A participant mentioned that most e-government websites do not provide enough security 

advice, whereas some of them provide very extensive information regarding information 

security. This participant suggested that the advice should be increased but provided in a 

simple way. In addition, the participant mentioned that some government websites provide 

information to protect their rights and to make the user responsible for using this service, 

which might lead the user to avoid using the service. 

The seventh statement investigated whether the most current security threats came from the 

non-technical side. The participants‘ responses, as detailed in Figure 5.9 and Table 5.13, 

Strongly 

disagree 

 

Disagree Neutral Agree 
Strongly 

agree 
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show that 72% agreed that most of the current security threats come from the non-technical 

side, whereas only 6.4% of participants disagreed.    

 

Figure 5.9: Non-technical threats statement (all participants who used e-

government) 

 

 Frequency Percent 

Strongly agree 69 36.5 

Agree 67 35.4 

Neutral 41 21.7 

Disagree 10 5.3 

Strongly disagree 2 1.1 

Total 189 100.0 

Table 5.13: Non-technical threats statement (all participants who used e-

government) 

This statement summarised the other six statements and proved that most of the current 

security issues stem from the non-technical side. These include a lack of awareness, privacy, 

trust, culture and website design.   

5.5. Discussion 

This survey investigates the current security threats facing end-users of e-government. These 

factors will be considered in the development of the research model. There is a need for 

Strongly 

disagree 
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increasing the security awareness of the citizens via the media or through government 

websites. However, 86.2% of the participants who had used e-government programs agreed 

that the security advices provided to users either through the media or e-government websites 

is very limited. In addition, some of this advice is not presented in the most appropriate way 

as much of it is very long and complex. Such advice should be simple and short so as to allow 

users to understand it easily. Furthermore, this survey shows that 84.1% participants agreed 

that most of the current security issues are non-technical. Moreover, the participants gave 

some examples that clarified how culture and social relationships have an impact on the 

security levels in e-government. Another factor that only a few research studies on e-

government have mentioned is website design and its impact on end-users in regards 

determining the level of security. A total of 60.8% of the participants agreed that the website 

design of e-government services influenced them in deciding on the level of e-government 

security. The survey results show that half of participants were worried about their privacy 

when using e-government services, and many comments were made by participants regarding 

this issue. One of the participants suggested that the government must increase the knowledge 

of both its citizens and employees. Finally, the survey shows that 42.3% of the participants 

agreed that they do not trust e-government security. Moreover, there is a 7.4% difference 

between the trust and privacy statements, which shows that the participants were more 

concerned about privacy. Table 5.14 shows the ranking for each statement and the percentage 

of participants‘ agreement.      
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 Rank Statement Frequency 
Percentage of 

agreement 

1 
Security advice provided to users via the media and e-

government websites is very limited 
163 86.2 

2 
Users‘ awareness is one of the main factors that affects e-

government security 
159 84.1 

3 
Most of the current security issues are non-technical such 

as lack of users‘ awareness and lack of trust 
136 72.0 

4 
Culture and social relationships play an important role in 

e-government security 
118 62.4 

5 
The website design of e-government services influenced 

me in determining the level of e-government security 
115 60.8 

6 
I‘m worried about my privacy when using e-government 

services 
94 49.7 

7 I do not trust the e-government security 80 42.3 

Table 5.14: Ranking of statements 

5.6. Conclusion 

This chapter has provided details on the current security challenges and e-government 

security status from the perspective of end users. The main findings show that information 

security awareness, website design, security advice and culture all play an important role in e-

government security. These findings will be considered when investigating the factors that 

influence end users‘ perceptions of e-government security. Thus, these findings will be 

discussed during the focus group sessions in order to determine the initial security 

antecedences in e-government adoption. The following chapter will focus on determining 

these initial security antecedents. 
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6. Security antecedents in e-government adoption 

6.1.  Introduction 

This chapter focuses on the first phase of this study, which is centred on identifying the 

factors that influence end users‘ perceptions in the field of e-government security. As the 

factors influencing end users perceptions in e-government security have not been investigated 

before, the study applied the Grounded Theory that allows the researcher to identify these 

factors and built hypotheses that can be texted in the second phase. The justification of its use 

in this study is explained in section 6.2. Subsequently, the process of applying Grounded 

Theory is provided. As the initial survey focused on the security challenges that face end 

users in general, there was a need to conduct focus groups to investigate the factors that 

influence end users‘ perceptions of e-government security in particular. The analysis of the 

data and the procedures were then explained. Finally, the results from the analysis stage were 

presented and discussed. The results provide the identified initial factors seen to influence 

end users‘ perceptions in e-government security.          

6.2. Justification of using Grounded Theory 

Based on the literature review, it is clear that there is a lack of existing theories investigating 

the factors influencing end users‘ perceptions of e-government security. As the main concept 

of Grounded Theory for investigating actualities from the real world, this study applied 

Grounded Theory in an effort to develop a theory that identifies these factors.   

Grounded Theory is applied with the aim of identifying a theory where there is only a little 

recognised in relation to the phenomenon under examination. As stated by Goulding (2002), 

the overall value associated with Grounded Theory application becomes apparent when the 



SECURITY ANTECEDENTS IN E-GOVERNMENT ADOPTION 

119 

 

literature is lacking integrated theory. Furthermore, insight, understanding and a meaningful 

guide to action can be provided by Grounded Theory, as derived from data. In this vein, the 

statement is made by Creswell (2013) that the overarching objective of the Grounded Theory 

approach is to create or otherwise identify a theory that is grounded in data that is both 

gathered and accordingly analysed in a systematic way.  

Furthermore, when drawing a contrast with other qualitative analysis methods, a systematic 

method of analysis is provided by Grounded Theory, which involves the inclusion of axial, 

open and selecting coding, which is pivotal in developing a theory grounded in data. This is 

in line with the indication made by Charmaz (2006) that Grounded Theory enables analysis 

processes, including particular steps for developing categories, concepts and theory.  

The Grounded Theory will prove helpful and valuable in the generating of hypotheses. These 

hypotheses will be tested in the second phase, which is the quantitative approach.  

6.3. Grounded Theory Research Process 

6.3.1. Data Sources 

The data utilised in the current work was garnered across three different stages using a 

number of different sources, including focus groups, literature review and survey. Practically, 

multiple sources should be used for data collection, which is one of the key factors affecting 

such a work, especially those centred on the generation of theories. This provides a number 

of different perspectives relating to the phenomenon to be examined and supported through 

the provision of more knowledge relating to the emerging categories and concepts, thereby 

enabling their more precise analysis so as to ensure the provision of strong evidence to 

validate the emerging constructs (Elsheikh, 2012).  
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6.3.1.1. Literature Review: 

The researcher starts with reviewing the previous studies related to the factors influencing 

end users‘ perceptions in e-services. The aim of the literature review is focused on gathering 

more information about the phenomena, which could prove helpful during the focus group 

sessions. In addition, it would be valuable to link the output of the focus groups with the 

literature review and accordingly discuss the findings with previous studies.  

As stated by Elsheikh (2012), it is common for there to be the view that the researcher is 

expected to work in the arena without considering any past literature or theory linked to the 

phenomenon under examination, and to wait for theory to emerge merely through gathering 

data. All theory known before beginning a research cannot be eradicated from the mind. In 

this vein, Glaser and Strauss (1967) encourage academics completing research papers to 

include the works and contributions of others in an effort to form a foundation of knowledge, 

which can be recognised as literature sensitivity. It was further stated by Glaser (2002) that 

the literature review is a further data source and adopts a key role in the emergence of 

Grounded Theory,  

6.3.1.2. Initial Survey: 

Following the completion of the initial survey, the findings are recognised by the researcher 

as valuable for consideration throughout the focus group sessions. A number of different 

feedback was garnered from the participants in the initial survey, which underwent review 

and consideration in the focus group sessions. The participants were able to provide the 

researcher with an abundance of information concerning present security issues that were not 

covered by the survey questions through the inclusion of open-end questions. Owing to the 

fact that the sample of participants who answered the initial survey amounted to 189, the 
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researcher was well-positioned to garner different viewpoints concerning the present situation 

of security in the e-government field.   

6.3.1.3. Focus Groups: 

Two focus groups were conducted in this study. The first group was of participants, all of 

whom were Saudi citizens and familiar with e-government services in Saudi Arabia. The 

participants were from different age groups and had different levels of education. The second 

group comprised six participants, all of whom were specialists in computer and network 

security and had a Master‘s degree and at least five years‘ experience. The participants‘ 

demographic details were kept anonymous in order to ensure their privacy was safeguarded. 

The aim of researching the first focus group was to examine the factors influencing public 

citizens‘ perceptions of e-government security. The following questions have been asked 

during the focus group session: 

- Have you used e-government services? If not, why? 

- In your opinion, is using e-government services secure? Why /why not?  

- How do you measure the level of security in e-government services? 

- What are the factors that influence your perception in e-government security? 

- What does security on e-government websites mean to you? 

The findings from the initial survey were discussed, in addition to establishing the critical 

factors influencing their perceptions in e-government security. The second group was carried 

out later on in an effort to discuss the factors influencing their perceptions in e-government 
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security. Moreover, the outcomes of the research on the first group were discussed based on 

the perspectives of security specialists.  

6.3.2. Analysis and Procedures 

This study uses Straus‘s approach, which is considering the literature review any other source 

before and during the study itself. Thus, in previous studies, as discussed in Section 3.3.3, the 

factors influencing end users‘ perception in e-services were considered in the data collection. 

This gives the researcher a background about the phenomena in other e-services that are 

similar to e-government services. Previous studies were helpful in establishing the data 

collection sample. In addition, several studies provided different types of question deemed 

suitable for during the focus group sessions, which can allow participants to provide more 

details about the phenomena.  

Besides the literature review, the findings from the initial survey were considered, in addition 

to the focus group sessions. This rich data from 189 participants were helpful in determining 

critical security issues based on end users‘ perspective. The initial survey was mainly focused 

on the security challenges in e-government services. The findings from the initial survey, 

especially qualitative data related to the perceptions in e-government security, were reviewed 

before focus group sessions.  

After the completion of the two focus group sessions, they were transcribed by the researcher 

and the analysis begun by converting the recoded files of the sessions into Arabic, which is 

the language adopted during both of the focus groups sessions. Each focus group session‘s 

materials were stored separately, including participant forms and recoding files. The research 

subsequently translated the Arabic transcripts to the English version. The research used QSR 

NVivo software for the purpose of analysis. Following, when both the focus groups sessions 
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were transcribed, the researcher then started with the coding process. The first stage of coding 

was open coding. The researcher read the text on a line-by-line basis, highlighting and 

labelling the key points and significant words: for example, the padlock icon was mentioned 

during the focus group session and then was highlighted and labelled, as will be shown in the 

Results section.  

The experience and knowledge of the researcher plays an important role in determining the 

significant words and terms. The second stage of coding is axial coding, which aims at 

identifying the relations between categories from open coding. However, in this study, the 

main focus was centred on identifying those factors influencing end users‘ perceptions in e-

government services; thus, the relations between these categories were not considered in this 

study, where the only relation was considered is the relation between the identified categories 

and security perceptions. Relation could be either positive or negative. The researcher, during 

the axial coding process, can determine whether a particular category influences the security 

perception either positively or negatively. The final stage of coding is selective coding, which 

aims at selecting the core category that is at the centre of the phenomenon, based on the 

results from the axial coding. Thus, as the only relation considered in the axial coding is the 

relation between the identified categories and security perception, the core category stage was 

security perception.  

6.4. Results  

After completing the analysis of the two focus group data by applying the Grounded Theory, 

the findings from the analysis stage were seen to show five categories that affect end users‘ 

perceptions in e-government services. This section explains each category and further shows 
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how the categories were identified. The main results obtained from the analysis stage are 

summarised in Table 6.1. 

Code Category Description 

1 Padlock icon Tangible security 

features 

Technological security features provided on 

certain website that are visible and can be 

checked by users (Kamoun and Halaweh 2012).  
2 http(s) 

3 Complex password 

4 Two factor authentication 

5 Knowledge General information 

security awareness 

Users‘ overall knowledge about information 

security and the negative consequences of 

potential security threats (Bulgurcu et al. 2010).

  

6 Security background 

7 Experience 

8 Security threats 

9 Looks organized User interface 

quality 

The usability of the website and how it is 

organised and presented to the users. 10 Looks secure 

11 Easy navigation 

12 Cybersecurity law Cybersecurity law The rules and regulations that are used by the 

government in case of a cybersecurity incident.  13 Security policy violation 

14 Internet activity monitoring Security culture How the government creates a security culture 

among its citizens. 15 Government interest 

16 Security advices provided 

Table 6.1: Extracted codes and themes from the qualitative study 

6.4.1. Tangible Security Features 

The participants indicated that several security features provided on e-government websites 

affected their perception of security. These factors are the padlock icon and the presence of 

‗s‘ in the http(s). Participant A6 said, ‗When I see the padlock icon in the browser, I know 

that this website is what I‘m looking for‘. This feature allows users to be sure that their 

communication with the e-government website is secure. In addition, participant A5 indicated 

the significance of asking users to create a complex password, saying, ‗I feel that the security 

level of the e-government website is high when it requires me to create a complex password 

and does not accept easy passwords‘. Complex passwords help prevent others guessing the 

user‘s password and carrying out brute-force attacks. A complex password can be created by 

following specific rules, such as through adhering to the minimum length of the password as 
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8 characters, for example, or that the password must contain lowercase and uppercase 

alphabetic characters, as well as a number and a symbol, or it should not be your name or 

username. Another security feature was mentioned by participant A5, who said, ‗Also, when 

an e-government website uses a password and SMS message (two way authentication), this 

give me the impression the website is secure‘. This feature is used when dealing with 

sensitive information or when making a payment. Security features seem to be important in 

general e-services, such as e-commerce, as mentioned in section 3.3.3.         

6.4.2. General Information Security Awareness 

Information security awareness was talked about extensively in the focus group discussion. 

Participant A6 said, ‗We still have a shortage of people using e-services in general. Usually, 

persons who have good information security awareness are more confident buying from the 

Internet‘. General information security awareness can be gained in different ways; it can 

come from users‘ experiences of using the Internet or their knowledge, practice and learning. 

Bulgurcu et al. (2010) measured general information security awareness by investigating 

users‘ general awareness of security threats and their negative impacts, as well as users‘ 

knowledge of the costs associated with security threats.  

6.4.3. User Interface Quality 

One of the main factors affecting security perceptions is the quality of the user interface. 

Participant A7 clearly stated that, ‗The high quality of the user interface on e-government 

websites has a strong impact on the security level of those websites‘. Participant A6 

interrupted, stating, ‗Technically, this might not be true, but it gives a strong impression that 

this website is secure‘. Participant 7 then said, ‗If there are problems with website quality and 

usability, this absolutely means that there are problems with the website‘s security because it 
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is more complex‘. As mentioned in Section 3.3.3, the quality of the interface design plays a 

significant role in the perceptions of security. The results from the focus group discussion 

indicate that users evaluate the e-government website based on the quality of the user 

interface.   

6.4.4. Cybersecurity Law 

The participants mentioned cybersecurity law as one of the important factors affecting 

perceptions of security. Participant A1 said, ‗I think when an e-government website indicates 

that it is linked with the Ministry of the Interior, this makes citizens feel the website is secure. 

It may not be secure, but linking the e-government website with the Ministry of the Interior 

indicates that there is a security system monitoring the services‘. Participant A2 also 

mentioned the importance of cybersecurity law, stating, ‗Without cybersecurity law, some 

employees and hackers may be able to access citizens‘ sensitive information and share it with 

non-authorised parties‘. Cybersecurity law can be helpful when dealing with hackers and 

citizens who violate information security, and also might prevent hackers from getting 

unauthorised access to citizens‘ data. Cybersecurity law differs from one country to another, 

as Participant B2 in the second focus group (security specialists) session pointed out when 

saying, ‗In some developed countries, making a port scan is illegal whether the attack has 

been successful or not. However, in other countries, it is legal as long as the attack is 

unsuccessful. The port scan is the key to the attack and must be prevented‘. Participant B3 

commented on current cybersecurity law, saying, ‗Current cybersecurity law needs to be 

altered and improved. There is a lack of clarity regarding the suitable punishment for each 

information security violation‘. At the end of the discussion, participant B1 said, ‗Effective 

cybersecurity law positively affects the perceptions of e-government websites‘ security‘.  
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6.4.5. Security Culture    

The impact of security culture recently has been investigated in businesses and organisations 

(D‘Arcy and Greene 2014; Singh et al., 2014; Williams et al., 2009). D‘Arcy and Greene 

(2014) indicate that security culture comprises three dimensions: firstly, top management 

commitment to security, which refers to the extent top management considers security as an 

important organisational priority; secondly, security communication, which refers to how the 

organisation or the company makes its employees aware of its security policies; and thirdly, 

computer monitoring, which refers to the extent to which users or employees believe that 

their computing and Internet activities are monitored by their organisation.  

In this study, this theme was generated by adapting these three dimensions for application to 

the e-government environment, based on the outcome of the focus group discussion: the first 

dimension centres on the extent to which the government is interested in information security 

and considers it to be an important priority from the perspective of its citizens; the second 

dimension concerns the extent to which the government seeks to make citizens aware of 

security policies and accordingly provides them with advice on security; the third dimension 

is concerned with the extent to which citizens believe their Internet activities are monitored 

by the government.  

Participant A7 stated that, ‗The government should take more interest in information security. 

Also, it should make clear that it will help citizens when they face a security problem. This 

will make them feel that their applications for e-government services will be secure‘. This 

participant also said, ‗I suggest that the government mentions that the e-government websites 

are secure and protected to increase the trust levels of those who are worried about the 

security of the services. Failing to mention these things may make citizens feel that the 
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government is not interested in security, and therefore, they feel the e-government website is 

not secure‘. Participant B1 confirmed the role of government interest, pointing out that, ‗In a 

neighbouring country, the government makes e-government security a high priority. If I was 

a citizen in that country, I would feel confident using their services whenever I needed them‘. 

Furthermore, Participant A1 mentioned that, ‗The government is interested in information 

security, and it is monitoring the activities of citizens using the Internet‘. Participant A6 

interrupted, saying, ‗The monitoring definitely exists, but it is based on priority‘. Participant 

B4 pointed out the advantages of monitoring Internet activities, and said, ‗Identity theft will 

be reduced if citizens know that the government is monitoring their Internet activities‘. 

Participant A5 brought up security advice from the government, saying, ‗The security advice 

on the e-government websites is very low when compared with that available even in the 

street and the media‘.  

6.5. Discussion 

Several factors that influence end users‘ perception of e-government security were discussed 

in this chapter. The participants stated that tangible security features influence their 

perception of e-government security. For example, one participant mentioned that he checked 

for the presence of a padlock icon when he was using e-government services. However, such 

behaviour depends on the users‘ security awareness and knowledge about the purpose of 

these features. Users who do not know the goal of these features will not pay attention to 

them, whether they exist or not. Generalisation of this result might then depend on public 

awareness, which could be different in developed and developing countries. Thus, the 

important role an awareness of information security could play in the use of e-government 

services is mentioned in this chapter.  
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One important factor that influences end users is the quality of the user interface. The 

participants mentioned that they make an initial assessment of e-government security based 

on the usability and quality of the user interface. Websites that are not well designed in these 

respects give end users the impression that they may also not be well designed in terms of 

security. Thus, government websites should be designed so they are easy to use and operate 

smoothly to make users feel that they are well designed in relation to security. It was 

observed that several government websites try to provide many services but do not pay 

enough intention to the user interface design and service delivery, which may affect users‘ 

adoption of these services in general and their perception of the website‘s security level in 

particular.  

The government plays a very important role in increasing citizens‘ trust in the level of e-

government security. As mentioned above, if the government takes an interest in the security 

of e-government services, this will increase citizens‘ trust and positively influence their 

perception regarding the level of e-government security. Governments can show their citizens 

how interested they are in making e-services secure in several ways, such as by providing 

security tips in the media, on the street and on government websites. Also, governments 

should monitor Internet activities to protect the information of their citizens from any person 

attempting to violate the information security policy.  

Cybersecurity law plays an important role in end users‘ perceptions of e-government security. 

However, this may depend on the efficiency of the cybersecurity law in a specific country as 

it varies from one country to another. Cybersecurity law may help reduce the number of 

attacks as hackers knowing that they will be punished for criminal behaviour may act as a 

deterrent. Also, cybersecurity law should help protect citizens‘ privacy. In Saudi Arabia, 

there might be an issue in future with the national identity number as the e-government 
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services provided to Saudi citizens are linked with this number. Thus, when e-government 

reaches the final stage and all the services are linked with the e-government portal, the 

privacy of Saudi citizens may be threatened as hackers might be able to access all the services 

linked with their national identity numbers. Thus, the level of security might need to be 

improved when the e-government program reaches an advanced level of maturity.  

It can be observed from the above findings that the government is more responsible for 

making the end users feel secure when using e-government services as the three identified 

factors are offered by the government which are cybersecurity law, security culture and user 

interface design. The rest factors are based on the knowledge and experience of the end users 

in information security which are tangible security features and general information security 

awareness and these factors did not have positive impact.    

6.6. Conclusion 

This chapter provided insight into how the factors influencing end users‘ perceptions of e-

government security were identified. This was done by applying the Grounded Theory 

procedure. Two focus groups were used for data collection. The factors that influence end 

users‘ perception of e-government security were identified and then put into five categories: 

tangible security features, general information security awareness, user interface quality, 

cybersecurity law and security culture. The next chapter considers these five categories when 

developing research hypotheses. These categories will represent the initial security 

antecedences in the research model. The results from this chapter will be validated by 

conducting a quantitative study, as will be shown in the next chapter. 
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7. The role of security in e-government adoption 

7.1. Introduction 

This chapter focuses on developing the research model and hypotheses for investigating the 

role of security in e-government adoption. The constructs of the research model will be 

explained. These constructs can be divided into three groups: the first group is the security 

antecedents; the second group is security, privacy and trust constructs; and the third group is 

UTAUT2 constructs. In addition, the development of the research hypotheses that explain the 

relation between the constructs will be described. As this phase is a quantitative study, the 

methodology used for collecting the data will be explained, which is a questionnaire method. 

This includes how the questionnaire was designed, and further provides more information 

pertaining to the participants involved in this study. Moreover, the questionnaire used to 

measure the research model constructs have been provided in this chapter, along with their 

sources. Finally, a conclusion of this chapter will be provided at the end. 

7.2. Research Model: Constructs and Hypotheses  

After investigating and determining the initial security antecedents in previous chapter, the 

research investigated the impact of security and its antecedents in e-government adoption. 

Thus, the research model used in this study was based on the UTAUT2. However, two 

constructs from UTAUT2 were excluded: firstly, price value as the use of e-government 

services is free of charge in Saudi Arabia; and secondly, hedonic motivations as e-

government services are not used for entertainment purposes. Moreover, the influence of 

demographical variables is not included in this study as these variables are used for initial 

adoption research. Recent studies in e-government and e-services showed a tendency to 

exclude these variables (Krishnaraju et al., 2015; Ovais Ahmad et al., 2013; Venkatesh et al., 
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2011; Zhou, 2011). The actual usage also was not included in this study as the current work 

focuses on behaviour intention only. Furthermore, recent studies in e-government adoption 

have centred on behaviour intention only, therefore excluding actual usage (Hung et al., 

2013; Krishnaraju et al., 2013; Lian, 2015). Security construct, trust and privacy were added 

to the research model as trust is influenced by security and privacy. The total constructs and 

hypotheses are described as follows: 

7.2.1. Security Antecedents 

The results from the first phase showed that five initial security antecedents influence end 

users‘ perceptions of e-government security. Thus, the following research hypotheses were 

derived from these antecedents: 

Hypothesis 1: Tangible security features have a positive influence on the perception of e-

government services security. 

Hypothesis 2: General information security awareness has a positive influence on the 

perception of e-government services security. 

Hypothesis 3: User interface quality has a positive influence on the perception of e-

government services security. 

Hypothesis 4: Cyber-security law has a positive influence on the perception of e-government 

services security. 

Hypothesis 5: Security culture has a positive influence on the perception of e-government 

services security. 
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7.2.2. Security, Privacy and Trust 

The impact of trust on the adoption of e-government has been investigated widely. Trust in e-

government has two components, namely trust in government (services provider) and trust in 

the Internet (enabling technology) (Carter and Bélanger, 2005). A number of studies have 

investigated these two components as separate constructs (Carter and Bélanger, 2005; 

Navarrete, 2010; Wang and Lo, 2013; Weerakkody et al., 2013), whilst other studies have 

investigated them as one construct in e-government adoption (Alshehri et al., 2012b; Shareef 

et al., 2011). Security and privacy both have been widely investigated as antecedents of trust 

in e-services research (Carter and Bélanger, 2005; Escobar-Rodríguez and Carvajal-Trujillo, 

2014; Pavlou, 2001; Riquelme and Román, 2014; Shin, 2010). Security and privacy have 

been investigated in e-government as separate constructs (Belanche-Gracia et al., 2015) and 

also as one construct (Abu-Shanab, 2014; Sarabdeen et al., 2014). This research investigated 

the role of trust, security and privacy in the UTAUT2, examining trust as one construct and 

security and privacy as separate constructs. In e-commerce studies, Hartono et al. (2014) 

measured perceived security in Business to Citizens (B2C), e-commerce as a second-order 

construct that involved four first-order formative security dimensions, which are: 

confidentiality, integrity, availability and non-repudiation. Our research measured perceived 

security as a first-order construct that covers the original triad of information security, which 

is confidentiality, integrity and availability (CIA triad). As a result, the following hypotheses 

were developed: 

Hypothesis 6: Security perception has a positive influence on trust in e-government services. 

Hypothesis 7: Privacy perception has a positive influence on trust in e-government services. 
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Hypothesis 8: Trust has a positive influence on behaviour intention to use e-government 

services.  

7.2.3. UTAUT2 Constructs 

In this research, five independent variables from UTAUT2 were used, namely performance 

expectancy, effort expectancy, social influence, facilitating conditions and habit. In addition, 

one dependent variable, behavioural intention, was used. These five independent variables are 

explained as follows: 

Performance expectancy: defined as ‗the degree to which using a technology will provide 

benefits to consumers in performing certain activities‘ (Venkatesh et al., 2012). Performance 

expectancy was measured in this study as the degree of usefulness that end users perceived 

from using e-government services. This usefulness can be achieved by applying e-

government servicers faster and accordingly saving the time of end users‘ when applying 

online. Performance expectancy has been recognised as positively influencing behaviour 

intention positively in e-government services (Alsaif, 2014; Alshehri and Drew, 2012; Ovais 

Ahmad et al., 2013; Weerakkody et al., 2013; Yahya et al., 2012). As a result, the following 

hypothesis has been proposed: 

Hypothesis 9: Performance expectancy has a positive influence on behaviour intention to use 

e-government services 

Effort expectancy: is defined as ‗the degree of ease associated with consumers‘ use of 

technology‘ (Venkatesh et al., 2012). In this study, effort expectancy was measured as how 

end users perceived the ease of use of e-government services. This includes how it is easy for 

them to learn how to apply and how it is easy for them to be skilful in the use of e-
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government services. Effort expectancy has been found to positively influence behaviour 

intention in e-government services (AlAwadhi and Morris, 2008; Alshehri et al., 2012a; Lian, 

2015; Ovais Ahmad et al., 2013; Weerakkody et al., 2013; Yahya et al., 2012). Thus, the 

following hypothesis has proposed:  

Hypothesis 10: Effort expectancy has a positive influence on behaviour intention to use e-

government services. 

Habit: defined as ‗the extent to which people tend to perform behaviours automatically 

because of learning‘ (Venkatesh et al., 2012). In this study, habit was measured as how habit 

obtained from using e-government services influences end users in their continuance 

intention of using the services. Venkatesh et al. (2012), in UTAUT2, suggests that habit plays 

an important role in influencing end users in relation to continence intention to use the new 

technology. Thus, several studies have been conducted in mind of investigating the role of 

habit in the behaviour intention of using e-services; the results show that habit positively 

influences behaviour intention (Escobar-Rodríguez and Carvajal-Trujillo, 2014, 2013). Thus, 

the following hypothesis has proposed: 

Hypothesis 11: Habit has a positive influence on behaviour intention to use e-government 

services. 

Social influence: is defined as ‗the extent to which consumers perceive that important others 

(e.g., family and friends) believe they should use a particular technology‘ (Venkatesh et al., 

2012). In this study, social influence is measured concerning the extent to which end users 

are influenced by their family, friends and others in the use of e-government services. Social 

influence has been found to positively influence behaviour intention in e-government services 
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(Alsaif, 2014; Lian, 2015; Ovais Ahmad et al., 2013; Weerakkody et al., 2013; Yahya et al., 

2012). As a result, the following hypothesis has proposed: 

Hypothesis 12: Social influence has a positive influence on behaviour intention to use e-

government services. 

Facilitating conditions: refers to ‗consumers‘ perceptions of the resources and support 

available to perform a behaviour‘ (Venkatesh et al., 2012). In this study, facilitating 

conditions were measured as the availability of resources necessary in the use of e-

government services. These include the basic knowledge for using e-government services and 

in getting help from others when facing difficulties in the use of e-government services. 

Alsaif (2014) divides facilitating conditions into four constructs, namely computer self-

efficacy, availability of resources, information quality and system quality, whilst other studies 

in e-government use the original construct of facilitating conditions in UTAUT. The role of 

facilitating conditions has been investigated in e-government services; it was found to 

positively influence behaviour intention (AlAwadhi and Morris, 2008; Alshehri et al., 2012a; 

Ovais Ahmad et al., 2013; Yahya et al., 2012). As a result, the following hypothesis has 

proposed: 

Hypothesis 13: Facilitating conditions have a positive influence on behaviour intention to use 

e-government services. 

In the study, behaviour intention is defined as the degree to which end users intend to 

continue using e-government services. This construct was measured by three items, adapted 

from Venkatesh et al. (2012); these three items also have been used to investigate 

continuance intention (Venkatesh et al., 2011).  
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Based on the hypotheses above, the research model has been designed and the relations 

between the constructs that represent the research hypotheses described. Thus, Figure 7.1 

shows the research model and hypotheses in this research. 

 

Figure 7.1: Research model 

7.3. Questionnaire Methodology 

7.3.1. Questionnaire Design 

The questionnaire consisted of 46 items on a Likert scale (1–5) that ranged from ‗strongly 

disagree‘ to ‗strongly agree‘. The questionnaire, which was designed in both the Arabic and 

English languages, was distributed on the Internet via email, social networks and mobile 

apps. The questionnaire was hosted online by the Centre for Security, Communications and 

Network Research (CSCAN) at Plymouth University. There were three main sections in the 

survey: The first section consisted of six questions asking for general information pertaining 

to the respondents in relation to age, gender, educational background, employment status, 

Internet usage and e-government usage. The second section consisted of 16 items, which 
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covered the security antecedents obtained from the qualitative study. The third section 

comprised 30 items covering security, privacy and trust (12 items). It also covered the 

UTAUT2 constructs (18 items). This section covered the factors influencing behaviour 

intention to use e-government service, and highlighted the role of security in behaviour 

intention. The survey began with a consent question to confirm that the age of the participant 

was 18 or above and also to ensure he/she understood the conditions and agreed to taking part 

in the survey. The survey was written in as simple a way as possible as it was for the general 

public and so needed to be clear and easy to understand. The survey was tested and reviewed 

by both academic staff and members of the public to ensure that it was written in the right 

way. It also was approved by the faculty ethics committee. 

7.3.2. Participants 

The total number of participants from Saudi Arabia who answered the survey in full totalled 

635. However, ten of the participants were eliminated as they had not used e-government 

services before; behaviour intention in UTAUT2 is based on continuance intention, and thus 

previous use of e-government services was a mandatory requirement. The majority of the 

participants were male, whilst females accounted for only 19.8%. In addition, 71.8% of the 

participants were between 25 and 40 years old. A total of 89.6% of the participants had at 

least a diploma degree. 66.7% of the participants were government employees, and 72.2% of 

the total participants had ten or more years‘ experience in the use of the Internet. Table 7.1 

shows the full demographic information of the participants.  
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Demographic Variable Categories 
Response 

Frequency 
Percent 

Gender 
Male 

Female 

501 

124 

80.2 

19.8 

Age (years) 

18 - 24 

25 – 30 

31 – 40 

41 – 50 

50+ 

83 

189 

260 

81 

12 

13.3 

30.2 

41.6 

13.0 

1.9 

Education level 

High School 

Diploma/ Bachelor 

Master/ Doctorate 

Other 

62 

362 

198 

3 

9.9 

57.9 

31.7 

0.5 

Occupation 

Student 

Government employed 

Self-employed 

Other 

92 

417 

58 

58 

14.7 

66.7 

9.3 

9.3 

Internet experience 

Less than 1 year 

1 - 3 

4 - 10 

10+ 

2 

4 

168 

451 

0.3 

0.6 

26.9 

72.2 

E-government usage 

Rarely 

Sometimes 

Often 

Always 

47 

207 

213 

158 

7.5 

33.1 

34.1 

25.3 

Table 7.1: Participant demographics 

7.3.3. Measurement 

All of the questionnaire items, with the exception of three, were adapted from previous 

studies. Some of the adapted items were modified to be suitable for the purpose of this 

research.  

For measuring the security antecedences, the researcher used four items to measure the 

Tangible Security Features (TSF). Two of these factors were adapted from the study of 

Halaweh (2012), as the study measured TSF in e-commerce. The third item was adapted from 

the study of Ma and Pearson (2005), who used this measurement for their study, focusing on 

the ISO 17799 best practices in Information Security Management (ISM). The fourth item 
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was developed for this study to represent the use of two-factor authentications, as the 

participants mentioned in the focus group sessions. The researcher measured the General 

Information Security Awareness (GISA) by three items adapted from Bulgurcu et al. (2010); 

an empirical study was completed to investigate the information security policy compliance 

based on beliefs and Information Security Awareness (ISA). ISA was measured as a second-

order construct, which involved GISA and Information Security Policy (ISP). In this study, 

GSIA was considered based on the results of the qualitative study only. User Interface 

Quality (UIQ) was measured by three items; two of them were adapted from the study of 

Alshehri and Drew (2012), whose study sought to investigate the impact of website quality 

on e-government adoption, whilst the third item was adapted from the study of Kamoun and 

Halaweh (2012), which focused on the impact of UIQ in e-commerce security. The 

researcher used three items to measure the Cybersecurity Law (CL); two of these items were 

developed for this study to be suitable to the findings of the qualitative study, whereas the 

third item was adapted from the study of Ma and Pearson (2005). Security Culture (SC) was 

measured in this study with three items that have been adapted from the study of D‘Arcy and 

Greene (2014). They measured security culture in organisations as a second-order construct. 

This construct has three sub-constructs, which are top management commitment, security 

communication and computer monitoring. In this study, security culture was measured as a 

first-order construct containing an item from each of three sub-constructs, as utilised by 

D‘Arcy and Greene (2014) in the measurement of security culture.  

Security perception was measured by five items that have been adapted from the study of 

Shin (2010) and Flavián and Guinalíu (2006). Shin (2010) investigated the effects of security, 

privacy and trust in the adoption of social networking, whereas Flavián and Guinalíu (2006) 

conducted a study to confirm that security, privacy and trust are the three basic elements of 
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loyalty to a website. In this study, the researcher measured security perception as a first-order 

construct that covers the original triad of information security, which is confidentiality, 

integrity and availability (CIA triad). Privacy perception has been measured in this study as a 

first-order construct containing three items. There items also were adapted from the studies of 

both Shin (2010) and Flavián and Guinalíu (2006). Trust has been measured in this study 

with four items that were adapted from the study of Alshehri et al. (2012), whose work 

investigated the effect of trust in e-government adoption in Saudi Arabia. Thus, the research 

adapted these four items exactly in an effort to measure the trust variable as in this study, 

which can be considered an extension of the study by Alshehri et al. (2012). Using the same 

items in both studies is helpful for validating the results. 

UTAUT2 constructs items were adapted from Venkatesh et al. (2003) and Venkatesh et al. 

(2012) with the exception of one item, which was adapted from Alshehri et al. (2012) to 

measure the performance expectancy. Each of the UTAUT2 constructs has three items. The 

difference between UTAUT and UTAUT2 is that the habit construct exists in only UTAUT2, 

whilst the behaviour intention in UTAUT2 is focused on the continuance intention as it is 

mainly for post-adoption research. Table 7.2 shows the questionnaire items and their sources. 

Code Items Source 

Tangible Security Features (TSF)  4 items 

TSF1 I check the presences of http(s) in the URL when I use e-government 

services. 

(Halaweh, 2012) 

TSF2 I check the small padlock icon on e-government websites. (Halaweh, 2012) 

TSF3 Government websites require users to follow security practices in the 

selection and use of passwords. 

(Ma and Pearson, 2005) 

TSF4 Government websites has useful mechanisms to verify my identity (such 

as password + SMS).  

Developed for this study 

General Information Security Awareness (GISA) 3 items 

GISA1 Overall, I am aware of the potential security threats and their negative 

consequences. 

(Bulgurcu et al., 2010) 

GISA2 I have sufficient knowledge about the cost of potential security problems. (Bulgurcu et al., 2010) 

GISA3 I understand the concerns regarding information security and the risks 

they pose in general. 

(Bulgurcu et al., 2010) 
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User Interface Quality (UIQ) 3 items 

UIQ1 Government websites looks organised. (Alshehri and Drew, 

2012) 

UIQ2 Government websites look secure and safe for carrying out transactions. (Alshehri and Drew, 

2012) 

UIQ3 Website navigation in government websites is easy.  (Kamoun and Halaweh, 

2012) 

Cybersecurity Law (CL) 3 items 

CL1 The government has disciplinary procedures for dealing with citizens who 

violate information security policy. 

(Ma and Pearson, 2005) 

CL2 Anti-cyber-crimes law is helpful for reducing cybercrimes. Developed for this study 

CL3 Anti-cyber-crimes law is helpful for protecting citizens‘ private 

information.  

Developed for this study 

Security Culture (SC)  3 items 

SC1 I believe that citizens‘ Internet activities are monitored by the 

government. 

(D‘Arcy and Greene, 

2014) 

SC2 The government considers information security an important priority  (D‘Arcy and Greene, 

2014) 

SC3 The government provides useful security tips to increase the citizens‘ 

security awareness. 

(D‘Arcy and Greene, 

2014) 

Security Perception (SP) 5 items 

SP1 In general, I feel secure using e-government services. (Shin, 2010) 

SP2 I believe the information I provide with government websites will not be 

manipulated by inappropriate parties  

(Shin, 2010) 

SP3 I am confident that the private information I provide with government 

websites will be secured. 

(Shin, 2010) 

SP4 I think government websites have sufficient technical capacity to ensure 

that the data I send will not be intercepted by hackers. 

(Flavián and Guinalíu, 

2006) 

SP5 I think government websites have sufficient technical capacity to ensure 

that the data I send cannot be modified by a third party. 

(Flavián and Guinalíu, 

2006) 

Privacy Perception (PP) 3 items 

PP1 I think e-government shows concern for the privacy of its users. (Flavián and Guinalíu, 

2006) 

PP2 I feel safe when I send personal information to e-government. (Flavián and Guinalíu, 

2006) 

PP3 I am not concerned that the information I submitted on e-government 

could be misused. 

(Shin, 2010) 

Trust (TR) 4 items 

TR1 The Internet is trustworthy (Alshehri et al., 2012b) 

TR2 I have confidence in the technology used by government agencies to 

operate the e-government services  

(Alshehri et al., 2012b) 

TR3 Government agencies can be trusted to carry out online transactions 

faithfully 

(Alshehri et al., 2012b) 

TR4 I believe that e-government services are trustworthy (Alshehri et al., 2012b) 

Behaviour Intention (BI) 3 items 

BI1 I intend to continue using e-government services in the future. (Venkatesh et al., 2012) 

BI2 I will always try to use e-government services in my daily life. (Venkatesh et al., 2012) 

BI3 I plan to continue to use e-government services frequently. (Venkatesh et al., 2012) 

Performance Expectancy (PE) 3 items 
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PE1 I find e-government services useful in my daily life (Venkatesh et al., 2003) 

PE2 Using e-government services help me accomplish things more quickly. (Venkatesh et al., 2003) 

PE3 Using e-government services would save citizens‘ time (Alshehri et al., 2012b) 

Effort Expectancy (EE) 3 items 

EE1 It is easy for me to become skilful at using e-government services. (Venkatesh et al., 2003) 

EE2 I find e-government services easy to use. (Venkatesh et al., 2003) 

EE3 Learning how to use e-government services is easy for me. (Venkatesh et al., 2003) 

Habit (HT) 3 items 

HT1 The use of e-government has become a habit for me. (Venkatesh et al., 2012) 

HT2 I must use e-government services. (Venkatesh et al., 2012) 

HT3 Using e-government has become natural to me. (Venkatesh et al., 2012) 

Facilitating Conditions (FC) 3 items 

FC1 I have the resources necessary to use e-government services. (Venkatesh et al., 2003) 

FC2 I have the knowledge necessary to use e-government services (Venkatesh et al., 2003) 

FC3 I can get help from others when I have difficulties using e-government 

services. 

(Venkatesh et al., 2003) 

Social Influence (SI) 3 items 

SI1 People who influence my behaviour think that I should use e-government 

services. 

(Venkatesh et al., 2003) 

SI2 People who are important to me think that I should use e-government 

services. 

(Venkatesh et al., 2003) 

SI3 People whose opinions that I value prefer that I use e-government 

services. 

(Venkatesh et al., 2003) 

Table 7.2: Questionnaire items and their sources 

7.4. Conclusion 

This chapter focused on the second phase, that is, the quantitative study. An amended 

UTAUT2 model was developed in view of investigating the role of security in e-government 

adoption. This model was developed by integrating security, privacy and trust with the 

constructs of the UTAUT2 model. In addition, the initial antecedences of security perception 

that were obtained from phase one were considered. Data from 625 participants were 

collected via a questionnaire. Moreover, the items used to measure the research model 

constructs were provided in this chapter with their sources. This chapter mainly focused on 

how the research model was designed and the research hypotheses developed. Thus, the next 

chapter shows how the research model was tested using the collected data, as mentioned in 

this chapter.    
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8. Model Assessment and Discussion 

8.1. Introduction 

After developing the research model in the previous chapter, this chapter shows how the 

research model will be assessed. The research model will be assessed using Structural 

Equation Modelling (SEM); thus, this chapter starts by providing an overview on SEM. 

Subsequently, an overview on the analysis process will be provided. The model assessment is 

based on two main parts. The first part involves the measurement model, with emphasis on 

the reliability and validity of the research model constructs and their items, meaning each 

construct will be analysed and the reliability, validity and other tests will be provided. The 

reliability is measured by Cronbach‘s alpha and composite reliability. The validity is 

measured by convergent and discriminant validity. The second part of model assessment is 

structural model. This part is focused on the relation between research model constructs and 

testing the research hypotheses. It also focuses on how the research model is fit. This chapter 

will also discuss the research hypotheses by dividing them into three groups: firstly, 

hypotheses related to the security antecedents, which are the factors influencing end users‘ 

perceptions of e-government security; secondly, hypotheses related to trust, security and 

privacy; and thirdly, hypotheses related to the constructs of the UTAUT2 model. The 

findings from testing each of the research hypotheses will be compared with the findings 

from previous studies.. At the end, the findings from testing the research model will be 

discussed 

8.2. Structural Equation Modelling (SEM)  

As has been highlighted by Hox and Bechger (1998), Structural Equation Modelling is 

recognised as an overall statistical modelling approach, commonly applied in the behavioural 
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sciences domain. It may be considered as path analysis or as a mix of factor analysis and 

regression. SEM emphasis commonly is placed on theoretical constructs; these are 

represented through latent factors. The links between the various constructs are detailed 

through the path or regression coefficients between factors.  

Importantly, SEM is known to adopt a number of different types of model in depicting 

relationships between the variables observed, adopting the key objective to delivering a 

quantitative test of a theoretical model hypothesised by the researcher. In particular, a number 

of different theoretical models may undergo testing in SEM, hypothesising the way in which 

sets of variables define constructs, and how such constructs can be linked with one another 

(Schumacker and Lomax, 2004). Moreover, as stated by Schumacker and Lomax (2004), 

SEM analysis is focused on establishing the degree to which the theoretical model can be 

supported through the use of sample data.  

A very generalised and simple framework focused on statistical analysis is provided through 

SEM, and is known to comprise a number of different traditional multivariate approaches, 

including regression analysis, factor analysis and discriminant analysis. SEMs commonly are 

viewed through a graphical path diagram. In this vein, the statistical model commonly is 

represented through a number of different matrix equations, as highlighted by Hox and 

Bechger (1998).  

The majority of criticism centred on the use of SEM has focused on two main issues, as 

mentioned by Hox and Bechger (1998). The first issue is concerned with the sample size 

requires and the statistical assumptions made. Importantly, there has been much study 

focused on the importance of sample sizes in order to ensure strength in the results, as well as 

the need of normality assumption. Secondly, also as recognised by the scholars, the issue of 
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casual interpretation is highlighted when applying the SEM in a casual way. Notably, non-

experimental data has been the focus of most SEM uses, with the final model interpreted as a 

casual one. This might be valid, but of course SEM lacks any capability to transform 

correlational data into casual conclusions.  

The wide use of SEM is recognised as owing to four key factors, as detailed by Schumacker 

and Lomax (2004), namely the greater awareness of researchers in regard to the need to apply 

multiple observed variables in an effort to ensure more in-depth insight into their field of 

study. Basic statistical approaches only make use of a limited number of variables; these do 

not have the capacity to manage the more sophisticated theories being designed.  

A second factor centres on the more wide-ranging acknowledgement afforded to the overall 

reliability and validity associated with measurement instrument scores. In particular, 

measurement error has become recognised as a key issue across a number of areas, whilst 

statistical analysis and measurement error in data have commonly been handled separately. 

As noted by Schumacker and Lomax (2004), SEM methods clearly take into account 

measurement error when completing the statistical analysis of data.  

As the third factor, focus centres on the maturation of the SEM the past thirty years, 

specifically the capacity to analyse more advanced theoretical SEM frameworks.  

The fourth factor is owing to the increased user-friendly nature of SEM software programs, 

with the majority of them Windows-based and able to generate program syntax internally. 

Accordingly, such programs are now easier to use than before and provide features 

comparable to other Windows-based software packages.  
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There are several SEM software, such as AMOS, SmartPLS, Mplus and WarpPLS. In this 

study, WarpPLS version 5.0 is used in order to assess the research model.  

8.3. Analysis Process: An Overview 

As has been stated by Ullman (2007), SEM is recognised as suitable owing to the fact it 

enables the answering of questions that engage the multiple regression analysis of factors of 

one evaluated dependent variable, in addition to a number of measured independent variables. 

SEM seeks to test theoretical models. It is common for two types of model to be involved. 

The first is a measurement model through which the theory is represented, with the measured 

variables assimilated with the aim of represent latent factors. The second is structural model 

which enables theory to be followed in establishing the links between model constructs.  

Accordingly, the measurement model will begin with the analysis stage. This study applies 

the CFA (Confirmatory Factor Analysis) as its first method in mind of evaluating the 

measurement items for all constructs owing to the factors having been established previously. 

CFA is applied in order to validate and support not only the research model constructs‘ 

reliability but also the validity. This study assessed the reliability by both of Cronbach‘s 

alpha and composite reliability. It also evaluated the validity through examining both 

discriminant and convergent validity.  

The second step is analysing the structure model. This has been assessed by testing the 

research hypotheses which represent the theoretical relations between the research model 

constructs. Also, the model fit has been assessed by interpreting Average path coefficient 

(APC), Average R-squared (ARS), Average block VIF (AVIF) and Goodness of Fit (GoF).  

Figure 8.1 shows the steps of the research model assessment.  
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Figure 8.1: Steps of the research model assessment 

8.4. Measurements Model Assessment 

The measurement framework is the aspect linking measured variables to latent variables. 

Through the completion of the CFA, the measurement model undergoes testing. Following 

acceptable outcomes from the measurement model tests, there then can be the completion of 

structural model tests, in line with the theoretical hypotheses, structural model tests than can 

be completed. 

CFA is acknowledged as a statistical approach applied in mind of testing a pre-specified link 

relationship of observed measures as stated by Elsheikh (2012). Moreover, CFA further 

enables the researcher to test whether the measures applied for a particular factor are 

consistent and measure the same factor. In the view of Klein (2007), CFA may be applied in 

order to validate the hypothesised theoretical constructs. Moreover, as noted by Hair et al., 

(2006), combining the CFA results with construct validity tests would further enable 

researcher to garner a more in-depth insight into the measures and their quality.  



MODEL ASSESSMENT AND DISCUSSION 

149 

 

Hair et al. (2006) suggested that the factor loading for each item should be 0.5 or above. 

Thus, three items were deleted, as shown in Table 8.1. In this study, CFA were used to assess 

both of reliability and validity of research model constructs.  

Item 
Factor 

loading 
Item 

Factor 

loading 
Item 

Factor 

loading 

TSF1 (0.894) TR1 (0.686) HT1 (0.871) 

TSF2 (0.905) TR2 (0.883) HT2 (0.786) 

TSF3 (0.347)* TR3 (0.888) HT3 (0.913) 

TSF4  0.149)* TR4 (0.880) - - 

GISA1 (0.848) PP1 (0.825) SC1  0.423)* 

GISA2 (0.860) PP2 (0.886) SC2 (0.864) 

GISA3 (0.869) PP3 (0.831) SC3 (0.815) 

UIQ1 (0.868) BI1 (0.865) EE1 (0.826) 

UIQ2 (0.834) BI2 (0.913) EE2 (0.784) 

UIQ3 (0.752) BI3 (0.913) EE3 (0.872) 

CL1 (0.887) PE1 (0.789) FC1 (0.851) 

CL2 (0.901) PE2 (0.881) FC2 (0.866) 

CL3 (0.606) PE3 (0.718) FC3 (0.502) 

SP1 (0.774) SI1 (0.886) - - 

SP2 (0.840) SI2 (0.918) - - 

SP3 (0.880) SI3 (0.842) - - 

SP4 (0.834) - - - - 

SP5 (0.832) - - - - 

* Item deleted 

Table 8.1: Factor loading 

8.4.1. Reliability 

In the view of Kline (2015), reliability is recognised as the extent to which scores in a 

specific sample are seen to be free from random measurement error, and is predicted as being 

one minus the proportion of total observed variance as a result of random error.  

As shown in the majority of the literature, coefficient alpha is the most commonly reported 

reliability type. This statistic measures the internal consistency reliability, the extent to which 

there is consistency across the response items in a measure. Should there be low internal 
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consistency, the items‘ contents then also might be so heterogeneous that the complete score 

is not the best possible analysis unit for measurement.  

Cronbach‘s alpha coefficient was used to investigate the reliability of constructs used in this 

research. Hair et al. (2006) suggest that Cronbach‘s alpha should be 0.70 or above; however, 

it has been mentioned that, should the items in the construct be six or less, Cronbach‘s alpha 

can be acceptable if it is 0.6 or above (Petrick and Backman, 2002). Thus, as the number of 

items in each construct is equal to less than six, a Cronbach‘s alpha value of 0.6 and higher 

was accepted in the research. This is consistent with various previous studies (Antony and 

Fergusson, 2004; Ha et al., 2007; Petrick and Backman, 2002). In addition, Black and Porter 

(1996) indicated that a Cronbach‘s alpha of 0.6 or greater is adequate for constructs 

reliability. Four degrees of reliability were suggested by Hinton et al. (2014), namely 

excellent (0.90 and above), high (0.70 to 0.90), high-moderate (0.50 to 0.70) and low (0.50 

and below). In this research, a Cronbach‘s alpha value for all constructs was above 0.6, as 

detailed in Table 8.2. Moreover, reliability may be tested through the application of 

composite reliability. Across all of the research model‘s constructs, the composite reliability 

should be more than 0.70 in order to be an acceptable value, as highlighted by Bagozzi and 

Yi (1988). Notably, Table 8.2 details the composite reliability results.  

Construct 
No. of 

Items 

Cronbach’s 

Alpha (α) 
Comments 

Tangible Security Features (TSF) 2 0.828 High Reliability 

General Information Security Awareness (GISA) 3 0.822 High Reliability 

User Interface Quality (UIQ) 3 0.754 High Reliability 

Cybersecurity Law (CL) 3 0.724 High Reliability 

Security Culture (SC) 2 0.681 High moderate Reliability 

Security Perception (SP) 5 0.889 High Reliability 

Privacy Perception (PP) 3 0.804 High Reliability 

Trust (TR) 4 0.856 High Reliability 

Behaviour Intention (BI) 3 0.879 High Reliability 

Performance Expectancy (PE) 3 0.712 High Reliability 
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Effort Expectancy (EE) 3 0.770 High Reliability 

Habit (HT) 3 0.819 High Reliability 

Social Influence (SI) 3 0.609 High moderate Reliability 

Facilitating Conditions (FC) 3 0.857 High Reliability 

Table 8.2: Cronbach’s alpha results 

8.4.2. Validity 

As defined by Kline (2015), validity centres on the accuracy and value of the inferences 

based on the scores, with information pertaining to score validity communicating to the 

researcher whether or not the test is able to achieve particular objectives. CFA was used for 

construct validity assessment, which was based on assessing both discriminant validity and 

convergent validity. In this research, discriminant validity was assessed by measuring the 

square root of the average variance extracted (AVE) of each construct, which is greater than 

other correlations (Fornell and Larcker, 1981). Table 8.3 shows that discriminant validity was 

satisfied. Composite reliability (CR) and AVEs were used to assess the convergent validity of 

the constructs. The construct has convergent validity if the AVE is 0.5 or higher and the CR 

is 0.7 or higher (Fornell and Larcker, 1981; Hair et al. 2006). Table 8.4 shows that the 

convergent validity across all constructs was accepted.  

  1 2 3 4 5 6 7 8 9 10 11 12 13 14 

1 TSF 0.924              

2 GISA 0.457 0.859             

3 UIQ -0.002 -0.037 0.819            

4 CL 0.079 0.102 0.304 0.810           

5 SC 0.024 0.022 0.521 0.432 0.871          

6 SP -0.078 -0.061 0.660 0.415 0.564 0.832         

7 PP -0.024 -0.036 0.596 0.417 0.509 0.796 0.848        

8 TR -0.047 -0.095 0.634 0.441 0.567 0.785 0.758 0.839       

9 BI 0.086 0.163 0.291 0.270 0.225 0.330 0.331 0.338 0.897      

10 PE 0.119 0.197 0.207 0.318 0.209 0.295 0.274 0.290 0.656 0.799     

11 EE 0.133 0.211 0.247 0.234 0.112 0.208 0.181 0.202 0.452 0.500 0.828    

12 HA 0.157 0.220 0.255 0.251 0.132 0.238 0.221 0.193 0.616 0.593 0.610 0.858   

13 SI 0.205 0.280 0.229 0.229 0.149 0.231 0.220 0.207 0.532 0.492 0.593 0.659 0.758  

14 FC 0.131 0.202 0.236 0.246 0.208 0.235 0.247 0.258 0.408 0.394 0.278 0.411 0.406 0.882 

Table 8.3: Discriminant Validity Results for the Measurement Model 
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Construct AVE CR Comments 

Tangible Security Features (TSF) 0.854 0.921 Accepted 

General Information Security Awareness (GISA) 0.738 0.894 Accepted 

User Interface Quality (UIQ) 0.672 0.859 Accepted 

Cybersecurity Law (CL) 0.656 0.847 Accepted 

Security Culture (SC) 0.758 0.862 Accepted 

Security Perception (SP) 0.693 0.918 Accepted 

Privacy Perception (PP) 0.719 0.884 Accepted 

Trust (TR) 0.703 0.904 Accepted 

Behaviour Intention (BI) 0.805 0.925 Accepted 

Performance Expectancy (PE) 0.638 0.840 Accepted 

Effort Expectancy (EE) 0.686 0.868 Accepted 

Habit (HA) 0.737 0.893 Accepted 

Social Influence (SI) 0.575 0.794 Accepted 

Facilitating Conditions (FC) 0.779 0.913 Accepted 

* Accepted if the AVE ≥ 0.5 and CR ≥ 0.7 

Table 8.4: Convergent Validity for the Constructs 

8.5. Analysis of Research Model Constructs 

This section provides further details of the analysis for each construct in the research model. 

It starts by providing statistical information about the correlation between the items of 

constructs.  

Generally, between the items, the correlation coefficients are more than 0.3, which suggests 

their suitability for factor analysis (Coakes, 2005). In the view of Pallant (2013), a value of 

the corrected item-total correlation of less than 0.30 suggests that the variable is not 

measuring what is intended from the construct overall. 

The factor loading for each item also is provided. As mentioned in Section 8.4, the factor 

loading for each item should be 0.5 or above. The average variance extracted (AVE) of each 

construct is provided, which is used for validity purpose. In addition, the Cronbach‘s alpha 

and composite reliability are described. In this study, the Cronbach‘s alpha is acceptable over 
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0.6 and composite reliability is acceptable at 0.7. Convergent validity also is provided, which 

is acceptable if AVE is greater than 0.5 and composite reliability is greater than 0.7 for each 

construct.  

Furthermore, there is the provision of the KMO (Kaiser-Meyer-Olkin) measure, which 

represents the square correlation ratio between variables to the square partial correlation 

between variables (Kaiser, 1970). Moreover, Kaiser (1970) recommends an acceptance value 

should be no less than 0.5.  

8.5.1. Tangible Security Features (TSF) 

TSF was measured by four items. However, as the factor loadings for TSF3 and TSF4 were 

less than 0.5, they were eliminated and not considered in the analysis stage. The first two 

items are suitable for factor analysis as the correlation coefficients between these items is 

greater than 0.3. The factor loading for TSF1 was 0.894 and 0.905 for TSF2. The composite 

reliability for TSF construct was 0.921. Moreover, Cronbach‘s alpha was 0.828; this means 

that this construct has a high reliability, as mentioned by Hinton et al. (2004). The convergent 

validity is accepted as the AVE is 0.854 (more than 0.5) whilst the composite reliability is 

0.921 (over 0.7). The KMO value for this construct is 0.5, which is the minimum acceptance 

value, as suggested by Kaiser (1970). 

 TSF1 TSF2 

Correlation 
TSF1 1.000 0.707 

TSF2 0.707 1.000 

Factor loading 0.894 0.905 

Average Variance Extracted (AVE) 0.854 

Cronbach‘s alpha 0.828 

Composite reliability 0.921 

Convergent Validity Accepted 

KMO test 0.500 

Table 8.5: Analysis of Tangible Security Features (TSF) 
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8.5.2. General Information Security Awareness (GISA) 

GISA was measured by three items. The factor loadings for these three items were 0.848, 

0.860 and 0.869. The correlation coefficients between these three items are greater than 0.3, 

which made them suitable for factor analysis. This construct has a high reliability as the 

Cronbach‘s alpha was 0.822 (over 0.6) and the composite reliability was 0.894 (over 0.7). 

The convergent validity for this construct is satisfied as the composite reliability is over 0.7 

and the AVE is 0.738 (over 0.5). The KMO value for this construct is 0.71, which is greater 

than the minimum acceptance value (0.5).   

 GISA1 GISA2 GISA3 

Correlation 

GISA1 1.000 0.585 0.605 

GISA2 0.585 1.000 0.630 

GISA3 0.605 0.630 1.000 

Factor loading 0.848 0.860 0.869 

Average Variance Extracted (AVE) 0.738 

Cronbach‘s alpha 0.822 

Composite reliability 0.894 

Convergent Validity Accepted 

KMO test 0.719 

Table 8.6: Analysis of General Information Security Awareness (GISA) 

8.5.3. User Interface Quality (UIQ) 

UIQ was measured by three items. These items are suitable for factor analysis as the 

correlation coefficients between these items is greater than 0.3. The factor loadings for these 

items are 0.868, 0.834 and 0.752. The reliability for these constructs is high as the composite 

reliability is 0.859. The Cronbach‘s alpha is 0.754 (over 0.6). The convergent validity for this 

construct has met as the AVE is 0.672 (over 0.5) and the composite reliability is over 0.7. 

The KMO test value for this construct is acceptable (0.659) as it is more than 0.5. 
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 UIQ1 UIQ2 UIQ3 

Correlation 

UIQ1 1.000 0.619 0.485 

UIQ2 0.619 1.000 0.410 

UIQ3 0.485 0.410 1.000 

Factor loading 0.868 0.834 0.752 

Average Variance Extracted (AVE) 0.672 

Cronbach‘s alpha 0.754 

Composite reliability 0.859 

Convergent Validity Accepted 

KMO test 0.659 

Table 8.7: Analysis of User Interface Quality (UIQ) 

8.5.4. Cybersecurity Law (CL) 

The CL construct was measured by three items; these three items are suitable for factor 

analysis as the correlation coefficients between them is greater than 0.3. The factor loading 

for these items were 0.887, 0.901 and 0.606. This construct has a high reliability as the 

Cronbach‘s alpha was 0.724 (over 0.6) and the composite reliability was 0.847 (over 0.7). 

The convergent validity for this construct is satisfied as the composite reliability is more than 

0.7 and the AVE is 0.656 (over 0.5). The KMO value for this construct is 0.582 which is 

greater than the minimum acceptance value (0.5).  

 CL1 CL2 CL3 

Correlation 

CL1 1.000 0.745 0.307 

CL2 0.745 1.000 0.348 

CL3 0.307 0.348 1.000 

Factor loading 0.887 0.901 0.606 

Average Variance Extracted (AVE) 0.656 

Cronbach‘s alpha 0.724 

Composite reliability 0.847 

Convergent Validity Accepted 

KMO test 0.582 

Table 8.8: Analysis of Cybersecurity Law (CL) 
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8.5.5. Security Culture (SC) 

SC was measured by three items; however, Item SC1 was eliminated as the factor loading 

was less than 0.5 (0.423). The correlation coefficients between these three items are greater 

than 0.3, which makes them suitable for factor analysis. The factor loadings for the remaining 

two items were 0.864 and 0.815. This construct has a high moderate reliability as the 

Cronbach‘s alpha was 0.681 (over 0.6) and the composite reliability was 0.862 (over 0.7). 

The KMO test value for this construct is 0.5, which is the minimum acceptance value.  

 SC2 SC3 

Correlation 
SC2 1.000 0.516 

SC3 0.516 1.000 

Factor loading 0.864 0.815 

Average Variance Extracted (AVE) 0.758 

Cronbach‘s  alpha 0.681 

Composite reliability 0.862 

Convergent Validity Accepted 

KMO test 0.500 

Table 8.9: Analysis of Security Culture (SC) 

8.5.6. Security Perception (SP) 

The SP construct was measured by five items. The correlation coefficients between these five 

items are greater than 0.3, which makes them suitable for factor analysis. The factor loadings 

for these items are 0.774, 0.840, 0.880, 0.834 and 0.832. This construct has a high reliability 

as the Cronbach‘s alpha was 0.889 (over 0.6) and the composite reliability was 0.918 (over 

0.7). The convergent validity for this construct is satisfied as the composite reliability is over 

0.7 and the AVE is 0.693 (over 0.5). The KMO value for this construct is 0.819 which is 

greater than the minimum acceptance value (0.5).  
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 SP1 SP2 SP3 SP4 SP5 

Correlation 

SP1 1.000 0.615 0.623 0.514 0.497 

SP2 0.615 1.000 0.760 0.567 0.544 

SP3 0.623 0.760 1.000 0.615 0.645 

SP4 0.514 0.567 0.615 1.000 0.770 

SP5 0.497 0.544 0.645 0.770 1.000 

Factor loading 0.774 0.840 0.880 0.834 0.832 

Average Variance Extracted (AVE) 0.693 

Cronbach‘s alpha 0.889 

Composite reliability 0.918 

Convergent Validity Accepted 

KMO test 0.819 

Table 8.10: Analysis of Security Perception (SP) 

8.5.7. Privacy Perception (PP) 

The PP construct was measured by three items. These three items are suitable for factor 

analysis as the correlation coefficients between these items is greater than 0.3. The factor 

loadings for these three items were 0.825, 0.886 and 0.831. This construct has a high 

reliability as the Cronbach‘s alpha was 0.804 (over 0.6) and the composite reliability was 

0.884 (over 0.7). The convergent validity for this construct is satisfied as the composite 

reliability is over 0.7 and the AVE is 0.719 (over 0.5). The KMO value for this construct is 

0.691, which is greater than the minimum acceptance value (0.5). 

 PP1 PP2 PP3 

Correlation 

PP1 1.000 0.612 0.494 

PP2 0.612 1.000 0.624 

PP3 0.494 0.624 1.000 

Factor loading 0.825 0.886 0.831 

Average Variance Extracted (AVE) 0.719 

Cronbach‘s alpha 0.804 

Composite reliability 0.884 

Convergent Validity Accepted 

KMO test 0.691 

Table 8.11: Analysis of Privacy Perception (PP) 
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8.5.8. Trust (TR) 

TR was measured by four items. These items are suitable for factor analysis as the correlation 

coefficients between these items is greater than 0.3. The factor loadings for these items are 

0.686, 0.883, 0.888 and 0.880. The reliability for this constructs is high as the composite 

reliability is 0.904. The Cronbach‘s alpha is 0.856 (over 0.6). The convergent validity for this 

construct has met as the AVE is 0.703 (over 0.5) and the composite reliability is over 0.7. 

The KMO test value for this construct is acceptable (0.799) as it is over than 0.5.  

 TR1 TR2 TR3 TR4 

Correlation 

TR1 1.000 0.508 0.450 0.450 

TR2 0.508 1.000 0.721 0.696 

TR3 0.450 0.721 1.000 0.757 

TR4 0.450 0.696 0.757 1.000 

Factor loading 0.686 0.883 0.888 0.880 

Average Variance Extracted (AVE) 0.703 

Cronbach‘s alpha 0.856 

Composite reliability 0.904 

Convergent Validity Accepted 

KMO test 0.799 

Table 8.12: Analysis of Trust (TR) 

8.5.9. Behaviour Intention (BI) 

BI construct was measured by three items. These three items are suitable for factor analysis 

as the correlation coefficients between these items is greater than 0.3. The factor loadings for 

these items were 0.865, 0.913 and 0.913. This construct has a high reliability as the 

Cronbach‘s alpha was 0.879 (over 0.6) and the composite reliability was 0.925 (over 0.7). 

The convergent validity for this construct is satisfied as the composite reliability is more than 

0.7 and the AVE is 0.805 (over 0.5). The KMO value for this construct is 0.729 which is 

greater than the minimum acceptance value (0.5).  
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 BI1 BI2 BI3 

Correlation 

BI1 1.000 0.671 0.670 

BI2 0.671 1.000 0.779 

BI3 0.670 0.779 1.000 

Factor loading 0.865 0.913 0.913 

Average Variance Extracted (AVE) 0.805 

Cronbach‘s alpha 0.879 

Composite reliability 0.925 

Convergent Validity Accepted 

KMO test 0.729 

Table 8.13: Analysis of Behaviour Intention (BI) 

8.5.10. Performance Expectancy (PE) 

PE construct was measured by three items. There is an issue with correlation coefficients 

between PE1 and PE3 as it 0.291, which should be greater than 0.3. However, PE3 was kept 

as it is close to 0.3. In addition, this item was validated in previous studies for measuring the 

PE construct. The factor loadings for these three items were 0.789, 0.881 and 0.718. This 

construct has a high reliability as the Cronbach‘s alpha was 0.712 (over 0.6) and the 

composite reliability was 0.840 (over 0.7). The convergent validity for this construct is 

satisfied as the composite reliability is over 0.7 and the AVE is 0.638 (over 0.5). The KMO 

value for this construct is 0.599, which is greater than the minimum acceptance value (0.5). 

 PE1 PE2 PE3 

Correlation 

PE1 1.000 0.581 0.291 

PE2 0.581 1.000 0.483 

PE3 0.291 0.483 1.000 

Factor loading 0.789 0.881 0.718 

Average Variance Extracted (AVE) 0.638 

Cronbach‘s alpha 0.712 

Composite reliability 0.840 

Convergent Validity Accepted 

KMO test 0.599 

Table 8.14: Analysis of Performance Expectancy (PE) 
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8.5.11. Effort Expectancy (EE) 

EE construct was measured by three items. These three items are suitable for factor analysis 

as the correlation coefficients between these items is greater than 0.3. The factor loading for 

these items were 0.826, 0.784 and 0.872. This construct has a high reliability as the 

Cronbach‘s alpha was 0.770 (over 0.6) and the composite reliability was 0.868 (over 0.7). 

The convergent validity for this construct is satisfied as the composite reliability is over 0.7 

and the AVE is 0.686 (over 0.5). The KMO value for this construct is 0.673, which is greater 

than the minimum acceptance value (0.5).  

 EE1 EE2 EE3 

Correlation 

EE1 1.000 0.439 0.608 

EE2 0.439 1.000 0.536 

EE3 0.608 0.536 1.000 

Factor loading 0.826 0.784 0.872 

Average Variance Extracted (AVE) 0.686 

Cronbach‘s alpha 0.770 

Composite reliability 0.868 

Convergent Validity Accepted 

KMO test 0.673 

Table 8.15: Analysis of Effort Expectancy (EE) 

8.5.12. Habit (HT) 

HT construct was measured by three items. These three items are suitable for factor analysis 

as the correlation coefficients between these items is greater than 0.3. The factor loadings for 

these three items were 0.871, 0.786 and 0.913. This construct has a high reliability as the 

Cronbach‘s alpha was 0.819 (over 0.6) and the composite reliability was 0.893 (over 0.7). 

The convergent validity for this construct is satisfied as the composite reliability is over 0.7 

and the AVE is 0.737 (over 0.5). The KMO value for this construct is 0.660, which is greater 

than the minimum acceptance value (0.5).  
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 HT1 HT2 HT3 

Correlation 

HT1 1.000 0.480 0.741 

HT2 0.480 1.000 0.584 

HT3 0.741 0.584 1.000 

Factor loading 0.871 0.786 0.913 

Average Variance Extracted (AVE) 0.737 

Cronbach‘s alpha 0.819 

Composite reliability 0.893 

Convergent Validity Accepted 

KMO test 0.660 

Table 8.16: Analysis of Habit (HT) 

8.5.13. Social Influence (SI) 

SI construct was measured by three items. These items are suitable for factor analysis as the 

correlation coefficients between these items is greater than 0.3. The factor loading for these 

items were 0.886, 0.918 and 0.842. This construct has a high moderate reliability as the 

Cronbach‘s alpha was 0.609 (over 0.6) and the composite reliability was 0.794 (over 0.7). 

The convergent validity for this construct is satisfied as the composite reliability is over 0.7 

and the AVE is 0.575 (over 0.5). The KMO value for this construct is 0.703, which is greater 

than the minimum acceptance value (0.5).  

 SI1 SI2 SI3 

Correlation 

SI1 1.000 0.755 0.584 

SI2 0.755 1.000 0.662 

SI3 0.584 0.662 1.000 

Factor loading 0.886 0.918 0.842 

Average Variance Extracted (AVE) 0.575 

Cronbach‘s alpha 0.609 

Composite reliability 0.794 

Convergent Validity Accepted 

KMO test 0.703 

Table 8.17: Analysis of Social Influence (SI) 
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8.5.14. Facilitating Conditions (FC) 

FC construct was measured by three items. There is an issue with correlation coefficients 

between SI1 and SI3 as it 0.193 which it should be great than 0.3. Also, the correlation 

between SI2 and SI3 as it is 0.231. Thus, is it clear that there is issue with item FC3. 

However, all three items were kept as they were adapted from the original UTAUT model. 

The factor loadings for these three items were 0.851, 0.866 and 0.502. This construct has a 

high reliability as the Cronbach‘s alpha was 0.857 (over 0.6) and the composite reliability 

was 0.913 (over 0.7). The convergent validity for this construct is satisfied as the composite 

reliability is over 0.7 and the AVE is 0.779 (over 0.5). The KMO value for this construct is 

0.552, which is greater than the minimum acceptance value (0.5). 

 FC1 FC2 FC3 

Correlation 

FC1 1.000 0.602 0.193 

FC2 0.602 1.000 0.231 

FC3 0.193 0.231 1.000 

Factor loading 0.851 0.866 0.502 

Average Variance Extracted (AVE) 0.779 

Cronbach‘s alpha 0.857 

Composite reliability 0.913 

Convergent Validity Accepted 

KMO test 0.552 

Table 8.18: Analysis of Facilitating Conditions (FC) 

8.5.15. Discussion 

Two methods, Exploratory Factor Analysis (EFA) and Confirmatory Factor Analysis (CFA), 

can be used to analyse the latent variables in quantitative studies. EFA is usually applied if 

the factors have not been identified, and it helps the researcher to identify the constructs of 

the developed model. On the other hand, CFA is usually applied to test and confirm these 

constructs by assessing both the validity and reliability of each construct (Hair et al., 2006). 
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This study mainly used CFA as the constructs of the research model had been identified. 

However, EFA was used as additional analysis to show that these constructs had been well 

developed. The results from analysis of the security antecedents showed that all five 

constructs had been well developed, as shown by the results from analysis of the EFA for 

each construct. In addition, the security, privacy and trust constructs had also been well 

developed, and the findings from analysis of the EFA for these constructs showed that they 

were suitable for use in CFA. With regard to the constructs of the UAUT2 model, the 

findings showed a correlation coefficient of 0.291 between PE1 and PE3. However, the PE3 

item was kept in the constructs as it was still close to 0.3 and because it had been used and 

validated in a previous study on e-government adoption. Similarly, there was an issue with 

item FC3 as the correlation coefficient between FC3 and other items was less than 0.3. 

However, this item was also kept as it is an original item in the UTAUT model..  

8.6. Structural Model Assessment 

The structural model was analysed by testing the research hypotheses and the model fit. This 

step was performed after successfully completing the analysis of the measurement model and 

finding that the items and constructs were valid for evaluating the research model and testing 

the hypotheses. Figure 8.2 shows the result of analysing the research model and Table 5.13 

summarises the research hypotheses.  
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Figure 8.2: The results of analysing the research model 

  Research hypotheses Supported? 

H1 Tangible security features have a positive influence on the perception of e-government 

services security. 

No 

H2 General information security awareness has a positive influence on the perception of e -

government services security. 

No 

H3 User interface quality has a positive influence on the perception of e-government 

services security. 

Yes 

H4 Cyber-security law has a positive influence on the perception of e-government services 

security. 

Yes 

H5 Security culture has a positive influence on the perception of e-government services 

security. 

Yes 

H6 Security perception has positive influence on trust in e-government services. Yes 

H7 Privacy perception has positive influence on trust in e-government services. Yes 

H8 Trust has a positive influence on behaviour intention to use e-government services. Yes 

H9 Performance expectancy has a positive influence on behaviour intention to use e-

government services 

Yes 

H10 Effort expectancy has a positive influence on behaviour intention to use e-government 

services. 

No 

H11 Habit has a positive influence on behaviour intention to use e-government services. Yes 

H12 Social influence has a positive influence on behaviour intention to use e-government 

services. 

Yes 

H13 Facilitating conditions have a positive influence on behaviour intention to use e -

government services. 

Yes 

Table 8.19: Research hypotheses results 
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Model fit was assessed through the following measures: average path coefficient (APC), 

average R-squared (ARS) and average variance inflation factor (AVIF). It is recommended 

that the values for both the APC and ARS be significant at least at the 0.05 level, whilst the 

AVIF should be lower than 5. Table 5.14 shows that the model meets the requirements.  

Indices Value Comments 

Average path coefficient (APC) 0.220 P<0.001 

Average R-squared (ARS) 0.586 P<0.001 

Average adjusted R-squared (AARS) 0.583 P<0.001 

Average block VIF (AVIF) 1.730 acceptable if <= 5, ideally <= 3.3 

Average full collinearity VIF (AFVIF) 2.197 acceptable if <= 5, ideally <= 3.3 

Tenenhaus GoF (GoF) 0.648 small >= 0.1, medium >= 0.25, large >= 

0.36 

Sympson's paradox ratio (SPR) 1.000 acceptable if >= 0.7, ideally = 1 

R-squared contribution ratio (RSCR) 1.000 acceptable if >= 0.9, ideally = 1 

Statistical suppression ratio (SSR) 1.000 acceptable if >= 0.7 

Nonlinear bivariate causality direction ratio (NLBCDR) 0.885 acceptable if >= 0.7 

Table 8.20: Model fit indices 

8.7. Discussion 

The results of the WarpPLS structural analysis are summarised in Figure 8.2. The overall 

results from this study show that user interface design, security culture and cyber-security law 

have a positive effect on security perception. In addition, security perception and privacy 

perception have a positive effect on trust. Moreover, performance expectancy, social 

influence, facilitation conditions, trust and habit have a positive effect on behaviour intention. 

In this section, the factors are discussed within three groups: firstly, hypotheses related to 

security perception; secondly, hypotheses related to trust; and thirdly, hypotheses related to 

UTAUT2 constructs.  
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8.7.1. Security Antecedents Constructs 

The first group is hypotheses related to security perception, as investigated by H1 through to 

H5. With regarding to H1, the study shows that tangible security features do not have a 

positive effect on security perception, consist to the findings of Halaweh (2012). 

Furthermore, the findings show that tangible security features actually have a negative impact 

on security perception. This means that users who do not check these features still feel that e-

government is secure, meaning they assessed security based on other factors. Also, this 

means that users who have checked these security features believe that e-government is not 

secure.  

The findings also led to Hypothesis 2 being rejected; general information security awareness 

does not have a positive effect on security perception. Halaweh (2012) shows that a user‘s 

character is based on the security awareness gained from their experience and knowledge, 

which affects their security perception positively; however, the results in this study show that 

general information relating to security awareness does not have an effect on security 

perception. Such information might help users to understand security features and other 

security factors; however, it does not affect their security perception directly.  

H3 tested the influence of user interface quality on security perception; the findings show that 

user interface quality has a strong positive effect on security perception. These findings are 

consistent with those of Kamoun and Halaweh (2012). The results show that user interface 

quality is the highest factor affecting security perception. Based on the results from this 

study, as well as from that of Kamoun and Halaweh (2012), it can be said that user interface 

plays an important role in security perception for both e-government and e-commerce.  
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The findings also show that cyber-security law has a positive effect on security perception, 

which supports H4. These findings are consistent with the qualitative findings in the first 

phase as the participants clearly indicated the importance of cyber-security law, which they 

believe reduces cyber-security crimes and protects citizens‘ data from being misused. This 

factor could be considered in future works focused on investigating privacy and its 

antecedents.  

It was also found that security culture positively affects security perception, which supports 

H5. Thus, governments should create a security culture amongst their citizens by making it 

clear that they are interested in information security, providing more security advice to their 

citizens and monitoring the Internet activities of users. These three steps will make citizens 

feel secure when applying for e-government services. In this study, security culture was 

investigated as a first-order construct, whilst D‘Arcy and Greene (2014) investigated the 

consideration as a second-order construct containing three different dimensions. 

The findings from testing the research hypotheses related to the security antecedents in e-

government show that only three factors, user interface design, security culture and 

cybersecurity law, positively influence end users‘ perception in e-government security, while 

tangible security features and general information security awareness do not have a positive 

influence. This means that the government is responsible for making citizens feel secure 

when using e-government services as the three influential factors depend on government 

support. The government should pay attention to the user interface design as it can make 

citizens feel that the service operates smoothly and is secure. In addition, the government 

should focus on improving the security culture by taking the following three steps. Firstly, the 

government should show citizens that it is interested in information security and make 

citizens‘ privacy and the security of their data a high priority. Secondly, the government 
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should provide citizens with security tips via the media, on the street and on government 

websites. This will increase citizens‘ awareness of information security and show them that 

the government is interested in making e-government services secure. Thirdly, the 

government should monitor citizens‘ Internet activities since this can be helpful when 

investigating cyber-crimes. It is not enough for the government to try to provide a high level 

of security for its e-services; it must also take action to make citizens feel that it is interested 

in information security in order to increase their confidence in using e-government services. 

Cybersecurity law also plays an important role in end users‘ perceptions of e-government 

security. The government should continuously improve the law to combat each newly 

identified cyber-crime, and there should be a clear punishment for each crime, as suggested 

by one of the security expert participants in the qualitative study.        

8.7.2. Security, Privacy and Trust Constructs 

The second group comprises the hypotheses related to trust. In this study, trust has two 

antecedents, namely security and privacy perceptions. The findings from this study show that 

trust has a positive effect on behaviour intention, which supports H8. The majority of studies 

in the Literature Review investigated the impact of trust on behaviour intention, which further 

shows that trust has a positive impact on behaviour intention. The findings from this study are 

thus consistent with those findings (Abu-Shanab, 2014; Alshehri, Drew and Alhussain, et al., 

2012; Bélanger and Carter, 2008; Fakhoury and Aubert, 2015; Lian, 2015; Shareef et al., 

2011; Weerakkody et al., 2013). However, some research that investigated trust as two 

constructs showed that trust in technology does not has a positive impact on intention (Lee et 

al., 2011; Wang and Lo, 2013). The explained variance of trust in the findings is 67%, whilst 

in Lian's (2015) study was only 9%.  
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Security perception also was found to have a positive effect on trust, which supports H6. The 

findings from this study are consistent with the findings of previous e-government studies 

(Lian, 2015; Shareef et al., 2011), whilst other e-services studies (Bonsón Ponte et al., 2015; 

T. Escobar-Rodríguez and Carvajal-Trujillo, 2014; C. Kim et al., 2010; Kim et al., 2011; 

Pavlou, 2001; Riquelme and Román, 2014; Roca et al., 2009; Shin, 2010). This research is 

the first to investigate the antecedents of security perception in e-government services, and 

the findings show that the explained variance of security perception is 54%.  

Privacy perception also was found to have a positive effect on trust, supporting H7. The 

findings are consistent with those of previous e-services studies (Escobar-Rodríguez and 

Carvajal-Trujillo, 2014; Riquelme and Román, 2014; Shin, 2010). In e-government studies, 

privacy was investigated with security as one construct, and the findings show that they 

positively affect trust (Abu-Shanab, 2014). However, the findings are contradicted by 

previous e-services studies (Bonsón Ponte et al., 2015; Escobar-Rodríguez and Carvajal-

Trujillo, 2014; Roca et al., 2009). This might be because e-government services in Saudi 

Arabia are linked with the user‘s national identity number, which makes privacy important to 

Saudi citizens. Baldoni and Antonio (2012) indicated that using users‘ national identity 

number in e-government systems leads to several privacy risks. 

8.7.3. UTAUT2 Constructs 

The third group of hypotheses is related to UTAUT2 constructs. H9 tested the influence of 

performance expectancy on behaviour intention. The findings show that performance 

expectancy has a strong influence on behaviour intention. These findings are consistent with 

previous e-government studies (Abu-Shanab, 2014; Alshehri, Drew and Alhussain, et al., 

2012; Belanche et al., 2014; Weerakkody et al., 2013). The findings of Lian (2015) show that 
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performance expectance has no significant effect on behaviour intention to use the e-invoice 

service in Taiwan; this is because the e-invoice service in Taiwan is in a transitional stage and 

paper invoicing also is used as well.  

H10 tested the influence of effort expectancy on behaviour intention. The findings show that 

effort expectancy has no significant effect on behaviour intention, which is contradicted by 

previous research into e-government (Alshehri, Drew and Alhussain, et al., 2012; Lian, 2015; 

Weerakkody et al., 2013). This might be because previous e-government studies have 

focused on initial intention, whilst this study focuses on post-adoption as the behaviour 

intention in UTAUT2 and is based on continuance intention. However, the findings in this 

study are consistent with the study of Alsaif (2014), which is the latest study to have applied 

the UTAUT model in e-government services adoption in Saudi Arabia as the findings from 

that study showed that effort expectancy has an insignificant impact on the behaviour 

intention for using e-government services.  

The findings also show that habit is influenced by behaviour intention, supporting H11. This 

explains the importance of habit in relation to behaviour intention. Effort expectance plays an 

important role in the initial intention. However, the findings show that, when citizens become 

familiar with e-government and are used to using it, they will continue with the intention to 

use the service even if it becomes more complex. Escobar-Rodríguez and Carvajal-Trujillo 

(2013) conducted empirical research investigating the factors affecting the purchase of airline 

tickets online and established that effort expectance does not have a significant influence on 

the intention, whilst habit does, which is consistent with the findings. In addition, other 

empirical studies further highlight habit as being positively influenced by behaviour intention 

(Escobar-Rodríguez and Carvajal-Trujillo, 2014; Jiang and Deng, 2011).  
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H12 tested the impact of social influence on behaviour intention. The findings show that 

social influence has a positive impact on behaviour intention. These findings are consistent 

with the findings of previous e-government studies (Abu-Shanab, 2014; Lian, 2015; 

Weerakkody et al., 2013; Yahya et al., 2012). In addition, they are consistent with other 

studies on e-services (Ain et al., 2015; Chen et al., 2012; Escobar-Rodríguez and Carvajal-

Trujillo, 2014; Mouakket, 2015; Sun et al., 2014; Zhou and Li, 2014). However, the findings 

are contradicted by the findings of Alshehri (2012) and Alsaif (2014) who both investigated 

the critical factors affecting e-government acceptance in Saudi Arabia using UTAUT. Their 

findings show that social influence has no significant effect on behaviour intention. The 

findings show that social influence is at (p < 0.05), which is the lowest level of significance. 

This means that social influence is becoming important in relation to behaviour intention to 

use e-government services in Saudi Arabia. The reason for this might be the recent increased 

use of social network websites and applications amongst Saudi citizens (Al-homoud et al., 

2014).  

H13 tested the impact of facilitation conditions on behaviour intention, and the findings show 

that behaviour intention is positively influenced by facilitation conditions. These findings are 

consistent with previous e-government studies (Alshehri, 2012; Ovais et al., 2013; Alsaif, 

2014) and in e-service studies (Escobar-Rodríguez and Carvajal-Trujillo, 2014; Tomás 

Escobar-Rodríguez and Carvajal-Trujillo, 2013). However, the findings are contradicted by 

previous e-government studies, such as Lian (2015), who showed that facilitation conditions 

as a factor has no significant influence on behaviour intention in the use of e-invoice 

adoption. This might be due to the difference in platform used; Lian (2015) mentions that the 

platform most used in e-invoices is mobile devices, which are user-friendly, meaning 

facilitating conditions are not a significant issue. However, in e-government services in Saudi 
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Arabia, the platform most commonly used for applying e-government services is a laptop or 

desktop as shown in the results of the initial survey (Error! Reference source not found.). 

The findings show that behaviour intention variance explained by this research model is 55%. 

8.8. Conclusion 

This chapter has shown how the research model was assessed, that is, by assessing both the 

measurement and structure models. The research hypotheses were tested, and the findings 

show that user interface quality, cybersecurity law and security culture have a positive 

influence on security perceptions. However, two of the initial security antecedents were 

eliminated as they do not have a positive influence on security perceptions. Both security and 

privacy were positively influenced by trust, which is ranked as the third factor influencing 

end users to adopt e-government services. The next chapter will provide a summary and 

conclusion for the study. This includes answering the research questions, highlighting the 

research contributions and noting the limitations of the study as well as making suggestions 

for future work.   
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9. Conclusion 

9.1. Introduction 

After analysing and assessing the research model, this chapter will provide a conclusion by 

providing a general overview of the study. It also addresses the research questions and 

answers these questions based on the research findings. The final research model will be 

provided, which is based on accepted hypotheses, excluding non-supported hypotheses. The 

conclusion will highlight the main significant contributions of this study for both theoretical 

and practical sides. Five main limitations in the study will be mentioned, along with 

suggestions as to the direction for future works at the end of the chapter.      

9.2. The Research Overview 

Lack of security is considered one of the challenges facing the end users of e-services in 

general and e-government specifically. However, the role of security in e-government post 

adoption studies was not investigated, especially by technology acceptance models. Thus, this 

research sought to fill the research gap by investigating the role of security in the behaviour 

intention for using e-government services. The research also tried to investigate the factors 

influencing end users‘ perception in e-government security to provide a better understanding 

of the phenomena. Thus, the research followed a mixed-methods approach that started with a 

qualitative study to determine the initial security antecedences followed by a quantitative 

study to confirm these security antecedences and accordingly determine the role of security in 

e-government adoption. An initial survey has been conducted at the beginning of this 

research to determine the security challenges facing end users in e-government and to further 

investigate the status of e-government security based on end users‘ perspectives. The data 

have been collected from 189 participants; the results from this survey helped the research 
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during the completion of the first phase of this study, besides the information obtained from 

the Literature Review. The aim of this phase was to determine the factors influencing end 

users‘ perceptions in e-government security. Thus, two focus groups were carried out in this 

phase to discuss and investigate these factors. The first group has 7 participants who are 

general users of e-government services, whilst the second group has 6 participants who are 

experts in information security and have good experience in e-government. The research used 

the Grounded Theory method to analyse the qualitative results. The findings from the first 

phase were used in the second phase to represent the security antecedences in the research 

model. The second phase was a quantitative study aiming at investigating the role of security 

in behaviour intention of using e-government services. This has been done by developing a 

research model by integrating trust, security and privacy with the UTAUT2 model. The data 

in this phase were collected from 625 participants who had used e-government services 

before. For analysing the research model and testing the research hypotheses, Structural 

Equation Modelling was used by adopting WarpPLS 5.0 software. The results from this 

phase identify the role of security and accordingly confirm the factors influencing end users‘ 

perceptions of e-government security. The findings showed that security strongly influences 

trust in e-government, which is ranked as the third factor influencing behaviour intention for 

using e-government services after performance expectance and habit. The findings also show 

that the security perception in e-government is influenced by three factors, namely user 

interface quality, cybersecurity law and security culture. Statistically, this model explained 

54% of the variance influencing security perceptions and 55% of the variance influencing the 

behavioural intention of using e-government services.  
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9.3. Achievements of research program 

This research has achieved the objectives that were mentioned in Chapter 1, as is outlined 

below: 

1. The research reviewed the previous studies that have investigated the challenges that 

face end users in the adoption of e-government, one of which is a lack of security.  

2. The research critically reviewed the models and theories of acceptance technology 

that were used to investigate the adoption of e-government services. This step also 

incorporated a review of the empirical studies that have used these models and 

theories to investigate the factors that influence the adoption of e-government 

services. 

3. An initial survey was conducted to investigate the security challenges that face end 

users in adopting e-government services. Data from 189 participants were collected 

and analysed for purposes of determining these challenges.  

4. Two focus groups were conducted to investigate the factors that influence end users‘ 

perception of e-government security. The findings from the initial survey were 

discussed with the groups in addition to the existing security challenges that were 

mentioned in the literature review. The findings from this step were used to determine 

the security antecedents of e-government adoption.  

5. The research model was developed based on UTAUT2 to investigate the role of 

security and its antecedences in e-government adoption. The research hypotheses 

were also developed and discussed in this step.  



CONCLUSION 

176 

 

6. The research model was evaluated, and the research hypotheses were tested by using 

Structural Equation Modelling (SEM). Data from 625 participants were used for this 

purpose, and the final model was confirmed.  

7. The findings from evaluating the research model were discussed and compared with 

previous studies in this field. Suggestions for future work were provided at the end of 

this step. 

Several conference and journal papers were published based on this research. In addition, 

feedback and comments from experts in this field were considered in an attempt to improve 

the quality of this research in order to make a valid contribution in the context of e-

government security.                 

9.4. Answering the Research Questions 

There were two main research questions in this study, as mentioned in Section 1.4. This 

section provides answers for these questions based on the findings of the study. 

9.4.1. First Question 

As the first question focused on what factors influence end users‘ perceptions on e-

government security, this study has followed a mixed approach to answer this question. The 

study firstly conducted a qualitative study to determine these factors based on end users‘ 

perspectives. The results from this study provide the initial five main factors, which are 

Tangible Security Features (TSF), General Information Security Awareness (GISA), User 

Interface Quality (UIQ), Cybersecurity Law (CL) and Security Culture (SC). However, after 

conducting the second step, which is a quantitative study with data from 625 participants to 

confirm the effected factors, the results from this study show that there are only three main 
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factors that influenced the end users‘ perceptions in e-government security, which are User 

Interface Quality (UIQ), Cybersecurity Law (CL) and Security Culture (SC). Thus, based on 

the results of the study, it can be stated that these three factors are considered as the security 

antecedences in e-government adoption research. The results also have shown that the 

security perception variance explained in this model was 54%.  

9.4.2. Second Question 

The second question focused on the role of security in e-government adoption. In order to 

answer this question, this research conducted a quantitative study to investigate the impact of 

security in e-government adoption. An amended UTAUT2 model was used to investigate the 

critical factors influencing the behaviour intention to use e-government services by 

integrating UTAUT2 constructs with trust, security and privacy. The results indicate that trust 

is a mediator between security perception and behaviour intention, which is ranked as the 

third important factor influencing behaviour intention after performance expectancy and 

habit. The results indicate that security perception has a strong influence on the trust of e-

government services.  

9.5. The Final Research Model 

After analysing and assessing the research model and testing the research hypotheses, it has 

come to light that there is a need to redesign the research model based on the supporting 

hypotheses and the exclusion of non-supported hypotheses. The findings have shown that 

there are three security antecedences that influence end users‘ perceptions in e-government 

security, which are user interface quality, cybersecurity law and security culture. Two 

constructs of security antecedences were eliminated as the hypotheses related to these 

constructs were not supported, which are tangible security features and general information 
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security awareness. Trust, security and privacy constructs were kept in the final model as they 

played important roles in e-government adoption. Both security and privacy were found to 

strongly influence trust in e-government services. In addition, the findings have shown that 

trust has a positive influence on behavioural intention for using e-government services. With 

regards to UTAUT2 constructs, only the effort expectancy construct was eliminated as the 

findings show that there is an insignificant influence on behaviour intention, whilst the 

remaining constructs were kept in the final model, which are performance expectancy, habit, 

social influence and facilitating conditions. Figure 9.1 shows the final research model. 

 

Figure 9.1: Final Research Model 

9.6. Research Contributions 

The results of this research make a significant contribution to the field and are of importance 

to both decision-makers in the government and academia. The practical and theoretical 

implications for both are explained in the following section. 
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9.6.1. Theoretical Contributions 

This research is the first research to have investigated the factors influencing end users‘ 

perceptions in e-government security as the findings show that the variance explained in 

terms of security perception in this model was 54%. This will open the door to researchers to 

investigate additional factors and accordingly validate the security antecedences explored in 

this study into another e-government program in other different countries. In addition, this 

research is the first research to have investigated the role of security in e-government post 

adoption with using technology acceptance models by integrating trust, security and privacy 

with the UTAUT2 model. Moreover, this research validates the UTAUT2 constructs in e-

government and emphasises the important of the additional constructs in UTAUT2 as the 

habit is ranked in this research as the second factor influencing behavioural intention for 

using e-government services. This research also provided an updated Literature Review 

regarding studies that have applied the UTAUT and UTAUT2 in the content of e-

government.   

9.6.2. Practical Contributions 

The results of this study indicate the factors influencing end users‘ perceptions of e-

government security. Thus, decision-makers in governments may be able to increase users‘ 

trust in e-government by focusing more so on these factors. Furthermore, the results also 

indicate the critical factors affecting the continuance intention of end users when using e-

government services. Focusing on influential factors will help decision-makers in the 

government to increase citizens‘ intention to continue using e-government services. 
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9.7. Limitations and Directions for Future Research 

This research has five main limitations. Firstly, the data used in this research were collected 

from only Saudi citizens as e-government services in Saudi Arabia were used as a case study. 

Thus, future research should apply this study to different countries in order to gain a better 

understanding of other contexts. Secondly, there is a limitation regarding the number of focus 

group participants. Future work should conduct more focus groups sessions and interviews to 

discover additional factors affecting perceptions relating to security in e-government 

adoption. Thirdly, security perceptions in this research were measured as a first-order 

construct covering the original CIA triad. Thus, future research should investigate security 

perception as a second-order construct covering security dimensions, in addition to the CIA 

triad, such as authentication, access control and non-repudiation. Fourthly, security culture 

was measured in this study as a first-order construct. However, it also should be measured as 

a second-order construct as this will be helpful in relation to increasing the reliability of this 

construct. Finally, this research was single cross-sectional in nature, meaning that the data 

were collected during one single period. Thus, conducting a longitudinal study by collecting 

the data in different points of time would be helpful in terms of providing a better 

understanding of the phenomena. 
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Appendix B: Initial survey (English version) 

 

Evaluating e-government security based on end users' 

perspective 

 

 

 

    Centre for Security, Communications and Network Research 

(CSCAN) 

This survey is being conducted for PhD research on "Evaluating e-government security” at Plymouth University, 

United Kingdom. 

The survey aims to investigate current security level of e-government based on the end users perspective and 

security challenges that they are faced. There are 3 main sections organised as follows: 

1. General information - general information for respondents such as age, gender, education background , 

employment status, and nationality. 

2. Participant's e-government usage - analysing respondents’ experience of using e-government 

services and determining current challenges. 

3. Participant's experience of e -government security - Analysing respondents’ experience of the 

security of e-government. 

Researcher 

Nawaf Alharbi 

 

Research Supervisors 

Dr Maria Papadaki 
Dr Paul Dowland 

There are 17 questions in this survey 
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Consent Form  

 Dear participants, 

This survey is designed for adult participation. If you are UNDER 18 YEARS, PLEASE DO NOT ANSWER THIS SURVEY.  Anyone 18 

years old and above can take part in the survey and has the right to withdraw up until the final submission of their response s. 

All answers will be treated confidentially and respondents will be anonymous during the collection, storage and publication of research 

material. The survey is hosted online within the Centre for Security, Communications and Network Research (CSCAN). Responses are 

collected online and stored in a secure database. Once the survey has been taken offl ine participant responses will be extracted, 

statistically analysed and published into a suitable academic journal. In addition these results may be used and published in  a PhD 

thesis. Your responses will be treated as confidential at all times and data will be presented in such a way that your identity cannot be 

connected with specific published data. Should you have any questions about the study or you wish to receive a copy of the re sults, 

please contact the researcher Nawaf alharbi via email or address below: 

 

Researcher details: 

Nawaf alharbi 

Centre for Security, Communications and Network Research (CSCAN) 

School of Computing and Mathematics 

Plymouth University 

Plymouth, PL4 8AA 

United Kingdom 

Mail to: nawaf.alharbi@plymouth.ac.uk 

 

If you have any concerns regarding the way the study has been conducted, please contact the secretary of the Faculty of Scien ce and 

Technology Ethics Committee: 

Paula Simson 

009, Smeaton, Drake Circus 

Faculty of Science and Environment 

Plymouth University 

Plymouth, PL4 8AA 

United Kingdom 

Phone:+44 (0)1752584503 

Mail to: paula.simson@plymouth.ac.uk 

 ---------------------------------------------------------------------- 

  I'm 18+ years old and understand that I am free to withdraw up until the point of 

submission of my responses and I confirm that I have read and understand the 

information given and agree to take part in the study? 

 

 

o Agree  

 

 

 

http://www.cscan.org/
mailto:nawaf.alharbi@plymouth.ac.uk
mailto:paula.simson@plymouth.ac.uk
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General information  

 What is your gender?  

o Male  

o Female  

 

 

 What is your age group (in years)? 

o 18 - 29  

o 30 - 39  

o 40 - 49  

o 50 - 59  

o 60 >  

 

What is your country of residence? (optional) 

Please choose  (list) 

 

 

 What is your highest educational level?  

o Secondary School  

o Diploma/ Bachelor  

o Master/ Doctorate  

o Other:  
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 What is your employment status?  

o Student  

o Government employed  

o Private sector employed  

o Self-employed  

o Other:  

  

 

 How would you rate your information security awareness? 

o Basic (e.g. you know general information about information security)  

o Intermediate (e.g. you have a short course in information security)  

o Advanced (e.g. you have undergraduate/postgraduate degree in information security)  

 

 

Participant's e-government usage  

 

Have you applied to any government service via the Internet such as paying passport fee, 
fines? 

o Yes  

o No  

 

 What are the reasons for not using the e-government services (government websites)?  

o I prefer traditional way  

o I do not trust e-government security  

o Applying via the Internet is complex  
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o Most of government services are no available online  

o Other:  

 

 What is your preferred method making a payment for e-government services (e.g. passport 
fee, fines)?  

o Face to face (Traditional way)  

o Via phone  

o Via the Internet using lap top or desktop  

o Via mobile applications  

o Via ATM machines  

 

 What is the thing that you most worry about when you used e-government services? 

o Online payment  

o Personal information such as (Names, numbers or private information)  

o The delay in the completion of the process  

o Failure to follow procedures exactly  

o There is nothing specific that I’m worried about it  

o Other:  

 

 When you encounter a problem through using e-government websites, what action do you 

usually take? 

 Contacting a friend to ask for help  

 Passing your information to another person to apply on your behind  

 Contacting technical support  
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 Applying on another time  

 Applying manually (traditional way)  

 Other:  

 

 

 

Participant's experience of e-government security  

 

 What is your opinion about the following statements? 

 

Strongly 

agree Agree   Neutral Disagree 

Strongly 

disagree 

I’m worried about my privacy when using e-

government services  

○ ○ ○ ○ ○ 

I do not trust the e-government security  
○ ○ ○ ○ ○ 

Website design of e-government services is 

influenced me in determining the level of e-

government security  

○ ○ ○ ○ ○ 

Culture and social relationships are playing an 

imporant role in e-government security (e.g 

getting personal information of the users by using 

social relationships)  

○ ○ ○ ○ ○ 

Users' security awareness is one of main factors 

that affect the e-governmet security  

○ ○ ○ ○ ○ 

Security advices provided to uses via the media 

and e-government websites are very few  

○ ○ ○ ○ ○ 

Most of current security issues are coming from 

non-technical side such as lack of users’ awareness 

and lack of trust  

○ ○ ○ ○ ○ 
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Do you encounter complex security procedures (such as: one-time password) when applying 
for e-government services?  

o Always  

o Sometimes  

o Just with financial matters  

o No  

 

When you have accessed e-government websites, have you had difficulty completing process 
regarding due to slow response or unavailability of services? 

o Always  

o Sometimes  

o Rarely  

o No  

 

Do you always check if the website is safe (e.g. SSL lock icon) when you update your 

information or making a payment through e-government websites?  

o Always  

o Sometimes  

o No  

o Don’t know  

 

When you access your information on e-government websites, is it accurate?  

o Always  
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o Sometimes  

o Rarely  

o No  

 

Have you ever found your information has been deleted or have you been asked to submit it 
again?  

o Always  

o Sometimes  

o Rarely  

o No  

 

Your comments are very important. If you have any comments regarding to the security of e-
government services please add them below. 

Answer 

 

 

 

 

 

The survey has been completed successfully 

Thank you for your cooperation 

 

 

○ 
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Appendix C: Initial survey (Arabic version) 

 

فً أنظمة الحكومة  إستبٌان عن تمٌٌم مستوى الحماٌة

 المستخدم الإلكترونٌة من وجهة نظر

 

 

 

  

Centre for Security, Communications and Network Research 
(CSCAN)  

 لات، والشبكاتمركز أبحاث أمن المعلومات، الإتصا

الحكومة  ٌجري عمل هذا الإستبٌان ضمن بحث لمرحلة الدكتوراة عن تمٌٌم مستوى الحماٌة فً أنظمة

 الإلكترونٌة، جامعة بلٌموث، برٌطانٌا.

تهدف هذه الدراسة إلى تحدٌد الصعوبات الأمنٌة التً تواجه المستخدم أثناء استخدامه للموالع الحكومٌة 

 ا الإستبٌان على ثلاثة ألسام رئٌسٌة مرتبة كالآتً:الإلكترونٌة، ٌحتوي هذ

: معلومات عامة عن المستخدم تحتوي على العمر والجنس والمؤهلات ( معلومات عامة عن المشارن1)
 العلمٌة والبٌانات الوظٌفٌة.

ٌمة : تحلٌل خبرة المستخدم للحكومة الإلكترونٌة وطر( خبرة المشارن فً استخدام الحكومة الإلكترونٌة2)

 تعامله مع الصعوبات اللتً تواجهه.

: تمٌٌم مستوى الحماٌة بناء على وجهة نظر ( رأي المشارن فً مستوى الحماٌة فً الحكومة الإلكترونٌة3)

 المستخدم ومستوى تعمٌدها، وتحدٌد المشاكل الأمنٌة التً تواجهه.

 الباحث 

 الحربً نواف

 

 المشرفٌن

Dr Maria Papadaki 
Dr Paul Dowland 

 سؤال 17 ٌحتوي هذا الإستبٌان على
 

 

  اٌّشبسوخ فٟ الإعزج١بْ ئفبدح ثبٌّٛافمخ ػٍٝ
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 عزٌزي المشارن، 

 

ان معد لمشاركة البالغٌن.  ً إستط 81. أي مشارن بلغ السنة، آمل عدم الإجابة على أسئلة الإستبٌان 11إذا كان عمرن ألل من هذا الإستبٌ حك له المشاركة ف لاع الرأي و له سنة فما فوقٌ 

م النهائً للإجابات ً الإنسحاب فً أي ولت لبل التسلٌ  .الحك ف

انات، التخزٌن، أو نشر المادة العلمٌة. هذا الإ تٌم التعامل معها بسرٌة و الردود ستكون مجهولة المصدر خلال جمع البٌ ان مستضاف عبر الإنترنت بواسطة مركز أمن جمٌع الإجابات س ستبٌ

تٌم خلالالمعلومات و الإت ئٌة آمنة  انات بعٌداً عن الإنترنت فً ب تٌم التعامل مع لاعدة البٌ انات س موث. بعد مرحلة جمع البٌ لها صالات و الشبكات بجامعة بلٌ ها استخراج إجابات المشاركٌن و تحلٌ

ً جمٌع اولات ومراحل و نشر النتائج فً مجلة علمٌة مناسبة. إضافة إلى ذلن لد تستخدم تلن النتائج كجزء من رسالة مرحلة ا تٌم التعامل معها بسرٌة تامة ف لدكتوراة. إجابات المشاركٌن س

ن هوٌة المشارن و المعلومات المنشورة مكن من خلالها الربط بٌ تٌم عرضها بطرٌمة لاٌ   .العمل وس

ً الإستفسار حول الدراسة أو الحصول على نسخة من النتائج، آمل التواصل مع الباح ً حالة الرغبة ف  :ث/ نواف الحربً من خلال عنوان البرٌد الإلكترونً أو العنوان التالًف

 

 :بٌانات الباحث

Nawaf alharbi 

Centre for Security, Communications and Network Research (CSCAN) 

School of Computing and Mathematics 

Plymouth University 

mailto:paula.simson@plymouth.ac.ukl: mai-E 

 

ة العلوم والتكنولوجٌا ات بكلٌ ر لجنة الأخلالٌ ر تحفظن بخصوص طرٌمة إجراء هذه الدراسة، آمل التواصل مع سكرتٌ ثٌٌ  :إذا كان لدٌن ما 

Paula Simson 

009, Smeaton, Drake Circus 

Faculty of Science and Environment 

Plymouth University 

Phone:+44 (0)1752584503 

paula.simson@plymouth.ac.ukmail: -E 

---------------------------------------------------------------------- 

د بأنً لرأت و فهمت المعلومات المعطاه وأوافك على المشاركة فً هذه الدراسة وأعلم عام وأؤك 11* عمري فوق 
 أنه بإمكانً الإنسحاب من المشاركة فً الإستبٌان فً أي ولت لبل التسلٌم النهائً للإجابات

 

 

o موافك  

 

 

 

 

 

 

 

http://cscan.org/
http://cscan.org/
mailto:paula.simson@plymouth.ac.uk
mailto:paula.simson@plymouth.ac.uk
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  ِؼٍِٛبد ػبِخ

 هو جنسن؟ ما 

o ذكر  

o أنثى  

 

 

 ة )بالسنوات(؟هً فئتن العمرٌ ما 

o 18 - 29  

o 30 - 39  

o 40 - 49  

o 50 - 59  

o 60 >  

 

 (اختٌار سؤال) هو بلد الإلامة؟ ما

 )لائمة( اختر من فضلن

 

 

 هو آخر مؤهل علمً حصلت علٌه؟ ما 

o الثانوٌة العامة  

o دبلوم / بكالورٌوس  

o ماجستٌر / دكتوراه 

o اخرى:  
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 هً حالتن الوظٌفٌة؟ ما 

o طالب  

o ًموظف حكوم  

o الخاص موظف فً المطاع  

o غٌر موظف  

o اخرى:  

 

 

 المعلومات؟ هو تمٌٌمن لمستوى معرفتن حول أمن ما 

o (.معلومات بسٌطة حول أمن المعلومات مبتدىء )مثال: لدٌن 

o (.دورة مصغرة فً أمن المعلومات متوسط )مثال: حصلت على 

o (.فً أمن المعلوماتشهادة جامعٌة  متمدم )مثال: حصلت على 

 

 

  اٌذىِٛخ الإٌىزش١ٔٚخ خجشح اٌّشبسن فٟ اعزخذاَ

 

 الجواز؟ مثل سداد المخالفات المرورٌة أو دفع رسوم سبك أن استخدمت إحدى الخدمات الحكومٌة عن طرٌك الإنترنت هل 

o نعم  

o لا  

 

 

 اٌّٛالغ اٌذى١ِٛخ الإٌىزش١ٔٚخ(؟الإٌىزش١ٔٚخ ) ٌخذِبد اٌذىِٛخ اعزخذاِه ِب ٘ٛ عجت ػذَ 

o الفرع أفضل التمدٌم عن طرٌك  

o فً الحكومة الإلكترونٌة لا أثك بمستوى الحماٌة  

o الإنترنت صعب ومعمد التمدٌم عن طرٌك  

o غٌر متوفرة على الإنترنت أغلب الخدمات الحكومٌة  
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o اخرى:  

 

 ة؟الحكومٌ هً طرٌمتن المفضلة للتمدٌم على الخدمات ما 

o (.الطرٌمة التملٌدٌة)  التمدٌم عن طرٌك الفرع 

o عن طرٌك الهاتف  

o باستخدام الجهاز المكتبً أو المحمول عن طرٌك الإنترنت  

o الجوال عن طرٌك تطبٌمات  

o الآلً عن طرٌك أجهزة الصراف  

 

 

 الإٌىزش١ٔٚخ؟ اعزخذاِه ٌخذِبد اٌذىِٛخ ِب ٟ٘ أوضش الأش١بء اٌٍزٟ رمٍك ػ١ٍٙب ػٕذ 

o (.الأمور المالٌة)  الدفع عن طرٌك الإنترنت 

o (.الأسماء والأرلام والمعلومات الخاصة) البٌانات الشخصٌة 

o الخدمة التأخٌر فً تنفٌذ  

o الإجراءات بالشكل الصحٌح الفشل فً إتمام  

o أخشاها عند استخدامً لأنظمة الحكومة الإلكترونٌة لٌست هنالن أشٌاء محددة  

o اخرى  

 

 ٛ الإجشاء اٌزٞ رزخزٖ ػبدح ػٕذِب رٛاجٗ ِشىٍخ أصٕبء رمذ٠ّه ػٍٝ ئدذٜ خذِبد اٌذىِٛخ الإٌىزش١ٔٚخ؟ِب ٘ 

o المساعدة الإتصال بصدٌك لطلب  

o من أجل التمدٌم على الخدمة نٌابة عنن تمرٌر بٌاناتن لشخص آخر  

o ًإلى لسم الدعم الفنً إرسال برٌد إلكترون  

o آخر التمدٌم فً ولت  

o الفرع رٌكالتمدٌم عن ط  
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o اخرى:  

 

 

  فٟ اٌذىِٛخ الإٌىزش١ٔٚخ خجشح اٌّشبسن دٛي اٌذّب٠خ

 

 :التالٌة هو رأٌن حول العبارات ما 

  
أوافك 

 بشدة
 متوسط أوافك

غٌر 

 موافك

غٌر 

موافك 

 بشدة

  استخدام الحكومة الإلكترونٌة أخشى كثٌراً على خصوصٌتً عند
○ ○ ○ ○ ○ 

  فً الحكومة الإلكترونٌة ٌةأنا لا أثك بمستوى الحما
○ ○ ○ ○ ○ 

بمعنى  الإلكترونٌة تؤثر فً تمٌٌمً لمستوى الحماٌة فٌها )أو طرٌمة تصمٌم موالع الحكومة

 ً  (.من خلال طرٌمة تصمٌم المولع آخر، استطٌع تمٌٌم مستوى حماٌة المولع مبدئٌا

○ ○ ○ ○ ○ 

الإلكترونٌة )مثال: من الممكن  ٌة الحكومةوالعادات والتمالٌد تؤثر فً حما العلالات الإجتماعٌة

العلالات  الشخصٌة للمستخدمٌن بطرٌمة غٌر شرعٌة عن طرٌك معرفة بعض المعلومات

 (.الإجتماعٌة

○ ○ ○ ○ ○ 

الحكومة  المعلومات هو من أهم العوامل المؤثرة فً حماٌة وعً المستخدمٌن حول أمن

  الإلكترونٌة

○ ○ ○ ○ ○ 

  الإعلام فً المعلومات للٌلة جداً سواء فً الموالع الحكومٌة أو حول أمنالإرشادات والنصائح 
○ ○ ○ ○ ○ 

وعً  تواجه المستخدمٌن تأتً من الجانب الغٌر تمنً مثل للة معظم المخاطر الحالٌة التً

  الحماٌة المستخدمٌن وعدم ثمتهم بمستوى

○ ○ ○ ○ ○ 

 

 

 

 ػٕذ اعزخذاِه ٌخذِبد اٌذىِٛخ الإٌىزش١ٔٚخ؟ ٍّبد اٌّشٚس اٌّإلزٗ ػجش اٌجٛاي(ً٘ رٛاجٗ ئجشاءاد أ١ِٕخ ِؼمذح )ِضً و 

o  ً   دائما

o  ً   أحٌانا
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o المالٌة فمط فً الأمور  

o لا  

 

ػٕذ اعزخذاِه ٌخذِبد اٌذىِٛخ الإٌىزش١ٔٚخ، ً٘ ٚاجٙذ صؼٛثخ فٟ ئوّبي ػ١ٍّخ ِب ثغجت ػذَ رٛفش اٌخذِخ أٚ اٌجطٝء فٟ  

 الإعزجبثخ؟

o  ً   دائما

o  ً   أحٌانا

o  ً   نادرا

o لا  

 

َ ثادخبي ث١بٔبره اٌشخص١خ أٚ  ٜ اٌخذِبد اٌذىِٛخ الإٌىزش١ٔٚخ، ً٘ رزأوذ ػٕذِب رمٛ ٟ ئدذ ّب١ٌخ ف ثأْ اٌّٛلغ آِٓ )ػٍٝ عج١ً  اٌ

 اٌّزصفخ(؟ اٌمفً ثجبٔت ػٕٛاْ اٌّٛلغ فٟ اٌّضبي اٌزأوذ ِٓ ٚجٛد ػلاِخ

o  ً   دائما

o  ً   أحٌانا

o لا  

o لا أدري  

 

فشح ػٍٝ  ً رجذ٘ب ػٕذ اعزؼشاضه ٌج١بٔبره اٌّزٛ  صذ١ذخ؟ اٌذىِٛخ الإٌىزش١ٔٚخ ٘

o  ً   دائما

o  ً   أحٌانا

o  ً   نادرا

o لا  
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 الإٌىزش١ٔٚخ؟ ِٕه ئدخبي ث١بٔبره ِٓ جذ٠ذ فٟ ئدذٜ خذِبد اٌذىِٛخ ً٘ صبدفذ ثأْ ث١بٔبره لذ رُ دزفٙب، أٚ طٍت 

o  ً   دائما

o  ً   أحٌانا

o  ً   نادرا

o لا  

 

أو إضافة تتعلك بالحماٌة فً الحكومة  ووجهة نظرن مهمة جداً بالنسبة إلً، إذا كان لدٌن أي تعلٌك ظاتنملاح
ً  الإلكترونٌة الرجاء  كتابته هنا مشكورا

 جواب

 

 

 تمت تعبئة الإستبٌان بنجاح. شكراً جزٌلاً على تعاونن
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Appendix D: Main survey (English version) 

 

actors affecting end user's perception of e-government security 

and their impact on using e-government services 

 

    Centre for Security, Communications and Network Research (CSCAN)  

  

This survey is a part of PhD research on e-government security at Plymouth University. The aim 
of this research is to investigate the factors that influence the end user's perception of e-
government security and their impact on using e-government services in Saudi Arabia. 

There are 3 main sections organised as follows: 

1. General information 

2. Factor influence end user's perception of e-government security. 
3. Factors influence the end user's usage of e-government services. 

This survey is designed for adult participation. IF YOU ARE UNDER 18 YEARS, PLEASE 

DO NOT ANSWER THIS SURVEY. Anyone 18 years old and above can take part in the 

survey and has the right to withdraw up until the final submission of their responses. 

All answers will be treated confidentially and respondents will be anonymous during the 
collection, storage and publication of research material. Your responses will be treated as 

confidential at all times and data will be presented in such a way that your identity cannot be 

connected with specific published data. Should you have any questions about the study or you 
wish to receive a copy of the results, please contact the researcher Nawaf alharbi via email or 

address below: 

 
Researcher details: 

Nawaf alharbi 

Centre for Security, Communications and Network Research (CSCAN) 
School of Computing, Electronics and Mathematics 

Faculty of Science and Engineering 

http://www.cscan.org/
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Plymouth University 
United Kingdom 

Mail to: nawaf.alharbi@plymouth.ac.uk 
 

If you have any concerns regarding the way the study has been conducted, please contact the 
secretary of the Faculty of Science and Engineering Ethics Committee: 

Paula Simson 

Faculty of Science and Engineering 
Plymouth University, Plymouth, United Kingdom 

Phone:+44 (0)1752584503 

Mail to: paula.simson@plymouth.ac.uk 

Project Supervisors: 
Dr Maria Papadaki 
Dr Paul Dowland 

This survey takes 8 to 15 minutes to be answered. 

---------------------------------------------------------------------- 

* Please note that e-government services mean the government services that you need to 

use the Internet to perform them (e.g.  www.epassport.gove.sa) 

By submitting a response you agree that: I'm 18+ years old and understand that I am free 

to withdraw up until the point of submission of my responses and I confirm that I have 

read and understand the information given and agree to take part in the study? 

 

 

 

 

 

 

 

mailto:nawaf.alharbi@plymouth.ac.uk
mailto:paula.simson@plymouth.ac.uk
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General information  

 Gender: 

o Male  

o Female  

 Age (in years):  

o 18 - 24  
o 25 - 30  

o 31 - 40  
o 41 - 50  

o 51+  

 Educational level: 

o High School  
o Diploma/ Bachelor  

o Master/ Doctorate  
o Other  

 What is your employment status? 

o Student  

o Government employed  
o Self-employed  
o Other  

 How long have you been using the Internet? (in years) 

o Less than 1 year  
o 1 - 3  
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o 4 - 10  
o 10+  

 Do you use the Internet to apply for e-government services? 

o Don't use  
o Rarely  
o Sometimes  

o Often  
o Always  

 

Factors that influence end user's perceptions of e-government 

security  

To what extent do you agree with the following statements?  

 I check the presences of http(s) in the URL when I use e-government services. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I check the small padlock icon on e-government websites. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 
 

 Government websites require users to follow security practices in the selection 

and use of passwords. 

o Strongly disagree  
o Disagree  
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o Neutral  
o Agree  

o Strongly agree  

 Government websites has useful mechanisms to verify my identity (such as 

password + SMS).   

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 Overall, I am aware of the potential security threats and their negative 

consequences. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  
o Strongly agree  

 I have sufficient knowledge about the cost of potential security problems. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 I understand the concerns regarding information security and the risks they pose 

in general. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  
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 Government websites look organised. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 Government websites look secure and safe for carrying out transactions. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 Website navigation in government websites is easy.  

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 

 Anti-cyber-crimes law is helpful for reducing cybercrimes. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 Anti-cyber-crimes law is helpful for protecting citizens’ private information.  

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  
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 The government has disciplinary procedures for dealing with citizens who violate 

information security policy. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I believe that citizens’ Internet activities are monitored by the government. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 

 The government considers information security an important priority. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 The government provides useful security advices through the media and 

government websites to increase the citizens’ security awareness. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 

Factors influence end user's usage of e-government services  

 In general, I feel secure using e-government services. 
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o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 I believe the information I provide with government websites will not be 

manipulated by inappropriate parties. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I am confident that the private information I provide with government websites 

will be secured. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I think government websites have sufficient technical capacity to ensure that 

the data I send will not be intercepted by hackers. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 I think government websites have sufficient technical capacity to ensure that 

the data I send cannot be modified by a third party. 

o Strongly disagree  

o Disagree  
o Neutral  
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o Agree  
o Strongly agree  

 I think e-government shows concern for the privacy of its users. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 I feel safe when I send personal information to e-government. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 I am not concerned that the information I submitted on e-government could be 

misused. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 The Internet is trustworthy. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I have confidence in the technology used by government agencies to operate 

the e-government services. 
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o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 Government agencies can be trusted to carry out online transactions faithfully. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 I believe that e-government services are trustworthy. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I intend to continue using e-government services in the future. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I will always try to use e-government services in my daily life. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I plan to continue to use e-government services frequently. 
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o Strongly disagree  
o Disagree  

o Neutral  
o Agree  

o Strongly agree  

 I find e-government services useful in my daily life. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 Using e-government services help me accomplish things more quickly. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 Using e-government services would save citizens’ time. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 

 

 It is easy for me to become skilful at using e-government services. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  
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 I find e-government services easy to use. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 Learning how to use e-government services is easy for me. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 The use of e-government has become a habit for me. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 

 

 I must use e-government services. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 Using e-government has become natural to me. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
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o Strongly agree  

 I have the resources necessary to use e-government services. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 I have the knowledge necessary to use e-government services. 

o Strongly disagree  
o Disagree  

o Neutral  
o Agree  
o Strongly agree  

 
 

 

 I can get help from others when I have difficulties using e-government 

services. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 People who influence my behaviour think that I should use e-government 

services. 

o Strongly disagree  
o Disagree  
o Neutral  

o Agree  
o Strongly agree  



APPENDIX D: MAIN SURVEY (ENGLISH VERSION) 

226 

 

 People who are important to me think that I should use e-government services. 

o Strongly disagree  

o Disagree  
o Neutral  
o Agree  

o Strongly agree  

 People whose opinions that I value prefer that I use e-government services. 

o Strongly disagree  

o Disagree  
o Neutral  

o Agree  
o Strongly agree  

 

The survey has been successfully completed  

Thank you for your cooperation 
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Appendix E: Main survey (Arabic version) 

 

اٌذى١ِٛخ الإٌىزش١ٔٚخ ِٚذٜ  اٌؼٛاًِ اٌزٟ رإصش ػٍٝ رصٛس اٌّغزخذَ ٌّغزٜٛ اٌذّب٠خ فٟ اٌخذِبد

 رأص١ش٘ب ػٍٝ اعزخذاِٗ ٌٍخذِبد

 

Centre for Security, Communications and Network Research (CSCAN)  

ٓ اٌّؼٍِٛبد، الإرصبلاد، ٚاٌشجىبد  ِشوض أثذبس أِ

ِٚذٜ  اٌؼشث١خ اٌسؼٛد٠خ ٟ رؤصش ػٍٝ رصٛس اٌّسزخذَ ٌّسزٜٛ اٌحّب٠خ فٟ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ ثبٌٍّّىخاسزج١بْ ػٓ اٌؼٛاًِ اٌز

 رأص١ش٘ب ػٍٝ اسزخذاِٗ ٌٍخذِبد.

 ٠جشٞ ػًّ ٘زا الاسزج١بْ ضّٓ ثحش ٌّشحٍخ اٌذوزٛساح ػٓ اٌحّب٠خ فٟ اٌحىِٛخ الإٌىزش١ٔٚخ، جبِؼخ ث١ٍّٛس، ثش٠طب١ٔب.

  

ٟ:٠حزٛٞ الاسزج١ب  ْ ػٍٝ صلاصخ ألسبَ سئ١س١خ ٚ٘

 .ِؼٍِٛبد ػبِخ ػٓ اٌّشبسن -1

 .اٌؼٛاًِ اٌزٟ رإصش ػٍٝ رصٛس اٌّغزخذَ ٌّغزٜٛ اٌذّب٠خ فٟ اٌخذِبد اٌذى١ِٛخ الإٌىزش١ٔٚخ -2

 .اٌؼٛاًِ اٌزٟ رإصش ػٍٝ اعزخذاِٗ ٌٍخذِبد اٌذى١ِٛخ الإٌىزش١ٔٚخ -3

  

سٕخ فّب فٛق  11. أٞ ِشبسن ثٍغ ايعٕخ، آًِ ػذَ الإجبثخ ػٍٝ أعئٍخ الاعزج١بْ 81ّشن ألً ِٓ ئرا وبْ ػ ٘زا الاسزج١بْ ِؼذ ٌّشبسوخ اٌجبٌغ١ٓ.

 ٠حك ٌٗ اٌّشبسوخ فٟ ٘زا الاسزج١بْ ٚ ٌٗ اٌحك فٟ الإٔسحبة فٟ أٞ ٚلذ لجً اٌزس١ٍُ إٌٙبئٟ ٌلإجبثبد.

اٌج١بٔبد، اٌزخض٠ٓ، أٚ ٔشش اٌّبدح اٌؼ١ٍّخ. إجبثبد  ج١ّغ الإجبثبد س١زُ اٌزؼبًِ ِؼٙب ثسش٠خ ٚ اٌشدٚد سزىْٛ ِجٌٙٛخ اٌّصذس خلاي جّغ

ٚ  اٌّشبسو١ٓ س١زُ اٌزؼبًِ ِؼٙب ثسش٠خ ربِخ فٟ ج١ّغ اٚلبد ِٚشاحً اٌؼًّ ٚس١زُ ػشضٙب ثطش٠مخ لا ٠ّىٓ ِٓ خلاٌٙب اٌشثظ ث١ٓ ٠ٛ٘خ اٌّشبسن
 اٌّؼٍِٛبد إٌّشٛسح.

ٟ: فٟ حبٌخ اٌشغجخ فٟ الإسزفسبس حٛي اٌذساسخ أٚ اٌحصٛي ػٍٝ ٔسخخ  ِٓ إٌزبئج، آًِ اٌزٛاصً ِغ اٌجبحش ػٍٝ اٌؼٕٛاْ اٌزبٌ

 :ث١بٔبد اٌجبدش

Nawaf alharbi 

Centre for Security, Communications and Network Research (CSCAN) 

School of Computing, Electronics and Mathematics, Plymouth University 

Mail to: nawaf.alharbi@plymouth.ac.uk 

http://cscan.org/
http://cscan.org/
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 :إرا وبْ ٌذ٠ه ِب ٠ض١ش رحفظه ثخصٛص طش٠مخ إجشاء ٘زٖ اٌذساسخ، آًِ اٌزٛاصً ِغ سىشر١ش ٌجٕخ الأخلال١بد ثى١ٍخ اٌؼٍَٛ ٚاٌزىٌٕٛٛج١ب

Paula Simson 

009, Smeaton, Drake Circus 

Faculty of Science and Engineering, Plymouth University 

Phone:+44 (0)1752584503 
paula.simson@plymouth.ac.uk Mail to: 

 اٌّششف١ٓ ػٍٝ اٌجذش:

Dr Maria Papadaki 

Dr Paul Dowland 

 

 دلبئك لإوّبٌٗ 81ئٌٝ  1٘زا الاعزج١بْ ٠غزغشق ِٓ 

  

 ِلادظخ

١ٔخ ٟ٘ اٌخذِبد اٌذى١ِٛخ اٌزٟ ٠زُ اٌزمذ٠ُ ػ١ٍٙب ػٓ طش٠ك الإٔزشٔذ ِضً )أثشش ٚاٌخذِبد الإٌىزش١ٔٚخ ثبٌخذِبد اٌذى١ِٛخ الإٌىزشٚ اٌّمصٛد

 ٌٛصاسح اٌذاخ١ٍخ(.

  

ػبَ ٚأؤوذ ثأٟٔ لشأد ٚفّٙذ اٌّؼٍِٛبد اٌّؼطبٖ ٚأٚافك ػٍٝ اٌّشبسوخ فٟ ٘زٖ  81ثزغ١ٍُ أجبثبره فأٔذ رٛافك ػٍٝ ِب ٠ٍٟ: ػّشٞ فٛق  

 اِىبٟٔ الإٔغذبة ِٓ اٌّشبسوخ فٟ الاعزج١بْ فٟ أٞ ٚلذ لجً اٌزغ١ٍُ إٌٙبئٟ ٌلإجبثبداٌذساعخ ٚأػٍُ أٔٗ ث

 

 

 

 

 

 

 

 

 

 

mailto:paula.simson@plymouth.ac.uk
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 ػبِخ اٌمغُ الأٚي: ِؼٍِٛبد

 اٌجٕظ 

o روش  
o ٝأٔض  

 اٌفئخ اٌؼّش٠خ )ثبٌغٕٛاد(   

o 18 - 24  

o 25 - 30  

o 31 - 40  

o 41 - 50  

o 51+  

ٟ دصٍذ ػ١ٍٗ ً دساع  آخش ِإ٘

o اٌؼبِخ اٌضب٠ٛٔخ  

o ٍَٛثىبٌٛس٠ٛط / دث  

o دوزٛساٖ / ِبجغز١ش  
o ٜأخش  

 ِبٟ٘ دبٌزه اٌٛظ١ف١خ 

o طبٌت  
o دىِٟٛ ِٛظف  
o لطبع ٟ   خبص ِٛظف ف
o ٜأخش  

 ِٕز ِزٝ ٚأٔذ رغزخذَ الإٔزشٔذ؟ )ثبٌغٕٛاد( 

o ًعٕخ أل ٓ ِ  

o 1 - 3  

o 4 - 10  

o 10+  

 اٌذى١ِٛخ؟ رغزخذَ الإٔزشٔذ لإٔجبص ِؼبِلاره ً٘ 
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o اعزخذَ لا  
o   ٔبدسا  
o   أد١بٔب  
o   غبٌجب  
o   دائّب  

 

 اٌمغُ اٌضبٟٔ

 اٌؼٛاًِ اٌزٟ رإصش ػٍٝ رصٛس اٌّغزخذَ

 الإٌىزش١ٔٚخ فٟ اٌخذِبد اٌذى١ِٛخ اٌذّب٠خ ٌّغزٜٛ

 ٔظشن؟ أٞ ِذٜ رٛافك ػٍٝ اٌؼجبساد اٌزب١ٌخ ِٓ ٚجٙخ إٌٝ

 .ٌىزش١ٔٚخالإ فٟ ثذا٠خ ػٕٛاْ اٌّٛالغ اٌحى١ِٛخ https أرحمك ِٓ ٚجٛد أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ أرحمك ِٓ ٚجٛد أ٠مٛٔخ اٌمفً فٟ اٌّٛالغ اٌحى١ِٛخ أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ِؼمذح شاٌحى١ِٛخ الإٌىزش١ٔٚخ رطٍت ِٓ اٌّسزخذ١ِٓ اسزخذاَ وٍّبد س اٌّٛالغ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

اٌّسزخذَ )ِضبي، وٍّخ سش ٚسسبٌخ  اٌحى١ِٛخ الإٌىزش١ٔٚخ رسزخذَ ٚسبئً ِف١ذح ٌٍزحمك ِٓ ٠ٛ٘خ اٌّٛالغ 

 )جٛاي

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
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o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

ٚأدسن ا٢صبس اٌسٍج١خ اٌّزشرجخ  ذ٠ذاد اٌّحزٍّخ اٌزٟ رٛاجٗ أِٓ اٌّؼٍِٛبدػبَ، ٌذٞ اٌٛػٟ حٛي اٌزٙ ثشىً 

 .ػ١ٍٙب

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌّؼٍِٛبد اٌّؼشفخ اٌىبف١خ حٛي رىٍفخ اٌّشبوً اٌزٟ لذ رٛاجٗ أِٓ ٌذٞ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ثشىً ػبَ ِذسن ٌٍّخبٚف اٌّزؼٍمخ ثأِٓ اٌّؼٍِٛبد ٚاٌّخبطش اٌزٟ رحذس ثسججٙب أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ِّزبص اٌحى١ِٛخ الإٌىزش١ٔٚخ رجذٚ ِٕظّخ ثشىً اٌّٛالغ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌحى١ِٛخ الإٌىزش١ٔٚخ رجذٚ إِٓخ ِٚٛصٛلخ ٌّٛالغا 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
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o ِٛافك  
o ثشذح ِٛافك  

 .ثسٌٙٛخ اٌزٕمً ِٓ لسُ إٌٝ لسُ داخً اٌّٛالغ اٌحى١ِٛخ الإٌىزش١ٔٚخ ٠ّىٕٕٟ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ الإٌىزش١ٔٚخ ٠سبػذ فٟ رم١ًٍ اٌجشائُ ِىبفحخ اٌجشائُ ٔظبَ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌسش٠خ ِىبفحخ اٌجشائُ الإٌىزش١ٔٚخ ِف١ذ فٟ حّب٠خ ِؼٍِٛبد اٌّٛاط١ٕٓ ٔظبَ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .أِٓ اٌّؼٍِٛبد اءاد رأد٠ج١خ ٌٍزؼبًِ ِغ اٌّٛاط١ٕٓ اٌز٠ٓ ٠خبٌفْٛ س١بسخٌذ٠ٙب إجش اٌذٌٚخ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٔزشٔذ ثأْ اٌذٌٚخ رشالت أٔشطخ اٌّٛاط١ٕٓ ػٍٝ أػزمذ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  
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 .اٌّؼٍِٛبد أ٠ٌٛٚخ ٘بِخ رؼطٟ أِٓ اٌذٌٚخ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ثأِٓ اٌّؼٍِٛبد رمذَ ٔصبئح ِف١ذح ٌٍّٛاط١ٕٓ ػٓ اٌحّب٠خ ٌض٠بدح ٚػٟ اٌّٛاط١ٕٓ اٌذٌٚخ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 

  اٌضبٌش اٌمغُ

 الإٌىزش١ٔٚخ ػٍٝ اعزخذاَ اٌخذِبد اٌذى١ِٛخ اٌزٟ رإصش اٌؼٛاًِ

 .إِٓخ ػبَ، أشؼش ثأْ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ ثشىً 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

ٌٓ ٠زُ اٌزلاػت ثٙب ػٓ طش٠ك  ثأْ ِؼٍِٛبرٟ اٌزٟ ألذِٙب ِٓ خلاي اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ أػزمذ 

 .ِجٌٙٛخ ف أخشٜأطشا

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌحى١ِٛخ الإٌىزش١ٔٚخ سٛف رىْٛ إِٓخ ٚاصك ثأْ ِؼٍِٛبرٟ اٌسش٠خ اٌزٟ ألذِٙب خلاي اسزخذاِٟ ٌٍخذِبد أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
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o ِٛافك  
o ثشذح ِٛافك  

ٌضّبْ ػذَ اػزشاض لشاصٕخ الإٔزشٔذ  ١ِخ الإٌىزش١ٔٚخ ٌذ٠ٙب اٌمذسح اٌزم١ٕخ اٌىبف١خثأْ اٌخذِبد اٌحىٛ أػزمذ 

 .أسسٍٙب ٌٍج١بٔبد اٌزٟ

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

ٔبرٟ ػٓ ٌضّبْ ػذَ حذٚس رغ١١ش ػٍٝ ث١ب ثأْ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ ٌذ٠ٙب اٌمذسح اٌزم١ٕخ اٌىبف١خ أػزمذ 

 .ِجٌٙٛخ طش٠ك أطشاف أخشٜ

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌّسزخذ١ِٓ أْ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ رظٙش ا٘زّبَ حٛي خصٛص١خ أػزمذ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ شخص١خ ػجش اٌخذِبد اٌحى١ِٛخثبلأِبْ ػٕذِب أسسً ِؼٍِٛبد  أشؼش 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌحى١ِٛخ الإٌىزش١ٔٚخ لا أخشٝ ثأْ ٠سبء اسزخذاَ ِؼٍِٛبرٟ اٌشخص١خ ػٕذ اسزخذاِٟ ٌٍخذِبد أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
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o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ْ الإٔزشٔذ ِٛصٛق ثشىً وبفثأ أػزمذ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ اٌضمخ فٟ الأدٚاد ٚاٌجشاِج اٌّسزخذِخ فٟ اٌخذِبد اٌحى١ِٛخ ٌذٞ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ِٚؤرّٕخ مذ٠ُ خذِبد إٌىزش١ٔٚخ ِٛصٛلخاٌحى١ِٛخ ِٛصٛلخ ٚلبدسح ػٍٝ ر اٌمطبػبد 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ِٛصٛلخ ٚجٙخ ٔظشٞ أْ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ ِٓ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 

 .اٌّسزمجً ١خ الإٌىزش١ٔٚخ فٟأٔٛٞ الاسزّشاس فٟ اسزخذاَ اٌخذِبد اٌحىِٛ أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
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o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ا١ِٛ١ٌخ أحبٚي دائّبً أْ اسزخذَ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ فٟ ح١برٟ سٛف 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ِزىشس الإٌىزش١ٔٚخ ثشىًأخطظ لاسزخذاَ اٌخذِبد اٌحى١ِٛخ  أٔب 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ا١ِٛ١ٌخ اٌحى١ِٛخ الإٌىزش١ٔٚخ ِف١ذح فٟ ح١برٟ اٌخذِبد 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌحى١ِٛخ ثشىً أسشع رٟاٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ ٠سبػذٟٔ ػٍٝ إٔجبص ِؼبِلا اسزخذاَ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌّٛاط١ٕٓ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ ٠ض٠ذ فشص اٌؼذي ٚاٌّسبٚاح ث١ٓ اسزخذاَ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  
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 .الإٌىزش١ٔٚخ ٟ اسزخذاَ اٌخذِبد اٌحى١ِٛخاٌسًٙ ثبٌٕسجخ ٌٟ أْ أصجح ِب٘شاً ف ِٓ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌحى١ِٛخ الإٌىزش١ٔٚخ سٍٙخ الاسزخذاَ اٌخذِبد 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ٌٟ ثبٌٕسجخو١ف١خ اسزخذاَ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ سًٙ  رؼٍُ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ٌٟ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ أصجح ش١ئبً اػز١بد٠بً ثبٌٕسجخ اسزخذاَ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .ِٕٗ ثذ ٌٟ، اسزخذاَ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ أِش لا ثبٌٕسجخ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

ً طج١ؼ١بً ثبٌٕسجخ اسزخذاَ   .ٌٟ اٌخذِبد اٌحى١ِٛخ الإٌىزش١ٔٚخ أصجح أِشا
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o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ اٌّزطٍجبد اٌضشٚس٠خ لاسزخذاَ اٌخذِبد اٌحى١ِٛخ ٌذٞ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ اٌّؼشفخ اٌىبف١خ لاسزخذاَ اٌخذِبد اٌحى١ِٛخ ٌذٞ 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

حى١ِٛخ اٌخذِبد اٌ اٌحصٛي ػٍٝ ِسبػذح ِٓ ا٢خش٠ٓ ػٕذِب أٚاجٗ صؼٛثبد فٟ اسزخذاَ ٠ّىٕٕٟ 

 .الإٌىزش١ٔٚخ

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .اٌحى١ِٛخ الإٌىزش١ٔٚخ اٌز٠ٓ ٌُٙ رأص١ش ػٍٝ لشاسارٟ ٠ؼزمذْٚ ثأٔٗ ٠جت أْ اسزخذَ اٌخذِبد الأشخبص 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 .الإٌىزش١ٔٚخ ٌٟ ٠ؼزمذْٚ أٔٗ ٠جت أْ اسزخذَ اٌخذِبد اٌحى١ِٛخاٌّّْٙٛ ثبٌٕسجخ  الأشخبص 

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
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o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

ْ أْ اسزخذَ اٌخذِبد اٌحى١ِٛخ الأشخبص   .الإٌىزش١ٔٚخ اٌز٠ٓ رؼججٕٟ آسائُٙ ٠فضٍٛ

o ثشذح غ١ش ِٛافك  
o ِٛافك غ١ش  
o ِذب٠ذ  
o ِٛافك  
o ثشذح ِٛافك  

 

،رؼجئخ الاعزج١بْ ثٕجبح رّذ  

شىشا  جض٠لا  ٌه ػٍٝ رؼبٚٔه   
 

 

 


