
University of Plymouth

PEARL https://pearl.plymouth.ac.uk

Faculty of Science and Engineering School of Engineering, Computing and Mathematics

2013-01-01

On-scene triage open source forensic

tool chests: Are they effective?

Shiaeles, S

http://hdl.handle.net/10026.1/12694

10.1016/j.diin.2013.04.002

Digital Investigation

All content in PEARL is protected by copyright law. Author manuscripts are made available in accordance with

publisher policies. Please cite only the published version using the details provided on the item record or

document. In the absence of an open licence (e.g. Creative Commons), permissions for further reuse of content

should be sought from the publisher or author.



at SciVerse ScienceDirect

Digital Investigation 10 (2013) 99 –115
Contents lists available
Digital Investigation

journa l homepage: www.e lsev ier .com/ locate/d i in
On-scene triage open source forensic tool chests: Are they
effective?

Stavros Shiaelesa, Anargyros Chryssanthou b, Vasilios Katosa,*

a Information Security and Incident Response Unit, Democritus University of Thrace, 67100 Thrace, Greece
b Hellenic Data Protection Authority, Greece
a r t i c l e i n f o

Article history:
Received 14 January 2013
Received in revised form 31 March 2013
Accepted 1 April 2013

Keywords:
Triage
ACPO principles
Open source
Incident response
TriageIR
Kludge
TR3Secure
* Corresponding author. Tel.: þ 30 25410 79754.
E-mail addresses: shiaeles@ee.duth.gr (S. Shia

dpa.gr (A. Chryssanthou), vkatos@ee.duth.gr (V. Kat

1742-2876/$ – see front matter ª 2013 Elsevier Ltd
http://dx.doi.org/10.1016/j.diin.2013.04.002
a b s t r a c t

Considering that a triage related task may essentially make-or-break a digital investigation
and the fact that a number of triage tools are freely available online but there is currently
no mature framework for practically testing and evaluating them, in this paper we put
three open source triage tools to the test. In an attempt to identify common issues,
strengths and limitations we evaluate them both in terms of ef � ciency and compliance to
published forensic principles. Our results show that due to the increased complexity and
wide variety of system con � gurations, the triage tools should be made more adaptable,
either dynamically or manually (depending on the case and context) instead of main-
taining a monolithic functionality.

ª 2013 Elsevier Ltd. All rights reserved.
1. Introduction

Triage is a term deriving from medicine. According to
the Free Merriam-Webster dictionary it is de � ned as “the
sorting of and allocation of treatment to patients and
especially battle and disaster victims according to a system
of priorities designed to maximize the number of survi-
vors”. In a similar manner, in incident response ( Brownlee
and Guttman, 1998 ) triage is de � ned as the stage where a
security expert assesses an incoming report about a secu-
rity incident, prioritizes it, relates it to other ongoing in-
cidents and deems whether the report is valid. From these
de� nitions it can be evident that the overall success of a
digital investigation is heavily in � uenced by the early ac-
tions of the � rst responder. Correct prioritization and
handling of the live system may offer the key to an
encrypted partition, or might reveal the valuable remote IP.
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In this paper we used three widely available open source
triage tools as a vehicle to study and understand the issues
surrounding digital triage processes. We study the effort
required and the practical challenges a responder may face
and evaluate these tools against the requirements set out
by a published practice guide for digital forensics. Having
employed some of these tools in real case situations where
we had to modify them on the � eld, we included a sec-
ondary goal in this paper which is to propose ways of
improving these tools.

This paper is structured as follows. In Section 2 we
present the current state of the art and research directions
on triage tool requirements. In Section 3 we describe the
methodology for our empirical evaluation and introduce
the three tools. Section 4 reports on the evaluation of the
tools with further discussion on their advantages and
drawbacks summarized in Sections 5 and 6 respectively.
The evaluation of the tools is continued in Section 7, where
we assess the tools’ compliance to an appropriate forensics
principle. Finally, Sections 8 and 9 conclude with further
suggestions, discussion and future work.


































