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Modern Cyber-Physical Systems (CPS) show increasing levels of automation,

intelligence, and optimization capabilities. Both creators and adopters

of these technologies emphasize the benefits: safety, cost-savings, and

e�ciencies. Existing literature under-represents the potential risks associated

with the adoption of individually complex systems and interconnected

Systems-of-Systems (SoS). Research primarily focuses on the potential

benefits, and many recent deployments of new technology have received

little rigorous scrutiny. The studies that do explore issues, such as cyber-

attacks on CPS, often lack an analysis of the potential impact based on the

way cyber-physical risks are communicated. Due to high levels of interaction

and inter dependencies in CPS, disruptions in one sector can propagate to

other sectors. The initial economic impacts may start locally but will often

lead to global e�ects if response mechanisms prove insu�cient. This case

study aims to address a research gap in modeling, and quantifies how a

cyber-attack, with physical consequences, can a�ect local and global trade

if a single maritime port is a�ected. Additionally, to further understanding of

the public’s perception of risk about cyber-attacks and its emergent threat

to global supply chains, members of the public were asked to react to the

potential econometric losses. This study produced the five-part CyPEM (Cyber

Physical EconometricModel) that has the capability to translate a cyber-attack

to an econometric loss. Each framework part may also be swapped out to

analyze di�erent CPS. With this, we discovered a gap in the perceptions of

cyber-physical risk regarding maritime transport.

KEYWORDS

econometric (EC) model, cyber-physical, maritime, cyber-security, critical national

infrastructure
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1. Introduction

Emerging technologies, such as the Internet of Things (IoT),

digital twins, 5G, and Artificial Intelligence (AI), are becoming

increasingly common across all industries. The maritime sector

is no exception, adopting new technologies across offices, ships,

seaports, offshore structures, and more. As Boyson (2014) states,

supply chains are also using more Information Technology

(IT), which introduces digital vulnerabilities. The convergence

and digitization of IT and Operational Technology (OT)

drive transformation into digital supply routes and maritime

operations, which expand cyber-threat surfaces. Nation-state

actors and organized crime also have the resources and

motivation to trigger a cyber-attack on Critical National

Infrastructure (CNI), i.e., large scale Cyber-Physical Systems.

1.1. Maritime cyber-security

Events from 2019 to 2023 have highlighted to the public

how shipping disruptions can affect global supply chains. For

example, in 2020, the Suez canal incident demonstrated how

critical shipping is to the movement of goods and fuel (Ramos

et al., 2021). Global demand has increased marine traffic, and

COVID-19 lock-downs (Doumbia-Henry, 2020) have further

stressed supply chains and led to congestion (e.g., Los Angeles

backlogs reported by Royster, 2022). Larger ships with more

capacity continue to be built, but these ships face challenges

maneuvering in existing channels and seaports, which lowers

safety margins during cyber-incidences. Today’s ships are also

more heavily instrumented, which again increases the threat

surface for cyber-attacks. In United States Coast Guard (2022)

reported a 68% increase in marine cyber-incidents.

While lower carbon emissions and improved safety can

be achieved with new and developing technology, the concern

is that technological advances could result in new digital

vulnerabilities. Such vulnerabilities could be introduced through

increased connectivity, the addition of third party devices,

and/or software, and remain a valid concern across all

critical national infrastructure (Lewis, 2019). Future shipping

currently highlights the increased use of and technological

dependency of autonomous ports and ships. Not only is there

a concern with full autonomy, but allowing remote operation

introduces vulnerabilities. Remote operation/access is currently

an intermediate solution when the aim is autonomous CPS

but full autonomy cannot be supported (Yağdereli et al., 2015;

Höyhtyä et al., 2017). Studies have demonstrated that the

digitization in shipping includes productivity gains (Poulis et al.,

2020), physical safety (Plaza-Hernández et al., 2021), lower

carbon footprints (Larrazabal and Peñas, 2016; Peng et al.,

2020), higher efficiency at all levels, lower costs, and flexibility.

However, other research shows that there are vulnerabilities

in large CPS sensor networks (El-Rewini et al., 2020) and

communication systems (e.g., satellite Manulis et al., 2021).

Recent studies by Larsen and Lund (2021a) and Tam and

Jones (2019b) show that the cyber risks within marine and

maritime technology are present and growing as new solutions

are adopted. For example, Murray (2022) reported that, in

2019, the US Coast Guard detected a cyber intrusion on a

large container ship heading to New York. Global Navigation

Satellite Systems (GNSS), and other types of spoofing, have

also been reported globally, with noticeable activity in the

Black Sea, off the coast of Russia, and in Asia (Jacobs, 2021).

Glover (2022) reported that the Port of London Authority

was hit by a possibly politically motivated cyber-attack. These

incidences illustrate that the integration of digital technologies

into critical operations can introduce significant cyber-physical

vulnerabilities that could lead to larger global disruptions.

Cyber-physical disruptions are a growing global issue that

affect critical assets, with a number of threat actors that

have an interest in maritime transportation and Naval warfare

(Jacobs, 2021). With the maritime sector’s place in the global

shipping chain and its acceleration into digitization, there

are new potential impacts that need to be understood and

quantified.

We are interested in understanding the awareness of those

working in this sector. According to a survey targeting mariners

within (Wingrove, 2021), asking “When do you believe the first

port will experience significant physical damage caused by a

cyber security incident,” around 64% of respondents thought

it had already happened, while 27% said between 1 and 5

years, only 6% said more than 5 years, and only 3% thought

ports would never be significantly damaged by a cyber security

incident. Respondents were asked a similar question pertaining

to ships. Of the participants, 56% thought a merchant vessel

had already experienced significant physical damage caused by

a cyber security incident, 34% thought it would happen in 1–5

years, 7% in more than 5 years, and just 3% thought it would

never happen.

1.2. Cyber-physical threat to supply
chains

Considering the existing maritime cyber-security threat and

the importance of shipping to modern transportation, it is

critical to understand how threats in the maritime sector can

affect other areas. With the rate of technological growth, there

is a real possibility that a similar increase in disruptive events

purposely triggered by a malicious cyber-attack will occur. This

likelihood is supported by the recent (United States Coast

Guard, 2022) report and academic research. It is important to

understand the potential scale of these types of disruptions, to

understand the scale of threat.
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Economic and insured losses, stemming from supply chain

disruptions, are some of the top emerging risks for global

corporations and insurers (3plcentral, 2022). While there are

only a few studies that have studied the effects of a cyber-attack

on ports, it is possible to infer consequences from related events.

Major natural catastrophes, such as the Tohoku earthquake

and Thailand floods in 2011, resulted in a large number of

business interruption insurance claims, with the majority of

these claims coming from areas outside of the directly affected

regions (Mukherjee and Hastak, 2018).

As current cyber defense capabilities are unlikely to prevent

all cyber-physical catastrophes, it is crucial to quantify and

understand the effect of such events. While detecting and

mitigating cyber-threats is also a critical topic, that subject

is outside the scope of this paper. To understand the extent

of cyber-physical threats, this paper focuses on how major

supply chain disruptions affect the target of the attack and

the rest of the associated supply chain. This is presented

in classical graph format of “nodes,” representing assets and

“edges,” which connect nodes. When considering a cyber-

physical incident, a node can have physical, econometric, and

digital properties.

A physical node, which in this study represents the Port of

Valencia (Spain), is geographically adjacent to other countries

connected by rail/car. However, as shown Section 3, because of

industrial supply chains, it is possible that countries physically

distant from Spain may suffer a heavier econometric impact

than those that are geographically close. A node can also have

digital properties, since a port or a shipmay have a direct satellite

connection to another system that is not directly geographically

or supply chain related. In this paper, when discussing networks,

supply chains, and nodes, the nomenclature differentiates

between geographical nodes and industry/supplier nodes.

This paper highlights the level of inter-dependencies that

exists in today’s global supply chains. The econometric model

(EM) presented in this paper is one of the first of its kind,

as it allows organizations to transition from a qualitative

assessment to a more robust quantitative treatment of supply

chain risk. Integrating the EM with MaCRA’s dynamic cyber-

physical risk model (published in Tam and Jones, 2019a), the

combined model allows a user to derive quantitative modeled

losses to improve understanding of the global supply chain’s

cyber-physical risks. This knowledge can lead to increased cyber-

resilience and system trustworthiness.

The world’s manufacturing supply networks are susceptible

to disruption by cyber-attack and impact can propagate

through the network. The disruption at one node of a

complex supply chain can physically and economically affect

adjacent, preceding, and succeeding nodes with negative

impacts. Cyber-attacks using IT/OT networks and computing

systems can cause short-term losses, Denial of Service (DoS),

long-term equipment damage, loss of customer’s trust, delays

in shipment, and loss of strategic advantages due to leaks

and compromised sensitive information (Zhong and Nof,

2019). Reyes Levalle and Nof (2015) and Levalle and Nof

(2017) show that a digital cyber-attack can have real physical

consequences of unfulfilled demands in supply transportation

and manufacturing.

1.3. Aim of this study

This study considers cyber-attacks as an external disruption

to the supply chain, with attacks executed either by a

third party or potentially executed by insider threats. The

cyber-triggered disruptions can interrupt the production of

raw materials or intermediate products depending on how and

which system is compromised. Lost production may occur when

infrastructure components, or the wider SoS (Boardman and

Sauser, 2006), are damaged or destroyed. This can negatively

impact transportation, manufacturing, and the final end-

product. Both Day (2014) and Gong et al. (2014) give realistic

examples of this type of disruption. When considering the

reach and impact of maritime transportation and sector, the

econometric impact of both short and long-term cyber-triggered

disruptions can be extensive.

In addition, this paper seeks to understand the disruption

in the global supply network caused by a cyber-physical

event by using a maritime-based case study with real data.

This study looks past the physical node where the attack

originated (i.e., seaport) and then analyzes the resulting

shortage disruptions downstream regarding raw materials and

intermediate components. We show how a single cyber-attack

could disrupt activities downstream, similar to the study in Seok

et al. (2016), and illustrate the resulting econometric effects

on revenues across different countries, similar to the study in

Nguyen and Nof (2019a).

The intended audience for this approach are stakeholders

interested in assessing regional and/or global exposure for

contingent business interruption losses and (re)insurance

companies. The approach is illustrated using a specific scenario

based on the Port of Valencia and maritime transportation but

generalizes. Any CPS can be defined using this framework. One

audience for the framework’s outputs is the general public, to

raise awareness of cyber-attack and its physical and economic

impacts, to engender discussion and solutions.

It is possible to engage the public and the broader sector

to recognize the amount of resource that should be invested

to protect against cyber-related disruptions, which are not

only at the level of “data theft,” but foreshadow large-scale

economic impacts on global supply chains. Section 2 covers the

necessary background to discuss all parts of the maritime-cyber

econometric model in Section 3. This section then discusses the

possible effects and the public’s perception of the findings. Due

to the specificity of the multiple subject matters, a table of key

abbreviations is listed in Table 1.
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TABLE 1 Key abbreviations in order of appearance.

Term Phrase

CPS Cyber Physical System

CNI Critical National Infrastructure

AI Artificial Intelligence

IoT Internet of Things

IT Information Technology

OT Operational Technology

DoS Denail of Service

US United States of America

GNSS Global Navigation Satellite System

SoS Systems of Systems

GDP Gross domestic product

SCRM Supply Chain Risk Management

EM Econometric Model

UN United Nations

CBI Contingent business interruption

TEU Twenty Equipment Unit or ‘20-foot container’

CRM Supply chain risk management

NAICS North American Industry Classification System

EU European Union

UK United Kingdom

USD United States Dollars

USA United States of America

NIS National Intelligence Service

N/A Not Applicable

2. Background

Using a realistic cyber-attack chain (Tam et al., 2022), this

case study is based on a European seaport in Spain and a class

of container ship that routinely docks at the same port. Both

port and ship are modeled from real-world data, from their

physical attributes (e.g., dimensions) to their digital attributes

(e.g., individual IT/OT systems). The case study focuses on the

effect of an attack on a single seaport, although the framework

could be used for any node in the supply chain, if the data and

models exist, as Section 3 explains.

Historically, seaports have been vital economic engines that

support the growth of economies locally and internationally.

In this case study, the Port of Valencia generates nearly 51%

of Spain’s Gross Domestic Product (GDP) and is a significant

player in European and global supply chains that connect Asia

and the Americas. Any disruption to this port would result in a

direct economic loss to Spain, but additionally, the framework

will show how the impact can ripple through different physical

nodes (e.g., countries) and value chains. The purpose of the

framework is to quantify the effect of this cyber-physical attack

at the node of origin (Spain) and its indirect economic loss to

other countries’ economies.

Existing literature on Supply Chain Risk Management

(SCRM) provides numerous frameworks and models for types

and sources of risks as well as mitigation strategies. Nevertheless,

as demonstrated in Hahn (2020), little is known about supply

chain cyber-risks in an Industry 4.0 technology landscape.

CPS typically consist of multiple components and subsystems

that can be classified as both physical (i.e., interacts with

the physical world) and cyber (i.e., interacts with the digital

world). With interconnected relationships between these layers

and subsystems, CPS are often modeled as complex networks

of connected components represented as nodes and their

relationships represented as connecting edges. An example of

this can be seen in Figure 1 and is explored further in later

sections.

The next paragraphs discuss related areas of work to

establish the state-of-the-art for cyber-physical risk and how

the proposed Econometric Model (EM) (Lloyd’s of London

and Verisk EES, 2019) as applied differs from previous work.

This review is not exhaustive since many extensive and well-

established subjects are discussed, and it is only intended

to provide an overview of works relevant to cyber-physical

disruptions with respect to themaritime nodes of a supply chain.

In Nguyen and Nof (2019b), the authors define disruptions

in a cyber-physical CPS as “any unexpected, and often negative"

change to any entity within the CPS network, “including but

not limited to: the nodes, attributes of the nodes, edges, and

attributes of the edges.” While this case study considers a purely

digital-attack that causes physical delay, there are similar studies

about the propagation of disruption, instead of the trigger. For

example, Zhang et al. (2014) researches road traffic networks,

with disruptions caused by traffic density. Others, such as Zhong

and Nof (2015), focus on the normal or failure status of a CPS’s

nodes and edges. This focus is useful for understanding some

cyber-physical risks, but not all, as an outcome could be more

than “working” or “failure.”

It is important to model the nodes and edges affected by

any kind of disruption and propagate those disruptions to

its neighboring node(s) and edge(s). With the escalation of

cyber threats and progressive globalization of supply chains,

it is expected that a noticeable increase in cyber-related port

disruption economic losses will occur. Many organizations do

not have full visibility into their supply chain networks, which

results in partially mapped networks that do not accurately

represent the end-to-end life cycle of a product. Using a partially

mapped network for econometric modeling would dangerously

underestimate their vulnerability to supply chain risk; therefore,

CyPEM uses a fully quantitative model with comprehensive

nodal network mapping.
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FIGURE 1

Examples of product dependencies [(A) on left] and trade networks [(B) on the right] which are combined for the CyPEM hybrid network.

The CyPEM approach uses acyclic graphs to model

networks, which is a common practice when modeling supply

chains (e.g., Magnanti et al., 2006; Ghadimi et al., 2020).

An acyclic model uses the nodes to represent stages of the

production and/or assembly operations of its components.

The arcs within this network of nodes specifies the flow of

components, the source nodes correspond to supplies from

suppliers, and the sink nodes correspond to finished goods.

More importantly, the authors are interested in the edges

connecting nodes that correspond to transportation to/from and

within a seaport. These are the edges that will be disrupted as

part of a cyber-physical attack to determine the overall effects on

the affected arcs and the wider global supply chain network.

Other studies have also used spanning tree approaches (e.g.,

Syarif et al., 2002; Lam and Ip, 2012; Ghadimi et al., 2020).

The spanning tree method is generally used to optimize existing

supply chains. However, the focus of CyPEM is to calculate the

econometric impact of an existing supply chain network. For

impacts of a few days, a static graph is sufficient. However, if

future work (see Section 5) aims to make supply chains more

robust against cyber-physical disruptions, a spanning tree model

could be used. Another modeling method includes a circular

supply chain (i.e., using a cyclic network). A cyclic network

may be more appropriate in the future since there may be more

incentives for industries to be sustainable and re-use materials.

In a cyclic network, instead of having set source and sink nodes

as described in an acyclic network, sinks can also be sources

by reusing materials, which create circles within the graphs, as

demonstrated in Geissdoerfer et al. (2018).

Disruptions within a CPS, like maritime transportation,

can propagate between the physical layers (e.g., hardware,

machinery, people) as well as the cyber layer (e.g., software,

data sharing, communication). The propagation of disruptions

through various connected CPS layers occur because of high

interconnections and inter-dependency. Much of this has also

been promoted through maritime IT and OT convergence, as

discussed in Meland et al. (2021). In addition to IT and OT,

the human element on-ship and at port has an effect on cyber-

physical risks (Tam and Jones, 2019b). Because of this, risk

factors range from physical to cyber and also static to dynamic.

Previous work on risk from Ritchie and Marshall (1993),

Kersten et al. (2007), and Christopher and Peck (2004) propose

three groups of risk factors: environmental, internal, and

organizational. However, since these three groups are becoming

increasingly digitized, cyber risks can arise from all three.

The approach in this paper’s framework uses a more dynamic

cyber-physical approach to risk using Tam and Jones (2019a). To

better understand the potential econometric loss from a cyber-

physical attack causing delay, CyPEM is a dynamic framework

that allows the user to look at a range of potential delays and

corresponding economic losses.

Lastly, despite studies on perceived risks for cyber-triggered

delays to supply chains, there is currently little to no work

on comparing perceived risk to the actual risk (Freudenburg,

1988). This paper is one of the few studies to actually use an

econometric model, CyPEM, to present quantified results to

the public and measure the change in their understanding of

cyber-risk regarding global supply chains.
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FIGURE 2

Five stages of the framework overview with inputs and outputs (1) Define Industry, intermediate parts, and final products (2) Define Network

where nodes are suppliers and edges are product/part flows (3) Calculate Disruption using cyber-physical risk assessment and a port throughput

model (4) Propagate Disruption in the wider network from part 2 and (5) Calculate the industry loss and loss distributions.

3. Framework

This study uses a novel five-step framework (see Figure 2),

where each step can be exchanged to provide analytics

for different supply chain arcs or sectors. To communicate

quantifiable cyber-physical risk to a wide audience, the seaport

scenario presented must be believable and comprehensible. By

analyzing the Port of Valencia and modeling its surrounding

supply chain network, CyPEM produced quantified results

and graphics for econometric losses due to a cyber-physical

incident. In this scenario, nodes represent a nexus of linkages for

countries’ manufacturers, and edges represent the paths of those

goods (raw materials to intermediate and final products). In

the CyPEM CPS network, nodes can represent countries, ports,

factories, storage facilities, and edges are implicitly modeled as

the transportation paths between countries or products.

To address challenges inherit with real-world data and

supply chains, the framework uses a “hybrid” modeling method

that takes partially mapped supply chains and uses predictive

analytics to infill the missing parts. Even when working

directly with the Port of Valencia, there is missing data due

to the complexity of supply chains. The approach avoids the

underestimation of risk by capturing hidden vulnerabilities and

correlations stemming from the unseen or unknown parts of a

given supply chain. This supply chain risk model is the first of its

kind, as it is a quantitative model that incorporates:

1. Global trade patterns and supply networks (United Nations

Commodity Trade statistic data)

2. Product flow mapping (United Nations Commodity Trade

statistic data and EM framework)

3. Correlation across different product groups and industries

(e.g., automotive, consumer electronics)

The combined CyPEM stages give public and private

organizations the ability to stress test their supply chain

resiliency by estimating the cost and time to recover after

different cyber-attack scenarios. Stages of CyPEM include

quantitative risk models that emulate major components of

global supply chains, and their uncertainties, to estimate

time delays and economic losses resulting from contingent

business interruption (CBI). Downtime is measured on the

order of days or hours caused by cyber-physical disruptions

to a given supply chain node. In this paper, CyPEM is

used to assess potential economic impacts across different

value chains due to various cyber-physical attacks on a ship

entering the Port of Valencia. Together, with a dynamic cyber-

physical risk model (see Figure 2), this framework is a step

forward with respect to traditional qualitative supply chain risk

assessment methods.

Although some stages are pre-calculated and cannot be run

in real time, (for example, the hybrid network in Figure 3),

this framework has been designed to provide some dynamic

automation when calculating cyber-physical econometric losses.

If some stages were to be substituted for other models (e.g.,

change acyclic network to cyclic, or switch maritime cyber

risk model for an aviation cyber risk model), some of the

built in automation may not be available depending on the

CPS models.

To enable CyPEM to be more dynamic and useful for

understanding the complexities of the cyber-physical issues in

supply chains, some of the cyber-attack scenario variables can
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be altered “live" during various stages to explore a range of

econometric outcomes. As shown in the results section, the Port

of Valencia cyber-physical attack scenario is used to compute

a range of econometric losses, based on the severity of the

attack and the duration of the delay (i.e., 3, 5, and 7 days).

This tool allows users to proactively manage supply chain risks

by anticipating inter-dependencies and correlations in supply

chains and the effects by cyber-triggered disruptive events before

they can occur. The quantified results are also critical for

measuring gaps in perceived vs. actual risk as understood by

experts and lay people. While industry experts can use this

tool to ascertain this themselves, this study is also interested

in the opinions of the public who are less likely to seek this

understanding.

FIGURE 3

Hybrid network merging product dependency and UN

commodity Trade statistic data and disruption from Figure 1.

3.1. Product dependency

Stages one and two of CyPEM are based on acyclic network

graphs using United Nations (UN) Commodity Trade Statistics

and EM product flows. To demonstrate product dependencies

built from basic and intermediate products (i.e., Tiern - Tier1)

to final product (i.e., Tier0), the authors present a simple

example in Figure 1A. A larger schematic, more representative

of the actual network used to calculate the econometric losses

of a cyber-physical attack on the Port of Valencia, is shown

in Figure 4. Once the product dependencies are established

in an acyclic network, the next step is to create a network

to include the trade data using the trade statistics from

the UN Commodity Trade Statistics. This method implicitly

includes storage and transportation nodes, in addition to

the supply chain flow of components based on inter- and

intra-industry dependencies.

3.2. Network definition

This stage looks beyond product dependencies and brings

in a country’s manufacturing and transportation to determine

product flows and arcs. While the model uses an acyclic network

to represent the flow of products without creating feedback

loops, future modeling at this stage can be exchanged for

another type of network depending on the end use of the entire

framework. Data used to define and create future networks

could include the period of data, the flow (i.e., import/export),

commodity codes, trade values, net weights, quantity, and

statistics from the reporter (i.e., Port of Valencia). In this case

FIGURE 4

More populated product dependency overview from EM framework for Port of Valencia with inputs and outputs using Figure 1A.
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FIGURE 5

Overview of Port of Valencia throughput simulation for incoming/outgoing container processing.

FIGURE 6

Snapshot of several CyPEM (Cyber Physical Econometric Model) interface windows.

study, the reporter is the origin of the cyber-physical supply-

chain interruption. Moreover, while data on material quantities

may not always be available, other available data such as total

annual revenue and market share can be incorporated in the loss

results to enhance findings.

The proposed network is a hybrid one, which merges

together the product dependency graph (or tree) from stage

one and relevant trade data from stage two. This step ensures

that the econometric model can account for movements of

trade across country and sector boundaries within product

categories. These two separate networks are shown in Figure 1,

and the hybrid network produced in Figure 3. The resulting

hybrid network is key to determining the econometric losses

from a cyber-physical disruption in the later stages of the

CyPEM framework. This framework is used to accurately model

CPS and its mechanisms. However, one limitation of this

method is that the hybrid network is pre-defined. Although

pre-definition has fewer negative effects for measuring short

term loss, the longer-term effects could mean fundamental

changes to the underlying trade models. In future work,
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FIGURE 7

Percentages of mean losses for 3 days of delay caused by a cyber-physical attack.

adapting the hybrid network or sub-components of the

network for cyber-physical disruptions could be done to mimic

the way real-world supply networks would adapt, reroute

etc.

Since all the subsequent stages (i.e., stages 3–5) rely on the

accuracy and depth of detail in the earlier stages, this is also

where predictive analytics can improve the product dependency

graphs. As shown, CyPEM collects data from numerous sources

and legacy systems to provide a complete view of the supply

chain. Subsequent analyses are conducted on this respective

data by inspecting, cleaning, transforming, and modeling,

with the goal to uncover useful information and achieve the

aimed boosted intelligence. Prescriptive analytics are used to

automate complex decisions and exploit them to proactively and

dynamically update recommendations based on changing events

to take advantage of these predictions and provide added value

to the project classification tools. This study uses these networks

to pre-define many of the market and dependency attributes,

and how they affect the rest of the network, while keeping the

actual disruption events (and all their individual pieces) more

dynamic.

3.3. Disruption input

Stage three of the framework is comprised of two models.

The first model is a maritime cyber-risk assessment model

developed within (Tam and Jones, 2019a). The maritime cyber-

risk assessment model takes a cyber-physical attack chain to

show a range of potential risks and outcomes, depending on

the success of each segment of an attack chain. The attack chain

used in this model has been verified with actual data and testbed

experiments, which have been cross-referenced with legitimate

system vulnerabilities on ships known to enter the Port of

Valencia and with the port authorities in previous Cyber-MAR

paper outputs from Tam et al. (2022) and Tam et al. (2021).

As the attack chain unfolds, the technical aspects are less

important in this paper than the resulting disruption, since

different actions result in different downtimes from Tam and

Jones (2019a). This is reflected in the framework, as a user can,

in real-time, adjust this part of the model to vary the disruption

input to the next stage to obtain different econometric losses in

the final stage. However, this study is limited to a few specific

built-in scenarios. Both models in stage three are capable of
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FIGURE 8

Percentages of lower bound losses for 3 days of delay caused by a cyber-physical attack.

scaling in the future, and have been constructed so that if the

necessary information is provided, analysis is possible.

The second part of calculating disruptions is to take the

cyber-physical risks and their outcomes, and to predict the

overall disruption effect to the Port of Valencia. To do this, a

cyber-physical model of the Port of Valencia’s throughput was

developed. This process is very similar to stages one and two,

but built for the internal workings of a single port instead of an

entire global network. One way to calculate CPS disruption is to

remove node(s) and/or edge(s) from the network, as shown in

Barabási and Albert (1999) and Albert et al. (2000). These node

and/or edge removal disruptions are closely related to graph and

network theories (e.g., degree, distribution) where the removal

of a node or edge can only have a binary outcome. In this case,

the framework looks at the change in throughput: from 100%

(node is there) to 0% (node is removed), and every percent

in-between. This method allows the model to be more highly

detailed, even modeling the individual ships and terminal cranes

(including their type) to accurately determine port downtimes

in terms of hours and also in percentages (e.g., 10 h of the port

being at 80% capacity).

In order for the throughput model to simulate port

operations for the Port of Valencia, certain parameters that

describe traffic and flowwithin the portmust be considered. This

includes information characterizing the following: (i) arrival

process, (ii) average quantity of containers per port call (in

Twenty-foot Equivalent Units, or TEUs), (iii) service time

distribution per vessel, (iv) proportion of containers destined

to be transshipped, and (v) the mean container dwell time. The

analysis can be simulated multiple times to output a range of

realistic downtime values that correspond to different attack

chains and cyber-physical attack outcomes. While the exact

layout and configuration of the port’s CPS are obfuscated for

security reasons, a high level schematic of the simulation can

be shown in Figure 5; a more detailed schematic of the model

is published in Moara-Nkwe et al. (2022).

3.4. Propagation disruption

Disruption can propagate from one node of the network

to the next node. As an example, from the output of
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FIGURE 9

Percentages of upper bound losses for 3 days of delay caused by a cyber-physical attack.

stages one to three, it can be seen that a disruption at

Port of Valencia can affect Spain’s metal stamping, resulting

in disruption to Germany’s Automotive manufacturing. This

impact demonstrates why calculating the econometric loss of

a cyber-physical attack in a supply chain must be transmitted

beyond the node or edge directly affected by the cyber-attack.

While the framework can look at the effect of one disruption on

one product or one location, the flexibility of the tool allows a

user to select any subset of the available products and countries

(see Figure 6). In this study, however, the overall econometric

losses are of interest, so the following discussion only considers

total losses, which is shown to the public in Section 4.

The cyber-attack triggered disruption is observed to

decrease the production/transportation capability of nodes and

have a ripple effect to successor nodes. Again, in an acyclic

network, effects progress downstream in a one way direction.

However, if circular supply chains are integrated into the

framework as a future next step, disruption patterns and results

could be very different. In this instance of CyPEM, cyber-

triggered disruptions are propagated through the network in a

similar manner to other types of disruptions (e.g., Levalle and

Nof, 2017). A global cyber-attack can differ from other natural

disaster disruptions, which can be localized geographically,

while cyber-attacks tend to occur where the targeted systems are

located. Therefore, a single digital threat, such asWannaCry and

NotPetya (Branquinho, 2018), could trigger cyber incidences in

multiple geographic regions or reach across several sectors (e.g.,

health, manufacturing) if similar underlying technology is used.

3.5. Output

A schematic of the CyPEM tool can be found in Figure 6.

This is not a complete view of available capabilities, but

demonstrates what interface a user could use to choose a set

of products and affected countries to dynamically calculate

losses from a database of modeled scenario results. The EM

analysis assumes a worst case scenario with a zero inventory

case; no mitigation measures are implemented. For this study,

loss results from the EM analysis were post processed in terms
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FIGURE 10

Global heat map for loss in USD (to easily show members of public).

FIGURE 11

EU heat map for loss, to easily show members of public.
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TABLE 2 Simplified replies to survey.

Country of
birth

Country of
residence

[Birth/Residence]
Choice

Impact on Spain
(scale)

Impact on Spain
(millions of USD)

Global impact
reaction (scale)

EU impact
reaction (scale)

Key quotes

UK " " 4 100 M 8 8 The heat map prediction for the UK is

higher than I’d estimated ... [it] shows a

greater loss than I had estimated (by a

factor of 10).

India UK UK 5 500 M 8 10 More than double the cost I expected

UK " " 3 100 M 7 7 I think I do not have an intuitive grasp

of how far networks reach across the

world, and thus the consequential

econometric loss.

UK " " 5 100 M 7 7 N/A

UK " " 3 500 M 7 7 N/A

Turkey UK Turkey 5 623 M 5 4 N/A

India UK UK 5 20 M 10 10 N/A

UK " " 4 300 M 8 9 N/A

UK " " 4 200 M 5 8 More than expected; but not totally

unsurprisingly given boat routing

between Asian markets and Europe

UK " " 5 4 M 9 10 The amount of impact an attack would

have is greater than I expected . . .

Surprised by how little it effects

Portugal.

Panama " " 3 50 M 2 8 I did not know how large was the trade

between Spain and EU countries

India UK UK 5 110 B 4 3 N/A

UK " " 3 30 M 8 10 Vastly more than I anticipated

UK " " 2 20 M 10 10 It hasn’t changed my opinion. I know

several people who work in shipping

logistics and they are very adept at

quickly changing their cargo routes.
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of NAICS (North American Industry Classification System) for

quantifying the scenario’s mean losses with an upper and lower

bound ofµ±2σ . By using a 2σ range for upper and lower bound

losses, it is expected that the loss results are able to encompass

95% of probable losses that could occur for the scenario. For

the European Union (EU) region, these loss results, in terms of

percentages, are shown in Figures 7–9. For each pie chart, the

percentages sum to 100%, since only the EU region is considered

in the following survey.

As expected, for the vast majority of possible loss

calculations in this case study, Spain has the highest impact,

being the node where the disruption originated. However, as

can be seen from Figures 7–10, many other countries were

also subjected to substantial losses. Following Spain, purely by

amount of econometric loss, the top affected countries were

Germany, France, United Kingdom (UK), Italy, and then the

Netherlands. These figures show output in terms of market share

and by possible company revenue (users need to input additional

information to obtain company revenue). As the heat maps are

more intuitive than numerical tables and easier for viewers to

identify their country of birth or residence, thesemaps were used

in the actual vs. perceived risk survey.

4. Public perception vs. actual risk

The CyPEM tool calculated the mean, as well as lower/upper

bounds, of econometric losses for a number of cyber-physical

disruption scenarios (e.g., severity of disruption in terms of port

throughput percentage and days of delay). While the tool is

available for use, it does require some expertise knowledge to use

and understand the results. Therefore, to engage the interest of

the general public, a survey was created and focused on CyPEM

loss outputs (see both heat maps in Figures 10, 11). Heatmaps

are more intuitive to understand for a wider audience. The

gradients of color on these maps correspond to the amount of

loss a country could potentially suffer after 5 days of downtime

at the Port of Valencia. As a visual aid, to differentiate countries

that share a very similar shade of color, applicable losses in USD

are displayed on or near these countries directly on the maps.

As supply chains are global, the survey to the public has a global

heat map (see Figure 10) but also shows a closer look specifically

for the EU (see Figure 11). This is necessary for the Cyber-MAR

project, as it is an EU Horizon 2020 project, with much of the

focus centering around the effects on Europe.

There were four key parts to the survey, with two additional

sections that held information for the user about the survey,

funding, and data protection. Participants were made aware

that by continuing with the survey, they agreed that their

anonymized results could be shared. In the first section, survey

participants were asked (1) what is your country of birth and

(2) what country do you reside in currently. They are asked to

choose one (i.e., country of birth or residency) to use for the
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remainder of the survey. This allowed participants to pick the

country which they may have the most awareness of or most

interest in. Next, they are asked to state how much (on a scale

of 1–10) cyber-security or maritime-logistics knowledge they

believed they had. Both sets of these qualitative information are

then used to analyze the following answers on their perception

of cyber-physical risk and howmuch it changes after viewing the

provided figures.

Of the 23 participants, the majority were born in the UK

(just under 50%), but there were also representatives from

India, Morocco, Norway, Israel, Panama, Spain, Turkey, USA,

and Ukraine. About 62% of participants currently reside in

the UK. See Table 2 for all anonymized responses. In the

same section, participants were also asked how much cyber-

security knowledge and how much marine logistics knowledge

they were conversant with. In general, participants with

less maritime-related knowledge were more surprised at the

econometric outcome of the scenario, regardless of their cyber-

security knowledge.

In the next set of questions, the first econometric loss

question asked participants how much effect they thought a

cyber-attack on a port in Spain could have on the country

they chose. On a scale of 1 to 5, 39% choose the maximum

effect of 5. Thirteen percent choose 4, 34% chose 3, and

just under 12% of participants were evenly split between 2

and 1. Among those respondents that chose the maximum

effect of 5, in general participants were still surprised when

presented with the actual loss numbers. When asked if the

global or EU heat maps changed their opinion, the selection

was from 1 to 10, where five meant no change in opinion, 1–4

meant the actual numbers were less than expected, and any

number from 6 to 10 indicated that the realistic losses were

more than what they believed. On average, those participants

who still expected a high impact still rated the heat maps

at 7.5, meaning that the CyPEM results were still higher

than expected.

A few quotes from those who were surprised and had little

maritime knowledge are “the heat map shows a greater loss

than I had estimated (by a factor of 10),” “more than double

the cost I expected,” and “vastly more than I anticipated.” A few

were surprised at how some countries were more affected than

others, for example one said “some countries more surprising

than others,” and another stated they were “surprised by how

little it effects Portugal.” In comparison, participants who had

maritime knowledge were more critical, but still occasionally a

little surprised at the figures. For example, one participant said

“more than expected; but not totally unsurprisingly given boat

routing between Asian markets and Europe", while another stated

“it hasn’t changed my opinion. I know several people who work in

shipping logistics and they are very adept at quickly changing their

cargo routes.”

In summary, the econometric losses, which examine a

realistic cyber-physical attack on a Spanish seaport and its

trade-routes with other countries, are higher than participants

realized. Specifically, those who have little knowledge in these

areas were the most surprised, which demonstrates a gap

between perceived risk and actual risks associated with cyber-

physical threats in shipping. Important quotes when asked why

their opinions changed said “my original estimate had no context

on the importance of this port in global supply chains” and

“I think I do not have an intuitive grasp of how far networks

reach across the world, and thus the consequential econometric

loss.” See Table 2 for more detailed participant responses. The

participant responses also showed that this study did increase

awareness; and when asked to consider the issue of cyber-

physical threats, many realized why their initial assumptions

were off. Additionally, even those with some experience in

maritime operations and/or cyber-security were on average still

slightly surprised to see the heat-maps provided. In general,

participants were also more surprised at the European figures

(see Figures 12, 13), however that may be due to the fact that the

majority of participants are from and/or live in the EU or in the

UK. A larger US or Asia audience could provide a different set of

findings.

5. Discussions

The proposed framework is useful for quantifying

econometric losses resulting from a cyber-physical event. In this

case study, the Port of Valencia was chosen as a demonstration.

With the econometric outputs of a cyber-physical attack on that

port, it was possible to compare the actual risk for cyber-security

to the public’s perceived risk concerning maritime cyber-threats

and how it affects them.

Moving forward, in addition to educating the public,

stakeholders who are interested in more detailed economic

impacts of port disruptions and their propagation

through regional and global supply chains can use this

tool to better quantify and understand their specific

cyber-physical risks. Insurance-related corporations with

regional and/or global exposure to contingent business

interruption losses may be interested in the comparatively

newer threat of cyber-triggered supply chain disruptions.

Organizations, whose industrial activity is exposed to

global supply chains, may also become better prepared

by using the tool outputs. Moreover, the ability to

exchange individual framework steps allows one to model

other sectors besides marine and maritime scenarios,

and consider cyber-physical interruptions at different

nodes (e.g., rail).

Given the scale of these potential disruptions and the

potential parties (e.g., attackers) involved, other entities that may

be interested are governmental organizations, port authorities,

freight transport and logistic actors, and trade associations.

Through wider engagement with the proposed framework,
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FIGURE 12

Public reaction to global econometric loss (1 is less than expected, 10 is more).

FIGURE 13

Public reaction to EU econometric loss (1 is less than expected, 10 is more).

policymakers can gain a greater understanding of their risk

landscape to identify particular weaknesses or dependencies

that, if exploited, could have a significant impact on the

national economy. Moreover, compliance with international

governance frameworks requires the identification of essential

services providers, as stipulated by the European Union’s

National Intelligence Service (NIS) Directive. NIS is officially

the Directive (EU) 2016/1148 of the European Parliament and

of the Council of 6 July 2016 and concerns measures for a high

common level of security of network and information systems

across the Union. Engagement at a government level with this

framework allows policymakers to consider various scenarios,

and their interconnections, to determine which services are

essential.

The main limitation of Section 4 and the results of the

survey was the number of participants. In addition, while it

was useful to hear comments from those who proclaimed to

have knowledge in maritime and cyber domains, it meant that

not all the replies were from the average public with only

general knowledge. Future work could push this survey to a

wider audience. While the heat maps were useful for public

engagement, a more interactive live tool may also have been

more engaging.

Future work could employ cyclic networks when modeling

supply chains or examine other CNI. Different cyber-physical

risk assessments or throughput simulations may also be used to

calculate the EM of other sectors or locations. Also, as a cyber-

attack can attack the same system but in divergent geographic

“nodes,” modeling and assessing the EM loss could provide novel

results. Although physical disruptions tend to be geographically

close to each other (e.g., earthquake affecting all CNI in

a region), a cyber-triggered disruption could affect similar

systems on opposite sides of the world near simultaneously.

Widespread malware such as WannaCry is a good examples of

this.

The next aim of this research could be to better automate the

framework. In addition, further work could be done to refine

the perceived risk vs. actual risk among the public by assessing
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the gap in understanding among people who understand the

CPS (e.g., crew driving ships). This could be of interest to

evaluate if the level of training the crew receives is adequate

when considering cyber-physical threats. Other studies on crew

perception of cyber-risk can be found in Larsen and Lund

(2021b) and Misas et al. (2022).

To build up resilience of the maritime sector and other

CPS, appropriate preparations for cyber-triggered response

resources are critical as these SoS become more digitized and

interconnected. Having cyber-defense and recovery responses

could both remove disruptions and mitigate the potential

disruption propagation showcased in this case study and studies

similar to Nguyen and Nof (2019a). Similarly, in cyber-security,

a supply chain is only as strong as its weakest link. While

shipping may not be the “weakest” link, current circumstances,

including nation tensions, have placed concerning strain

on the supply chain. Timely and effective responses to

disruptions is critical to ensure supply chain resilience. Effective

communication is critical as well, especially as some of the

potential cyber-security risks and threats may be new to CPS

workers and employees. However, critical responsiveness is

considered difficult to achieve in general because the exact

location and timing of cyber disruptions are difficult to predict,

given that the speed of a cyber-attack and their stealthy nature

can exacerbate the issue. While this is true of accidental attacks,

understanding the existing threats can give those in the sector

more early warning if their cyber situational awareness is

sufficient and combat the unpredictability from cyber-attacks.

6. Conclusions

Complex systems-of-systems (SoS) and critical national

infrastructure (CNI) are becoming increasingly complex

cyber-physical systems, where a cyber-attack can result in

significant physical damage and/or delays in operations.

Creators and adopters of new technologies promote more

complex systems by demonstrating the new capabilities they

bring; however, the potential risks are often underrepresented.

To address this lack, this study created a framework for a

cyber-physical econometric model to quantify the econometric

losses of a large-scale cyber-physical attack. In this case, a

specific port was used to calculate global and European losses.

Since only promoting the benefits of technology can skew the

public’s perception of risk, the authors took loss outputs of

CyPEM and presented them to the general public to determine

if there is a significant gap between the real quantified risk

and the perceived risk. This gap was proven to be true with a

small subset of participants but also illustrated that presenting

quantified econometric reports are critical in reducing the

gap in people’s understanding of cyber-physical risk. This is

particularly true in the maritime sector.
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