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Abstract—The integration of connected and autonomous tech-
nologies in safety-critical and cyber-physical systems offers great
potential in the vital application domains of transportation, man-
ufacturing, energy, defence, and aerospace. These technological
advancements are necessary to meet the increasing demand for
intelligent services. Because they are opening doors to new busi-
ness models and improving consumer experience by analysing
and sharing the generated data. However, where this sharing of
mix-critical data and broader connectivity brings opportunities,
it simultaneously presents serious cybersecurity and safety risks
due to the cyber-physical nature of these systems. Therefore,
delivering these intelligent services securely, safely, and reliably to
its consumers is a complex engineering and design problem. One
of the ways to approach this engineering problem is to consider
both system functional and non-functional properties (safety,
security, reliability) and systematically integrate them across
system design and operational life cycle. In the XANDAR project,
partners from both academia and industry are investigating this
approach. The aim is to develop holistic software design methods
and architectures for safety-critical and cyber-physical systems
that guarantee functional and non-functional properties “by-
construction”. This paper focuses on the non-functional aspects
of the project and discusses the preliminary work. It presents
the core cybersecurity principles driven from the guidance of
cybersecurity guidance, frameworks, uses them as a baseline to
propose a holistic cybersecurity engineering process. The tasks of
the proposed cybersecurity engineering process are also map onto
relevant clauses of ISO 21434. In future, proposed work will be
integrated into the XANDAR software toolchain and validated for
an avionics situation perception pilot assistance and automotive
autonomous driving use cases.

Index Terms—Cybersecurity Engineering, Cyber-physical,
Safety-critical, Cyber Resilience, Secure-by-design, Threat Anal-
ysis, Risk Assessment, Runtime Monitoring, ISO 21434.

I. INTRODUCTION

One of the advancements initiated by the edge computing
paradigm [1] is the realisation of cyber-physical conver-
gence [2], [3], where the data-driven control decisions made
in the cyber-domain executes in the physical-domain. Mass
deployment of cyber-physical systems has been underway
in public, private, commercial and non-commercial critical
services to optimise business processes and enhance customer
experience by analysing and sharing the generated data.

Smart Mobility is one of the leading applications of a cyber-
physical system. It offers a great potential to make transport
systems autonomous, efficient, reliable and safer. It has been
estimated that by 2030, the number of autonomous vehicles
will reach 90 million worldwide [4]. The UK department
of transport predicts that the autonomous vehicles business
would be worth £41.7 billion by 2035 [5]. This market trend
has been driven by evolving demands for intelligent features
from both consumers and manufacturers. The customers are
demanding personalised mobility experience, which requires
software-defined system adaptability to enable, disable, update
existing or add new intelligent services [6]. The vehicle
manufacturers are interested in introducing a capability to fix,
update, monitor and maintain system software and services
during the operational life cycle of a vehicle i.e. after the
vehicle leave the factory floor into the real world. It will help
manufacturers to avoid expensive vehicle recalls [7], [8] and
enable them to tap into the valuable real-world vehicle data.
An appropriate use of valuable generated data can help to
improve cybersecurity, safety, reliability posture and predictive



maintenance methods to reduce cost and system downtime.
It will also facilitate manufacturers to achieve and maintain
compliance of their systems with both existing and evolving
cybersecurity engineering standards such as ISO 21434.

Though where these advancements and broader connectivity
brings benefits, they equally increase the system attack surface,
exposing safety-critical and cyber-physical systems to a wide
range of cyber attacks [9], [10]. In 2017, researchers from
Keen Security Lab were successful to install malware and
remotely control Tesla Model S braking, side mirrors and
locking system [11]. According to a report published in 2021,
remote attacks have consistently outnumbered physical attacks,
accounting for 79% of all attacks between 2010 and 2020.
Where an alarming 77.8% of all these attacks were launched
in 2020 alone [4]. The reported cyber attacks have impacted
every segment of a connected vehicle and now rapidly ex-
tending towards autonomous vehicles. The existing (known)
automotive system vulnerabilities can manipulate an alarming
23% of vehicle control and safety-critical systems [4]. These
cybersecurity risks raise concerns about the safety of passen-
gers, pedestrians and the security of critical road infrastructure.

One way to approach this complex engineering problem
is considering both functional and non-functional proper-
ties (safety, security, reliability), and systematically integrat-
ing them across system design and operational life cycle.
The XANDAR project proposes an X-by-Construction ap-
proach [12], [13], which advocates the refinement and adop-
tion of holistic cybersecurity engineering process. It shall
allow manufacturers of safety-critical and cyber-physical sys-
tem manufacturers to scope, identify, analyse and assess the
cybersecurity risks and safety hazards [14]. It will provide
foundations to systematically define and architect a layered
system security architecture, by deploying various system-
level defences. Thus allowing to enhance the system’s cyberse-
curity posture by making them resilient against cyber attacks.

This paper focuses solely on the non-functional aspects of
the project and builds upon previous publications [12], [13]. It
presents the holistic cybersecurity engineering process guided
by ISO 21434, as part of the initial project planning stage.
Since the project is in the early stages, this paper focuses on
the bigger picture and presents the envisaged approach and
does not intend to provide technical details.

II. EU-PROJECT: X-BY-CONSTRUCTION DESIGN
FRAMEWORK FOR AUTONOMOUS AND DISTRIBUTED
REAL-TIME EMBEDDED SYSTEMS (XANDAR)

One of the project goals is to improve software development
productivity and quality for autonomous and distributed real-
time embedded systems [12], [13]. This goal can be achieved
by providing holistic software design methods and architec-
tures that guarantee functional and non-functional properties
“by-construction” defined as [15]:

”A step-wise refinement process from specification to code
that automatically generates software implementations that
by construction satisfy specific functional and non-functional
properties.”

One of the non-functional objectives of this project is
to design and develop interoperable, trustworthy and adap-
tive system architecture for safety-critical and cyber-physical
systems. From the cybersecurity prospective, this requires a
holistic cybersecurity engineering process to identify, analyse
and assess the risks, threats and hazards to the system. As a
first step to lay down the foundations, the critical guidance
from international cybersecurity guidelines and frameworks
are considered and discussed in Section III. The project
consortium consists of the following eight European academic
and industrial partners:

1) The Queen’s University of Belfast is leading the cyber-
security for safety-critical system, focusing on cyberse-
curity engineering processes and platform security.

2) Karlsruhe Institute of Technology is coordinating the
project, leading the design and development of dynamic
modelling extension and automatic software generation.

3) The University of the Peloponnese is leading the design
and development of a reliable safety-critical software
architecture focusing on compiler-level transformations.

4) Bayerische Motoren Werke (BMW) is the world leader
in automotive, providing domain-specific technical sup-
port, guidance and the automotive use case.

5) German Aerospace Center (DLR) is the world leader
in avionics, providing domain-specific technical support,
guidance and the avionics use case.

6) Vector Informatik GmbH is the leading automotive soft-
ware tool supplier, providing technical support in design
and development of model-based system software.

7) fent Innovative Software Solutions (fentlSS) is a lead-
ing supplier of software solutions specifically designed
for critical real-time embedded partitioned systems using
virtualization techniques, providing XtratuM hypervisor.

8) AVN Innovative Technology Solutions Limited is pro-
viding and maintaining the continuous integration and
deployment platform for the project.

III. CYBERSECURITY GUIDELINES & FRAMEWORKS

A. Guiding principles for designing Secure Cyber-Physical
Systems (NCSC, United Kingdom)

National Cyber Security Centre (NCSC) has developed a
set of principles (Fig. 1) to guide system security designers in
the design and development of cyber-physical systems [16]:

1) Establish the context before designing a system -
Before you can create a secure system design, you need
to have a good understanding of the fundamentals and
take action to address any identified shortcomings.

2) Make compromise difficult - Designing systems with
security in mind means applying concepts and tech-
niques that make it harder for attackers to compromise
a system and its data.

3) Make disruption difficult - When critical services
rely on technology for delivery, it becomes essential
that the technology is always available. The acceptable
percentage of ‘down time’ can be effectively zero.



4) Make compromise detection easier - Even if you
take all available precautions, there’s still a chance your
system will be compromised by a new or unknown
attack. Therefore to spot these attacks, you should be
well-positioned to detect compromise.

5) Reduce the impact of compromise - Design to natu-
rally minimise the severity of any compromise.

B. Cybersecurity Framework (NIST, United States)

National Institute of Standards and Technology (NIST)
Cybersecurity Framework [17] aims to improve the security
of the critical infrastructure. This cybersecurity framework
provides a uniform set of rules, guidelines, and standards for
organizations to use across industries vital to national and
economic security, including transportation, energy, banking,
communication, and industrial base. It provides a set of
guidelines for technology manufacturers to follow and better
prepare to handle cyber attacks, particularly where a lack of
security standardisation exists. The framework defines five
core security functions (identify, detect, protect, respond and
recover) as illustrated in Fig. 1, to establish, maintain and
improve cyber resilience [18].

C. Security Pillars (Elektrobit, Germany)

Elektrobit provides comprehensive and proven solutions and
services to protect connected cars and commercial vehicles
against cyber attacks. Elektrobit has published their security
philosophy [19] to approach the complex cybersecurity chal-
lenges of the automotive industry. This security philosophy is
based on three critical pillars which are prevent, understand
and respond as shown in Fig. 1. Elektrobit advocates the
adoption of these critical pillars in the automotive systems
design process such that car makers should always be able to
prevent, understand and respond to cyber threats.

After going through these cybersecurity guidelines (Fig. 1),
it can be inferred that there is a need for a holistic cyber-
security engineering process. A process that helps to scope,
identify, analyse and assess the cybersecurity risks and safety
hazards. But also encompass both the system design and
the operational life cycle of a system. For this purpose, the
gained knowledge (from the discussed cybersecurity standards,
frameworks and guidelines) is synthesised and used to derive
the core cybersecurity principles in Section IV.

IV. CORE CYBERSECURITY PRINCIPLES

To secure the life cycle of a safety-critical and cyber-
physical system, the security shall be built, baked into the
system from the ground-up [20], [21] rather than an af-
terthought. To design such a secure-by-design system requires
an engineering process that allow a capability to:

o Identify system critical assets, services to define the
cybersecurity requirements during the concept phase.

o Assess the threats to these system’s assets, and hazards to
critical services by conducting a detailed use-case driven
threat, hazard analysis and risk assessment.
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Fig. 1. Core cybersecurity principles driven from the discussed cybersecurity
guidelines and frameworks.

o Define necessary system cybersecurity defences (based
on the decisions of threat and hazard assessments) to
harden system security posture.

o Update and maintain system cybersecurity posture during
the operational life cycle of the system. It is necessary for
handling threats posed by the discovery of new system
vulnerabilities and attack vectors.

o Comply all stages of system life cycle with both existing
and evolving national and international cybersecurity
standards (ISO 21434, ISO 24089, NIST SP 800-160),
guidelines, and best practices.

After identifying the high-level cybersecurity engineering
requirements and reviewing the cybersecurity guidelines, the
six core cybersecurity principles have been derived as shown
in Fig. 1. These principles are () Identify, 2 Assess, 3
Protect, @ Detect, Q) Respond, ©) Recover, which encompass
and complement the international cybersecurity frameworks.
These principles will serve as cornerstones for the proposed
cybersecurity engineering process presented in Section V.

V. HoOLISTIC CYBERSECURITY ENGINEERING PROCESS

To approach the discussed cybersecurity engineering chal-
lenges of cyber-physical systems, this section proposes a
holistic risk-oriented cybersecurity engineering process and its
relevant tasks as illustrated in Fig. 2. It presents the necessary
design and development activities, maps them onto the driven
core cybersecurity principles (Section IV) as well as on to the
identified system phases i.e. scoping, assessment, modelling,
generation, runtime as illustrated in Fig. 2. Furthermore to
establish a cybersecurity baseline, the proposed tasks are
map onto the relevant clauses of ISO 21434 cybersecurity
engineering standard. This cyberseurity engineering process
can help manufacturers and suppliers of safety-critical and
cyber-physical systems to effectively realise and manage cy-
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Fig. 2. Block diagram of the proposed cybersecurity engineering process, guided by ISO 21434 standard. It shows both the safety and security engineering
activities, and their required interactions during different phases of the system design and development life cycle.

bersecurity risks across the system life cycle. The following
are the salient details of each task:

D IDENTIFY - during scoping phase, gather/capture the use
case non-functional requirements to identify the appropriate
security and safety requirements under the given context.
These requirements allow to define security, safety goals and
objectives (Fig. 2), and to establish necessary system manage-
ment policies. This task can be used to define cybersecurity
concept (Clause 9) of ISO 21434.

@ ASSESS - analyse and assess the risks to the system assets
and safety-critical services of the application use case. This
activity includes considering system deployment scenarios to
establish the right context, which plays a critical role during
the assessment phase of the system as illustrated in Fig. 2.
This risk-oriented approach helps to determine and assess the
business’s safety and security risks, generally defined, and
regulated by the certification authorities and domain-specific
standards. This can be determined first by identifying the
system’s assets. Second identifying threats to these system’s
assets. Third identifying hazards to system-critical services.
Fourth estimating the likelihood that identified threats/hazards
will be materialised. Lastly the impact of each threat/hazard
on the system’s safety and security operations. The activities
defined in this task shall facilitate realisation of threat analysis
and risk assessment (Clause 15) of ISO 21434. The outcome of
this process is the quantitative analysis of security threats and
safety hazards that facilitates system security architect to make
informed decisions and choose appropriate risk mitigation
strategy i.e., accept, avoid, control or transfer the risk.

@ PROTECT - based on the chosen risk mitigation strategy,
the system security architect methodically defines the system
safety and security model during the modelling phase of
the system. This task takes the assessed conditions, i.e., the
results of quantitative analysis (hazard and threat analysis)

on system operations, use them to define appropriate system
safety and security specification, and choose a suitable safety
and security control to mitigate/minimise the probability and
damage caused by each considered risks and hazards. In
the system generation phase, the defined safety and security
model shall be realised by deploying these safety and security
controls. In XANDAR project, safety and security controls
will be automatically generated by the XANDAR software
backend. A pattern-based approach will be used to harden
security and enhance safety of the system software services.
This task shall facilitate the process of choosing an appropriate
risk treatment decision (Clause 15.9) of ISO 21434.

@ DETECT - adopt runtime system monitoring approach
to monitor activities of a software services. This enables
a capability to check whether the execution of a software
services is in-line with the defined safety and security specifi-
cation, which helps detection of software malfunctions, errors,
faults, and adversarial activities. This task shall leverage the
well-established runtime technologies to ensure spatial and
temporal partitioning among mix-critical systems services and
resources, and to detect policy violation. This task can facil-
itate runtime cybersecurity monitoring, an essential continual
cybersecurity activity (Clause 8.3, 8.4) of 1SO 21434.

® RESPOND - formulate appropriate safety and security
response plan for each security and safety violation for the
system runtime phase. This task shall involve the selection of
appropriate corrective control for each risk in accordance with
the chosen risk mitigation strategy in task @). The integration
of these corrective controls shall facilitate a system-level
capability to continuously monitor system activities, confine
software faults/errors and curtail the impact of security and
safety policy violation enforced by the runtime system. This
task can facilitate an essential continual cybersecurity activity
(Clause 13.3, 13.4) of ISO 21434.




® RECOVER - initiate appropriate safety and security
recovery plan during the runtime phase to ensure safety and
security, maintain availability and reliability of the system
operations. This includes the selection of appropriate recovery
strategy i.e. (fail-open, fail-close, fail-safe, fail-secure) for each
or group of safety and security violations. This will allow
to confine encountered accidental software errors, faults and
manage unintended malicious attacks, by maintaining a secure
and safe system state/operation. It can facilitate operations and
maintenance activities (Clause 13.3, 13.4) of ISO 21434.

In the XANDAR project, the tasks 3),@,),®) initially will
be focused on data confidentiality, data integrity and data
authentication functions as required by the automotive and
avionics application use cases [13]. It will involve:

o Use of data encryption methods at-rest and in-motion
to protect confidentiality of system software and data
communication interfaces.

o Use of data integrity methods to detect data tampering.

o Use of digital signature methods to authenticate and
verify integrity of the software and detect compromise.

« Use of secure boot, on-boarding and off-boarding of soft-
ware services to maintain secure life cycle management.

e Use of runtime technology to isolate, segregate and
enforce appropriate system security policies.

o Leverage platform’s built-in safety and security features
to respond and recover the system to its safe state.

VI. CONCLUSION & FUTURE WORK

The XANDAR project aims to investigate software de-
sign methods and architectures for safety-critical and cyber-
physical systems, that guarantee both functional and non-
functional properties “by-construction”. This paper has intro-
duced the six core cybersecurity principles to lay down the
foundation for the proposed holistic cybersecurity engineering
process. To establish a cybersecurity baseline for safety-critical
and cyber-physical systems, the proposed tasks are mapped
on the ISO 21434 clauses. This process allow hardening of
cybersecurity posture aligned with ISO 21434, by choosing
appropriate defence methods to detect, respond and recover
the system’s safety-critical functions against malicious attacks.
To realise the proposed cybersecurity engineering process the
first step is to identify the XANDAR use case security require-
ments and then conduct threat analysis and risk assessment to
define the security model. The future project publications will
realise the proposed work by implementing avionics situation
perception pilot assistance and automotive autonomous driving
use cases.
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