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Abstract—Social media has become embedded in our ev-
eryday lives, personal activities and the workplace. Thus,
educating users on emerging cybersecurity challenges for
social media has become imperative. As such, we have inves-
tigated the feasibility of an awareness-raising and adaptive
cybersecurity training system. Our investigation is aided by a
questionnaire, which was administered online using Google
Forms. We collected answers from 641 employees from a
variety of sectors: education, healthcare, leadership and
management, arts, entertainment, police and the military.
We found that a one-size-fits-all training approach is highly
ineffective, as people’s understanding and knowledge can
vary greatly. Thus, we have proceeded to identify the factors
that influence the success of any given approach. Information
such as gender, age, education level, job roles, and training
preferences seem essential considerations for developing a ro-
bust training strategy. Our investigation concludes that “job
role” is the most significant factor associated with people’s
preferences and perceptions in cybersecurity training. Also,
people appear to be in favour of adaptive training. Moreover,
a mixed delivery approach is likely to be welcomed.

Index Terms—cybersecurity, education, social media

1. Introduction

Cyberattacks on social media increased considerably
during the COVID-19 pandemic [1]. The United States
FBI registered a 300% increase in reported cybercrimes
since the outbreak of COVID-19 [2]. Clearly, social media
presents opportunities for hackers to obtain information
about employees [3], [4]. Indeed, hackers are now em-
ploying a myriad of social engineering techniques that
involve luring users to open attachments [5], while the
total number of social media users has surpassed 3.8
billion—almost 60% of the current world’s population
[6]. It is important to note that 95% of the cybersecurity
breaches are due to human error [2], and the sharing of
information that should not be disclosed. However, a large
proportion of social media users do not even know how
damaging this could be!

Organisations are still struggling to formalise their so-
cial media policies. They have been unable to do so as part
of their overall risk management process [7]. Given that
most cybersecurity incidents within organisations occur
due to individual lapses [8], training the staff becomes
essential. Technical measures alone are insufficient to
prevent all threats. Thus, training users on how to identify
threats is of utmost importance [9], [10].

Despite a variety of training approaches—testing [11],
analysis of real cases and video training [12], sustain-
able training [13], e-learning [14], and gaming [15]—
the same mistakes are repeated consistently [16]. Existing
approaches do not satisfy the needs of all the staff, their
learning objectives and preferences [17], [18]. Thus, we
aim to investigate staff attitudes towards social media
security and training in preparation for the design of a new
training approach. As a first step, we have identified key
factors that must be considered for developing an effective
social media cybersecurity training strategy.

Our investigation is aided by an online survey which
allowed us to collect information from 641 Kuwaiti em-
ployees in a variety of sectors, ranging from education
to defence and healthcare to entertainment. Kuwait is
considered one of the top five Arab countries in their use
of social media [19], and it is ranked number eight in
email malware attacks and number six in frequency of
spam attacks [20]. Thus, analysing Kuwait’s case provided
us with invaluable insight into cybersecurity issues that
are present globally. We have also carried out individual
interviews with policymakers involved in cybersecurity
training, and members of staff who have received cyberse-
curity training in the past. The training preferences among
participants in cybersecurity training appear to be essential
for developing a robust training approach.

The remainder of this paper is organised as follows.
First, we summarise the related work in adaptive cyber-
security training, and we describe previous attempts at
developing staff training programmes. Then, we present
the methodology used in our study and the results of
our analysis. Finally, our results are discussed, allowing
conclusions to be drawn.



2. Related Work

Many factors contribute to developing a successful
training programme, and trainers have a huge role to play
in increasing the enthusiasm towards the learning process
[21]. A proper mix of training delivery approaches has
been deemed to be not only advisable but indispensable
[8], [11], [22]. Moreover, given the increase of attacks
targeting people, a human-centric approach to cyberse-
curity training, such as the one proposed by Hatzivasilis
et al. [23], has greater chances to succeed. On the other
hand, mandatory and one-size-fits-all approaches fail to
encourage staff [8]. Indeed, the training is more effective
when employees feel that it is tailored to them [16].

Table 1 presents a wide range of features, methods,
and preferences identified in our review of relevant litera-
ture. To summarise our findings, we have listed what we
consider to be the most relevant issues for each entry on
the table—this may be the type of training, the methods
recommended by the authors, or some of the challenges
pointed out by the corresponding research work.

From the contents of Table 1, we can conclude that
changing people’s mindsets requires adequate training,
and training is the key to mitigating cyber-attacks. The
very nature of social media resides on trusting each other,
which is a feature that hackers naturally exploit to their
advantage. Thus, we propose a training strategy based on
the conclusions of the research presented below.

3. Methodology

Our research is based on qualitative and quantitative
methods—an approach known as mixed methods [43].
On the qualitative side, we have conducted in-depth in-
terviews, which helped us to enrich the findings of an
online survey distributed among relevant stakeholders.
This has led us to a detailed understanding of training-
related matters that users face on social media.

3.1. The Survey

The survey’s design was based on the necessity
to recognise employees’ observations of cybersecurity
threats related to the use of social media. The survey was
arranged to take a broad view of the participants.

We used the quantitative methodology for two pur-
poses: first, to discover the correlation among different
factors and, second, to recognise the strength of analytical
techniques such as relationship and group analysis. We
were able to compare our analysis with others, and future
studies can contrast their results with ours.

We requested all the participants of our survey to
provide us with information about their practices and ex-
periences in social media and their training backgrounds.
We asked them questions about their overall thoughts on
social media usage. Our questions aimed to recognise the
participant’s perceptions of the training in general and
the cybersecurity training in particular. We selected this
approach because electronic surveys have the benefit of
facilitating data collection and analysis [44]. The partic-
ipants of our survey were Kuwaiti employees who use
social media and are above eighteen years old.

TABLE 1. PREVIOUS WORK

Author(s) Finding(s)
Cybersecurity Training Importance

Tittle et al. (2021) [9];
Löffler et al. (2021) [24].

Technology alone cannot
prevent cyber-attacks,
and staff training is an
effective way to safeguard
an organisation’s assets.

Security Policies
Demek, et al. (2018) [24]. Security policies need to

be straightforward to imple-
ment.

The European Union Agency
for Cybersecurity (2017)
[25].

Policy alone is insufficient to
have a secure environment.
Training is indispensable.

Factors Leading to Adaptive Training
Bada, et al. (2015) [26]. Cybersecurity training must

be free from complications
such as technical terms.

European Network and In-
formation Security Agency
(2012) [27]; Alshaikh, et
al. (2018) [11]; Chowdhury
and Gkioulos (2021) [28];
Schreuders and Butterfield
(2016) [29].

Training must include case
studies, real-world stories
linked to the trainee’s per-
sonal life, videos, games,
group activities, hands-on
training, team building, and
competition.

Alshaikh, et al. (2018) [11];
Schürmann, et al. (2020)
[22]; Zhang, et al. (2021) [8].

Mixing delivery approaches
is better than relying on one.

von Solms and von Solms
(2015) [30].

Cartoon videos can be ideal
for some age groups.

Awojana and Chou (2019)
[31]; Gjertsen, et al. (2017)
[32].

Gaming approaches make
training enjoyable.

Brilingaitė, et al. (2020)
[21]; European Network and
Information Security Agency
(2012) [27]; Stockhardt, et
al. (2016) [10].

Instructor-based training is
more effective. Trainers play
a huge role; they are the core
of any training programme.

Trainees’ Challenges
Haeussinger and Kranz
(2013) [14]; Hatzivasilis,
et al. (2020) [23]; Bada, et
al. (2014) [26]; Alshaikh
et al. (2018) [11]; Furnell
and Vasileiou (2017) [16];
Zhang, et al. (2021) [8].

Trainees are discouraged
when they feel they are
not the target audience, and
when the training becomes
tedious, repetitive and
monotonous.

Policymakers and Training Formation’s Challenges
Brilingaitė, et al. (2020)
[21]; Dhakal (2018) [33].

It is challenging to fit every-
one’s needs and interests as
part of a training programme.

Gratian, et al. (2018) [34]. Employees’ skills vary
widely in an organisation.

Customising the Training
Aldawood and Skinner
(2019) [35]; Pattinson, et al.
(2018) [36].

Separating trainees based on
knowledge, needs and inter-
ests yield positive outcomes.

Gasiba, et al. (2021) [37];
Zhang et al. (2021) [8]; Toth
and Klein (2014) [38]; Pat-
tinson, et al. (2018) [36].

Cybersecurity training
should be adapted,
depending on the employee’s
job role.

Social Media Cybersecurity Training
Demek, et al. (2018) [7];
Thakur, et al. (2019) [39].

Organisations must perform
appropriate training about
social media cybersecurity.

Social Media Cybersecurity Challenges
Blackburn, et al. (2018) [40];
Parsons, et al. (2014) [41];
Thakur, et al. (2019) [39];
Zhang and Gupta (2018)
[42].

Awareness of social media
cybersecurity is rather low.



Although we only gathered information from Kuwait,
the conditions of this country allowed us to gain a deep
understanding of cybersecurity issues that are present
worldwide [20]. In 2014, the Government of Kuwait
endeavoured to create its National Cyber Security Strat-
egy [45], which brought about a number of measures to
identify and decrease cybersecurity challenges. This has
placed Kuwait in an ideal situation to offer insight into
cybersecurity issues of global relevance. To expand the
scope of our research, we sent out our survey to employees
in several organisations, and a pilot test was carried out
with ten participants. The survey was developed in English
and consisted of twenty five questions. The survey com-
prised three sections: introduction and right to withdraw,
demographics, and cybersecurity training.

3.1.1. Introduction and Right to Withdraw. This sec-
tion consisted of a brief introduction about the project
aims, the participant’s eligibility, the time required to
complete the survey, and their right to withdraw.

3.1.2. Demographics. This section consisted of five ques-
tions about demographic details. Demographic questions
were used as crucial variables to examine if training pref-
erences depend on different backgrounds. Demographic
items that were added as control variables included ques-
tions on age, gender, academic status, job role, and years
of experience.

3.1.3. Cybersecurity Training. The third section con-
sisted of four questions that concentrate on those who have
received cybersecurity training. We needed to identify
where they received this training, how many times a year
the training was attended, what was the training approach,
and whether the training included social media references.

We used different styles of questions for this purpose:
multiple choice, checkboxes, short answers, and a five-
point Likert Scale [46]. Then, the survey ended with a
message asking if the participants were interested in join-
ing us for further investigation (interviews) and requesting
their contact details if the response was positive.

3.2. Sample Size

Given that this paper attempts to explore how far
the staff in the organisations are aware of the matters
of cybersecurity, especially when they interact with other
people in social media, it became imperative to find out
statistics about those organisations. As of 2019, there were
279,982 employees in Kuwait’s public sector [47].

We calculated our sample’s confidence interval for the
population mean. The sample’s confidence interval was
from 2.76 to 2.92, which resulted in a 99% confidence
level [48]. Accordingly, the recommended sample size for
our survey was set at 542 participants.

3.3. Reliability

Reliability is the way to measure the quality and
consistency of the data obtained. It indicates the consis-
tency of the results when several participants work under
different circumstances.

The internal consistency of our data is excellent
(strong), as the overall reliability range is 0.902, calculated
according to the confidence interval calculator [49]—see
Table 2 below.

TABLE 2. RELIABILITY

Scale Items Cronbach’s Alpha Coefficients
Preferences 13 0.895
Perceptions 3 0.920
Adaption 6 0.886

3.4. Interviews

To capture the thoughts of the participants on our re-
search, we conducted detailed, semi-structured interviews
under conditions of strict anonymity. The participants
belonged to organisations of diverse sectors and sizes. We
targeted policymakers involved in training formation and
other members of staff who have attended cybersecurity
training. We invited all the respondents to our initial
survey to participate in the interviews. However, only fifty
one participants agreed to be interviewed, and only twenty
five of them were available in the end.

Our interview questions were divided into three sec-
tions. Each section has unique questions that aim to
a specific objective. At the beginning of the interview,
we set ten questions that can show us the participants’
backgrounds—age, gender, etc. Then, the first section
targeted those who can set policies in their organizations
and influence training formation. We asked ten questions
to policymakers, and five to training formation officers.
The second section is for those who have attended social
media security training, and we asked them nine questions.
The third section was ten general questions that targeted
all the participants and involved general questions about
cybersecurity and social media knowledge.

Three trial interviews were carried out for each part
of the interview questions, one for policymakers, one
for training formation officers, and one for cybersecurity
trainees. These trial interviews were not part of those
reported in our results. They aimed to test the research
questions’ clarity and coherence, and the potential replies
to be expected. The interviews took place over Zoom,
following the recommendations of Archibald et al. [50],
and lasted between thirty and forty-five minutes. The
interviews were in English and progressed smoothly in
a friendly manner.

3.5. Inter-Rater Reliability Test

The interview coding system facilitates an investi-
gation of interviewees and their replies in a single re-
sponse. A co-occurrence review of the issues resulted
in ten combinations of the codes. With the help of the
KALPHA test [49], we calculated the inter-coder reliabil-
ity measure. Our data was coded independently by two
coders, following the recommendations of Tang, et al.
[51]. Overall, the coders accepted 83% of the individual
responses, with a multi-value nominal alpha coefficient of
mvnα = 0.803, meaning that coder-evaluated individual
interview responses fell in place over 80% of the time,
eliminating the possibility of agreement due to chance.



4. Results and Findings

Responses to the questionnaire were collected online
through a Google Form [44]. The data was processed
using SPSS [52]. In total, 641 people received the ques-
tionnaire and all of them returned their answers.

4.1. Inferential Analysis

The confidence intervals of the chi-square test [53],
which we used to examine the relationship between our
categorical variables, were set to 95% and 99%, respec-
tively. Hence, P values smaller than 0.05 and 0.01 were
considered statistically significant in our study.

4.2. Training Preferences

The training preferences of the participants largely
depend on the job roles they do. The chi-square test results
reveal that twelve out of thirteen training approaches are
significantly associated with the participants’ job role—
see Table 3 in Appendix A at the end of the paper.

The chi-square test also reveals that those who work
on IT favour workshops as their preferred method of
cybersecurity training, followed by people working in
education and related fields. In-class training is preferred
by IT employees for several reasons, such as the fact that
the training can be finished within a fixed time frame.
Contrary to this, people holding management and leader-
ship positions do not seem to like face-to-face classes.

As far as the technical part of cybersecurity training
is concerned, face-to-face classes with an expert trainer
are preferred over online classes. According to one of the
technicians serving in the IT department of a medium-
sized company, “One can raise many technical queries and
find answers [in face-to-face sessions], which is somewhat
cumbersome in online classes; [an online session] does not
lead to any strong interactive feelings either”. “Another
weakness with online training is that you need some
kind of enforcement to make the training mandatory,” one
expert in training formation stated.

People working in IT consider the online training
approach to be the most practical one, whereas people
in military and defence consider online training only a
moderately suitable approach. People holding leadership
and management positions do not favour online training
in general. However, a middle-aged executive in a large
company expressed the following comment during one
of our interviews: “Being an HR professional, I always
prefer online training as it allows me to discharge my
other urgent assignments”.

Administrative personnel consider webinars highly
helpful. Financial and business operations personnel con-
sider webinars moderately helpful, and IT personnel con-
sider webinars less valuable. Military and defence organ-
isations do not consider this approach useful at all.

Most of the interviewees prefer a face-to-face interac-
tion to strengthen their conceptual understanding. How-
ever, due to the COVID-19 pandemic, online (virtual)
training has become a necessity, and many of the intervie-
wees called it not only “convenient” but also “exciting”.
Online training is convenient because people can record
the session and watch it at their own convenience.

In summary, online training provides flexibility, but
lacks the close interaction that is only possible with face-
to-face attendance.

According to the chi-square test, IT employees con-
sider posters extremely valuable, but they are only slightly
valuable for people from the financial and business fields.
People from education, and military and defence estab-
lishments, do not consider posters important.

Those who work in IT find social media to be an ex-
tremely valuable tool, but it is only moderately suitable for
those working in the healthcare sector. It has been found
slightly valuable by those who are involved in administra-
tive and office jobs. People working in IT strongly agree
that offering incentives to raise cybersecurity awareness is
extremely beneficial. At the same time, those who work in
financial services and businesses find incentive offerings
moderately beneficial. People working in management and
leadership do not find incentives at all useful for raising
cybersecurity awareness.

Storytelling has been found to be an extremely valu-
able approach by those who work on IT. However, those
who work on military and defence find this approach only
slightly useful, whereas people involved in education and
training, as well as those working in arts, sports, and
entertainment, find the approach moderately useful.

One of the trainees with an IT role asserted that she
liked listening to real stories related to cyber-attacks. She
said: “I like to attend conferences with real people that
have real stories.” Another interviewee working in the IT
field, who attended a cybersecurity training programme in
London, informed us that she enjoyed listening to a hacker
explaining how he took advantage of the carelessness of
Internet users. She said: “I learned a lot from the stories
and incidents narrated by the speakers in my previous
training programme; the story session was immediately
followed by a question-answer session from the audience”.
Another interviewee from the education sector said: “I
have listened to many stories on cybersecurity from my
colleagues, which has made me conscious of such issues!”
and someone from military roles added: “Listening to real
stories on cybersecurity excites me.”

Tip-sheets are considered an extremely helpful ap-
proach by those working in IT, and a somewhat useful
approach by those working in management and leadership.
On the other hand, people involved in businesses and
financial services consider this method of training “not
useful”. To be more precise, interviewees offered different
comments when discussing tip-sheets as a training alter-
native. Some people said, “Tip-Sheets for gaining under-
standing about social media policy is a good approach”.
However, many others said, “It is not the best way of
learning about social media policy protocols.”

Conducting mock attacks as part of the training is
highly supported by people working in IT, followed by
those who are involved in administrative roles. This ap-
proach of training is approved moderately by those who
work in business and financial fields. Management and
leadership personnel does not find this approach useful.

Our interviews show a number of cases in which
phishing emails were used by different firms to verify and
increase the awareness of their employees. As expressed
by some of our interviewees, this approach has also proved
useful to identify those who require training.



Figure 1. Training Preferences Based on Job Roles

Raising awareness through events appears to be ex-
tremely valuable for those working in IT, followed by
those in administrative and office jobs. People working in
the finance and business sector support events only mod-
erately; yet, people occupying management and leadership
positions do not consider such an approach useful.

Emails are the preferred approach by people in man-
agement and leadership. Even people serving in admin-
istrative roles consider this approach useful. However,
people attached to defence and military, along with the
business and financial services, do not consider this ap-
proach pragmatic. Emails are used for giving guidelines
and tips for using the Internet. Many organisations have
resorted to using emails during the COVID-19 pandemic.
One of the experts from a medium-sized organisation ar-
gued that emails could be enough for apprising employees
with some level of awareness; yet, she said: “I am not sure
if this is sufficient or not”.

For many trainers, the gaming approach is highly
useful. A trainer told us: “Games can teach people faster
than mere words because it is a practical experience that
people do not easily forget”. However, many involved in
IT or administrative roles find it only moderately helpful.

Sometimes, the gaming competition approach among
participants accelerates the learning process. One of the
female interviewees working in the IT sector said: “The
gaming approach is the best approach I have experienced
ever as I am fully involved in my learning”. At the
same time, people involved in leadership or management
positions, or military establishments, consider gaming
only slightly beneficial. Moreover, people attached with
businesses or doing financial services view gaming as an
ineffective method.

5. Discussion

This study addresses the need of educating employees
on social media risks. Löffler, et al., [24] have pointed
out that training is the key to mitigating cyberattacks,
and Chowdhury and Gkioulos [28] have stated that a
significant investment in organisations is necessary to train
the staff. Nevertheless, the issue remains challenging for
many organisations, as people keep on repeating the same
mistakes. For one reason or another, people remain the
weakest link in any security chain [11], [54].

According to Toth and Klein [38], training needs to be
based on trainees’ roles. For example, training for those
who work in stores, and those who deal with customers,
must be different. This agrees with the findings of other
studies such as [8], [11], [32], emphasising the customi-
sation of cybersecurity training for favourable outcomes.

This study differentiates people’s training based on
factors such as age, gender, education, years of experience,
and, of course, the job role that people have. This matches
the findings of Aldawood and Skinner [35] and Morton
et al. [15]. The one-size-fits-all approach is almost certain
to fail, as suggested by various studies [11], [16], [25].

Our research also reveals that many other factors may
also lead to cybersecurity training failure. For example,
when the training does not coincide with the interests of
the trainees, or when the trainees feel that they are not the
target audience [14], the training is likely to fail [25].

While it is difficult to develop a training strategy that
meets everyone’s interests and needs [21], [33], the par-
ticipants do agree on some common grounds for making
the training adaptive. The first and foremost is that the
training should be free from any complexity [26].



Employing a mixed delivery training approach is al-
ways more fruitful than using a single approach, as re-
ported by [11], [13], [25]. Security policies should be
clear, straightforward, and easy in their implementations—
as supported by Demek et al. [7]. The trainer’s role is
crucial for the success of the approach, which is supported
by Brilingaitė et al. [21] and the recommendations made
by ENISA [27]. A training programme more pragmatic
for trainees [4]. In other words, one-to-one interaction
between the trainer and trainees has more chance of
productive and successful outcomes [41].

Our study discovered that customised cybersecurity
training has a greater chance to succeed, as opposed to
generalised training. This aligns well with many previous
studies published by various researchers [11], [15], [16],
[25], [35]. The reason behind this is that people vary in
their preferences, level of awareness, and the responsi-
bilities they undertake. For example, people in leadership
and management roles differ in their tasks from those who
work in administrative services or day-to-day office tasks.
Thus, customised training can lead to better outcomes.
That is why a successful trainer makes every attempt to
understand the audience before a training session takes
place, as suggested by Bada et al. [26].

Workshops emerged as the most favoured training
method in our study. Other studies agreed with us [38],
[55]. Toth and Klein [38] describe workshops as an effi-
cient training method, and Pedley et al. [55] as a reliable
method. However, workshops are not favoured by those
who hold management and leadership positions, because
such an approach is time-consuming for them. Instead,
they insist on tip-sheets and email messaging.

People in management and leadership positions do not
support the idea of giving incentives to staff to raise cy-
bersecurity awareness. While email messaging is favoured
by them, they do not support using emails for conducting
mock attacks. Similarly, people working on defence and
military establishments do not favour long training ses-
sions or workshops; they do not support emails either.
Moreover, they are not in support of using posters or
organising webinars. They prefer organising short online
training classes.

We have found gaming as another one of the most
acceptable training methods by the participants of our
study. For most of them, gaming is an exciting way
of learning cybersecurity lessons. Most trainees prefer
workshops and face-to-face sessions. Trainers and those
who create training programmes are also in support of
such modes of training. However, trainers do not support
posters for delivering information.

Trainers prefer mixed delivery methods which in-
clude a storytelling approach to engage with the trainees
emotionally—this agrees with the findings of Schürmann
et al. [22] and Zhang et al. [8]. Trainers also propose a
team-building approach which combines real-world case
studies and hands-on training—this agrees with Chowd-
hury and Gkioulos [28].

People from administrative roles, and people from
business and financial services, have many similarities as
far as their preferences are concerned. The people from
these two categories prefer events, incentives for learning,
learning through webinars, and mock attacks.

People from administrative roles, and people from
business and financial services, want to come out of their
job routines and interact as much as possible with other
staff members for expediting their learning process.

It must be noted that people working on IT greatly
support most of the cybersecurity training approaches,
emphasising their usefulness. It seems that having a good
understanding of technology, allows them to understand
that even a small lapse by an employee can put the
entire organisation at risk; therefore, they fully endorse the
importance of raising security awareness for all, as stated
in [38]. Moreover, IT workers support longer training
programmes. For them, the webinar is the least preferred
method of training.

IT staff like to undertake routine programmes at regu-
lar intervals with updated content, so that everyone in the
organisation remains up-to-date, regardless the ongoing
social engineering practices of hackers.

A limitation of this study is that only 28% of the
people surveyed had previous cybersecurity training, and
those interviewed did not have experience in all the avail-
able training approaches. It was challenging for them
to compare different training methods as far as their
effectiveness is concerned. Owing to this, preferences
mentioned, challenges faced, and factors described by
participants need to be interpreted with caution. It is sug-
gested, therefore, that future studies focus on participants
who have been trained with more than one approach to
analyse the reasons for their preferences.

Summarising the discussion, while people differ on the
level of agreement on having customised training, most
of them agree on classifying the training based on the job
role they perform, rather than having a single system of
training for all. Moreover, a mixed delivery approach is
likely to deliver more favourable outcomes.

6. Conclusions

Raising cybersecurity awareness is considered crucial
by many organisations at present. However, having a
single training approach to fit all is not an effective way
to train employees, as people vary in their preferences
and backgrounds. In this study, we have found through a
qualitative and quantitative analysis that the most impor-
tant factor associated with people’s cybersecurity training
preferences is their job roles.

Our interview results reveal that most of the partic-
ipants are in favour of having an adaptive training pro-
gramme. To fulfil the objective of developing an adaptive
cybersecurity training (ACST) programme, each training
component needs to be customised. Short training sessions
are preferred over long ones by a large proportion of
participants. Trainers need to adjust to the requirements of
the trainees. At the same time, non-technical vocabulary
is a must for creating interest and involvement in train-
ing. Training content should be relevant, interactive and
engaging. Although organisations can undertake various
activities to raise security awareness among their employ-
ees, trainers can go a long way to improve the quality of
their training programmes. The point to be noted is that
cybersecurity awareness is an ongoing process that should
not only be limited to times of crisis.



Participants do have their preferences towards offline
and online training, depending upon whether they are new
in the field or have been exposed to cybersecurity for a
while. It is no surprise that often, they are found to have
been insisting on specialised training rather than gener-
alised one, because they have already undertaken some
kind of training in the past. People do have numerous
other questions that they look forward to answering by
appropriate training programmes.

Cybersecurity training must take into account the job
roles of the trainees along with factors such as gender, age,
education level, and years of experience. In other words,
preferences, backgrounds, and perceptions of trainees are
important considerations for developing a robust training
programme. Making the trainees feel that the programme
is unique to them is extremely useful. Matching delivery
approaches with trainees’ preferences makes the training
adaptive, and that is how organisations are likely to suc-
ceed in their endeavours to create an effective ACST pro-
gramme. The findings of this paper give us insight into the
development of an ACST framework to enable employees
to thwart cyber-attacks that are often encountered by many
on social media platforms.
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Appendix A.
Experimental Data

TABLE 3. CHI-SQUARE RESULTS (JOB ROLE AND TRAINING PREFERENCES)

1-WORKSHOPS (x2 =54.3888, df = 32, p-value = .008)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 1 3.3 0 1.6 0 0.4 8 2.9 2 1.8 0 0.5 2 1.9 1 1.1
Extremely 37 32 26 15.7 2 3.8 29 27.8 12 14.7 4 5.2 13 17.8 11 10.9

2- ONLINE TRAINING (x2 =67.590, df = 32, p-value = .000)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 5 6.7 1 3.311.3 1 0.8 11 5.8 5 3.6 0 1.1 4 3.7 1 2.3
Extremely 23 17.7 17 4 2.1 10 15.4 8 9.6 3 2.9 3 9.8 5 6

3- POSTERS (x2 =51.495, df = 32, p-value = .016)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 13 9.8 3 4.8 0 1.2 9 8.5 7 5.3 0 1.6 3 5.4 6 3.3
Extremely 15 14.3 12 7 5 1.7 13 12.5 4 7.8 4 2.3 4 8 1 4.9

4- GAMES (x2 =53.582, df = 32, p-value = .010)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 7 8.1 2 4 1 1 8 7.1 7 4.4 3 1.3 3 4.5 3 2.8
Extremely 25 14.3 15 9.3 0 2.2 16 16.4 9 10.2 3 3.1 8 10.5 2 6.4

5-WEBINARS (x2 =67.987, df = 32, p-value = .000)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 2 6.9 1 3.4 2 0.8 9 6 5 3.8 1 1.1 2 3.9 6 2.4
Extremely 18 17.5 13 8.6 1 2.1 18 15.2 11 9.5 1 2.9 6 9.7 3 5.9

6-STORIES (x2 =70.034, df = 28, p-value = .000)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 5 5.5 1 2.7 1 0.6 8 4.8 2 3 2 0.9 3 3.1 1 1.9
Extremely 28 27.3 21 13.4 7 3.2 19 23.7 18 14.8 5 4.5 11 15.1 3 9.3

7- SOCIAL MEDIA (x2 =22.345, df = 24, p-value = .012)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 5 4.3 0 2.1 1 0.5 6 3.7 3 2.3 0 0.7 1 2.4 2 1.5
Extremely 23 24.6 19 12.1 6 2.9 16 21.4 16 13.4 3 4 10 13.7 8 8.4

8-OFFER INCENTIVE (x2 =62.216, df = 32, p-value = .001)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 5 5.3 0 2.6 1 0.6 10 4.6 3 2.9 0 0.9 2 2.9 1 1.8
Extremely 30 30.6 24 15 2 3.6 28 26.6 12 16.6 5 5 13 17 10 10.4

9-TIP-SHEETS (x2 =62.577, df = 32, p-value = .001)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 7 9.1 3 4.5 1 1.1 9 7.9 10 4.9 2 1.5 4 5 1 3.1
Extremely 16 12.4 12 6.1 1 1.5 8 10.8 6 6.7 2 2 2 6.9 2 4.2

10-CONDUCT MOCK ATTACK (x2 =64.730, df = 32, p-value = .001)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 28 21.5 1 10.5 2 2.5 9 7.9 10 11.7 0 3.5 17 12 8 7.3
Extremely 17 20.8 16 10.2 2 2.4 8 10.8 16 11.3 1 3.4 8 11.6 7 7.1

11-AWARENESS RAISING EVENTS (x2 =64.730, df = 32, p-value = .001)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 6 8.8 2 4.3 1 1 17 7.7 8 4.8 0 1.4 2 4.9 1 3
Extremely 23 18.4 15 9 2 2.2 15 16 1 10 5 3 7 10.2 4 6.3

12- EMAILS (x2 =64.730, df = 32, p-value = .001)
Edu, Training Computer & IT Healthcare Leadership Business Art, Design Office Military
Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp Count Exp

Not Useful 22 23.4 13 11.5 7 2.8 20 20.4 18 12.7 3 3.8 10 13 5 8
Extremely 14 17 9 8.3 1 2 23 14.8 4 9.2 3 2.8 9 9.4 5 5.8


