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Abstract

A Platform as a Service Framework for Ambient Assisted Living Services

by Hendrik Kuijs

The primary objective of Ambient Assisted Living (AAL) technology is to provide
aid and assistance to individuals, particularly the elderly, in maintaining their
independence and residing in their own homes and their known environment for
an extended duration. AAL technology is becoming increasingly important due to
the continuous decrease of birth-rate and increasing life expectancy, leading to a
shrinking proportion of younger population in developed countries. This research
proposes a cloud-based platform as a service (PaaS) for AAL that enables service
providers to deliver services without the need for the user to invest in expensive
technical equipment in advance, thus reducing high start-up costs. This hurdle, as
identified by both peer groups and service solution vendors, stands as a pivotal
challenge demanding resolution.

The PaaS for AAL focuses on adaptation and personalization, as user acceptance
of AAL services depends heavily on their situational needs. To provide customiza-
tion, the PaaS for AAL can dynamically adapt its functionality and presentation of
information based on the context of the environment or user, such as the medical
state of the user and the condition at home. To store and retrieve information
about the user, an ontology-backed database is implemented, and information
about the environment is provided through interoperability with existing smart
home appliances, directly attached sensors, and external web services.

One of the key concerns of potential AAL users according to a field test during
the research is privacy-related. A PaaS for AAL places regulatory demands on
protecting the user’s privacy and personal information. Consequently, another
part of this work focuses on the question of how general data sharing is possible
based on the respective context of the user while protecting their privacy: By
implementing monitoring, access control, and enforcement of privacy preserving
data access, the platform for AAL is further enhanced. The extension of the
introduced privacy policy language with context awareness is a significant step
towards providing more robust privacy protection in AAL use cases. With a
concluding evaluation survey, it can be shown that it allows for more granular
control over data access and ensures that sensitive user data is only accessible
when necessary and under appropriate conditions.

v



vi



Contents

Acknowledgements i

Author’s declaration iii

Abstract v

Table of Contents vii

List of Figures xi

List of Tables xv

1 Introduction 1

1.1 Aims of the Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.1.1 Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.1.2 Service Adaptation and Context-Aware Access Control . . . 5

1.2 Structure of Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2 Ambient Assisted Living 9

2.1 General Definitions for Ambient Assisted Living . . . . . . . . . . . 9

2.2 Components of an AAL System . . . . . . . . . . . . . . . . . . . . . 12

2.3 Economic Outlook of Ambient Assisted Living . . . . . . . . . . . . 13

2.4 Stakeholders for AAL . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.5 Context in AAL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

3 Cloud Computing 25

3.1 Cloud Characteristics . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.2 Cloud Computing Actors . . . . . . . . . . . . . . . . . . . . . . . . 27

3.3 State of Cloud Computing . . . . . . . . . . . . . . . . . . . . . . . . 29

3.4 Benefits of Moving Healthcare-Services to the Cloud . . . . . . . . . 31

vii



3.5 Risks of Moving Healthcare-Services to the Cloud . . . . . . . . . . 33

3.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

4 Data Protection and Privacy 37

4.1 Personal Identifiable Information . . . . . . . . . . . . . . . . . . . . 37

4.2 Legal Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

4.3 Data Subject Rights . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

4.4 Privacy by Design and by Default . . . . . . . . . . . . . . . . . . . . 41

4.5 Privacy Enhancing Technology . . . . . . . . . . . . . . . . . . . . . 43

4.6 Design Strategies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

4.7 Characteristics of Data Protection . . . . . . . . . . . . . . . . . . . . 48

4.8 Digital Sovereignty . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

4.9 Data Privacy in Cloud Computing . . . . . . . . . . . . . . . . . . . 49

4.10 Privacy in Ambient Assisted Living . . . . . . . . . . . . . . . . . . 52

4.11 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

5 State-of-the-Art in Platforms for AAL 57

5.1 Middleware in Ambient Assisted Living Systems . . . . . . . . . . 58

5.2 Architectural Approaches . . . . . . . . . . . . . . . . . . . . . . . . 59

5.3 Cloud Computing in Ambient Assisted Living . . . . . . . . . . . . 67

5.4 Reusing and Extending Existing Platforms . . . . . . . . . . . . . . 69

5.5 Data Security in OSGi . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

6 Preliminary Considerations 73

6.1 System Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

6.2 Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

6.3 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

7 The Architecture of SpeciAAL 79

7.1 Acknowledgement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

7.2 SpeciAAL and Cloud Computing . . . . . . . . . . . . . . . . . . . . 80

7.3 Overview of the SpeciAAL Architecture . . . . . . . . . . . . . . . . 84

7.3.1 IaaS Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

7.3.2 PaaS Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

7.3.3 SaaS Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

7.4 Load Balancing in SpeciAAL . . . . . . . . . . . . . . . . . . . . . . 88

viii



7.4.1 Simulation of Resource Redistribution in DOSGi . . . . . . . 90

7.4.2 Description of the Test Plan . . . . . . . . . . . . . . . . . . . 92

7.4.3 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

7.5 Scenario-Based Evaluation . . . . . . . . . . . . . . . . . . . . . . . . 96

7.5.1 Setup of Application . . . . . . . . . . . . . . . . . . . . . . . 96

7.5.2 Provisioning a New Service . . . . . . . . . . . . . . . . . . . 97

7.5.3 Removing an Existing Service . . . . . . . . . . . . . . . . . . 98

7.5.4 High Load . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

7.5.5 Low Load . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

7.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

8 Field-Test: Service Adaptation 103

8.1 SpeciAAL Ontology . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103

8.2 Advantages of Adaptation Based on Ontology . . . . . . . . . . . . 105

8.3 Developing a Prototype for Proof of Concept . . . . . . . . . . . . . 106

8.4 Field Testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

8.4.1 Group Discussion . . . . . . . . . . . . . . . . . . . . . . . . . 108

8.4.2 Setting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

8.4.3 Procedure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

8.4.4 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

8.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

9 Context-Aware Access Control in SpeciAAL 119

9.1 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

9.2 Monitoring Component in SpeciAAL . . . . . . . . . . . . . . . . . . 121

9.3 Access Control Component in SpeciAAL . . . . . . . . . . . . . . . 122

9.4 Privacy Policy in SpeciAAL . . . . . . . . . . . . . . . . . . . . . . . 125

9.5 Examples for Application of Policy . . . . . . . . . . . . . . . . . . . 129

9.6 SpeciAAL Access Control: Compliance with Requirements . . . . . 131

9.7 The Impact of Privacy Enhancing Data Access Control . . . . . . . . 133

9.7.1 Reevaluating data access . . . . . . . . . . . . . . . . . . . . . 134

9.7.2 Transparency . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

9.8 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

10 Evaluation of Context-Aware Access Control 137

10.1 Design Principles of the Survey . . . . . . . . . . . . . . . . . . . . . 137

10.2 Structure of the Survey . . . . . . . . . . . . . . . . . . . . . . . . . . 138

ix



10.2.1 Hypotheses . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138

10.2.2 Introducing the Access-Control Concepts to the Participants 139

10.2.3 Conformity with Expectations . . . . . . . . . . . . . . . . . 141

10.2.4 Verification of the Hypotheses . . . . . . . . . . . . . . . . . 143

10.2.5 Demography and Self-Assessment . . . . . . . . . . . . . . . 144

10.3 Discussion of Survey Results . . . . . . . . . . . . . . . . . . . . . . 145

10.3.1 Scenario Part of the Survey . . . . . . . . . . . . . . . . . . . 146

10.3.2 Conformity with Expectations . . . . . . . . . . . . . . . . . 149

10.3.3 PbD Principles . . . . . . . . . . . . . . . . . . . . . . . . . . 150

10.3.4 Feedback to the System . . . . . . . . . . . . . . . . . . . . . 151

10.4 Crowd-Sourcing for Recommended Settings . . . . . . . . . . . . . 151

10.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152

11 Conclusion 155

11.1 Achievements of the Research . . . . . . . . . . . . . . . . . . . . . . 155

11.2 Limitations of the Research . . . . . . . . . . . . . . . . . . . . . . . 157

11.3 Future Challenges for Platforms for AAL . . . . . . . . . . . . . . . 158

References 161

Acronyms 179

Appendices 183

A Posters for the Field Test 185

B Questionnaire: User Experience 191

C Questionnaire: Access Control 195

x



List of Figures

2.1 Smart Home Market revenue (in billion US$) is estimated to increase
at an average growth rate of 18.8% from 2017 to 2027 (Zavialova,
2022) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.2 The global number of smart homes (in millions) are expected to
increase from 2017 to 2027 (Zavialova, 2022) . . . . . . . . . . . . . . 14

2.3 Forecast in millions: Security smart homes are estimated to increase
from 2017 to 2027 (Zavialova, 2022) . . . . . . . . . . . . . . . . . . . 15

2.4 Forecast in US$: Average revenue per smart home worldwide (Za-
vialova, 2022) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.1 The size of the public cloud computing market from 2016 to 2027 in
billion US$ (Statista, 2022b) . . . . . . . . . . . . . . . . . . . . . . . 29

5.1 The Ambient Intelligence Reference Architecture (AmIRA) (Berger
et al., 2007) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

5.2 Feelgood reference architecture for PHR services (Hietala et al., 2009) 62

5.3 The Runtime Support Platform of universAAL (Ferro et al., 2015) . 64

5.4 SOA-based AAL architecture (El Murabet et al., 2017) . . . . . . . . 68

7.1 Scaling at SaaS and IaaS level by PaaS management . . . . . . . . . 81

7.2 Horizontal Scaling with Distributed OSGi (dOSGi) . . . . . . . . . . 82

7.3 Basic Functionality of dOSGi (based on Apache Software Founda-
tion (2015c)) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

7.4 dOSGi PaaS for Security and Privacy Enhanced Cloud Infrastruc-
ture for Ambient Assisted Living (SpeciAAL) . . . . . . . . . . . . . 83

7.5 Auto Scaling in Apache Stratos . . . . . . . . . . . . . . . . . . . . . 88

7.6 Auto Scaling in SpeciAAL . . . . . . . . . . . . . . . . . . . . . . . . 89

7.7 Overview of the simulation setup . . . . . . . . . . . . . . . . . . . . 91

7.8 JMeter Test Plan (Screenshot of Apache Software Foundation (2016d)) 93

7.9 CPU Load during the simulation (120 sec) . . . . . . . . . . . . . . . 94

7.10 Execution time during the simulation (120 sec) . . . . . . . . . . . . 95

7.11 Response Time Graph (120 sec) . . . . . . . . . . . . . . . . . . . . . 96

xi



7.12 Adding a service . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

7.13 Removing a Service . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

8.1 Overview of the basic concepts of the SpeciAAL ontology . . . . . . 104

8.2 Welcome dialogue of the SpeciAAL prototype . . . . . . . . . . . . 107

8.3 Screenshots of the SpeciAAL prototype events and information app 107

8.4 Screenshots of the SpeciAAL prototype communication app . . . . 111

8.5 Use case for adapted communication . . . . . . . . . . . . . . . . . . 111

8.6 Use case for adapted information retrieval . . . . . . . . . . . . . . . 112

8.7 Introduction of scenarios . . . . . . . . . . . . . . . . . . . . . . . . . 113

8.8 Test subjects solving tasks on tablets . . . . . . . . . . . . . . . . . . 114

8.9 Average expression of the dimensions pragmatic and hedonic qual-
ity and the confidence rectangle (User Interface Design GmbH, 2008)114

8.10 Evaluation of the prototype . . . . . . . . . . . . . . . . . . . . . . . 115

9.1 Monitoring in SpeciAAL . . . . . . . . . . . . . . . . . . . . . . . . . 121

9.2 Sequence diagram for access control . . . . . . . . . . . . . . . . . . 123

9.3 Architecture overview of the SpeciAAL access control system . . . 123

9.4 Proposed privacy policy based on 5W1H questions . . . . . . . . . 126

9.5 Examples for policies based on three groups of stakeholders . . . . 130

9.6 AAL Privacy Policy and Privacy Module . . . . . . . . . . . . . . . 133

9.7 Privacy Module and Transparency Module . . . . . . . . . . . . . . 135

10.1 Questionnaire: Introducing the Scenario . . . . . . . . . . . . . . . . 139

10.2 Questionnaire: Detailed access control for types of data . . . . . . . 140

10.3 Questionnaire: Detailed access control in an emergency situation . 141

10.4 Questionnaire: Conformity of expectations . . . . . . . . . . . . . . 142

10.5 Question about the selected options during the scenarios: Why do
the access rules not match your expectation? . . . . . . . . . . . . . 143

10.6 Age distribution among participants . . . . . . . . . . . . . . . . . . 145

10.7 Personal assessment of understanding of technology (1 = I fully
agree / 5 = I disagree) . . . . . . . . . . . . . . . . . . . . . . . . . . 146

10.8 Granted access rights related to the heart rate monitor (Percentage) 147

10.9 Granted access rights related to the drug dispenser (Percentage) . . 149

10.10Likert Scale: Statements referring to Privacy by Default Principles . 150

10.11Likert Scale: Statements about the presented access-control system 151

10.12UI Prototype of Crowd-Sourced User Recommendations . . . . . . 152

xii



11.1 Prototypes for visualizing monitored data: Features like colour, line
thickness, and item size represent data types, frequency of access or
the number of data . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157

A.1 Mr. F lives in a rural region and has two children living far away.
He is interested in the arts, music and local history. . . . . . . . . . 185

A.2 Use Case A: Communication. During the day, the system automati-
cally dials his son’s office number. . . . . . . . . . . . . . . . . . . . 186

A.3 Use Case A: Communication. During the night, the system auto-
matically dials his son’s private number. . . . . . . . . . . . . . . . . 186

A.4 Use Case B: Information. The system recommends events based on
the interests of Mr. F. . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

A.5 Use Case C: Communication/Emergency. During an emergency, the
system automatically dials a predefined set of emergency numbers
to call for help. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

A.6 Use Case D: Adaptation of Services. Everyday Mr. F. is asked how
he feels. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

A.7 Use Case D: Adaptation of Services. The system reacts to this new
information by asking if he would like a lift to the event. . . . . . . 188

A.8 Use Case E: Environment Awareness. The system receives the
information that it has snowed during the night. It asks Mr F. if he
would like a snow removal service. . . . . . . . . . . . . . . . . . . . 189

B.1 Results: Median of the answers between the two word pairs . . . . 193

xiii



xiv



List of Tables

6.1 The relationship between items of information about the user and
information categories . . . . . . . . . . . . . . . . . . . . . . . . . . 75

6.2 Additional Information for Use Case 2 . . . . . . . . . . . . . . . . . 77

10.1 χ2 of McNemar’s Test for change between detailed and situation-
based access control settings for heart rate monitor. (Null-hypothesis
falsified with χ2 > 3.84) . . . . . . . . . . . . . . . . . . . . . . . . . . 148

10.2 χ2 of McNemar’s Test for change between detailed and situation-
based access control settings for drug dispenser. (Null-hypothesis
falsified with χ2 > 3.84) . . . . . . . . . . . . . . . . . . . . . . . . . . 148

xv



xvi



Chapter 1

Introduction

The main goal of technology in the field of Ambient Assisted Living (AAL) is

to support and assist people in their daily life. Especially for elderly people,

this opens up the possibility, that they can stay in their own homes and their

known environments longer. In addition to that, another focus is to introduce

technological approaches to support the social inclusion for elderly people with

reduced mobility in rural regions. A continuous decrease of birth-rate and an

increasing average life expectancy lead to a future shrinking proportion of the

younger population in Europe and in developed countries globally (eurostat

- European Union, 2023). New nursing or day-care facilities are according to

Sowa-Kofta et al. (2021) measures that the policy is taking to counteract the trend.

Another viable concept is to introduce technology in the known living environment

of elderly people to minimize the needed time-span for professional care facilities.

And following the findings of Lewis and Buffel (2020), this is also supported by

the elderly people themselves.

Completed and current AAL projects are mainly focused on delivering customiz-

able middleware for smart home environments, and the whole computing power

has to be installed in the environment itself. If new demanding services are intro-

duced into the smart home environment, the existing computing equipment has

to be renewed or extended as well.
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The proposed research focuses on delivering cloud-based services for AAL. Cloud

computing enables service providers (e.g. caregivers or day-care centres) to pro-

vide information, communication, and safety services without having to invest in

expensive technical equipment upfront. By delivering services through the cloud,

the high start-up costs can be reduced significantly, and it will be feasible for

service providers and users to try out new or innovative services without the need

of a high up front investment. This flexibility can be provided by a customizable

Platform as a Service (PaaS) that is run by the service provider. The core cloud

concept of scaling allows the client’s virtual AAL system to grow with increasing

demands and new features added, while not overloading the overall resources for

the provider.

When examining AAL services, one can see that a large part of the functionality

is based on customization and is only accepted by users if this customization

also fits the situational needs of the users. Besides external influences, personal

requirements are a central component for the adaptation of services in AAL envi-

ronments: The services can dynamically adapt their functionality and presentation

of information based on the context of the environment or the user. For example,

in one scenario of the proposed solution, the medical state of the user and the

outside temperature are considered, and a snow clearance service is ordered for

help.

To store and retrieve information about the user (e.g. medical information, inter-

ests, or habits) an ontology backed database is implemented. Information about

the environment is provided through interoperability with existing smart home

appliances, directly attached sensors and external web-services. Based on the

input information, the platform can make intelligent decisions and adapt the

services’ behaviour and feedback to the user. These changes can affect all levels

of a service: User guidance and usability, security and data access. This central

requirement also places regulatory demands on a project and its implementa-

tion: Services must be provided on the basis of protecting the user’s privacy and

personal information. The General Data Protection Regulation of the European
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Union (EU GDPR) (Publications Office of the European Union, 2016, Article 25)

underlines this requirement with the two principles of Privacy by Design and

Privacy by Default.

When interviewing potential users of systems in the field of AAL (Rosencrantz

et al., 2015), one of the key concerns is privacy-related (Dario and Cavallo, 2014, pp.

89 ff.): "Who will have access to what data and is there a guarantee that these data won’t

be used in an abusive manner?" The core request of the proposed platform is security

and privacy within the PaaS, which is handled by the platform by monitoring and

controlling the security layer and the ontology backed database by data access

policies.

Transferred to the technical possibilities of a cloud environment, this initially

results in restrictions for implementation. The PaaS is considered to run in a

private cloud, as adaptation of the system to the user’s need is heavily based on

Personal Identifiable Information (PII). The implementation of a private cloud

approach has the downside that it will not scale beyond the boundaries of the

physical hardware that is used for running the private cloud. For this, the private

cloud is extended by services that may run in the public cloud (e.g., third-party

cloud providers). This hybrid cloud approach poses new challenges for person-

alization of services, as personal information is often not allowed to be passed

to third parties. Privacy and security constraints have to be considered, and

methods for providing adaptation of services while preserving privacy have to

be introduced in the PaaS for AAL. The PaaS provides a management interface

for pre-configuration and customization to add new services on demand or adjust

the configuration of the platform to the user’s needs or different environmental

settings. As personalization in AAL is based on PII, like health information or

personal contact data, the adaptation of these external services has to be made

through special configuration interfaces to keep the impact on the user’s privacy

minimal, while not limiting functionality. These privacy policy constraints have

to be monitored throughout the whole lifecycle of a service (during installation,

while running or during reconfiguration).
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In addition to these technological aspects from a service level perspective, personal

data is usually shared through the platform with other stakeholders for AAL.

Therefore, the second part of this work is about the question of how general data

sharing is possible based on the respective context of the user. The context is

not only seen as information about the user, but also as a trigger for information

release. And to meet recent legal obligations, policies and methods must be in

place to protect the privacy of the user, the older person, at all times.

1.1 Aims of the Thesis

The thesis’s objectives can be divided into two main parts: In the first part of the

thesis, the core functionalities of a PaaS are elaborated, and the core functionalities

are transferred to a platform for AAL. The basic architecture of PaaS for AAL

will be presented, and the principal mode of operation and its advantages over

previous platform approaches will be discussed.

The subsequent section delves into inquiries surrounding context-aware service

adaptation and the safeguarding of the fundamental private information of plat-

form users. The primary aim of this research is to create an access control system

supported by a privacy policy, empowering users to dictate which data can be

accessed by specific users or services. These user-defined rulesets can be set

during installation and changed based on new requirements or events during

runtime. What sets this access control system apart is its automatic adaptation to

the real-time context during runtime.

1.1.1 Architecture

The architecture part deals with the established technical approaches of AAL

platforms and the transition into cloud technology. Special attention is paid to

scalability and ensuring service availability.

1. What design considerations are necessary to introduce cloud-computing
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flexibility into the AAL services landscape through a PaaS?

(a) Hypothesis: The basic technology for current AAL projects can also be

operated in the cloud.

(b) Hypothesis: Distributed computing allows local services to be extended

or replaced with services in the cloud.

2. Can the benefits of cloud computing bring advantages for AAL to provide

scaling and therefore more flexibility for end-users?

(a) Hypothesis: Scaling and load balancing compute resources in the cloud

increase the availability and stability of AAL services.

In the realm of cloud service delivery, alongside its advantages, the paramount

consideration remains security. Safeguarding data and systems should consistently

underpin the provisioning of services within the cloud infrastructure.

1.1.2 Service Adaptation and Context-Aware Access Control

Given that user context forms the core information for service adaptation in AAL

systems, predominantly comprised of user data, any discussions surrounding this

domain necessitates a simultaneous consideration of data protection and privacy

measures. The research questions of interest are:

3. How can context be used to provide adapted services within the platform

while protecting privacy?

(a) Hypothesis: Adaptation based on PII is crucial for the acceptance among

end-users for services in AAL.

(b) Hypothesis: A privacy policy for data access control with the possibility

to treat the context as a central concept can lead to new use-cases for

system adaptation.

4. Does a context change have an impact on the user’s attitude to privacy?
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(a) Hypothesis: During emergencies, individuals exhibit a greater inclina-

tion to share personal information with third parties compared to their

usual behaviour within an AAL system’s regular operations.

(b) Hypothesis: Explicitly set rules for data access control during emergen-

cies are an added value for AAL systems and create trust in the entire

system.

The research of the second part is based on results of the concluding discussion of

the first part of the thesis, but also has direct impact to service delivery through

the cloud.

1.2 Structure of Thesis

Following this introduction, the theoretical foundations for the work are presented.

Chapter 2 introduces AAL, its stakeholders, the economic relevance, as well as

context as a key concept. Cloud computing is presented in Chapter 3 together with

the main characteristics, the different actors in cloud environments, the economic

relevance of cloud computing, and the benefits and risks for moving healthcare-

services to the cloud. The benefits and risks for security and privacy of cloud

computing is followed by an overview of the current legislative requirements for

data protection, as well as the state of privacy in cloud computing and AAL is

presented in Chapter 4. Chapter 5 gives an introduction to existing platforms,

platform concepts, and discussed approaches of platforms for AAL and marks the

end of the fundamental chapters.

Chapter 6 introduces the prerequisites essential for PaaS in the context of AAL

by leveraging the outlined existing approaches. Additionally, it elaborates on

specific use cases that establish the groundwork for further development and

subsequent evaluation. The first part of the implementation of this research is

presented in Chapter 7, introducing the architecture of SpeciAAL, a PaaS for AAL

services, with its underlying technological approaches. This is done by combining
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different existing approaches for AAL systems and the mechanics of the Open

Service Gateway initiative (OSGi) framework with a PaaS delivery platform and

additional mechanisms for scaling AAL service modules. Functional evaluations

of the main concept of scaling are described directly afterwards. This is followed

by the introduction to service adaptation in the SpeciAAL platform itself and a

field test with users from the target group of this first stage of the research in

Chapter 8.

The discoveries from the field test pave the way for the second primary segment of

this research: The context-aware approach of data access is introduced in Chapter 9

and the main aspects of the developed context-aware privacy policy is shown. This

addition to the platform is evaluated by a survey that is presented in Chapter 10.

A conclusion to all aspects of this research, the lessons learnt and an outlook on

future developments, and opportunities, is given in the final Chapter 11.
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Chapter 2

Ambient Assisted Living

The main topic of this work is the development of a platform for services in the

field of AAL. AAL emerged out of technologies which are known as Ambient

Intelligence (AmI). As the technological foundation for sensitive and adaptive

environments AmI can respond to actions of individuals or real-world objects and

cater for their needs.

2.1 General Definitions for Ambient Assisted Living

According to Aarts and Wichert (2009) interaction with AmI . . .

Definition 1. “[. . . ] is expected to result in enhanced efficiency, increased creativity and

greater personal well-being.“ (Aarts and Wichert, 2009)

The most promising area of innovation for AmI which provides intelligent, unob-

trusive, and ubiquitous assistance is seen in AAL. This development is fostered by

two social and political phenomena:

The increasing average life expectancy and a decrease in birth-rate lead to a con-

tinuously shrinking proportion of the young working population in developed

countries world-wide (Department Of Economic And Social Affairs, 2023). Fam-

ilies are getting smaller, and extended families that can care for their elderly

relatives are slowly disappearing.
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Politics try to compete with this trend by introducing programs for new nursing

or day-care facilities (Zander-Jentsch et al., 2019). But without trained personnel

and already existing facilities, one key concept is to minimize the needed time-

span for professional care facilities by introducing technology in the known living

environment of the target group. Surveys indicate that this trend is supported by

elderly people who want to stay at home as long as possible (Lewis and Buffel,

2020).

Another major technological field for AAL is seen in Information and Commu-

nication Technology (ICT) as new goals are introduced to improve the quality of

live for an ageing population (Lupescu, 2009). Older people are motivated and

assisted to stay active and participate in their community. This prevents social

isolation, promotes societal inclusion, and helps people stay independent and

counteracts reduced capabilities which are more prevalent with age.

With a gerontechnological perspective by Blackman et al. (2016) AAL has its roots

in traditional assistive technologies for people with disabilities, universal design

approaches to accessibility, usability, and acceptability of interactive technologies

as well as the AmI computing paradigm as described above (El Murabet et al.,

2020). Blackman et al. (2016) developed a taxonomy for different projects in the

field of AAL. They divided the existing projects into three generations:

• The first generation of AAL is about wearable devices that can track the

user’s vital functions and can be used to initiate emergency alarms. But the

user often has to trigger the alarm himself, and this often leads to false alarm

or no alarm at all because the user does not wear the wearable. If the user

is incapacitated, it may not be possible for him to trigger the alarm when

needed.

• The second generation of AAL is about home sensors and the response to

emergency and detection of hazards is done automatically. The system can

recognize the user, the behaviour, and changes in daily activity patterns over

a period of time. The collected data can be interfaced by contextual data,
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such as daytime, or weather information. The weakness of this approach is

that some users find the embedded sensors in their known environment to

be intrusive.

• The third generation is an integration of the first and second generation

with the addition of services that emerged out of new developments of ICT.

Examples would be training devices (or modern activity trackers), that can

not only monitor the vitality information and health state of the user, but

also encourage him to go on with everyday training or even connect him

with other people in a training community. Prevention of emergencies and

monitoring of health status is enriched by assistance for tasks in the daily life

of the user. It is not only about providing help but also to encourage, support

and provide the user with information that will enable him to participate in

social activities.

• Advances in Artificial Intelligence (AI) lead to the fourth generation of

AAL. By introducing algorithms to analyse data within AAL solutions, these

sophisticated systems possess the capacity to adapt and improve through

learning from data, providing tailored assistance and aid. They adopt a co-

design methodology that engages end-users, caregivers, and stakeholders,

fostering the development of user-centric and inclusive solutions (Guerra

et al., 2023).

AAL projects and services can be divided in four different areas of application

(Georgieff, 2008):

• Health and health care: This area is focused on health prevention and func-

tional rehabilitation at home. The applications range from remembering

assistance systems for medication or exercise programs to emergency sys-

tems, that are triggered by sensor data or vitality and movement data of the

user.

• Household and supply: This includes the growing market of smart home

products, that can communicate with other products or external services to
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deliver a richer service to the user (Miele & Cie. KG, 2022). Another trend

is to re-think user interfaces for a better user experience, by using easily

comprehensible displays or implementing help-dialogues to guide the user

through complex tasks.

• Safety and privacy: Applications in this area range from devices that are

secured against accidental operation, and presence detectors to alerting-

functionality or automated emergency calls.

• Communication and social environment: Technology is used to support so-

cial integration by providing easy to use interfaces to get connected to family

members, neighbours or other social networks. This initial communication

and social inclusion can lead to more mobility and a better access to cultural

or leisure activities.

2.2 Components of an AAL System

The European Ambient Assisted Living Innovation Alliance (AALIANCE) is

working on a common roadmap for scientific and industrial projects for AAL

(Broek et al., 2010). Following their definition, parts of AAL systems can be broken

down to five technology areas:

• Sensing or metering information anytime and anywhere, whether in or on a

user’s body, in or on appliances, or in the user’s environment.

• Reasoning the collected data and transforming them into knowledge in

context of the user’s life and environment.

• Acting based on the transformed knowledge in an automatic, instantaneous

or delayed way by multi-modal interfaces in multiple spaces.

• Communication not only between sensors and actuators, but also between

complete systems that have their own sensors and their specialized reasoning

systems.
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• Interaction between the system itself and the user by coping with specific

requirements and the abilities of the user.

2.3 Economic Outlook of Ambient Assisted Living

To discern the relevance for research and development in the field of AAL it is

necessary to understand the potential market growth for the next few years.

If you follow the market overview of recent years, you can see a change from a

dedicated consideration of Ambient Assisted Living (AAL) as a separate market

branch in earlier statistics (Statista, 2016) to a subsumption under the topic area of

smart homes (Zavialova, 2022): AAL is primarily assigned to the area of Security

there, even if it is pointed out that individual products for AAL can occur in all

market segments of the smart home market (Smart Appliances, Control & Connec-

tivity, Home Entertainment, Comfort & Lighting, and Energy Management).

The following numbers are worldwide trends based on 152 countries across all

continents in the digital market that represent 90% of the world economic power

based on the global gross domestic product (Statista, 2022c).

Figure 2.1: Smart Home Market revenue (in billion US$) is estimated to increase at
an average growth rate of 18.8% from 2017 to 2027 (Zavialova, 2022)

The Smart Home market is expected to be constantly growing by an average rate

of 18.8% worldwide in the next four years (see Figure 2.1) with total revenues

rising from 39.8 billion USD in 2017 to 222.9 billion USD in 2027 including Smart
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Appliances (87.9 billion USD), Control and Connectivity (46.2 billion USD), Home

Entertainment (18.6 billion USD), Energy Management (19.0 billion USD), Comfort

and Lighting (17.5 billion USD), and Security (27.8 billion USD) (Zavialova, 2022).

Accordingly, the total number of Smart Homes is also increasing significantly from

140.6 million homes in 2017 to an expected 672.6 million homes in 2027 (see Figure

2.2 (Zavialova, 2022)) as the technological advances and potential lower costs are

attracting architects, developers, and device manufacturers.

Figure 2.2: The global number of smart homes (in millions) are expected to increase
from 2017 to 2027 (Zavialova, 2022)

The market for AAL devices is considered a great opportunity for companies

from any industry because its small size in 2016 also means no strong competition.

The market forecast also looks good, and here, too, the figures are rising steadily

between 2017 and 2027 (see Figure 2.3). While in 2017, 140.6 million smart homes

worldwide were equipped with a security component, this figure is expected to

rise to 672.6 million smart homes by 2027.

However, according to Zavialova (2022), there are still barriers to adoption, par-

ticularly among elderly people who may be hesitant to use digital technology.

Usability and simplicity are key factors for companies looking to create AAL prod-

ucts. There is potential for cross-selling AAL products with security devices, and

the market for AAL devices is expected to grow as medical treatments improve

and the population ages.

The figures also speak a clear language here, as the average household is less and
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Figure 2.3: Forecast in millions: Security smart homes are estimated to increase
from 2017 to 2027 (Zavialova, 2022)

less willing to spend a lot of money on security in the smart home sector by 2027

(see Figure 2.4). The value drops from US$ 158.70 in 2017 to only US$ 69.10.

Figure 2.4: Forecast in US$: Average revenue per smart home worldwide (Za-
vialova, 2022)

But the adoption of AAL devices in both residential homes and other business-to-

business (B2B) use cases has significant potential. This trend is likely to continue,

as ageing populations in most countries create a need for caregivers that can be

compensated for through automation (Zavialova, 2022).

2.4 Stakeholders for AAL

In the updated roadmap of the subsequent project of AALIANCE four main

groups of stakeholders for AAL are specified (Dario and Cavallo, 2014). The needs
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of each group and the disparate perspective leads to different requirements for

projects in the field of AAL.

The primary group consists of the person to be cared for and their informal care-

givers, e.g. direct relatives, unpaid individuals or private caretakers. Depending

on the country of the EU, it is expected that approximately 80% of care is covered

by informal caregivers (WeDo partnership (2012) and Ambugo et al. (2021)). Al-

though they carry out the majority of supportive tasks for the older person, they

often are not supported by the formal care system. The AALIANCE2 Roadmap

suggests that this group should be supported by technological and sociological

tools and care systems to provide optimal service and make informed, critical

decisions in dangerous situations.

Barriers related to the primary group of stakeholder for implementing AAL

projects are a certain wariness towards technology in general and the potential

necessity to change known habits when introducing new technologies (Broek et al.,

2010). These prejudices can be overcome by not targeting single users, but by

showing the usefulness to a group of potential users and letting them explore the

possibilities for improvement of daily living themselves. But according to Broek

et al. (2010) sometimes this is not a viable solution as the presented technology is

just not solving the right problems or the design of a solution is not considering

the real needs and capabilities of the primary group of stakeholders because it

was designed without asking the users, or the solution came first, and the suiting

problem was found in AAL.

Apart from the wariness towards technology and the solution to the wrong prob-

lems, the third barrier for embracing AAL technology often is the economic

expenses of the whole system. The purchasing power of the user sometimes is

just not sufficient, and the high costs are not justifiable if the benefits are not clear

(Broek et al., 2010).

Care providers constitute the secondary group of stakeholders. In a nursing home

context, AAL technology should provide activity information to the care provider
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about the older person (health conditions, carried out activities, drug taking or

rehabilitative activities) and recognize dangerous situations or emergencies. But

another area that could benefit from the application of AAL technology is the

improvement of service for the older person by having the ability to gather all this

information quickly and having more time to spend directly with the older person.

In settings where professional personnel for one person in need is frequently

changing, the communication between caregivers could also be improved by

using an integrated information system and setting up a network between all

agents related to the older person’s life.

The tertiary stakeholders are vendors of AAL systems, industries and research

institutes. These groups are seen as the driving force for new applications and

business models for AAL. According to the Bridging Research in Ageing and ICT

Development (BRAID) project (Huch, 2010) they can be listed as the following:

• application oriented research facilities that collaborate with commercial

entities, work on research activities that are targeted for fast deployment and

often offer access to real-world testing sites

• enterprises that produce ICT devices and develop business cases for AAL

applications

• service providers that can integrate newly developed solutions

• telecommunication, cloud, transportation, etc. providers that provide the

basis for these integrated services

• system providers that integrate and package alternative solutions

• distributors and vendors

The main challenge for secondary and tertiary stakeholders is that there is no

clearly defined target user as each person has different needs, characteristics and

skills that have to be addressed (Broek et al., 2010). Moreover, the designers of

systems and services have to take in account that these demands may also vary
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over time. The systems therefore have to be highly adaptable and configurable to

meet the requirements of an evolving person, changed conditions and diversity

in infrastructural and social environment. This leads to an involvement of other

scientific disciplines such as gerontechnology, gerontology and social science to

shift the primary group of stakeholders from care customers to members of a

care-giving “integrated” community. On a technological point of view, there is

still a lack of standards and references for domain models, open-reference architec-

ture, solutions for unobtrusive and affordable sensing of context, adaptability of

advanced user interfaces, guidelines for privacy and security of data management,

and interoperability of heterogeneous components. The third main obstacle for

system developers is the coverage of broadband networks: People who live in

rural areas often remain isolated and cannot participate in AAL projects or use the

provided systems, such as social and service networks. The quaternary stakehold-

ers consist of public and private agencies and entities, such as the social, welfare

and health care system, policymakers, standardization organizations, civil society

organizations, and media (Dario and Cavallo, 2014). Besides the aforementioned

heterogeneous target groups (users or buyers) and a lack of standards, there is a

vast diversity of social, welfare and health care systems throughout Europe which

makes large-scale funding or reimbursement policies of AAL systems impossible.

On top of this, the value chains of integrated AAL solutions are invisible, leading

to a lack of commitment and engagement (Broek et al., 2010).

2.5 Context in AAL

Many solutions solve problems of home automation, freedom of barriers and

emergency diagnosis, as stated in Klein et al. (2007), Litz and Gross (2007) or Botia

et al. (2012). But when elderly people need, for example, every day assistance,

when they are suddenly mobility-disabled, there is an emerging problem of social

contact depletion. Especially in rural regions, it is not simple for older people to

keep up their social contacts if they are physically limited. Ordinary things like
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meetings with friends, family members, or club members or going shopping aren’t

possible any more. This leads to loneliness, isolation and often mental health

problems (National Academies of Sciences / Engineering / Medicine, 2020).

For this reason, it is absolutely necessary to adapt the user interface of all services

but also the service functionality to the needs of each single user. The personal-

ization is important because of the different combinations of impairments and

capabilities, as described in section 2.4. Lauriks et al. (2007) define personalization

of systems as the key functionality in supportive systems for elderly people and

people with dementia.

For adaptation and personalization of a system and its services, it is necessary to

integrate context awareness: To offer personal assistance in any given situation, the

system must have knowledge about the users’ interests, preferences, impairments,

capabilities, but also about their actual situation at the present time. To define

system-wide knowledge about the situation of a user, it is necessary to define the

context. Context as a computing paradigm was first introduced by Schilit et al.

(1994).

Definition 2. “Three important aspects of context are: where you are, who you are with,

and what resources are nearby [...]” (Schilit et al., 1994)

This defines the location of the user and the people and resources that are sur-

rounding the user, or in other words, two classes of information: Locality and

identity. In contradiction, Dey and Abowd (1999) define context as follows:

Definition 3. “Context is any information that can be used to characterize the situation of

an entity. An entity is a person, place, or object that is considered relevant to the interaction

between a user and an application, including the user and applications themselves.” (Dey

and Abowd, 1999)

According to them, context information can be classified into four categories:

Locality, identity, activity and time. Without the action, it is difficult to describe a

situation of an entity. These four categories are defined as primary context. All
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further context information that is derived from the primary context is defined as

secondary context (Dey and Abowd, 1999). For reaching personalized assistance, it

is essential to centralize the user’s needs and include the actual user’s environment.

Because Dey and Abowd (1999) determine context as both, the user and his

environment, this definition is chosen as a basis for this thesis.

The definition of context awareness of Dey and Abowd (1999) is also fitting the

main criteria of AAL systems:

Definition 4. “A system is context-aware if it uses context to provide relevant information

and/or services to the user, where relevancy depends on the user’s task.” (Dey and Abowd,

1999)

This definition includes systems that provide context-aware information and

services to a user (presentation), act independently based on context (automatic

execution) or tag information with context for later retrieval (tagging). These

three system characterizations are also applying to modern AAL systems, and this

definition of context awareness will be used in this thesis.

To build a common technological representation for context within the system,

there are different possible approaches (Ehringer, 2009). Strang and Linnhoff-

Popien (2004) compared different context modelling techniques: Key-value, markup-

scheme (XML), graphic, object-oriented, logic-based, and ontological. They de-

fined several requirements to compare the different approaches, e.g., the possibility

of validation of context information based on the context model, the handling of

erroneous or incomplete data or the applicability in existing environments. Due to

their analysis, they conclude that the most promising assets for context modelling

regarding the requirements can be found in the ontology category (Strang and

Linnhoff-Popien, 2004).

With the use of an ontology, it is possible to model entities within a domain

and the relationships (even complex relationships, like semantic relationships,

inheritance, or links) between the entities. Ontologies are at an abstract level so

that they are easily understandable to humans but still machine-readable. They
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are particularly suitable for the exchange of data or knowledge, since they provide

clear definitions of knowledge and thus exclude ambiguities (Ehringer, 2009).

Many of the existing AAL systems use ontologies to represent the context for

different services. However, most of them consider only the user’s environment

(e.g., doors, appliances, temperature, location, smoke, etc.), but do not see the user

as a central element.

The Service Oriented PRogrammable smArt enviroNments for Older Europeans

(SOPRANO) project (Klein et al., 2007), for example, developed an open middle-

ware for AAL solutions. The SOPRANO Ambient Middleware (SAM) receives user

commands or sensor data, enriches them semantically and determines an adequate

system response, which is then performed by the connected actors installed in the

living environment. If, for example, SAM receives the information that a window

is open, it analyses the remaining context information and can inform the user

about the open window, before he is leaving the house. The components commu-

nicate over semantic contracts and are based on a common domain ontology. This

ontology is designed state-driven, that means that every concept (device, person,

location, etc.) of the ontology is represented by its actual state.

Another example considering the environment of the user is PersonisAD (Assad

et al., 2007). Some information about the user like his preferences are also part

of the consideration of the PersonisAD framework, but aren’t detailed enough to

reach a good personalization for older people.

Within the scope of the European project VAALID (Naranjo et al., 2009), Mocholí

et al. (2010) present a series of ontologies designed to enable AAL service designers

in modelling and defining an AAL setting, encompassing the entities, occupants,

diverse spaces, and devices involved. These ontologies encompass elements in-

volving interactions among the various components outlined within the modelled

AAL solution. These interactions are articulated in relation to the capabilities of

each element, documented through the Common Accessibility Profile. The central

element of the ontology is therefore the description of the interaction, which takes

up a large part of the ontological representation.
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The project MobileSage aims to develop a smartphone based help-on-demand

service (see Skillen et al. (2012a) and Skillen et al. (2012b)). It means that the smart-

phone offers context aware, personalized and location aware services supporting

the independence of elderly people. Such services could support the navigation,

the handling of devices like ticket vending machines or household appliances or

other daily tasks. The personalization and context awareness is realized by an

ontology, which considers not only the environment of the user but also the user

and his characteristics. It is one of the few ontologies in the field of AAL, which

models a user profile and the environment of the user. The central concept of the

ontology is the user, who is described by his profile. The user profile therefore is

divided into sub-profiles like a preference profile, a health profile or an interest

profile. But for the help-on-demand services, the focus is still on the environment

of the user to offer, for example, services depending on the location of the user.

The publication by Grguric et al. (2015) describes a development method for creat-

ing an ontology in the field of AAL. The method is loosely based on parts of the

Methontology method (Férnandez et al., 1997) that is recommended by the Founda-

tion for Intelligent Physical Agents (FIPA), but is limited to the parts specification,

knowledge acquisition, conceptualization, formalization, and integration. The ba-

sic structure follows the IEEE Suggested Upper Merged Ontology (SUMO) model

(Niles and Pease, 2001), which is extended by submodels: Each data category is

given its own ontology. Although this approach makes the ontology extremely

flexible, it also makes it very large and complex to work with.

Silva and Alencar (2023) use ontology itself as a tool in the development process.

In this study, a central ontology is introduced to facilitate the description of pre-

requisites within AAL systems and to standardise the integration of the elements

inherent to this type of system. Utilizing ontology enables the standardization of

associated terms, concurrently validating relationships between elements, thereby

assisting designers during the requirement specification phase.
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2.6 Conclusion

This chapter delves into the fundamental aspects of AAL by exploring various

dimensions crucial to understanding its scope and relevance. It begins with a

comprehensive overview of the foundational definitions surrounding AAL, shed-

ding light on its core concepts and functionalities. The discussion then proceeds

to dissect the essential components that constitute an AAL system, detailing the

intricate elements that contribute to its seamless functionality.

An integral aspect covered within this chapter is the economic perspective of AAL,

where an analysis of its financial landscape, market trends, and potential growth

avenues is provided. Additionally, the chapter delves into the diverse stakeholders

involved in the AAL ecosystem, their characterization as well as known barriers

in these groups for implementing or embracing AAL systems.

Lastly, the chapter concludes by emphasizing the contextual relevance of AAL,

highlighting the interconnectedness between AAL systems and their operational

environments. The discussion of different approaches to context as a technological

concept for AAL systems, leads to the introduction of an ontology to model the

context of a user. Furthermore, in order to be able to not only adapt the system,

but to really personalize it, an approach for creating user profiles and sub-profiles

is presented (Skillen et al., 2012b). The thesis is oriented towards this concept in

terms of adaptation and personalization.

The presented barriers for stakeholders, in conjunction with market conditions,

highlight the significance of considering a PaaS approach in AAL.

Addressing the high costs for users and the risks associated with product devel-

opment, efforts are needed to standardize various aspects of solutions, enabling

the provision of readily available services to a broader audience (Almalki et al.,

2022). This standardization can streamline production processes, a tactic already

underway in existing AAL systems.

However, the rationale behind considering the migration of these services to
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the cloud lies in the adaptability of resources to match the specific consumption

needs on the customer’s premises. This flexibility allows for a test system to

remain compact while a fully operational production system can scale up signif-

icantly, eliminating the necessity of on-site equipment procurement or replace-

ments. Nonetheless, this setup enables service providers, such as health insurance

companies, to efficiently manage central billing and anticipate requirements at an

early phase.
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Chapter 3

Cloud Computing

In this thesis, the main ideas revolve around delivering services through the

cloud and enabling locally hosted systems to be moved to the cloud. From a

technological point of view, cloud computing is seen as a problem solver for

scaling effects. From a financial point of view, it takes the risk of high investments

in supposedly growing markets. Although these factors appear to be beneficial

to all projects, there still are risks that have to be considered and may lead to a

perceived loss of control for end-users (see section 8.4.1).

3.1 Cloud Characteristics

The National Institute for Standards and Technology (NIST) defines cloud com-

puting as:

Definition 5. “[. . . ] a model for enabling ubiquitous, convenient, on-demand network

access to a shared pool of configurable resources [...] that can be rapidly provisioned and

released with minimal management effort or service provider interaction” Mell and Grance

(2011).

Cloud computing is characterized as enabling customers to provision computing

capabilities automatically and on their own without requiring to interact with

the service provider. The services are available via networks and accessible by
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standard mechanisms by heterogeneous client platforms. The computing resources

on the provider side can be served to multiple customers in a multi-tenant model

and are assigned based on consumer demand. The consumer has no control or

knowledge over the location of the provided resources as long as it is not defined

or guaranteed by agreements. The elastic provisioning or releasing of resources

(sometimes seamless and automatic) according to the appropriate demand often

appears to the consumer as an unlimited resource of computing capabilities. These

changing resources can be monitored, controlled, and reported to provider and

customers to provide transparency of the consumed services (Mell and Grance,

2011).

There are three different service models available (Mell and Grance, 2011):

• When providing Infrastructure as a Service (IaaS) to the consumer the funda-

mental computing resources, like processing, storage, networks or firewalls

are available and the consumer can install any software stack which suits his

application. The consumer has no possibility to have an active influence on

the underlying infrastructure and limited configuration options for network-

ing devices like firewalls. The provider manages the physical processing,

storage, networking, and hosting environment.

• In PaaS environments, the consumer can run their own applications based

on fixed or configurable software platforms that are prepackaged stacks of

software, libraries, services, and tools. Besides the configuration options of

the software environment, the consumer has no influence on the underlying

system and hardware stack. The provider manages the infrastructure and

middleware and provides development, deployment, and administration

tools.

• In the Software as a Service (SaaS) model, the consumer uses the applications

that are running on a cloud infrastructure and maintained by the provider.

The consumer has no influence on the underlying software stack, system

or infrastructure and only limited application configuration options. The

26



provider manages, maintains and supports the software applications. The

software application can be accessed over standard mechanisms by various

thin or thick clients.

According to NIST Special Publication 800-145 (Mell and Grance, 2011) cloud

environments can be deployed based on four models. A private cloud infrastructure

is provisioned exclusively for a single organization, but may be shared between

different consumers within the organization. Either the organization itself, a third

party or a combination thereof may be the owner or in charge of management

of the infrastructure. A community cloud is used by different organizations with

shared concerns, and owned and operated by one or more of these organizations,

a third party or a combination of them. A public cloud is considered to be available

for open use by the public and may be owned, managed, and operated by public

or private institutions or organizations and localized at the cloud provider. The

hybrid cloud deployment model describes a combination of the aforementioned

deployment models that are still distinct but bound together by standardized

technology that enables portability of data and applications.

3.2 Cloud Computing Actors

According to the definition of NIST (Pritzker and Gallagher, 2013) there are five

identifiable actors in the cloud computing reference architecture:

• The cloud consumer is a person, or organization that uses service from and

therefore is in a business relationship with cloud providers. It is the ultimate

stakeholder supported by the cloud computing service. As described by the

service models, different usage scenarios are applicable, ranging from using

the provided software application for business process operations (SaaS) to

management of IT infrastructure operations (IaaS).

• The cloud provider is a person, organization, or entity that makes a service

available to the cloud consumers. The five activities of cloud providers are
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Service Deployment, Service Orchestration, Cloud Service Management, Security,

and Privacy. As described earlier, a cloud infrastructure or service can be

deployed as a public cloud, private cloud, community cloud, or hybrid cloud.

The service orchestration is described in a stacked three layer model, with

the Service Layer (SaaS, PaaS, IaaS) on top of a Resource Abstraction and Control

Layer (managing access and providing the five main characteristics for cloud

computing) and the Physical Resource Layer (including physical computing

resources as well as facilities, air conditioning, heating etc.) as the base

layer of this framework model. Cloud service management includes Business

Support, Provisioning and Configuration capabilities, and Portability and Interop-

erability options. Security spans all layers of the reference architecture and

ranges from physical security (e.g. access control to a building) to application

security. Cloud providers have to protect the personal information and the

personal identifiable information in the cloud system.

• A cloud auditor can conduct independent assessments of services, system

operations, system performance, and the security of an implementation.

Security controls, privacy impact, performance, and compliance with Service

Level Agreement (SLA) parameters.

• A cloud broker negotiates relationships between providers and consumers and

provides a single, consistent interface to multiple differing providers (Liu

et al., 2011). Cloud brokers provide intermediation (improvement and value-

added services), aggregation (integration of multiple services of multiple

cloud providers) and arbitrage (interchangeability of different services with

the same capability by different providers) between cloud providers and

cloud consumers.

• A cloud carrier provides transport and connectivity of services between

provider and consumer. To ensure the availability of services, a cloud

provider can set up SLAs with a cloud carrier and may have special re-

quirements such as encrypted connections or dedicated networks.
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Within this thesis, the pivotal roles revolve around the cloud consumer, embodied

by the primary and secondary stakeholders in AAL—specifically, the users, in-

formal caregivers, professional caregivers including doctors and geriatric nurses.

Additionally, the cloud provider assumes significance, represented by a charitable

organization such as the German Red Cross, constituting the tertiary stakeholder.

3.3 State of Cloud Computing

The Public Cloud market has seen substantial growth recently due to the growing

number of cloud users and applications. This growth is anticipated to continue

in the future, since the full potential of cloud services has yet to be realized. The

U.S., being a pioneer and influential economic power, is shaping the global Public

Cloud market. Countries that adopted cloud technology early are following the

transition, but with a lag of approximately two years, while late adopters are

falling even further behind. As shown in Figure 3.1 the estimated total size of the

public cloud computing market will grow by 22% on a yearly average between

2016 (96 billion dollars) and 2027 (835 billion dollars) (Statista, 2022b).

Figure 3.1: The size of the public cloud computing market from 2016 to 2027 in
billion US$ (Statista, 2022b)

The largest segment of the Public Cloud market is SaaS, which accounts for over

50% of the market size. The SaaS segment has a low market concentration, as mul-

tiple companies offer a wide range of different products. IaaS is the second-largest
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segment, which enables easy scaling of physical servers and data centre infrastruc-

ture. It is projected to continue growing at a high rate due to the rising demand

for new technologies such as Internet of Things (IoT) and AI, which require cloud

infrastructure. PaaS is the smallest segment of the global Public Cloud market but

is expected to experience the highest growth in the coming years. In the combined

IaaS and PaaS segment, Amazon Web Services and Microsoft account for more

than 50% of global revenues, leading to a high market concentration (Statista,

2022b).

In a survey among 540 business organizations in 2020 carried out by KPMG and

Bitkom Research (the research branch of Germany’s digital association) (Statista,

2022a) asking "How important are the following criteria and services when choos-

ing a cloud provider for your company?" 89% stated that "cloud performance

and stability" is the most important criteria, followed by "trust in the security and

compliance of the cloud provider" with 86%. The third most frequent answer

with 75% has been that the "data centre [has to be situated] in the EU legal area".

This effect is the result of major changes in case law in recent years: Safe Harbor

(U.S. Department of Commerce, 2000)) and Privacy Shield (U.S. Department of

Commerce, 2016) both tried to ease the introduction of US cloud services from a

legal perspective in European companies, and were both overruled by national

law (U.S. Department of Justice, 2018) in the United States. Therefore, US cloud

services do not comply with the level of protection required under EU law (Publi-

cations Office of the European Union, 2021) and many companies shy away from

similar problems when using cloud services from other non-European countries,

although there still are foreign countries with an adequate level of data protection

(Directorate-General for Communication of the European Union, 2021).

On the other hand, only 54% state that "independence or openness of the cloud

provider" is a must-have, but 36% still describe it as nice-to-have. Openness for

cloud services can be defined as open code (access code, right to modify and

redistribute), open data (data portability, extensible formats, open Application

Programming Interfaces (APIs), and open data/data privacy), and open hosting
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(reproducibility using standards, no proprietary dependencies, decentralization,

and federation) (OneCommons, 2022). The figures for the topic "innovative power

of digital tools from the cloud" look similar: 53% of business organizations think

of it as a must-have, whereas 44% think of it as a nice to have. 51% describe the

"interoperability of the solution from different cloud providers" as must-have and

37% as nice-to-have (Statista, 2022a). It can be a decisive advantage for a company

that services from different providers can be combined or even exchanged in order

to avoid the effect of vendor lock-in: The vendor lock-in effect describes the loss

of governance over one’s own data and services used. If data cannot be exported

from a system in a standardized exchange format, then it may be impossible to

react to price increases or changes in services, for example, and one is at the mercy

of the cloud solution provider (The Linux Information Project, 2006).

3.4 Benefits of Moving Healthcare-Services to

the Cloud

Moving healthcare services to the cloud offers several advantages for healthcare

providers (see Al-Issa et al. (2019) and Peerbits (2023)):

1. Scalability: Cloud platforms allow healthcare services to scale resources

according to demand. This flexibility ensures that systems can handle fluctu-

ating workloads, accommodating increased usage without compromising

performance.

2. Accessibility and Collaboration: Cloud-based healthcare services enhance

accessibility for both patients and providers. Medical records, data, and ap-

plications become readily available from anywhere, facilitating collaboration

among healthcare professionals and improving patient care continuity.

3. Cost Efficiency: Cloud-based services often operate on a pay-as-you-go

model, reducing the need for significant upfront investments in infrastruc-
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ture. Additionally, maintenance expenses are often minimized, as the re-

sponsibility for upkeep and updates lies with the cloud service provider.

4. Security and Compliance: Cloud providers invest heavily in security mea-

sures, offering robust encryption, authentication, and compliance certifi-

cations, like HIPAA in the United States (104th Congress, 1996). This can

often improve data security compared to on-premises systems, especially for

smaller healthcare providers with limited resources.

5. Innovation and Integration: Cloud platforms encourage innovation by en-

abling the integration of new technologies and applications. Healthcare

providers can leverage advancements in analytics, AI, and machine learning

to improve diagnostics, treatment, and overall patient care.

6. Disaster Recovery and Backup: Cloud services offer reliable backup and

disaster recovery options. Data redundancy across multiple servers ensures

that critical healthcare information remains secure and accessible, even in

the event of hardware failures or natural disasters.

7. Enhanced Analytics and Insights: Cloud-based healthcare systems facilitate

data aggregation and analysis, allowing for comprehensive insights into

patient populations, trends, and outcomes. Leveraging cloud-stored data

for public health initiatives helps in designing targeted interventions and

preventive measures. By accessing comprehensive healthcare information,

policymakers, and health organizations can make informed decisions, al-

locate resources efficiently, and devise strategies to address public health

challenges such as vaccination drives, health education campaigns, and

community health programs.

Utilizing the potential of cloud computing, healthcare services can achieve height-

ened efficiency, adaptability, and innovation, all while maintaining the highest

standards of security and compliance.

While all of these features also apply to centralized platforms for AAL sensors
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and actors are required to be installed in the user’s home and there has to be some

kind of decentralized gateway for collecting and transmitting sensor data to the

cloud platform, as well as triggering hardware actors (e.g. alarms, displays etc.)

locally. Yet, this computing resource can remain compact and cost-effective, as the

computational strength required to process data into actionable insights resides

within the cloud.

3.5 Risks of Moving Healthcare-Services to the Cloud

Moving healthcare and health-related services, like, appliances or systems for

AAL, to the cloud can bring numerous benefits, such as improved patient care

and operational excellence (Liveri et al., 2021). Cloud service providers have the

resources to continuously improve cybersecurity and data protection, making it

a cost-effective solution that can cut IT expenses. A step in the cloud can also

enhance cybersecurity and data protection, which is crucial since the healthcare

sector is highly vulnerable to cyberattacks (Moore, 2020). The COVID-19 pan-

demic has further accelerated the adoption of Cloud-based technology, such as

telemedicine and AI, for triaging purposes. However, this integration also raises

concerns about security and data protection. Liveri et al. (2021) define five security

challenges for delivering healthcare services in the cloud:

Lack of trust of cloud solutions: Stakeholders in the healthcare sector, including

patients, physicians, medical staff, and healthcare organization management,

have expressed a lack of trust in cloud solutions. Patients may trust their

doctors more than a cloud provider to store their medical data. Meanwhile,

medical staff may not be fully aware of cybersecurity and data protection,

making it a challenge to raise awareness and provide training on these topics.

However, it is crucial for all stakeholders to be aware of the offerings of

cloud provider in terms of expertise to prevent human errors and social

engineering attacks.
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Lack of security and technology expertise: On-site IT staff must also deal with

security aspects and new requirements when moving to the cloud. As the

market for IT professionals is generally very tight, and it is often difficult to

find skilled staff, this is another problem.

Cybersecurity investment is not a priority: Insufficient financial support due

to limited public financing or lack of support from healthcare organization

management can hinder the promotion of digitalization and impede efforts

to increase cybersecurity and data protection maturity in the healthcare

sector.

Proving regulatory compliance of the cloud provider: Cloud customers often

struggle to determine which cloud provider is compliant with their specific

legal requirements, which can limit their options for collaborating with

cloud providers. Assessing a cloud provider’s compliance can be difficult or

require significant financial resources for the cloud customer.

Integration of Cloud with legacy systems difficulties: Integrating cloud solu-

tions with existing healthcare infrastructure is challenging and often results

in avoiding cloud services. Legacy systems in the health IT infrastructure

are not supported by updates from suppliers, making integration with new

technology difficult and vulnerable to cybersecurity attacks.

Another big part of the report by Liveri et al. (2021) are challenges concerning data

protection in the cloud. The legal requirements of the EU GDPR (Publications Of-

fice of the European Union, 2016) have recently redefined the requirements in data

protection for IT systems per se and the use of third-party systems, such as cloud

computing services, in particular. In addition to encryption, the transferability of a

user’s data between systems (data mobility), the deletion of data after a specified

period of time, and the clean management of data are requirements that cloud

operators and cloud users alike must comply with. However, the most important

measure and the greatest challenge for developers and cloud solution providers is

the implementation of Privacy by Design (PbD) (see Section 4.6).
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The Cloud Security Alliance (CSA) Top Threats Working Group maintains a well-

established list of critical security and privacy problems in cloud computing for

cloud consumers since 2010. They put "Insufficient Identity, Credentials, Access,

and Key Management" at the top in their latest report of 2022 (Brook et al., 2022).

This is because access to cloud resources is primarily based on identity. This means

that identity has become the new boundary, as it is the primary way to limit access

due to the large number of assets, numerous cloud accounts, and users accessing

them from various locations.

According to Brook et al. (2022) the sixth item on the list is "Unsecured Third-Party

Resources": This term refers to the components, such as APIs, SaaS products,

and open-source code repositories, that make up a product or service. These

are typically provided by external sources. It is common for digital products to

include such elements. If a vulnerability is identified within the supply chain,

attackers can exploit it to target all products connected to it. This is referred to as a

supply chain vulnerability.

These two risks also come up again and again when talking to end users about

cloud systems in general. The reason for this is often reports in the media (compare

(Kedrosky, 2021) for insufficient identity management and (Graham-Cumming,

2021) for unsecure third-party resources), which remain particularly present to

users and often discourage them from using cloud services without worries.

3.6 Conclusion

Starting by introducing the main cloud characteristics and benefits of delivering

services through the cloud, the five cloud-computing actors (according to NIST),

and the current statistics concerning the market relevance of cloud computing,

were shown in this chapter. This was followed by some insights of current mo-

tivations and requirements of German companies for choosing the right cloud

providers. Compliance to EU law is seen as critical, while measures against vendor

lock-in scenarios and for openness and cloud interoperability are only seen as a
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matter of concern by half of the respondents.

The very positive outlook for cloud-computing as technology and business oppor-

tunity leads to technological, financial, and social benefits for moving healthcare-

services to the cloud.

The final part of this chapter discusses the main challenges of delivering health

services through the cloud. The risks of moving healthcare services to the cloud

result in requirements for the further course of this research work. Regarding the

legacy systems, it should be possible to integrate existing services from the field

of AAL by relying on a proven middleware standard (see section 5.1). Another

primary goal is to counter the lack of trust (see section 8.4.1) through more trans-

parency in the access control of information about the user (see chapter 9). The

latter are always referred to in discussions about data breaches (Arcserve Inc.,

2022) and for end users, this is one of the main concerns when discussing the use

of cloud computing. A central topic here is the use of PbD strategies, as mentioned

by Liveri et al. (2021).
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Chapter 4

Data Protection and Privacy

As already mentioned in Section 2.4 and Section 3.5, the greatest obstacle for ac-

ceptance and a serious technical challenge for adaptable and personalized systems

is the protection of data in general and in particular of PII.

In recent years legal entities, industry, and auditing institutions are implementing

mechanisms and processes to build up trust in new services by implementing

regulations, guidelines, seals of approval, industry standardization or certifications

(EuroPriSe GmbH, 2017). In most developed countries there are already strong

regulations that are applicable to all acquiring, storing, processing, or transferring

of data.

In this chapter, a short overview of the most important regulations in Europe is

presented. After showing approaches currently in discussion to implement this

regulations in newly developed systems, special requirements and restraints for

the field of AAL and cloud computing are given.

4.1 Personal Identifiable Information

In this work, the definition of personal data is used as defined by the European

Data Protection Directive (Directive 95/46/EC) by the Publications Office of the

European Union (1995).
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Definition 6. “Personal data shall mean any information relating to an identified or

identifiable natural person (‘data subject’); an identifiable person is one who can be

identified, directly or indirectly, in particular by reference to an identification number or

to one or more factors specific to his physical, physiological, mental, economic, cultural or

social identity.” Publications Office of the European Union (1995)

The ’Article 29 Data Protection Working Party of the European Commission (EC)’

further explains in Opinion 4/2007 (Article 29 Data Protection Working Party,

2007) that this definition covers any information that relates to an identifiable,

living individual. The differentiation of directly or indirectly identifiable is best

described by examples: A person’s full name and address is an obvious identifier

(direct identifier). But a person can also be identifiable from other information, e.g.,

hair-colour, shoe-size, usual activities, and combinations thereof. If there is too

much apparent unspecific information, the information can possibly be combined

to meaningful information and an individual can be identified. This definition is

also technology neutral - it does not matter how the personal data is stored.

4.2 Legal Requirements

According to section 2.1 and section 1.1 of the German Constitutional Law (Grundge-

setz) all citizens have the right to informational self-determination (Rost, 2011). For

this, all data within a system must be acquired, stored, processed or transferred in

compliance with the user and approved by the user himself.

The Directive 95/46/EC (Publications Office of the European Union, 1995) defines

three legally binding requirements that must be implemented in national legis-

lation by all EU member states (e.g., by the Bundesdatenschutzgesetz (BDSG) in

Germany):

1. Transparency: An affected person has to be informed if his data is processed.

The processing entity has to provide name and address, cause of processing,

and the receiving entity of data, to ensure the fairness of processing. The
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affected person has the right to access all processed data, to correct erroneous

data, or to apply for correction, deletion or blocking of data.

2. Legitimate purpose: Personal data may only be used for an explicit and legit-

imate purpose. There may be no further processing if it is not in compliance

with the original intention.

3. Proportionality: Personal data may only be processed, if they are appropriate,

relevant, and not collected excessively based on the according purpose. Data

have to be kept exact and if necessary up-to-date. In addition, identification

of a person based on personal data should only be possible as long as it is

necessary for the specified purpose.

The Organisation for Economic Co-operation and Development (OECD) published

guidelines governing the protection of privacy and transborder flows of personal

data (Gassmann, 1981). They describe that acquired data about a person are

not property of the entity (e.g., a company) that has acquired them, but always

stay property of the affected person. Therefore, the company has to request

consent before processing data (if there are no different legal obligations). Consent

is defined as voluntary written approval, based on an informed decision by a

conscious person. In April 2016, the European Parliament, the European Council

and the EC adopted the Regulation (EU) 2016/679 or short EU GDPR (Publications

Office of the European Union, 2016) to strengthen and unify data protection for

individuals within the European Union (EU). The EU GDPR replaced the Directive

95/46/EC and did not have to be implemented by national law, but was effective

immediately by May 2018.

4.3 Data Subject Rights

A novelty of this revised regulation (Publications Office of the European Union,

2016) are data subject rights, that define the minimal information a data processor

has to provide, and the basic rights of access and possibilities of intervention and
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protection of the data subject.

Right of access by the data subject (EU GDPR Article 15) Information provided

to the data subject should at least include the purpose, the categories of

data collected as well as the recipients of the specified categories and a

supervising authority to raise complaints. Additionally, a retention time

for stored information, additional sources of information about the data

subject and whether an automated decision-making infrastructure is in use

to perform profiling tasks based on the collected data. Furthermore, the

data subject must be informed about the other rights available to him or her,

which are listed below.

Right to rectification (EU GDPR Article 16) The data subject must be able to

correct incorrect information at any time.

Right to erasure (’right to be forgotten’) (EU GDPR Article 17) Data must be

erased upon request under the following circumstances: The data is no

longer necessary to deliver the service, withdrawal of consent by the data

subject concerning the purpose and there is no other legal ground or the

legal regulations prohibit the storing of data.

Right to restriction of processing (EU GDPR Article 18) Apart from legal require-

ments, all processing purposes (excluding storing data) can be restricted by

the data subject.

Right to data portability (EU GDPR Article 20) Collected data can be exported in

a machine-readable format to migrate to another service on request of the

data subject.

Right to object (EU GDPR Article 21) The data subject has the right to object to

processing of personal data at any time, as long as there is no other legitimate

ground or legal requirement concerned that overrides the subject’s right.

These data subject rights have to be taken into consideration when developing

a service and are the minimum legal requirements to all services that are based
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on PII. E.g. the database of a service has to be designed for complete deletion of

information about one user without interfering the functionality of others and

the system operator has to have the ability to export collected data of one desig-

nated user for portability and information purposes. If the option for prearranged

deletion exists, it can be executed effortlessly. However, certain instances pose

challenges to deletion despite this provision. An example is systems that maintain

historical data series without considering the retrospective deletion of individ-

ual data points. This limitation arises when data, like user behaviour (such as

non-anonymized website visits in tracking software), should also be removable

retrospectively.

4.4 Privacy by Design and by Default

This consideration in an early stage of developing services is also stressed on in

the concept of ‘data protection by design and by default’. According to Article 25,

Section 1 “the controller shall, both at the time of the determination of the means for

processing and at the time of the processing itself, implement appropriate technical

and organizational measures, such as pseudonymisation, which are designed to

implement data-protection principles, such as data minimization, effectively and

to integrate the necessary safeguards into the processing to meet the requirements

of this Regulation and protect the rights of data subjects.” Publications Office of

the European Union (2016)

The technical and organizational measures not only have to be present in the final

product, but have to be implemented during the design stage of a system.

When implementing these measures, there are three constraints to be considered:

The “state of the art, and the cost of implementation” (technological possibility

and feasibility), the “nature, scope and purpose of processing” (purpose), and the

“risks of varying likelihood and severity for rights and freedoms of natural persons

posed by the processing” (risk assessment) Publications Office of the European

Union (2016).
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The Section 2 of Article 25 stresses that by default the processing of personal data is

always bound to the specific purpose and only necessary data may be processed.

This has also to be ensured by technical and organizational measures and is rele-

vant throughout the whole data-lifecycle collection of data, processing, storing, as

well as governing accessibility to data. “In particular, such measures shall ensure

that by default personal data are not made accessible without the individual’s

intervention to an indefinite number of natural persons.” (Publications Office of

the European Union, 2016)

The PbD framework originated in Canada in the 1990s (Burns, 2017). The Privacy

Commissioner of Ontario, Ann Cavoukian, wanted to stop the common practice

of applying fixes to privacy relevant bugs after completing a project. The frame-

work should prevent users and developers to privacy-invasive events before they

happen.

Ann Cavoukian defined seven foundation principles for PbD. According to these

the PbD approach is proactive and prevents privacy infractions before they occur

(Proactive not Reactive; Preventative not Remedial), personal information should

be automatically protected by default (Privacy as the Default), and measures have

to be embedded in the design process and not added later (Privacy Embedded

into Design). PbD should not be taken as unnecessary trade-offs, but should

rather accommodate legitimate interests (Full Functionality – Positive-Sum, not

Zero-Sum). It continuously protects data from time of collection to the secure

destruction after the process ends (End-to-End Lifecycle Protection). To assure

that a system is working according to its objectives, PbD requires transparency

and visibility of implemented components for establishing trust among users and

providers (Visibility and Transparency). Finally, PbD protects the interest and

needs of the users for managing and protecting their personal data in a privacy

preserving manner (Respect for User Privacy).

Once seen as a voluntary concept by developers, the EU GDPR is stressing on PbD

and developers have to adopt these foundation principles (Burns, 2017).
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A well-documented example in recent years has been the "Corona-Warn-App" in

Germany (Robert-Koch-Institut, 2020): Initially planned as a nationwide platform

with centralised data storage of movement and encounter data, the application was

fundamentally redesigned after major protests from associations and organizations

(Chaos Computer Club, 2020). Based on tracking APIs provided by the two major

smartphone operating system manufacturers Google and Apple (Apple Inc., 2020)

for a limited period of time, the app only stores the user’s encounters with other

app users on their own smartphone. Keys for users are recalculated daily and only

sent to a central location to warn of infection (in the event of a positive test). To

warn other users individually, only known keys of individuals encountered are

compared and, if necessary, a risk parameter is transferred. The decision to use

a decentralised solution with pseudonymous data and the use of cryptographic

keys to prevent the creation of user profiles was subsequently defined by the

EU as a necessary condition for state infection protection applications (European

Parliament, 2020).

In the context of this thesis, these legal obligations center around safeguarding

privacy. The subsequent sections of the thesis will concentrate on the principle

of privacy by design and by default. For instance, the system only allows initial

viewing of the recorded data by the user, and no other service can access it without

the user’s intervention. Additionally, throughout a service’s life cycle (from

installation and updates to operation and deletion), the system guarantees that the

user consistently receives information about the nature of data being transferred

to the service.

4.5 Privacy Enhancing Technology

The stated example of pseudonymisation in Article 25, Section 1 by Publications

Office of the European Union (2016) for implementing data minimization is a good

example for supporting a relevant protection principle during design phase by an

organizational concept and a commonly implemented technical solution.
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These technical solutions are often referred to as Privacy Enhancing Technology

(PET). John Borking defined PET as follows:

Definition 7. “PETs are a coherent system of ICT measures that protects privacy [...] by

eliminating or reducing personal data or by preventing unnecessary and/or undesired pro-

cessing of personal data; all without losing the functionality of the data system.” Borking

and Raab (2001)

This technology-driven view of a system that prevents personal data by either

eliminating it before processing or by protecting it against undesired processing

assumes that the data is already present in a system. The measures are there to

make sure that misuse is not possible. The European Commission gives a wider

definition and introduces the role of PETs already in the design phase of a system:

“The use of PETs can help to design information and communication systems

and services in a way that minimizes the collection and use of personal data and

facilitate compliance with data protection rules. The use of PETs should result in

making breaches of certain data protection rules more difficult and/or helping to

detect them.” European Union (2007)

Derived from the three classical protection objectives for data security availability,

integrity and confidentiality to maintain an operational state in computing infras-

tructures, data protection specifies these from a users’ rights point of view and

adds three new protection objectives (Rost and Bock, 2011):

Transparency as a prerequisite to control or regulate technical and organizational

processes, and to gain knowledge of the purpose and necessity of process-

ing, the implementation of data minimization, and to satisfy the need for

information of users.

Unlinkability to operationalize combination or separation of processes by identi-

fying the pursued purposes and recognizing similarities or differences, as

well as the necessity for data processing according to these purposes.

Intervenability as operatisation of the rights of affected users and the ability of
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service providers to demonstrate that they can control (and are not con-

trolled) by the system.

To return to the example of the Corona-Warn-App mentioned above, the three

additional protection goals can be transferred as follows: Transparency was created

on several levels. On the one hand, through the publication of essential parts

of the application as an open-source project with the possibility of participation,

and on the other hand, through the participation of various social groups. The

processes were clearly separated from each other in terms of unlinkability, the

data was only used for clear processes and pseudonymised for use. Control over

the use of the app and participation in contact tracing was in the hands of the user

at all times (intervenability).

Above all, transparency from the aforementioned definition is a key aspect that is

pursued in this thesis. The aim is to clearly demonstrate the necessity of processing

information and at the same time to protect all data that is not to be processed

from access in accordance with the PET definition. For this purpose, a policy

language will be developed that is comprehensible to the user and can be easily

represented in textual and graphical form, and appropriate access mechanisms

will check these policies for each access and implement their enforcement.

4.6 Design Strategies

The European Network and Information Security Agency (ENISA) defined eight

technological driven strategies (Danezis et al., 2015) based on the work of Hoep-

man (2014) to implement PETs to support PbD. The first four presented strategies

and examples of applicable design patterns are data oriented and define how data

should be handled before collecting, storing, transferring, and processing.

Minimise: To limit the possible privacy impact of any data breach, the amount of

PII that is stored or processed should be restricted to the minimal amount

possible. This can be achieved for example by thoroughly selecting the real
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relevant data for processing (select before you collect), to anonymize data

before processing, or by using pseudonyms where possible.

Hide: Whenever possible, personal data, and their interrelationship, should be

hidden from plain view. This unlinkability, or unobservability (Pfitzmann

and Hansen, 2010) can be accomplished by encryption of data, mix net-

works (e.g., the TOR Project (Tor Project, 2016) or JonDonym (Jondos GmbH,

2011)), attribute-based credentials, or the use of anonymization of data and

pseudonyms.

Separate: To preclude the possibility of generating a complete profile of a person,

personal data should be processed distributed, or in separate compartments

whenever possible. However, there are no specific design patterns to ensure

this at the moment.

Aggregate: To restrict the amount of detail in the personal data of one individual,

information should be aggregated over groups of attributes or groups of

individuals. “[...] Personal data should be processed at the highest level

of aggregation and with the least possible detail in which it is (still) use-

ful.” Danezis et al. (2015) Possible design patterns are k-anonymity (Sweeney,

2002), and differential privacy (e.g., aggregation over time as implemented

in smart metering environments (Rottondi et al., 2013)).

The following four strategies are addressing process optimization techniques to

further enhance transparency of the system to the affected user, control of data

processing, and intervenability of systems.

Inform: Data subjects should always be informed about which information is

processed, for what purpose, and by which means when using a system.

This necessary information includes the ways of data protection, the overall

security of a system, possible sharing of data with third parties, and personal

data access rights. This strategy is supported by different policy languages,

mechanisms, and frameworks, e.g., Platform for Privacy Preferences (P3P)
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(Cranor et al., 2006), SecPAL for Privacy (S4P) (Becker et al., 2010), or SIMple

Privacy Language (SIMPL) (le Métayer, 2009). For informing about misuse,

data breach notifications are also applicable privacy design patterns.

Control: To gain user consent for processing of personal data, the user has to have

agency to view, update or delete personal data at any given time. Above

this, a user can control and define the data that is processed and whether

to use a certain system. Design Patterns for establishing consent are a user-

centric identity management, and end-to-end encryption support control.

An example of intervenability is a sensor in a smart home environment

that can be deactivated during a visit of friends for privacy reasons. Other

examples are applications on mobile phones that ask for permission to access

the camera roll or the microphone during installation (Google, 2022).

Enforce To ensure that a privacy policy is in place, there should be always one

enforced by default that is compatible with legal requirements. This strategy

can be implemented by access control, sticky policies (Pearson and Casassa-

Mont, 2011), or privacy rights management.

Demonstrate To be able to show how the privacy policy is effectively imple-

mented within the IT system, a data controller is required to demonstrate

compliance with the privacy policy and any applicable legal requirements.

This can be achieved by implementing privacy management systems, log-

ging, and auditing frameworks.

In this thesis, the three transparency-enhancing techniques inform, control, and

enforce are directly implemented by the description of a service (inform a priori),

the system’s monitoring interfaces (inform a posteriori), the newly developed

policy-language and its user interface (control), and the defaults of each policy

(enforce).
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4.7 Characteristics of Data Protection

In a recent report titled “Rethinking Privacy Self-Management and Data Sovereignty

in the Age of Big Data” by Center for Democracy and Technology (CDT) , de Mooy

(2017) describes the different characteristics of data protection in the United States,

Europe and Germany. Where the United States follows a sectoral approach (the

context defines the legal parameters, following a self-regulatory framework with

guidelines by best-practice organizations, and the Federal Trade Comission (FTC)

as consumer-protection agency), data protection in the EU is built on rights and

norms (protecting broader individual rights by normative standards for fair and

legitimate data processing, with the core principles of Privacy by Design and

Privacy by Default). The responsibilities are shared across member states and

enforced in multiple jurisdictions. German laws follow these directives, but also

go beyond them by coining the term informational self-determination (ISD): The

value of a person being in control of their information. This constitutional guaran-

tee of confidentiality is a technology-specific approach and directly derived from

the human rights (de Mooy, 2017).

When developing a system in the field of AAL in Germany, this characteristic

of data protection sets the common ground to implement privacy related tools.

Every person should be defined as a self-determined user who has sovereignty

over their personal data at all times. However, in the case of home care, this also

creates a conflict, as it must be ensured that every user has the ability to make

the necessary settings or that the system makes it so easy for every user that the

system is suitable for everyone.

4.8 Digital Sovereignty

In the recent past, the term digital sovereignty (sometimes also digital self-determination)

has entered the discussion on privacy. Although there is no fixed definition of the

term digital sovereignty, two aspects are usually associated with it:
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1. the self-determined use of digital technologies. E.g. through independence

from manufacturers, data mobility concepts (State of Lower Saxony, 2020)

and - in accordance with the EU GDPR - the protection of rights to one’s own

data

2. the competent and secure use of digital technologies; a digital know-how that

has been sharpened and constantly expanded in practice, e.g. through digital

education and investing in science projects (Ministerium für Wirtschaft, 2022)

Both aspects can be applied to individuals, to companies or even states and

supranational institutions such as the European Union (Celeste, 2021).

Applied to the thesis, both statements are valid in relation to an individual person

as a user. With regard to the second definition, however, the question remains as to

how it can be possible to convey the know-how in dealing with new technologies

at an advanced age or with physical or cognitive limitations and thus build trust

in the technologies.

4.9 Data Privacy in Cloud Computing

The ITU-T Technology Watch Report of March 2012 (Guilloteau and Mauree, 2012)

describes three main challenges to privacy in cloud computing:

Complexity of Risk Assessment: Concerning the risk assessment, there are sev-

eral questions that are often hard to answer for cloud customers, including

who is involved in processing and the roles and responsibilities of these enti-

ties, where the data is kept, processed and replicated, what are the relevant

legal rules, and how all the expectations can be met by the service provider.

By collecting data of customers, and keeping these data for an indefinite

timespan, the FTC assumes that companies can introduce usage scenarios

for these data in the future that are not compliant with the original purpose

of the data collection (Federal Trade Commision (FTC), 2012). This can only

be omitted by regulating retention periods for personal data. According to
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the ITU-T the top security concerns are still data protection and regulatory

compliance for chief information officers (CIOs). The main reason of concern

are data breaches or disclosure of data to third parties, pursuing fraudulent,

commercial or political motivations (see 3.5).

Emergence of new business models and implications for consumer privacy:

Because storage offerings are getting cheaper in cloud environments, the data

retention times are getting longer and some business models are working

towards indefinite keeping of data. This leads to the urge to create new

services based on these vast amounts of data to further lower the cost and

leverage the use of data. As retention times and the pressure to build new

business models often are not transparent to end-users, privacy is seen as

a matter of concern. But the usage of cloud services by end is still growing

nevertheless. Another lack of transparency for the user is loosely connected

SaaS offerings that feel like a single application but are operated by different

companies and may have different terms and conditions. (Federal Trade

Commision (FTC), 2012)

Data Protection and Regulatory Compliance: The two top security concerns

according to CIOs are data protection and regulatory compliance. E.g. may

disclosure of data from a cloud provider to third parties have disastrous

consequences for companies. Although security breaches and data theft are

not cloud-specific, the benefit for an attacker is raised with the amount of

data processed in cloud environments. This leads to a negative impact on

the confidence of cloud offerings. Regulatory compliance can be a challenge

for cloud services in two ways: Accumulated data may be used in harmful

ways by an authoritarian society, on the other hand, companies often have

little control where data is physically stored at a given time. Cloud providers

therefore should protect data with encryption to unauthorized access. The

EU imposes additional requirements on the storage and processing of data

in third countries in this regard (Federal Trade Commision (FTC), 2012).
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Since August 2014, the main standards of protecting PII in cloud computing are

stated in ISO/IEC 27018 "Security techniques — Code of practice for controls to

protect personally identifiable information processed in public cloud computing

services" (Fumy et al., 2014) in combination with ISO/IEC 27002 "Code of practice

for information security management" (ISO/IEC 27001, 2013): Personal data may

only be processed in accordance with customer specifications. ISO 27018 requires

that cloud providers offer tools that help their customers to provide, modify,

delete, and correct end-user access to personal data. Cloud providers have to

define processes, specify the return, transmission, transfer and deletion of personal

data. The transfer of data to law enforcement authorities may only take place in

the case of a legal obligation. The affected customer must be informed of the legal

obligation, unless this information is legally prohibited. Personal data are not to

be used for the purposes of cloud providers. Before personal data are used for

marketing or advertising purposes, the customers have explicitly to give their

authorization to do so. Cloud providers have to disclose the countries in which

processing of personal data takes place. In case of any data security violation,

cloud providers must provide cloud customers with the information needed to

comply with their notification obligation, and the time, nature and consequences

of the data security violation shall be documented.

All these rules have a common purpose: To restore trust in cloud computing

and cloud providers, and to provide tools to enhance transparency for customers

and end users in a complex cloud computing environment. As an example, the

project Accountability for the Cloud (a4cloud) (a4cloud, 2016) tries to implement

a Transparency Enhancing Tool (TET) based on the aforementioned regulation

and standard with two goals in mind: Privacy preservation and usability. They

developed design principles and showed examples for usable privacy policies

for cloud environments (Fischer-Hübner et al., 2014) derived by a stakeholder

workshop and legal analysis. These policies are later used in a first prototype of a

TET to enable end users to track their personal data.

The same approach as for cloud providers from an industry perspective can also
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be applied to AAL systems from an end user perspective. Ultimately, it is always

about trust in the technology, which is hard won and can be lost quickly.

4.10 Privacy in Ambient Assisted Living

Regarding AAL, the picture is also mixed for the protection of privacy. According

to Rost (2011) AAL environments can be narrowed into three different models:

(A) The user (or a familiar person) controls the sensors and evaluation of the data

and makes the decisions as to when and how an action has to be triggered.

The data remains exclusively in the access of the user (or the familiar person).

The AAL deployment paradigm is essentially the use of an observation

system to increase comfort in the sense of home automation, which attempts

to adapt itself automatically to the needs of the user.

The user has full sovereignty over the system and the data.

(B) The user commissions a professional observer to provide an AAL service

(e.g., a security service, a nursing service, a doctor or a hospital). The partici-

pating organizations have access to the sensor data (or even deeper access

to, for example, configurations of the system generating this data) and can

also initiate differentiated actions, such as calling the affected parties back,

or accessing the video surveillance In the rooms of the person concerned.

The data (raw or already processed) leave the users’ environment and be-

come operationally (but not legally) the disposable mass of the professionally

acting observation and evaluation authority.

(C) Professional observers who process anonymized sensor raw data, which

they have captured or received by third parties according to model B, for

their own purposes. The foreseeable prospective buyers of such data may be

statistical offices, insurance companies, safety authorities, scientific institutes

of the medical, nursing or social sciences, as well as system manufacturers

for AAL components.
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Mixed models from models A and B, such as the setting up of escalation stages,

with the pre-examination of an alarm by a confidant of the person concerned,

can then be envisaged, as well as the start-up of assistance measures by nursing

service providers.

It is obvious that in model A, the specific data protection objectives transparency,

unlinkability and intervenability are much easier to implement than in model B.

From data protection’s perspective, model A is therefore unproblematic because

the affected person is fully controlling all activities and data generation. In model

B, on the other hand, extensive contracts must be set up and safety precautions

taken to protect data storages and data flows against unauthorized access and

unintentional or unauthorized evaluations (in particular if, for example, inter-

vention, vitality or behavioural data is transmitted). It is mandatory that only

those components which meet certain interface and protocol standards, which

are certified according to data protection and data security, and which have been

tested and approved by a trustworthy authority are implemented.

According to Rost (2011), a particular challenge will be, which instance is assumed

to have the overall responsibility of an AAL installation or how the responsibilities

for individual components can be divided.

In project reports concerning already deployed AAL systems, privacy protecting

mechanisms are not a thoroughly discussed subject. This could be since the

existing platforms mainly belong to model A. But even complex representatives

like Universal Platform for Ambient Assisted Living (UniversAAL) (Sadat et al.,

2013) have little documentation about their privacy preserving efforts. The project

SmartAssist (Rothenpieler et al., 2011) discusses low-level possibilities to protect

sensor networks from data breaches by using common encryption techniques,

noise signals to keep data safe or TETs to keep their users informed what data is

transmitted to what services.

The Breathe project states in "White Paper on AAL System and Associated Privacy

Issues" (BREATHE Project Consortium, 2015) that they are focusing on four factors
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to enhance privacy and security in their cloud-based video monitoring platform:

1. Integrity: Verifying data transmissions (by checksums).

2. Authenticity: Proof of data source (by ID of source).

3. Confidentiality: Encryption of sensitive data.

4. Multi-Level User Control: Protection of sensitive data by user control.

They are introducing context-aware privacy levels for video capturing within a

user’s home by evaluating identity, appearance, location, activity and the identity

of the observer and deciding which level of detail the video system is allowed

to capture. The collected data can be represented for monitoring purposes by

different context-aware visualization levels, and the user can always deactivate

the system at will.

According to Memon et al. (2014) privacy preservation is not yet seen as a qual-

ity attribute of AAL systems. Although security (encryption and access control)

is of importance for acceptability among the end-users, other major quality at-

tributes are usability, reliability, maintainability, efficiency, safety, accuracy, and

dependability.

Braun et al. (2016) show in their study that the target audience emphasize that

they have a sense of shame when confronted with a video system, but are at the

same time willing to accept sharing of personal data with other entities in AAL

environments. In their view, this could be due to the abstract nature of the term

data privacy, but the immediate feeling of shame. However, a loss of data to

criminal subjects is seen as a real threat by the target audience.

van Heek et al. (2017) directly focus on data security and privacy in their study.

Although the average needs for data security and privacy were on a moderate

level with regard to all interviewed participants, they stated that they wanted

to have control over the access of their data, see data security as an important

attribute for AAL, and realize the possibility of abuse of leaked data. The own
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privacy of the participants is as important to them as the privacy of others, and

they want to control their own privacy.

In a study conducted by Wilkowska et al. (2022), which investigated the acceptance

of sensors in people’s own homes, participants emphasised that the security of

their privacy was more important to them than their health. The protection of

privacy should therefore be the most important priority in the development and

implementation of AAL systems. On the other hand, they said they would be

more willing to disclose private information about themselves to informal and

professional carers if it could protect them from becoming seriously ill. A large

proportion of them also stated that they would make their data transparent if they

were in acute danger.

Stutz et al. (2016) define measures that have to be implemented by system de-

velopers and providers to support data protection and information security in

AAL systems. Their work is based on the approach of Privacy by Design and

by Default by Cavoukian (2010), that is also included as a central concept in the

EU GDPR (Publications Office of the European Union, 2016). They propose a

consent-based system where a user has to be informed about the data usage and

no data is allowed to be transferred, stored or processed without the consent of

the user.

4.11 Conclusion

Data protection and privacy is one of the most important objectives for systems

which are subject to the EU GDPR, and often referred to as the major acceptance

factor for broad adoption. In this chapter, the concept of Personally Identifiable In-

formation (PII) was introduced, legal framework conditions were derived, and the

primary concepts of Privacy by Design (PbD) and Privacy Enhancing Technologies

(PET) were discussed. Further elaboration on the design strategies and implemen-

tation approaches will be provided as the work progresses. It concludes with a

discussion of current data protection concepts in the two areas of cloud computing
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and AAL. PbD, in particular, is taken up again in the further course and represents

an essential aspect for the architecture of the platform and the requirement for the

privacy policy. Part of the work of Wilkowska et al. (2022) is directly considered

for the contextual access control system that will be implemented later: Users can

set special access control rules for emergencies while maintaining privacy during

normal operation of the system.
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Chapter 5

State-of-the-Art in Platforms for AAL

As described in Section 2.1 the second generation of AAL introduced home sensors

to recognize the user, the behaviour, and changes in daily activity patterns over a

period of time. To integrate different sensors, combine sensor data into meaningful

and interpretable information, and calculate according system responses, many

smart home projects emerged. The second step towards platforms for AAL have

been independent and extensible middleware systems.

AAL architectures are the technological successor of smart homes with intercon-

nected sensors, actuators, computers, and other devices in the environment (Haigh

and Yanco, 2002). Although nowadays, smart home is a synonym for comfort,

leisure and security functions, the original focus lies on assistance and monitoring

elderly people in their home environment. Due to the complexity of the first sys-

tems, the main controller was often referred to as a black box and interconnecting

it with other or new systems was not possible or feasible [(Korff, 2013). Different

projects try to open up or standardize the functionality of the middleware to create

a common basis for future AAL projects and to provide a centralized management

platform and distribution platform.

One of the first projects, that put its focus on a way to adapt to newly developed

devices and integrate them into an entire system, has been the Gator Tech Smart

House by Helal et al. (2005). In their approach, a Programmable Pervasive Space

57



can be constantly extended with new emerging technologies. Devices in the

physical layer are converted to software services by the platform, that can then be

programmed or merged with other services to create complex applications.

A problem according to Alam et al. (2012) is the technological limitations of early

projects: The introduced technology is visible for the user and not "ambient"

enough, that a user can easily forget about it and go on with his life like before.

According to them, the main goal should be to optimize systems to the user

requirements, but without the need for the user to adapt to the system.

Memon et al. (2014) define the role of an architecture for AAL as follows:

Definition 8. “[. . . ] An AAL solution is an integrated system-of-systems composed of

systems, subsystems and components, providing a part of the overall AAL system and

its services. The architecture defines the distribution and relationship among the AAL

systems, subsystems and components.” Memon et al. (2014).

To achieve that a collection of systems, subsystems and components becomes a

coherent system, the architecture needs a connecting element or a common lan-

guage. In AAL systems, this connecting element is the middleware technology.

This crucial component serves as the intermediary layer that enables seamless

interaction between diverse devices, sensors, applications, and services within the

AAL ecosystem. The middleware acts as a bridge, orchestrating data flow, man-

aging communication protocols, and ensuring interoperability among disparate

elements, thereby forming the backbone of the entire AAL framework.

5.1 Middleware in Ambient Assisted Living Systems

Many of the currently developed solutions rely on integration in a networked

environment connected to a middleware, that connects and translates manage-

ment operations to the different sensors, actuators, and devices. Earlier projects,

such as the aforementioned Gator Tech Smart House, used specially developed

middleware technologies. However, this either requires customisation when im-
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plementing new functions or, in the case of very generic middleware interfaces,

can mean that not all functions of a new service can be used.

The AALIANCE consortium (Dario and Cavallo, 2014) recommends using a mod-

ular and open approach for new services and software in the field of AAL. For

remote management for software upgrades and installing new software to an ex-

isting platform, the OSGi (The Eclipse Foundation, 2015) is considered one of the

possible solutions for middleware. The central feature of OSGi is the possibility to

include, update, start and stop applications or services as bundles during runtime

without the need for a restart of the whole environment or connected services.

On top of this, the specification enables for automatic dependency resolution and

remote bundle stores, that work as libraries of installable services. Therefore, it is

adopted in different AAL architectures and many developers are delivering their

applications or device-drivers as OSGi bundles with well-documented interfaces

and requirements.

Different projects open up or standardize the functionality of the middleware to

create a common basis for future AAL developments and to provide a centralized

management platform and distribution platform. The following section describes

the historical development of various projects, some of which build on each other.

5.2 Architectural Approaches

The Ambient Intelligence for the networked home environment (AMIGO) project

(Janse, 2004) developed an architecture that is based on a middleware, that operates

across different application domains and across different homes and environments.

The Amigo architecture comprises several key layers, including a foundational

middleware layer, an intelligent user services layer, Amigo-aware applications,

and a programming and deployment framework. The middleware layer and

user services layer cater to the specific functionalities required for a networked

environment and an ambient in-home network, respectively. At the topmost

tier of the architecture, Amigo-aware applications and services reside, while the
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programming and deployment framework empowers developers to craft diverse

applications and services. To demonstrate its potential, they developed the Amigo

Community Sharing Services (CHESS) that uses web-services to communicate or

share time together with relatives. Most of the applications are web-based and can

be accessed by any device with a web-browser. The main focus of the middleware

lies on automatic device and service discovery within the home network, and the

architecture and the architecture is primarily aimed at device manufacturers and

system integrators.

Middleware platform for eMPOWERing cognitive disabled and elderly (MPOWER)

created a middleware based on OpenESB (OpenESB, 2023) with a strong focus

on rapid development of applications by implementing standards-based web

services in the home domain (Walderhaug et al., 2007). The system supports the

interoperability between profession and institution-specific systems (e.g. Hospital

Information System). It supports secure and safe social and medical information

management, and addresses the need of mobile users (e.g. professional care-

givers) which often change context and tools. The service is designed so that the

conversion of messages into other standards is possible by providing a suitable

XSL-Transformations. This allows data to be exchanged with other systems and

actions to be initiated.

The Ambient Intelligence Reference Architecture (AmIRA) project by Berger et al.

(2007) shows in a very abstract way how the parts of an AAL system interact

and which underlying modelling is necessary for this. As shown in Figure 5.1

the main part is divided into two modules. The foundational element known as

the Perceiving and Understanding building block relies on sensors and diverse data

sources to gather information regarding the present condition of the pertinent

environment. Examples of these sources include sensor systems like positioning

systems and other data repositories such as timetable data. Its primary role in-

volves the integration of this diverse data into a unified world state, a process

known as world state integration. Subsequently, it utilizes this integrated per-

spective to identify and comprehend relevant situations, a task termed situation
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understanding. The Reasoning and Acting building block is rooted in the Situation

Figure 5.1: The Ambient Intelligence Reference Architecture (AmIRA) (Berger
et al., 2007)

Understanding layer, which furnishes details on both current and past situations,

encompassing discrepancies and discordant states. Leveraging this information, it

engages in application-specific and situation-dependent problems solving. The

solutions derived serve as the foundation for furnishing decision support to users

and executing autonomous behaviour. To implement decision support and au-

tonomous behaviour, human-machine interfaces and actuators play a pivotal role.

All decisions depend on three models that build on each other: The world model,

which describes the state of the overall system, the state model, which describes

what is currently happening, and the problem model, which describes a problem

to be solved.

The SOPRANO project (Balfanz et al., 2008) developed an open middleware for

AAL solutions with another object of research: The SOPRANO Ambient Middleware

(SAM) enriches user commands or sensor data semantically and determines an

adequate system response, that is then performed in the living environment by the

connected actuators. The middleware was introduced together with guidelines to

develop new services or integrate actuators and sensors by Schmidt et al. (2009).

These guidelines apply for different stake-holders that are keys to success for sys-
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tems in the field of AAL: These are developers of actuators and sensors, providers

of value-added services, solution developers and care providers, relatives or the

users themselves. The semantic interpretation of actors, situations, and states is

based on a powerful ontology, which was taken up by other platform developers

in the further course of development.

The Feelgood System (Hietala et al., 2009) provides a middleware for exchange of

personal health records (PHR) with different institutions and patients.

Figure 5.2: Feelgood reference architecture for PHR services (Hietala et al., 2009)

Figure 5.2 illustrates the Personal Health Record (PHR) reference architecture. At

the foundational level lies the enterprise’s information systems along with fun-

damental services. Moving up to the second layer, one finds service components

that may exist both within and outside the enterprise. These service components

serve as essential elements utilized by applications situated on the third layer.

Applications on the fourth layer are accessed by a set of processes. Above that,

the fifth layer comprises users, broadly categorized into citizens and professional

users. These vertical layers are responsible for managing communication between

different layers, ensuring quality of service, aligning information structures, and

overseeing management services such as security management.

Realizing that AAL systems get too diverse and cannot be provided as commercial-

of-the-shelf (COTS) solutions (as has also been demanded in the course of stan-

dardisation attempts by Memon et al. (2014)) the follow-up project of SOPRANO
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by Balfanz et al. (2008) is OpenAAL an open middleware for AAL projects (Wolf

et al., 2010). They propose easy implementation and configuration of situation-

dependent and context-aware personalized AAL services and try to cope with the

diversity in AAL systems. The middleware is based on OSGi and can be used to in-

troduce loosely coupled platform services. The proposed Business Process Execution

Language is introduced to process the captured sensor data and situation inputs

in an ambient environment and provide adapted services by ontologies-based

reasoning of information.

Wartena et al. (2010) developed Continua, a system that consists of:

• the Personal Area Network (PAN) Interface for communication within the

proximity of an individual

• the Local Area Network (LAN) Interface for communication within a specific

location or facility

• the Wide Area Network (WAN) Interface for communication from home/of-

fice/facility to backend service providers

• the Health Reporting Network (HRN) Interface for reporting to enterprise

systems like hospitals or telehealth service providers

The Open architecture for Accessible Services Integration and Standardization

(OASIS) project (Jaszczyk and Król, 2010) focuses on an ambient intelligent (AmI)

framework with software-agents based upon an OASIS hyper-ontology as common

language. The ontology can combine multiple ontologies in the same application

domain or different domains. The OASIS System consists of the AmI Framework,

based on software-agents, and a Interaction Platform with a user interface to com-

bine new sensor data to new services and the ability to self-adapt to different

devices.

ProSyst delivers a framework for eHealth scenarios based on OSGi to manage sen-

sors and devices over different protocols (Petzold et al., 2013). The management

software (mBS Smart Home) is installed at the user’s home and able to be adopted
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to already installed sensors or actuators. It delivers applications for predefin-

ing home automation scenarios, notification of specific events and configuring

interfaces for collecting data of installed sensors. On top of this, it is possible

to deploy domain-specific applications for eHealth. ProSyst offers a backend

(mPower Remote Manager) for remote management of services and applications:

These can be installed, updated, started, stopped or deleted remotely through a

Software Management service in the backend. The backend is installed off-site

and connected via LAN or internet over a secured connection. Developers are

able to use a Software Development Kit for new applications in the Smart Home

environment. The mBS Smart Home and mPower Remote Manager are considered to

be closed source.

Another attempt is to merge promising or already successful partial solutions with

different technical requirements into one big and flexible framework. The project

UniversAAL (Sadat et al., 2013) tries to build up one "Consolidated European

AAL platform" (Ferro et al., 2015) and integrates different software modules of

other European research projects such as Amigo (Janse, 2008), MPOWER (Mikalsen,

2009), OASIS (Bekiaris and Bonfiglio, 2009), SOPRANO (Balfanz et al., 2008) and

PERSONA (Fraunhofer AAL, 2008) into one single AAL solution.

Figure 5.3: The Runtime Support Platform of universAAL (Ferro et al., 2015)

Figure 5.3 gives an overview of the universAAL building blocks:
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• The Middleware serves as the fundamental core within any runtime plat-

form, aiming to conceal distribution intricacies while enabling seamless

connectivity among all components deployed in the AAL system. Acting as

an intermediary between communicating entities, it masks the technological

diversity inherent in these elements.

• Context management establishes the framework for effective communication

between context data providers and consumers, employing both push and

pull mechanisms. It ensures that data adheres to a standardized model,

enabling seamless understanding and exchange among all involved parties.

• The service management building block streamlines service-based interoper-

ability by overseeing service registration and functioning as an intermediary

between service providers and consumers to manage service requests. For

instance, it identifies alignments between incoming service requests and

available service providers. Additionally, it offers capabilities for service

composition and orchestration, enabling the integration and coordination of

various services.

• The UI management building block tackles the complexities involved in

the direct interaction between an AAL environment and its users. It en-

sures that applications remain independent of the specific input/output

infrastructure present in diverse AAL spaces, which can significantly vary in

occurrence. This framework establishes guidelines for capturing user input

and presenting system output to human users.

• The local device discovery and integration component (LDDI) serves the

purpose of seamlessly integrating diverse hardware devices into the Uni-

versAAL platform. Many AAL applications demand specialized devices

that arrive pre-packaged without the option for device manipulation. As a

specialized building block, this component plays a crucial role in harmoniz-

ing the integration of these devices into the system, enabling their seamless

incorporation despite their specialized nature.
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• Remote interoperability oversees platform operations concerning interac-

tions between AAL spaces and external environments. It facilitates vari-

ous essential functions, including remote assistance provision by service

providers, monitoring from a distance, accessing services within AAL spaces

remotely, importing external services into the AAL environment, and estab-

lishing communication between different AAL spaces.

• The security block within UniversAAL encompasses trust establishment,

privacy awareness, and access control on all layers.

This first release of UniversAAL consists of the AAL Studio, an integrated develop-

ment environment with different Eclipse (The Eclipse Foundation, 2022) plugins,

the Runtime Support Platform (RSP), UniversAAL Control Centre (uCC), for managing

the platform, and UniversAAL store (uStore), to provide one single repository for

new software and services. Its goal is to make it viable for developers to create

new AAL services. Interested developers are therefore provided with extensible

knowledge-bases, online courses, wikis and personal training sessions. The uStore

is seen as a central marketplace to distribute the developed applications based on

UniversAAL.

The work on UniversAAL marks the end of the major research projects that

focused on a generalised and standard-setting platform for ambient assisted living.

Meanwhile, no more relevant projects have been included in the major funding

programmes at EU level. Research among the European funding programmes

(Publications Office of the European Union, 2023, Search terms: AAL, Platform)

and in the funding line for AAL under Horizon 2020 (AAL Association, 2023) did

not reveal any relevant innovations after 2017. It therefore looks as if the efforts to

design a common standard platform for AAL projects have lost traction.
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5.3 Cloud Computing in Ambient Assisted Living

The AAL platforms that are presented in section 5.2 mostly require an installation

of the whole system in a user’s environment. The needed working power can

mean high costs for the initial setup of such a system. Another possibility that

is currently discussed is the use of cloud systems for special services that can be

accessed via web-interfaces by different systems or institutions.

Kim et al. (2012) present a platform approach to share health data in the cloud

securely. The system is built around Microsoft HealthVault Microsoft (2016) and

DACAR (Fan et al., 2011). The patient-centric solution provides strong security and

privacy characteristics and is entirely governed by the patient. It allows sharing

of health data between hospitals, trained care-personnel or relatives to indicate

changes in the health conditions among different support groups of the user.

Ekonomou et al. (2011) introduced a cloud-service for maintaining an installation

of an AAL solution in a home environment. They developed an extensible OSGi-

based architecture for highly heterogeneous smart home systems. This architecture

is focused on the integration of new devices by using a cloud-based service for

discovering drivers in a manual, semi-automatic and automatic way. The user

interface for the auto-discovery is displayed on a smartphone for ease-of-use.

The project Cloud-oriented Context-aware Middleware for Ambient Assisted

Living (CoCaMAAL) (Forkan et al., 2014) tries to move the AAL platform to the

cloud. Their focus is on the implementation of a service-oriented architecture

(SOA) for unified context generation. Data of installed sensors and devices in the

smart living environment is collected by a Data Collector on-site and transferred

into the cloud. This data is combined by a Context Aggregator and interpreted

based on classifications obtained by Context Providers. A Context-aware Middleware

matches this context with services provided by a Service Provider Cloud and sends

appropriate actions back to the Data Collector to activate actuators or devices.

Besides this high-level architectural description, no further information or code is
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provided by the authors.

El Murabet et al. (2017) introduced the concept of Platform As A Service within

the context of Ambient Assisted Living for the first time.

Figure 5.4: SOA-based AAL architecture (El Murabet et al., 2017)

In their approach, the architectural model relies on Service-Oriented Architecture

(SOA) with loosely coupled software components based on Node.js (see Figure 5.4).

The system gathers situational and environmental information about individuals,

locations, and objects through an indoor sensing environment. This setup includes

various devices like wireless sensors, cameras, movement detectors, etc., managed

by a Device Gateway and Remote Gateway. Additionally, historical health-related

data is stored in other data repositories.

To process this data, Data Processing software is utilized. This integration point

facilitates the extraction, transformation, and unification of the collected data to

derive meaningful insights.

Within the architectural model, services are interconnected to facilitate the ex-

change between service consumers and providers. A process choreographer
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ensures coherence among services and defines suitable processes to be initiated

by the designated actuators. Actuators, capable of executing actions toward users

or their environments, are stimulated based on the knowledge derived from

processed data.

Apart from this description of the individual components, no more detailed de-

scription of the composition of the platform or the used cloud infrastructure is

currently available.

5.4 Reusing and Extending Existing Platforms

The two most promising platforms for research on new approaches for ambient

intelligent services in the field of AAL at the time of writing are UniversAAL

(Ferro et al., 2015) and CoCaMAAL (Forkan et al., 2014). UniversAAL delivers a

platform that can be configured for developing applications, testing applications

and test bed installations. The complexity of the platform itself and the still

ongoing development makes it difficult to test and implement new mechanics

in the architecture. Nevertheless, there are aspects that have to be considered

when building the system architecture, like the introduction of ontologies for

classification of collected data, the uStore for providing new applications or OSGi

as a common basis for developed plugins. Furthermore, UniversAAL is based on

local installations.

SpeciAAL tries to build up an AAL PaaS (Platform as a Service) in the cloud. The

project CoCaMAAL is presenting an architecture that is cloud-based as well, but

above that, no further information of the development state is provided. The same

applies to the PaaS approach based on SOA from El Murabet et al. (2017). At the

time of this work, no starting point could be found for the further development or

adoption of technically transferable approaches.
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5.5 Data Security in OSGi

The AALIANCE consortium recommends using a modular and open approach

for new services and software in the context of AAL (Dario and Cavallo, 2014).

For remote management for software upgrades and installing new software to

an existing platform, OSGi is seen as the most adopted middleware in AAL envi-

ronments (The OSGi Alliance, 2014). The central feature of OSGi is the possibility

to include, update, start and stop services as modular bundles during runtime

without the need for a restart of the whole environment. Existing systems based

on OSGi are, among others UniversAAL (Sadat et al., 2013), OpenAAL (Wolf et al.,

2010) or Soprano (Schmidt et al., 2009).

The downside to the flexible extensibility and adaptability of OSGi based systems

is the vulnerability to malicious software extensions that can violate security con-

cepts or disrupt the whole system. Huang et al. explore the security mechanisms

of OSGi and divide them in three layers: The security features of the Java Virtual

Machine, security mechanisms of Java (e.g. sandboxing), and the security concepts

of OSGi itself (granting access of access between bundles based on the Java 2

security architecture). To further improve the security, they propose an Advanced

OSGi Security Layer (AOSL) to audit bundles and detect anomalies during run-

time (e.g. denial-of-service attacks by exceeding load or thread-duration) (Huang

et al., 2007). A similar way of anomaly detection is presented by Wang et al.

(2012): By using a Service Monitor and Java Virtual Machine (JVM) Monitor and

service proxies, they keep track of the execution time and memory consumption

of services to provide assistance in finding anomalies. Although the presented

work does not focus on anomalies’ detection, service proxies are used to intervene

in the platform processes without the need of modifying the deployed bundles.

Another way of isolating components to secure the overall system is shown by

Geoffray et al. (2009). They modify the Java Virtual Machine and prevent malicious

components to bring down the whole OSGi system. According to them, this

is necessary to compensate the original assumption of general trust between
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components within an OSGi environment.

A solution of Security-by-Contract (SxC) in OSGi is presented by Gadyatskaya

et al. (2012). The manifest-file of each bundle is extended by a contract that

contains information about the functional requirements and the accessibility by

other bundles of the OSGi environment and is evaluated during deployment by

the Platform Security Policy. If the evaluation fails and contracts are incompatible

with the current platform policy, the bundle will not be deployed. Putting initial

requirements and further descriptive entries in the manifest-file is also of interest

in the presented approach to further detail the purpose and the implications of

a new installed service. Parrend et al. (2007) present a Privacy-Aware Service

Integration. They propose a framework for ensuring privacy policy-compliant

services and a metadata language for privacy checks in an OSGi environment. The

service provider has to ensure that all offered services are secure and tested before

installation, and that they provide the information needed by the platform during

deployment and for privacy evaluations. Service restrictions are then realized by

so called RestrictedContext: Bundles can only access other bundles they are allowed

to discover by policy.

Due to the belief that it is not easy to control both, the service provider and the

client, in a way to guarantee a sound, secure and privacy consistent platform, the

presented solution has lesser necessary preparatory work and basic assumptions.

5.6 Conclusion

This overview of current projects in the field of AAL presents a classification of

the chronological development of smart home environments and platforms for

AAL. The core of an AAL system is always the connection of sensors, actuators

and connected services. Through middleware and a central decision logic, data is

combined into information that can trigger certain events (see Section 2.2).

Previous projects have each dealt with different aspects: They provide guidance
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for service developers, simplify the connection to middleware by standardizing in-

terfaces, simplify the management of eHealth services, simplify the integration of

end devices by automatic recognition, develop an ontology for AAL applications,

or try to consolidate and merge the existing solutions. The existing solutions of

AAL systems with a cloud computing approach form a broad spectrum from sim-

ple possibilities of data exchange, to home installations with remote management

extensions, to the complete shifting of reasoning tasks to the cloud. Since OSGi is

a frequently used element for AAL middlewares, this chapter also deals with the

data security concepts.

Parts of this chapter were published in the peer-reviewed paper "An Ambient

Assisted Living Platform as a Service Architecture for Context-Aware Applications

and Services" (Kuijs and Reich, 2014).
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Chapter 6

Preliminary Considerations

Even though it was not possible to identify a basic architecture to reuse for this

project in the previous chapter, commonalities, and trends were identified in recent

architectures that should be incorporated into a new architecture. Consequently,

the next segment addresses the primary requirements. Subsequently, it introduces

the use cases intended for examination within the thesis, which will also function

as illustrative examples throughout the remainder of the work.

6.1 System Requirements

Requirements for architecture are derived from the main concepts presented in

the last chapter:

• OSGi can be considered the basic technology for middleware. This gives

the system access to already established implementations and secures the

connection to legacy systems (see Sadat et al. (2013) and Wolf et al. (2010)).

• The functionalities are accessed via web interfaces. On the one hand, this

can be done via web interfaces or web services and thus offers flexibility to

connect end devices that are adapted to the users (see Berger et al. (2007),

Kim et al. (2012), and Ekonomou et al. (2011)).

• New functions can be installed via a bundle repository. This creates a central
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marketplace that can be used for updates in addition to the presentation and

installation of new functions (see Sadat et al. (2013)).

Regarding access management, the following requirements arise:

• OSGi services that are new or updated must undergo monitoring at every

stage of their lifecycle to detect anomalies (see Huang et al. (2007) and Wang

et al. (2012)).

• The manifest-file of OSGi bundles can be extended by meta-informations for

access policy creation purposes (see Gadyatskaya et al. (2012) and Parrend

et al. (2007)).

6.2 Use Cases

The success of a system for AAL depends on customizing its services to meet the

varying needs of users in specific usage contexts. Adjusting service functionality

based on the user’s environment, needs, and profile through context-based service

adaptation is key. Because of the data minimization principle mentioned in Article

5(1)(c) of the EU GDPR (Publications Office of the European Union, 2016) and

Article 4(1)(c) of Regulation (EU) 2018/1725 (Publications Office of the European

Union, 2018), not every service gets all the information. For example, the com-

munication service providing audio and video telephone calls, should not get

information about the health condition of the user. It gets access to information

about the volume, the contacts and possible colours or font sizes for the user

interface.

For this reason, information is grouped into categories for which independent re-

lease permissions can be granted. Subsequently, within the thesis, these categories

form the basis of the underlying ontology.

Adaptation of services in SpeciAAL is founded on the context of the user. The

following sections describe the use cases and the information that is used for
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adapting the services. First, a brief description of the user is given, showing his

current situation.

User description:

Mr. F. is a 73-year-old widower, has two children and lives alone on a big farm outside a

small rural town. One of his children lives abroad, the other in a city far away, so they

rarely can visit their father. Mr. F. is a member of a model railway club in the city about

30 km away. Once a week, he used to attend the club meetings. Recently, he broke his leg

after he slipped on an icy surface and therefore has mobility limitations and cannot leave

the house very often. His children are worried because his friends and also his club mates

from the model railway club don’t have much time to visit Mr. F. personally.

Information Items Information Category

Children Contacts

Model Railway Club Interests

Club members Contacts

Clubhouse 30 km away Environment

Winter/Icy surface Environment

Broken leg Health

Table 6.1: The relationship between items of information about the user and
information categories

To support Mr. F. in his daily tasks, the SpeciAAL platform assists him in com-

munication, information acquisition and learning. With this platform, he can

stay socially integrated. Especially his children can feel more comfortable, by

contacting him more easily during this convalescence period.

Use Case 1: Communication Assistance

Each contact in Mr. F.’s address list has specified several communication channels, like

telephone, email, video chat, SMS, etc. Additionally, each contact has defined information
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about the availability of the different communication channels based on the contact person’s

daily habits or appointments. It is assumed that there is always at least one communication

channel, where the contact can be reached in an urgent situation. Suppose Mr. F. wants

to communicate with one of his children. All he has to do, is to select the names of

his children from his address list. After this, the SpeciAAL platform automatically

selects the communication channel based on the aforementioned schedule and preferred

communication channel (e.g., SMS because his son is busy).

The communication app itself is just a simple client service, getting only the infor-

mation needed to interact with the user. Therefore, the main context information is

about the contacts saved as individuals of the class Contact. For the communication

app, information about the system preferences of the user are used to adapt the

GUI. Most of the settings can automatically be derived from the health condition

of the user (information category: HealthCondition). For example, if the user has a

red-green colour blindness, these colours should be excluded from possible system

settings or if the user has a hearing deficiency, the volume should not be set under

a minimum level. This information can be saved in the class SystemPreferences.

Other information must be collected manually, like information about existing

accounts.

Use Case 2: Information Acquisition Assistance

Another application on the platform helps Mr. F. find assistance from other people in

the countryside. Although he stopped active farming, there are many things to be done

on his farm. He has to feed his bunny, do lawn mowing, go shopping, repair things

once in a while, clean the house, etc. All this is very difficult or impossible for a mobile

restricted person. If he needs help, he should be supported by a SpeciAAL service. Because

the platform knows the user’s health condition, it offers an “search-and-offer” service

automatically. This could be used to search for assistance in the aforementioned daily or

weekly tasks, but also for special occasions. For instance, if there is a social meeting with

the model railway club, he would like to participate in, the system will automatically help

him to get a lift or special transportation. If his health condition gets worse, and he cannot
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attend the meeting, the lift will be cancelled by the system. Because the system also knows

about the environment, e.g., the weather condition, it can automatically organize help, for

example, to clear the snow.

Information Items Information Category

Appointment with model railway club Environment (Time)

Tasks Activities

Table 6.2: Additional Information for Use Case 2

For the application which assists the user in organizing information acquisition,

primarily knowledge about the health condition (information category: HealthCon-

dition) and environment (information category: Environment)of the user is helpful.

The main advantage of this app is that it asks if it should organize assistance in

something, depending on the actual context. Context could be, for example, the

condition of the user, his impairments, the weather, the time, the sensors in the

house, etc. Due to the information given by the information categories, the system

can decide if there is a need for a special service or not. But for not deciding

absolute autonomously, the user is always asked if he really needs help.

Due to the acquisition of the interests, activities and personal preferences of the

user, it is possible to offer the user with the “search-and-offer” service assistance

of finding all kinds of support. Since the user in our use cases has a broken leg, he

could get a snow shovelling offer automatically, during winter time. The model

railway passion of Mr. F. can be supported by helping him to get a lift for the

weekly meetings by the “search-and-offer” service. It uses the information saved

in the instances of the classes Interest and Activity for providing personalized

functions.

Use Case 3: Learning Assistance

Every day, Mr. F. uses the SpeciAAL platform’s fitness service. The fitness service guides

Mr. F. through his every-day exercises like arm circles, arm curls or leg straightening.
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Because of the new change in health condition, the service automatically skips exercises

which are not suitable for a broken leg and adds some arm movement exercises to reach

the same fitness level. As he recovers slowly from his leg fracture, the system can include

specific exercises for his legs to restore his mobility.

The fitness status of Mr. F. can be gathered by the Education class. If he reaches a

new level of fitness by doing all the required exercises, the level can be saved in

this class. Through the History class, it is possible to consider the whole progress

of fitness condition. If there are steps backwards, the exercises could be adapted

accordingly. The health condition information makes it possible to automatically

offer only the exercises that are feasible for the user with his current impairment.

6.3 Conclusion

This chapter describes the main requirements for the thesis in the two areas of

architecture, with a starting focus on the middleware and interfaces to be used,

as well as on the design of access rights. These elements were recognised as

commonalities and trends from the previous literature research.

In addition, various use cases were presented to illustrate the practical application

scenarios and emphasise the adaptability of the system in different contexts. These

preliminary considerations serve as a cornerstone for the subsequent development

phases to ensure a well-defined system that is in line with the defined objectives

and user needs.
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Chapter 7

The Architecture of SpeciAAL

The first part of this research focuses on delivering cloud-based services for AAL.

Cloud computing enables service providers (e.g., caregivers or day care facilities)

to deliver services without the need for investing in expensive technical equipment

in advance. By delivering services through the cloud, the high start-up costs can

be reduced significantly, and it will be feasible for service providers and users to

try out new or innovative services without the need of a high investment. This

extensibility can be provided by a customizable PaaS that is run by the service

provider. The PaaS is considered to run in a private cloud, as adaptation of

the system to the user’s need is heavily based on personal user data. But as

described in chapter 3 this setting has the downside, that it will not scale beyond

the boundaries of the physical hardware that is used for running the private cloud.

For this, the private cloud is extended by services that may run in the public cloud

(e.g., third-party cloud providers).

7.1 Acknowledgement

At the beginning of development for the architecture in the context of this thesis,

some of the technologies now in use for providing scalable services in the cloud

were not yet available. This thesis therefore uses virtual machines as working

nodes and presents PaaS management for scaling on a VM basis. If this architecture
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were to be developed again from today’s perspective, the much more lightweight

container technology based on Docker (Docker Inc., 2023) or Kubernetes (The

Kubernetes Authors, 2023) would be used. Containers represent specialised run-

time environments that are much less generalised, can be used both stateless and

stateful, and can therefore be put together to form an overall system in a very

similar way to bundles in OSGi.

Nevertheless, basic mechanics such as the basic structure of the management

system, the provisioning of a dOSGi layer, centralised access to data storage and

the redistribution of resources can also be transferred to the new technology.

7.2 SpeciAAL and Cloud Computing

SpeciAAL is based on OSGi (The Eclipse Foundation, 2015): OSGi supports in-

stalling, starting and stopping software bundles during runtime. By introducing

tools for managing and resolving of dependencies between bundles, the applica-

tion can be extended or updated during runtime without the need to restart the

whole environment. OSGi has also been chosen, since it is a seen as a standard

technology for Smart Home environments and AAL platforms (OSGi Alliance,

2016).

The main idea of the presented architectural approach is to provide a platform

for OSGi applications in the cloud. When leveraging services to the cloud, it is

often required to have the ability to scale resources according to the computational

demand.

At an IaaS provider, scaling can be achieved by providing bigger or smaller

Virtual Machines (VMs) in terms of computational power or memory resources,

by providing bigger or smaller storage nodes or by load balancing network traffic

among different VMs or with different priority.

At the SaaS level, scaling is often achieved by load balancing requests between

more or fewer nodes of the same application. For this the application has to be
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either stateless, has to provide synchronized states among all instances of the

application or has to store its current state on client side (which is often done in

web-application sessions).

Figure 7.1: Scaling at SaaS and IaaS level by PaaS management

PaaS management organizes scaling on the IaaS (vertically) and SaaS level (hori-

zontally) and is often used to automate the scaling process (see Fig. 7.1). The AAL

service developer wants to use the scaling service from the PaaS to develop and

provide an AAL service to the customer.

Strictly speaking, PaaS just provides platforms for development or deployment

(Mell and Grance, 2011). One scaling scenario would be to request a bigger

platform to test or run an application. This would translate to a bigger VM on the

IaaS level. To address user load, a scaling scenario would be to start new nodes of

the same application behind a load balancing infrastructure on high demand or to

stop the nodes when there is a decline of demand for the application. This would

trigger the SaaS scaling like explained before and also be coordinated by the PaaS

management environment.

The focus of this approach lies on the demand of a growing modular application

on the computational resources itself. By adding more functionality to the modular
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application, the provided environment on one platform node can get too small

regarding memory or CPU power. The presented research supports this scenario

by scaling out horizontally to being able to put the new module on a new node in

a distributed OSGi platform (see Fig. 7.2).

Figure 7.2: Horizontal Scaling with dOSGi

In a dOSGi environment, different OSGi VMs and their running bundles are

connected to each other to compose one big OSGi environment by imports and

exports of endpoints. Communication between the different nodes is usually done

by calling HTTP interfaces. The OSGi Core Specification 4.3 (OSGI Alliance, 2011)

introduces the main concept of dOSGi, but does not recommend a specific way of

implementation for the required components and functionality.

Figure 7.3: Basic Functionality of dOSGi (based on Apache Software Foundation
(2015c))

As shown in figure 7.3, a Provider Bundle in Node 1 exports an OSGi service as an

interface by using additional service properties (e.g., which interface is accessible
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remotely). This interface is registered at the Distribution Provider within the node

and an Endpoint for a remote call of the service is created. Through a Discovery

Service, this existing Endpoint is announced at the Distribution Provider of the remote

node, where the Distribution Provider creates a Proxy for the remote service. This

Proxy can be imported by a Consumer Bundle, like a locally deployed bundle. The

Proxy and Endpoint provide the implementation for remote message exchange.

The OSGi Compendium (OSGi Alliance, 2012, Specification 4.3) splits the Distri-

bution Provider into several modules, to make it possible to enhance or exchange

parts of the Distribution Provider. The Discovery module notifies Endpoint Listeners

upon detection of available Remote Endpoints. The Topology Manager uses also

an Endpoint Listener to monitor remote OSGi services and can monitor locally

available OSGi services. The creation and destruction of Endpoints and Proxies is

delegated to the Remote Service Admin module.

The project Apache CXF (Apache Software Foundation, 2015c) has implemented

these components in a framework to support dOSGi in several specification compli-

ant OSGi platforms (e.g., Equinox, FELIX or Knopflerfish). The Discovery module

is implemented with an Apache Zookeeper server (Apache Software Foundation,

2015b), to discover and announce endpoints in a highly dynamic environment.

Figure 7.4: dOSGi PaaS for SpeciAAL
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7.3 Overview of the SpeciAAL Architecture

Figure 7.4 shows an overview of the SpeciAAL architecture. The architecture

is divided into three layers: The IaaS layer, the PaaS layer including the PaaS

Manager and the SaaS layer. Heavily modified or newly introduced modules are

marked by SpeciAAL. To explain the details of each layer, the different components

are described in the following subsections.

7.3.1 IaaS Layer

The IaaS can be implemented in either a private cloud (e.g., an OpenStack installa-

tion hosted at the institution) or a public cloud (e.g., Amazon AWS, Rackspace).

IaaS providers support starting and stopping virtual machines based on specified

VM templates (compute power and storage services), network routing services,

database and persistent datastore services, accounting services and monitoring.

The IaaS layer is controllable through command line tools (Amazon Web Services,

2022) or API calls (The OpenStack project, 2015) to manage nodes based on de-

cisions made in the PaaS layer. To be able to control different APIs of different

IaaS providers, there are tools, that wrap the system specific or vendor-specific

API for being able to exchange the IaaS infrastructure based on different service

requirements. jClouds (Apache Software Foundation, 2015d) or BOSH (Cloud

Foundry, 2023) try to standardize the usage of Cloud infrastructure APIs.

7.3.2 PaaS Layer

Open PaaS management systems simplify the provisioning of developed appli-

cations. Examples are Apache Stratos (Apache Software Foundation, 2015a) and

Cloud Foundry (Linux Foundation Collaborative Projects, 2015). It reduces de-

ployment time of a platform or a framework needed to run an application. For

this, the PaaS management systems can be configured to certain environments
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(e.g., PHP, JVM, Ruby, OSGi) that are ready to be started and used by application

developers. This can reduce deployment time for the developer or the system

operator, and therefore also cost for the company they work in. Open PaaS man-

agement should be IaaS provider independent to enable provisioning of platforms

on different IaaS environments like OpenStack, Open Nebula or Amazon AWS.

The presented PaaS layer architecture is based on the works of Apache Stratos

(Apache Software Foundation, 2015a) and customized with components needed

to provide horizontal scaling of dOSGi.

The Manager (see Fig. 7.4) is the central component for interacting with the PaaS en-

vironment. The Manager provides a user interface (UI) or command-line interface

(CLI) for registered PaaS users. It holds information for available platform envi-

ronments, scaling and deployment policies and is the central component to deploy

environments or load balancers. The Manager provides tools for multi-tenancy:

virtual computing resources and platform environments can be administered and

shared among PaaS users, for deploying the applications, but also divided to

provide specialized platforms or set different resource limits to various developer

groups.

The Cloud Controller component communicates with the IaaS infrastructure and

holds all the topology information of the PaaS system. The communication with

the IaaS layer is done through an implementation layer and can be provided by

the aforementioned jClouds. This makes the API of the IaaS layer accessible to the

PaaS layer and allows management of different VMs or other service functionality

(e.g., network routing) of the IaaS provider. All information retrieved from the IaaS

is stored in the topology configuration at the Cloud Controller and can be published

to other components that need to be aware of changes in the topology of the PaaS

system. Examples of components where topology data is crucial information to

work properly are the Load Balancer or the Distribution Coordinator component.

The Distribution Coordinator holds a set of deployable artefacts to update the de-

ployed platforms. This component can also be used to automate the deployment

process for the complete application on all subscribed running nodes. The artefacts
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are usually received from a connected repository service and deployed based on

deployment policies, by events triggering the deployment or by manual com-

mands to the Manager component. The Distribution Coordinator is triggered on

start-up of a new node and is considered to hold all nodes of the same type at the

same deployment state by the concept of deployment synchronization.

To take advantage of the possibility to add and remove computational resources

to or from an application or distributed environment, the Auto Scaler component

evaluates load and health information of the Complex Event Processor based upon

policies (e.g., deployment policies or scaling policies). This evaluation is executed

by a rule engine and applied according to the current topology retrieved from

the Cloud Controller component. The information exchange between components

is realized by a Message Broker component and a message bus based on a pub-

lish/subscribe pattern. This pattern enables the PaaS layer to add or remove

components (e.g., load balancers) dynamically by preserving the information

exchange between components.

The Nodes (or Cartridges) are the actual environment in which the application

is running. They are started, stopped and registered by the Cloud Controller

module. In modern PaaS Management systems, the focus lies on fast deployment

of a completed application to a cloud node. For this purpose, the Distribution

Coordinator can provision the whole application out of its repository into a new

node and to keep existing nodes up to date. In the presented approach, this task is

reduced to deploying just the environment and the minimum required components

for setting up the initial bundles of the application in a dOSGi environment. The

deployment of new functionalities is later triggered by functionality in the SaaS

layer. This leads to a flexible and extendible application that can interact with the

PaaS layer.

The Service Discovery is integrated in the PaaS layer but directly connected to the

SaaS layer to translate the currently active application topology to coordinated

actions in the PaaS layer. It is further described in section 7.4.
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The Installation Coordinator is a new concept for the SpeciAAL architecture. It can

receive installation requests out of the SaaS layer and evaluate the best place for

installing a new functionality in the distributed environment of the application.

Its main characteristics are detailed in section 7.4 and the process of installation is

explained in section 7.5.

The Privacy Monitoring Module can collect log-data of actions within the SaaS layer

and generate reports according to privacy policies and data access policies. This

component will be of main interest in a later stage of the research.

7.3.3 SaaS Layer

In the presented approach, the SaaS layer provides services for the platform

SpeciAAL in a dOSGi environment. All running bundles are added up to one

adapted application for the user, with the functionalities configured to his needs.

It consists of system bundles, core bundles and configurable application bundles.

The system bundles are part of the environment and provide general services for

distribution (e.g., DOSGi bundles for Apache CXF), discovery (e.g., bundles for

communication with Apache Zookeeper) and monitoring.

The core bundles are part of the application and provide core functionalities,

like a Web-Interface, an Address Book, Communication bundles for Smart-Home

Control and Sensors or a Customizing bundle.

The configurable application bundles are individually chosen by the user and

installed via a Bundle Store. These bundles can be installed and configured during

runtime and also have the ability to adapt to user behaviour (Fredrich et al., 2014).

They can be compared to apps on a smartphone, that can be installed, tested and

also deleted if they do not provide a desired functionality.
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7.4 Load Balancing in SpeciAAL

In figure 7.4 some components are marked as “SpeciAAL” components: The

Cloud Controller, Distribution Coordinator, Auto Scaler, Installation Coordinator and

Service Discovery. These components have to be adopted to support the required

functionality to provide the distributed load balancing approach for SpeciAAL as

described in section 7.2.

Figure 7.5: Auto Scaling in Apache Stratos

In Apache Stratos, scaling is achieved by creating or destroying instances (so-

called cartridge instances) of an application (Fig. 7.5): A real-time event processor

receives statistical information (e.g., requests or failed requests) of the Load Balancer

component and the health status (e.g., load average, memory consumption or

request count) of the running cartridge instances. This data is evaluated, sum-

marized and published to a Health Statistics topic in the Message Broker. The Auto

Scaler receives this information and decides, backed by a Rule Engine, whether new

nodes are needed or existing nodes are expendable. The Auto Scaler then sends a

request to the Cloud Controller to create or destroy instances. After the performed

action, the altered topology information is published to the Message Broker and the

Load Balancer is updated with the new topology.

One simple solution to provide horizontal scaling for a dOSGi environment would

be, to work with small nodes and put each new part of the application on a single

node. On installation of a new functionality, the environment would be extended
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by a node and the corresponding bundles would be deployed on the started

node. It would then be easy to delete the functionality by simply destroying the

node. However, this would lead to a fragmented environment and unbalanced

resource use across the application. The presented approach is focusing on making

use of the available computational resources of one node before extending the

environment by adding another node.

For SpeciAAL the Distribution Coordinator, Service Discovery and Installation Coordi-

nator have to be added to the workflow of auto-scaling (see Fig. 7.6):

Analogous to the Cloud Controller holding the topology of VMs and network

interfaces on the PaaS and IaaS layer, the Service Discovery holds the topology for

all the distributed services in the SaaS layer. On creation of a new node for the

dOSGi environment, it is getting contacted by a previously configured startup

script and the new node and further installed services will be updated in the

topology and service registry.

Furthermore, the Service Discovery is also monitoring the availability of the regis-

tered remote services on the node: If the node is deleted, it will also de-register

the node and all formerly running remote services on this missing node.

Figure 7.6: Auto Scaling in SpeciAAL

The Distribution Coordinator has to configure and set up a new node after starting to

provide the required services to integrate the node in the distributed environment.
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As described before, it has the capability to keep the nodes on the same patch-level

(distribution synchronization) and can push configuration updates as well (e.g.,

on what address or port a node can contact the Service Discovery). For SpeciAAL

the Distribution Coordinator is used to set up the initial environment with all

services that are needed for the application for configuration by the end user

(e.g. authentication bundle, database access agent bundle, web interface bundle

and an installation wizard bundle). Later, the Distribution Coordinator provides

additional nodes that are stripped down to only provide the minimal configuration

for extending the platform as a dOSGi environment.

The Installation Coordinator plays a central role in this setup, as it enables for

detailed decisions where to install a new service. Before the bundle installation

is performed, load information on the nodes is evaluated and based on this

different actions are executed: If the nodes can run another service, it receives the

information where (on which node) to install the new bundle in the distributed

environment. If the nodes are on a load limit, it triggers the extension of the

environment by a new node and receives the information to install the bundle on

the newly provisioned node.

To further broaden the basis for these decisions, the Complex Event Processor has

to be extended to collect information from inside the dOSGi environment (e.g.,

request/response time between servers and services) as well as from the Service

Discovery component (e.g., registration or de-registration of services and nodes).

7.4.1 Simulation of Resource Redistribution in DOSGi

To put the main components for resource redistribution in a dOSGi environment in

action, a simplified setup is used, and a specified test plan is carried out to gather

some first performance data. The test plan combines the two scenarios described

above 7.5.2 Installing a new Service and 7.5.4 High Load. This first simulation

assumes that the environment is running and the PaaS-Management has already

deployed two nodes. Both nodes have low load but are not empty. The strategy
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Figure 7.7: Overview of the simulation setup

employed for load balancing during high load involves migrating bundles that

are not causing the load, while retaining the critical bundle on the original node.

The simulation environment consists out of three virtual machines and a worksta-

tion. The virtual machines are running in a private cloud of Furtwangen University

(Meier et al., 2016), based on OpenStack. The workstation is running on the same

campus as the virtual machines. Figure 7.7 shows an overview of the setup for the

simulation.

The three virtual machines are of the same size and running the same operating

system:

• 1 virtual CPU, 512 MB RAM, 5 GB disk space

• Debian Server 8

Two of the virtual machines are set up as OSGi Nodes by using OpenJDK IcedTea

2.6.6 (Oracle Corporation, 2016) and Apache Felix Framework 5.4.0 (Apache Soft-

ware Foundation, 2016c). On this standard installation, the Apache Felix Web

Management Console based on Jetty is added and started to show the actual bun-

dle configuration on a website. For enabling the distributed environment, Apache

CXF dOSGi Software Single-Bundle Distribution (Apache Software Foundation,

2016a) is installed and configured to communicate with the third virtual machine

where only Apache ZooKeeper is running.
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On both OSGi Nodes, a Sample Interface Bundle, a Sample Implementation Bundle

and a Sample Client Bundle are running. The Implementation and Client Bundle are

sending and receiving messages through the Sample Interface Bundle between nodes

every five seconds (see Apache Software Foundation (2016b)).

A Modified Client Bundle is placed on another web server and accessible to both

OSGi Nodes. This bundle is based on the Sample Client Bundle but executes a

for-loop every 500 milliseconds, sends the duration to the listening nodes and

writes the duration in a file to the disk.

OSGi node 1 is running a OSGi-Stressor Bundle (Delacretaz, 2012) that can be

configured and activated by issuing telnet commands. This bundle was developed

to simulate high load on an OSGi platform by performing random maintenance

tasks, like starting and stopping a bundle, refreshing a bundle or updating a

bundle. These actions are only performed on one Node and do not interfere with

the whole distributed environment.

The Workstation runs JMeter 3.0 (Apache Software Foundation, 2016d), SSH-

connections to the OSGi Nodes and a telnet connection to the Stressor Bundle on

OSGi Node 1.

7.4.2 Description of the Test Plan

The simulation lasts 120 seconds and shows the following sequence:

0 s: The environment is performing normal operations - the Sample Bundles are

communicating with each other. The web-console on both nodes is accessible.

20 s: A new service is downloaded from the repository, installed and started on

Node 1. This is the Modified Bundle that is communicating with the already

present Implementation Bundles.

40 s: Another bundle is started on Node 1. This Stressor Bundle leads to high CPU

load and influences the other running services.
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Figure 7.8: JMeter Test Plan (Screenshot of Apache Software Foundation (2016d))

60 s: The Modified Bundle is migrated to Node 2 (deployed on Node 2 and unin-

stalled on Node 1) and continues communication with the Implementation

Bundles, the Stressor Bundle is still present and active on Node 1.

100 s: The Modified Bundle is stopped, the Stressor Bundle continues operation on

Node 1.

120 s: End of simulation.

This is automated in the following parts: A JMeter Test Plan controlling the

environment and the running state of the Sample Bundles, JMeter request-/response

measurements to gain an outside view at the environment and a command to start

the Stressor Bundle on Node 1 after 40 seconds. The JMeter Test Plan is shown in

Figure 7.8.

Sequence Part 1 to 4 define the starting and stopping points of the bundles de-

scribed above. Each bundle start is timed accordingly.

HTTP Request/Response Thread measures the request/response time of HTTP

requests to the web consoles on each node. This is done every 500 ms.
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Figure 7.9: CPU Load during the simulation (120 sec)

Response Time Graph is used to plot the response times at the end of the simula-

tion.

After 40 seconds, the Stressor Bundle is started by a command via telnet. An

otherwise inactive bundle is updated constantly, which leads to a high resource

usage.

7.4.3 Results

The simulation is run twenty times in a row to make sure that the shown results

represent a constant behaviour of the presented approach. After each run of the

simulation, the gathered logs and measurements are processed and evaluated the

same way. All results are comparable and deliver nearly the same graphs. The

following graphs are an example for the gathered results.

Figure 7.9 shows the CPU Load during the simulation. After the Modified Bundle

is started, the CPU Load of Node 1 is slightly increased, but after the Stressor

Bundle is activated, the CPU Load of Node 1 raises significantly. After migrating

the Modified Bundle to Node 2 the CPU Load of Node 2 is also increased until the

bundle is stopped again.
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Figure 7.10: Execution time during the simulation (120 sec)

Figure 7.10 shows that the execution time for the function inside the Modified

Bundle raises after the Stressor Bundle is started. After migrating the Modified

Bundle, the execution time remains fairly low and constant on Node 2. The decline

of execution time after 50 seconds could be due to higher prioritization of the

Java process/higher CPU scheduling on the virtual machine or allocation of more

physical resources in the OpenStack environment.

The response times of both nodes show an according behaviour (see Figure 7.11).

Node 1 has an increased average response time after the Stressor Bundle is started.

The graphs show, that although it is one distributed environment, it is possible to

monitor each node on its own and implement strategies for resource redistribution

and distributing services across nodes. The inside view of the execution time by

the Modified Bundle shows, that besides freeing up needed resources on Node 1 the

performance of the bundle is increased on Node 2. This effect could also lead to

new strategies when doing resource redistribution during deployment time.

Although these simulated results of resource redistribution in a dOSGi environ-

ment are just examples, it indicates that it is possible and can lead to better resource

utilization or higher performance and an improved user experience.
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Figure 7.11: Response Time Graph (120 sec)

7.5 Scenario-Based Evaluation

The auto-scaling during operation is influenced by two main aspects: User trig-

gered events or monitoring events. If a user adds a new functionality to the

platform or deletes an existing functionality from the platform, the Auto Scaler

component has to decide whether a rebalancing of nodes has to be performed.

Besides this, monitoring events, like high load, low load or health issues, are

gathered at the Complex Event Processor and can lead to a re-evaluation at the Auto

Scaler component. In addition, there is load balancing during deployment time as

well.

Flexibility of the system is demonstrated by outlining the initial situation, events

as they occur, and the system’s involved components.

7.5.1 Setup of Application

If a new end-user wants to use SpeciAAL, a new PaaS environment is created.

This means that the basis template is deployed by the Deployment Coordinator to a

newly created VM by the Cloud Controller. This action is triggered by the Manager

and the node will be already enabled for the distributed environment. Although
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there is just one node in the beginning, the Service Discovery has to be active and

the node has to be registered for being able to access remote services later on. The

new environment is created with the goal to give each user (e.g., an elderly person)

an isolated, customizable and adoptable environment.

7.5.2 Provisioning a New Service

When the user wants to add a new service to the application, the installation

request is sent to the Installation Coordinator. The Installation Coordinator informs

the Complex Events Processor, which combines the request with the current health

and load information of the nodes and triggers the evaluation process of the Auto

Scaler (see Figure 7.12). Based on the rules engine, the decision-making can lead to

Figure 7.12: Adding a service

one of the two results:

• There are still resources available on a specific node. This information is sent

back to the Installation Coordinator and the bundle installation is performed

on the specified node. On start of the new bundle, exported services are

registered by the Service Discovery and can be used by other services or the

end-user.

• All nodes are exceeding a defined threshold and the new functionality is

likely to exceed the computational resources of a node. The Auto Scaler

requests an additional node (VM) at the Cloud Controller. After the node is
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Figure 7.13: Removing a Service

started, the Deployment Coordinator gets an updated topology information

and deploys the extension template to the new node. The new node is

registered at the Service Discovery, the Installation Coordinator is updated to

install the requested bundle on the new node. After deploying and starting

the bundle, the exported services are registered by the Service Discovery and

can be used by other services or the end-user.

7.5.3 Removing an Existing Service

If an end-user decides to remove a certain functionality out of his application, the

associated bundles that are no longer needed by other services are stopped and

removed. This triggers the de-registration in the Service Discovery and the exported

remote services are no longer present in the system (see Figure 7.13) (see Figure

7.13).

One special case to this scenario is when the last exported remote service on a

node is deleted. This may indicate an orphaned node that might as well be deleted.

To verify this sufficient condition, the current set of bundles on the node has to be

compared to the set of bundles of a node extension template with only the vital

services for distribution.

• If the set is the same, the node is removed from the distributed environment

by simply deleting the VM on the IaaS level by the Cloud Controller.

• Otherwise, no further actions are required at this phase and the node will be

re-evaluated in the scenario “Low Load”.
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7.5.4 High Load

At first, this scenario does not differ from the auto-scaling mechanism of Apache

Stratos (see section 7.4). One node is monitored as having high CPU load, memory

swapping or long-running requests. The Auto Scaler triggers the creation of a new

node at the Cloud Controller, and it is deployed as an extension node by the De-

ployment Coordinator. As Apache CXF has the ability to monitor request/response

times on a service level inside the OSGi environment, this is used in a second step

to get an estimation, what bundles are causing the overload this time.

As the new node is started up and registered bundles are “moved” to the new

node. This is realized by duplicating bundles at first on the new node and deleting

the bundles on the busy node afterwards to make sure that a remote service to

handle the requests is always available in the environment.

There are two conceivable strategies to move services from a node with high load:

• Moving the service that is detected as causing the high load. This can mean

that the long-running requests are prohibiting the service from stopping and

the moving scenario will take longer than expected.

• Freeing up resources on the node by moving other services that are not

causing the high load. This will leave the problematic service untouched

and running, but is not helpful if the service is crashed and producing the

high load (e.g., by continuously looping).

7.5.5 Low Load

The opposite situation is too much idle time for one node in the environment.

The environment can then be consolidated to fewer nodes. Before a node can

be deleted, a method must be established to ensure that all necessary services

have been migrated for reassurance: As the Service Discovery knows what remote

services are running on a specific node, the according OSGi bundles have to be
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started on a different node before stopping the services on the node that is to be

deleted.

The other information that is crucial is, from which node to which other node the

migration of services is applied. There are different requirements that have to be

considered for the migration of services:

• For the migration scenario, there have to be at least two nodes with low load.

If it is just one node and the services are consolidated on another node with

medium load, this can lead to a higher than expected load on the target. In

this case, the “High Load” scenario would be triggered, and this would lead

to another migration in the opposite direction.

• The definition of threshold for low load should be set low enough, that it is

viable to consolidate the two nodes into one.

If the Complex Event Processor gets notice of two nodes with low load, it triggers the

consolidation process on the Installation Coordinator. This is applied the same way

as in the High Load scenario: The corresponding bundles have to be started on the

target node, before the bundles can be stopped and uninstalled on the source node.

After the last remote service is de-registered from the Service Discovery, the node is

ready for deletion and can be shut down and removed by the Cloud Coordinator.

7.6 Conclusion

This chapter presents the architecture of SpeciAAL: The main objective relates to

the possibility of scaling computing resources on demand in cloud computing.

After presenting the principles of dOSGi, the complete 3-tier architecture based

on Apache Stratos, CXF and ZooKeeper is explained. This PaaS layer enables

elasticity for OSGi based applications and platforms like SpeciAAL. The IaaS

interface with jClouds can control resources in hybrid cloud environments and

may even offer cloud bursting strategies for times of high demand.
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The detailed description of the scaling module of SpeciAAL is followed by a tech-

nical simulation and a scenario-based evaluation for the different main scenarios.

The PaaS presented combines existing solutions with current possibilities by com-

bining important concepts, such as the use of the commonly used middleware

based on OSGi (with the possibility to install, start, update and delete components

during runtime, an integrateable repository of installable bundles, and the char-

acteristic of being lightweight, as introduced in section 5.1), with the flexibility,

interoperability and scalability of cloud computing (see chapter 3). In doing so,

deliberate attention was paid to the versatility (also across IaaS provider bound-

aries) but also to the large existing market of system providers that can be docked

onto the new solution as a COTS.

The first part of this chapter was published in the peer-reviewed paper "A Scalable

Architecture for Distributed OSGi in the Cloud" (Kuijs et al., 2016).
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Chapter 8

Field-Test: Service Adaptation

Based on the use cases presented in Section 6.2, an ontology is being developed

to model the user’s context, forming the basis for service adaptation. Using

ontologies to represent entities in a system for AAL is not a novel approach, as

described in Section 2.5. As adaptability of services stands as one of the key

acceptance factors in AAL systems, it constitutes a central element for further

work. To model the user’s profile and environment, the dedicated SpeciAAL

ontology is utilized. This ontology contains all the necessary information about

the user and their relevant personal environment to modify SpeciAAL services

and applications accordingly, such as their impairments, interests, and hobbies.

The stored profile of the user can be accessed by the SpeciAAL platform through

an access control mechanism, deciding which service is getting what kind of

information about the user.

8.1 SpeciAAL Ontology

For an optimal personalization of the SpeciAAL system, the user context must be

modelled, the information should be semantically connected to each other and

there should be rules describing the usage of the single information. As a result,

the context information is modelled in form of the SpeciAAL ontology, which

enables the description of information relationships and to deduce or uplift new
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data out of existing information. For example, if the system knows about the

health condition of a user, capabilities, and impairments could be deduced out of

it.

The procedure of the ontology design for the SpeciAAL platform is based on the

approach of (Noy and McGuinness, 2001) and the ontology is developed iteratively

and adjustments of the ontology are possible in the whole life cycle of SpeciAAL.

The core idea within the ontology revolves around the user, characterized by their

profile. This concept was taken directly from the project MobileSage (Skillen et al.,

2012b), as described in the Section 2.5. The main user profile encompasses various

sub-profiles such as preferences, health, or interests. The SpeciAAL ontology is

the base for saving, classifying and interpreting context information. Automatic

updates of the concepts or just the individuals of the ontology must be possible. It

specifies the way of describing the user, his properties, and his environment for all

components of the SpeciAAL platform, particularly for the personalized services.

The ontology describes primarily the user and his properties, but additionally the

user’s environment like weather, time, date, devices/sensors, etc. In Figure 8.1 an

overview of the basic concepts of the ontology are shown.

Figure 8.1: Overview of the basic concepts of the SpeciAAL ontology

In addition to the mandatory user data like the personal information (name,

address, date of birth, contact information, etc.) there are some more specific and
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more complex concepts like the interests, preferences, capabilities, or the health

condition. Many of the ontology classes are fixed defined classes, defining the

properties an individual of this class must have. This leads to a better consistency

of data. The central role of the user is reflected in the class User, as shown in Figure

8.1. It is connected via properties to almost every other main class of the ontology.

The needs, interests, health condition, etc. are gathered in several ways. On the

one hand, there is a manual acquisition of user data during the initialization of

the system by the user or a personal assistant and on the other hand, there is a

continuous analysis of context data through e.g. sensors resulting in the adaption

of user and environment data. The environment information is collected in a

non-personalized system database.

In order to keep the ontology up to date, a central instance is needed to ensure

that any suggestions for changes can be received from users and developers, to

check whether these changes are relevant and to ensure that they are implemented

in a future version of the ontology. This central role can be assumed by the

platform operator (see Section 2.4), for example, or alternatively by a consortium

of operators of the same infrastructure.

8.2 Advantages of Adaptation Based on Ontology

There are several advantages of the SpeciAAL ontology. These advantages may be

summarized as follows:

1. Context awareness is a mandatory requirement for optimal assistance for

elderly people. It is also important not to consider only the environment of

assisted persons, but especially the assisted persons themselves and their

needs. The SpeciAAL ontology offers a centralized user view. Therefore,

useful information about the user can be applied to offer personalized ser-

vices.

2. All services are adaptable to the user’s needs. They can use information
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about the capabilities, impairments, interests, etc. of the person and can

tailor their user interface and also their functionality to the abilities of the

user. For example, they can control the volume, the font size or the colours

depending on the condition of the ears or the eyes of the user.

3. Due to the historical view integrated into the ontology, it is also possible

to react to changes of the user profile. The services can, for example, repeat

helpful information if the user begins to suffer from dementia.

4. The ontology is used within the SpeciAAL platform as a common under-

standing of the user profile data. It is used to semantically interpret the user

context in the different use cases.

5. Another benefit of the ontology is its facilitated expandability. This is be-

cause of the centralized concept User, where it is easy to add new properties

to expand the user profile. Other reasons are the hierarchical structure and

the reuse of concepts by many classes. Only currently useful information is

saved in the ontology for a better data privacy. Concepts which turn out to

be relevant in the future can be easily integrated into the ontology.

Now that the groundwork has been laid for the implementation of the entire

system, an initial field test is being planned. For this purpose, prototypes are being

developed so that the test users can operate the created use cases themselves and

provide direct feedback on the system.

8.3 Developing a Prototype for Proof of Concept

An Android app for tablets was developed to better present the mechanics pre-

sented (see 8.2). The app accesses a server based on OSGi in the background and

can manipulate data as well as be graphically adapted to the needs of the user (for

example, regarding the font, the font size or a higher contrast). In the server appli-

cation, it is possible to change ad-hoc settings, create events and change certain

types of context via a web front-end. For example, in the events or information
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app, it is possible to change the time and date to simulate the system behaviour

concerning upcoming events (see Fig. 8.3). Other examples are the state of health

of the user, or the current weather situation.

This preparatory work was not only necessary for presentation at conferences, but

could also be used in the further course of user tests and group discussions.

Figure 8.2: Welcome dialogue of the SpeciAAL prototype

Figure 8.3: Screenshots of the SpeciAAL prototype events and information app
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8.4 Field Testing

After defining the use cases and designing the SaaS architecture of SpeciAAL there

was the possibility to conduct a group discussion and a first field test together with

sociologists and gerontologists of Hochschule Ravensburg Weingarten (HRW).

HRW is also a university for applied research, but is very well networked in the

field of ageing research and geriatric care. They were able to recruit test persons

for the group discussion. The scenarios, use-cases, technological background, the

prototypes as well as the presentation of the platform were part of this thesis. The

partners of HRW recorded the discussions, recorded and coded the given answers

given by the participants for later analysation. All results from this field test were

published in a joint project and compiled by the author of this thesis.

8.4.1 Group Discussion

Based on the described use cases (see Section 6.2), a group discussion with individ-

uals out of our target group was organized together with HRW. Based on inclusion

and exclusion criteria (e.g., age, technical affinity) suitable and interested subjects

could be found in regional senior citizens’ organizations. The group discussion

was conducted in three rounds with a total of thirteen people aged between 67

and 79. Of the participants, nine are female and four male, eight live alone and

five lived in two-person households. Overall, the subjects have a predominantly

higher level of education.

After a brief presentation of the basic usage scenarios backed by flow sketches (see

Appendix A), the use readiness, suspected chances and risks and the applications

of the system were discussed. Although the target group members were not situ-

ated in a rural region but inhabitants of an urban environment, many analogies to

our original considerations for support scenarios in communication or information

retrieval support could be identified.

The main discussion was guided by a list of questions towards prospective user
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reviews concerning the relevance, completeness, application, and the chances or

risks of the system. The key questions that were asked are:

1. In your experience, what are the biggest barriers to or in the use of existing

technologies, such as PCs, tablets, smartphones, etc., especially for older

people?

2. To what extent do you believe that the technology presented can be useful

(especially for people with less technical experience) to facilitate access to

different communication channels?

3. To what extent do you think that the technology presented can be useful

(especially for people with less technical experience) to facilitate the search

for different types of information?

4. Where do you see the opportunities of the technology presented?

5. Where do you see the risks of the technology presented?

The main results of this discussion were:

• Based on the view of the elderly individuals, the technical system was

difficult to understand but could be clarified during the discussion.

• Contemporary technical products are generally considered not elderly friendly

or easy to use by elderly individuals (e.g., font-size, contrasts, or vocabulary)

• Based on the latter, they welcome a simpler application for communication

and information retrieval.

• Based on the proposed use cases, additional use cases are introduced by the

participants, such as mechanics services, shopping services, and commercial

services.

• Data protection and the financing of the proposed system, as well as ques-

tions concerning the individual support services for introducing such a

system, were critically discussed.
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• The selection of potential users based on their cognitive abilities or financial

possibilities was considered a major risk.

• Another danger is seen in promoting isolation, making the user stay in his

own home, or weakening mental capabilities by simplifying complex tasks

too much.

These findings were also discussed at the European Nursing Informatics Congress

(ENI) in 2015 (Rosencrantz et al., 2015). The last point is also backed by the work

of (Wilkowska et al., 2022): Especially for the primary group of stakeholders in,

AAL it is important to offer perfect transparency (What is the system able to do?),

make the user the master (How can the system be controlled or deactivated?), and

to fight laziness (Keep the user active and activated).

8.4.2 Setting

To carry out a first field test, the use cases (see Section 6.2) were further refined

to show different system reactions to the test subjects. These were also used as a

basis for our use case tests to verify that the prototype was working correctly in

slightly modified scenarios. A web interface was introduced to change and vividly

demonstrate the initial situation during our tests. With this interface, it is possible

to mock the state of the user to present the responsiveness and adaptability of the

system. Depending on the desired state changes, the modifications are directly

carried out in the ontology backed database of the test user.

The main prototype for the evaluation was developed on a 10-inch Android tablet

(see Figure 8.2). The use cases for communication and information retrieval are

merged into one application to gain a uniform user interface.

To communicate with a contact from the user’s address list, he just has to choose

the contact (see Figure 8.4). The system automatically identifies the prioritized

channel for a given time (e.g., mobile phone, landline, office phone, short message)

and directly connects the user. The sometimes difficult task to choose the right
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Figure 8.4: Screenshots of the SpeciAAL prototype communication app

channel is taken from the user and directly carried out by the system (see Figure

8.5).

Figure 8.5: Use case for adapted communication

In the second presented use case (see Figure 8.6) the user is supported in attending

events and organizing household help. The user is only presented items of a local

calendar of events that match his stored interests, and can then decide whether he

wants to attend them or not. Once a day, the user is asked about his general state

of health. In case of health deterioration, the system can search for a lift to the

event or to cancel the participation. To demonstrate the household help scenario
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within the prototype, two additional global states were introduced: Snow weather

conditions and an empty fridge. Upon detection of these conditions, the system

automatically provides services to ask for someone to help with shovelling snow

or to organize shopping help.

Figure 8.6: Use case for adapted information retrieval

8.4.3 Procedure

To be able to easily demonstrate the personalization functions to our test subjects,

a fictive user with his characteristics (health, interests, social environment and

housing environment) was presented. The different functions of the prototype

could be tested, and the adaptability of the platform was demonstrated through

various tasks that the subjects were supposed to solve on the tablet. Following the

presentation of example scenarios, the test participants were able to independently

explore the prototype system. Because the field tests were carried out in three

separate groups, the team of HRW collected field notes. These could be used to

document unplanned changes in the demonstration process or technical difficulties

to be later considered when evaluating the results.
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Figure 8.7: Introduction of scenarios

Following the prototype tests, AttrakDiff (User Interface Design GmbH, 2008), a

standardized questionnaire regarding the user experience (see Appendix B), as

well as individual interviews were carried out. The standardized questionnaire

assesses the subjective perception of the user regarding the operation and ap-

pearance of an interactive product. 28 opposing pairs of words (e.g., simple vs.

complicated; see Appendix B) are given to the test subjects with which they are to

classify the product. The assessment of interactive products is a significant activ-

ity within user-centred design. Questionnaires typically serve as an evaluation

technique, primarily focusing on the usability or “user-friendliness” of a product.

However, there’s ongoing discussion regarding additional quality aspects known

as “hedonic” qualities. These are rooted in human needs for stimulation and

identity, while pragmatic quality addresses the need for controlled manipulation

of the environment (User Interface Design GmbH, 2008).

After filling out the questionnaire, individual interviews were carried out accord-

ing to previously prepared guiding questions. Besides questions concerning the

overall usability of the system by the elderly people, the main interest was the

presumable benefit a system like this could offer elderly people (based on the

demonstrated use cases) and the assessment of support to enable elderly people

to stay in their known environment for as long as possible.
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Figure 8.8: Test subjects solving tasks on tablets

8.4.4 Results

During the evaluation of the system, smaller usability problems (e.g., unclear

text-buttons) could be identified and fixed directly after the evaluation. Recurring

questions could be recognized as a process problem during the interaction. Most

of them could be mitigated by changing textual feedback in the dialogue boxes.

Figure 8.9: Average expression of the dimensions pragmatic and hedonic quality
and the confidence rectangle (User Interface Design GmbH, 2008)

The AttrakDiff (User Interface Design GmbH, 2008) questionnaires of the thirteen
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test subjects were evaluated with the according web evaluation tool. The user-

interface is unambiguously classified as desirable. In Figure 8.9, the result of

the survey is marked with a "P" on the two axes "pragmatic quality (PQ)" and

"hedonic quality (HQ)". The semi-transparent orange area represents the so-called

confidence interval. The smaller the area, the more uniform the answers given.

The prototype is pragmatic and supports the user optimally. The subjects can

identify with the product and get stimulated and motivated (hedonic quality).

Optimal results are achieved in the areas of attractiveness and identity, only small

optimizations could be achieved in the area of motivation. For a detailed view of

the results for the different word pairs see Appendix B and Figure B.1.

Figure 8.10: Evaluation of the prototype

After structuring and summarizing the audio files of the individual interviews, a

qualitative content analysis was carried out. Central findings show a fundamen-

tally positive attitude towards the prototype and the system. However, the test

subjects see themselves as healthy, active and sufficiently independent to master

everyday life without the support of technical systems. In their point of view,

later generations will be more open-minded and there will be more demand for

technical support systems, due to earlier and larger technical experiences during

their lives.

An early approach to and with the technology is rated as positive, and a surplus

value is recognized in integrating the system into everyday life. As a prerequisite
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for the application of the system, it is pointed out that it should already be learned

and used in the healthy state, to be able to handle it in difficult situations. This

contradicts the assessment that the technique is not necessary or helpful for the

current life phase. It should also be noted that people from a generation who

have been faced very late with technical innovations can see the program and its

benefits, but do not want to suddenly replace their own everyday routine with an

innovative system.

Basically, it is stated that this system is already self-explanatory to people without

technical affinity and the risk of mistakes seems almost excluded. The use of the

SpeciAAL system as a whole is very uncomplicated. This evaluation was made by

the participants independently of their previous experience and skills in ICT. An

introduction and start-up aid seems necessary for some participants to overcome

the first scepticism about this system and to avoid (alleged) hurdles with it. It

was emphasized that the presence of support services is important, which could

be connected with the application of the system (e.g., introduction, consulting,

technical support). For social participation, no compulsory added value is per se

shown by the system, but it could provide impulses for an activity by adapting the

system to the personal profile, displaying information about individual interests.

The physical and mental capabilities of an elderly person were described as a

prerequisite for participation.

Based on all individual interviews, it can be pointed out that the respondents

emphasized the intuitive usability of the prototype and at the same time separated

themselves from people in need of assistance and support. This is especially due

to a good to very good health condition, a high level of personal activity and a

social involvement of the subjects at the time of the field test (selection effects

for the sample of participants) and there was only a limited desire or ability to

put themselves into the scenarios presented. Nevertheless, there is an awareness

that personal health may change or deteriorate in the future and the need for

technical assistance in terms of communication support and information search

will increase.
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As already described in Section 8.4.1 the preservation of privacy and the question

about which entities in a system to AAL have access to what PII has been an

important aspect for the test subjects. When asked about the acceptance level for

introducing a service platform like this, some of the subjects were aware that many

free existing services are paid by user data input, and that transparency in data

usage is key for the user and the introduction of new services.

Some subjects had doubted that the financial support of the health insurance alone

would suffice for such a service. With recent news in mind, about data leaks and

personal information disclosures, they were expressing their fear about a system

that they cannot control and that would even turn against them.

8.5 Conclusion

In this chapter, an ontology for storing and semantically structuring context for

service adaptation in the SpeciAAL platform is presented, and the main func-

tionalities are described. The subsequent field interviews were conducted with

a previously developed prototype. The tasks carried out as part of the thesis

included finalising the prototype, dynamising the server backend (to simulate

rapid context changes such as different times of day, different health conditions

or weather changes), outlining the key questions for the user survey and devel-

oping the use cases, including the creation of graphics and posters. In addition,

the AttrakDiff questionnaire (User Interface Design GmbH, 2008) was used as a

standard measurement tool to provide additional feedback on the user experience

of the prototype. During the implementation, the author of this thesis guided

through the programme, presented the prototype using the posters and addressed

questions during the discussion.

The findings of this discussion and foremost the concerns about privacy preserva-

tion in SpeciAAL lead to the second part of the thesis, in which I try to address the

privacy concerns of the test individuals.
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This work was done during the research project ZAFH-AAL (Kunze and Renyi,

2015)1. The findings of the field test were published in the peer-reviewed pa-

per "Entwicklung einer Informations- und Kommunikationsplattform für ältere

Menschen." (Rosencrantz et al., 2015).

1The project ZAFH-AAL (“Zentrum für Angewandte Forschung an Hochschulen für Am-
bient Assisted Living”) is funded by the Ministry of Science, Research and the Arts of Baden-
Württemberg, Germany. The funding program for the universities of applied science is called:
Zukunftsoffensive IV “Innovation und Exzellenz” (ZO IV).
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Chapter 9

Context-Aware Access Control

in SpeciAAL

As outlined in Section 8.4.4, a crucial factor for acceptance revolves around safe-

guarding personal data within the system. Users within the target demographic

prioritize transparency and trustworthiness in the system provider, while also em-

phasizing the reliability of its technical implementation. Consequently, ensuring

secure access to personal data stands as a paramount concern addressed within

this chapter.

To protect privacy, design strategies can be used when designing a system from

scratch. In general, a design strategy describes an abstract approach to achieving a

particular design goal. A listing of eight different strategies is presented by the

ENISA (Danezis et al., 2015). In addition, each strategy identifies design patterns

for implementation. The presented approach mainly centres around the three

strategies (see Section 4.6):

• Inform: Data subjects should always be informed about which information

is processed, for what purpose, and by which means when using a system.

• Control: To gain user consent for processing of personal data, the user has

to have agency to view, update or delete personal data at any given time.

Above this, a user can control and define the data that is processed and
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whether to use a certain system.

• Enforce: To ensure that a privacy policy is in place, there should always be

one enforced by default that is compatible with legal requirements.

With these principles as goals and following the guidelines of Cavoukian (2010),

this chapter describes the basic structure of the SpeciAAL Privacy Monitor (see

Fig. 7.4).

The architecture Privacy Monitor can be divided into two main components.

• A Monitoring Component: An OSGi monitor component that enables the

user to be informed of the personal data in use.

• An Access Control Component: On top of these, a policy language is de-

veloped that can be enriched with context-aware conditions to support the

special needs of users in AAL environments. A SpeciAAL access control

system, that is based on that defined policy, enables the user to be in control

of the overall system and enforces rulesets to the collected personal data.

9.1 Requirements

The goal is to introduce a central control authority for the regulation of access

in SpeciAAL. The novelty is seen in the possibility to define access-rules based

on context information, that is used as an additional attribute in access patterns.

This approach provides finely granular access rules with greater flexibility and

precision in controlling access to sensitive data or resources based on specific

attributes or conditions. But this can lead to authorization policies that can be

complex and difficult to manage. To ensure that policies are effective, they must

be easy to understand, update, and enforce.

To meet the previous requirement of the SpeciAAL platform, the system has to

be able to provide a unified integration of variable data sources. The provided
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solution has to be interoperable, lightweight and extensible to meet subsequently

formulated requirements.

9.2 Monitoring Component in SpeciAAL

To protect the potentially personal data inside the platform in SpeciAAL, monitor-

ing has to be initially implemented at all trust boundaries.

Definition 9. “The distinguishing feature of a trust boundary is that the system’s owner is

trusting every system (sentient or automaton) that lies within the trust boundary.” Thom-

borson (2010).

Trust boundaries are defined at the interface of OSGi modules that have different

groups based on user access privileges. This analyses the flow of data and is

used to show the user which services can access which data (design strategy

"inform", see Danezis et al. (2015)). In Figure 9.1 all relevant spots for monitoring

are illustrated: It must take place between installed bundles, between bundles

and the database, but also at interfaces to other parts of the AAL system (e.g.,

web-interfaces or interfaces to external services).

Figure 9.1: Monitoring in SpeciAAL

In this approach it is realized by a central protection bundle, that automatically

creates a proxy service during the deployment of a bundle in OSGi that mirrors

the original bundle with all its methods. By injecting logging facilities inside the
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proxied bundles, it is possible to log access to the data source of the service but

also indirect access between bundles and to external interfaces. The gathered

information of the logging implementation can then be stored and presented to

the user in a simplified and non-technical way. In a second step, these proxies

can be extended by decision logic to allow or deny communication with other

services within the platform. This enables us to have detailed control over the

data flows inside the environment SpeciAAL without the need to have full control

of all installed bundles before deployment or doing security checks and code

inspections of all bundles to whitelist them for use in the AAL environment.

The OSGi-Core specification describes an Event Listener Hook, to respond to

events in the Service Registry (The OSGi Alliance, 2014, Chapter 55.4). This hook

is used to inject program code in the service registration process. The automatic

generation of the proxy is triggered and using Java Reflection (Glen McCluskey,

1998) a proxy class is generated that acts on behalf of the actual class and accepts

their calls. It offers the same methods as the original class and can be extended

by code functionality to log its activities and control its behaviour. To ensure

that the proxy and not the original bundle is called by other bundles in the OSGi

environment, the proxy is prioritized higher in the Service Registry of OSGi (The

OSGi Alliance, 2014).

The call of the OSGi hook is realized by implementing a Component Protection

Bundle within the OSGi environment and allows us to apply the generated access

rules to the system. Figure 9.2 shows the sequence diagram of the access between

a caller bundle and the service bundle through the presented proxy mechanism.

In this example, the requested name is only accessible if the access is authorized

inside the Proxy Service.

9.3 Access Control Component in SpeciAAL

To realize the design strategies "control" and "enforce" (Danezis et al., 2015) the

presented approach is an access control system based on the established XACML
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Bundle :Service Registry :Proxy Service :Original Service

getService()

ProxyService

getName()
authorizeAccess()

getName()

"John Doe"

"John Doe"

Figure 9.2: Sequence diagram for access control

reference architecture by Kafura (2004).

Figure 9.3: Architecture overview of the SpeciAAL access control system

The system’s structure, illustrated in Figure 9.3, is divided into two key areas: the

creation and administration of authorization policies, and the safeguarding of

access patterns during data retrieval requests. A particular focus of the developed

platform was to ensure the highest possible interoperability for the integration

of many individual services. To keep it simple to operate for the target audience,

the system also has a central user interface for administering the policies. The

purpose of the user interface is to provide the user with the highest possible level

of transparency and comprehensive control over the granted authorizations, while

abstracting the technical details. Thus, the user can always manipulate existing
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permissions, remove them when deactivating a service or grant new permissions.

The PolicyManagement module contains the subcomponents for creating and man-

aging authorization policies. The creation of a policy can be done via user-friendly

input forms within the user interface or by importing pre-defined XML files. In

the case of form-based authoring, the information about the authorizations to be

granted is provided via HTTP endpoints of the subcomponent PolicyCreator. Using

the subcomponent PolicyValidator, these are first checked for their semantic correct-

ness and then a corresponding XML file is generated. However, a particular focus

of the implementation of this component is the ability to integrate pre-defined

authorization policies by allowing services to provide them directly to the user

during service deployment. To preserve transparency and control for the user, the

access rules defined within the XML files are initially interpreted by the platform

and presented in a readable form within the user interface. Therefore, the user has

the choice to effortlessly deactivate specific rules or modify them according to their

preferences. One characteristic of the user interface is the possibility of adding

context to the access rules, that may permit the access of data or functionality

only at a special time, a special location or in special occasions. If new policies are

inserted in this way as an XML file, an additional review of syntactic correctness

will take place.

The created policies are stored within the PolicyStore, in which the contents of

the authorization policies are transferred to a relational data model for high-

performance and targeted querying. Due to the defined interfaces, the platform

supports both local and remote database systems, which can be used individually

depending on the desired form of the platform. Since the allowed access patterns

can also change over time, an additional option for manipulating existing policies

has been integrated into the platform. This is done via the component PolicyUp-

dater. Manipulating existing policies is equivalent to creating them by updating

existing information, either through user interface forms or directly within the

corresponding XML files. Such a case has relevance both in the delivery of a new

version of the service concerned and in the need for manual adaptation of the rules
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by the user. The associated component also provides this functionality via HTTP

endpoints, which, after successful completion, result in an update of PolicyStore

data. Because of the resulting interfaces, it is also possible to integrate this func-

tionality into higher-level applications, such as a central instance for managing all

permissions within a given domain.

The depicted lower part of the Access Control Component (see Fig. 9.3) is respon-

sible for the enforcement of the created authorization policies within the module

PolicyEnforcement. An entity attempts to access the stored and protected data

within the DataStore by specifying its own identity, the desired resource and the

respective access pattern by calling the defined HTTP endpoints of the RequestVal-

idator. The indication of the identity has particular relevance to counteract possible

abuse. For this, a certificate-based matching of the identities within the RequestVal-

idator takes place. If the given identity can be confirmed, the request is forwarded

to the PolicyEnforcer component. Using the stored policies, this component checks

whether the requested access corresponds to the defined authorizations and, if

positive, responds with the requested data. In the negative case, access to the data

is denied. The verification of the permitted access patterns is done similarly to a

conventional firewall systems in decreasing granularity. As soon as a correspond-

ing rule has been found, access is immediately permitted or denied. This allows

for efficient processing of data access by considering only a subset of all rules.

If the data access is permitted, the data can be queried by use of the connector

component of the respective persistence media.

9.4 Privacy Policy in SpeciAAL

To integrate the crucial contextual aspects, pivotal in AAL use cases, into the

formulation of access rules, an initial extension to the current privacy policies is

imperative. Furthermore, it’s essential to ensure that the formulated rules not only

fulfill the necessary criteria but also cater to older individuals and those without

technical expertise, ensuring clarity and comprehensibility for diverse user groups.
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This inclusivity aims to make the rules easily accessible and understandable,

fostering usability across a broad spectrum of users with varying levels of technical

proficiency.

The privacy policies that are currently discussed, are the P3P (Cranor et al., 2006),

S4P (Becker et al., 2010), and SIMPL (le Métayer, 2009). P3Pdescribes privacy infor-

mation of websites, such as editor information, collected data, dispute scenarios

and retention time of data. S4P, on the other hand, is used for privacy descriptions

of services and what personal information is used for what purpose. SIMPL is

used to specify preferences and policies with a small subset of English. Only a

small part is already specified for future use, and it is not easy to comprehend for

humans. To keep the policies in a natural language and easy to understand for

Figure 9.4: Proposed privacy policy based on 5W1H questions

the target group of AAL, the approach is to give answers to the 5W1H questions

(shown in Figure 9.4). On the left side, the questions are listed (each followed by a

corresponding example), divided in a service description and access description

part. On the right side, the technical implementations and corresponding configu-

ration options are shown. Title and Description can be found in the manifest-file of a

bundle, data defines the accessed data category of the information to be processed

by the service, and the Access-Rights are based on the CRUD acronym. Special
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to the use case in AAL is the possibility to add context to each policy. In this

early stage, environment based and temporal context is supported, where the

environment considers the location of the user, external influences, or emergencies.

Temporal context-based access could be periodic, e.g. during working hours on

week-days, to preserver the user’s privacy during night and on weekends.

To put it in natural language:

An entity is provided access to data for some defined task, if the particular context applies -

otherwise access is forbidden.

This flexibility leads to very fine granular access control mechanisms that can be

applied by applying the policy language.

The basis of the proposed access control system is the definition of the autho-

rization policy. The chosen structure of the policy is based on the lightweight

representation of the eXtensible Access Control Markup Language (XACML) by

Kafura (2004). XACML is a declarative, attribute-based markup language for the

presentation of authorization policies and is characterized in particular by its high

interoperability, extensibility and the resulting general validity. The main aspect

of the definition of an authorization policy are the data to be protected, which vary

depending on the specific application scenario, the sensitivity and purpose. To

efficiently map this variability, the definition of an authorization policy is based on

the requesting entity. This design choice results in increased flexibility, in which

new services can be added, or their privileges can be revoked or manipulated

without global impact.

1 <?xml vers ion=" 1 . 0 " encoding="UTF−8 " ?>

2 <pol i cy PolicyID=" HeartRatePol icy ">

3 < S u b j e c t s >

4 < S u b j e c t>NursingService</ S u b j e c t>

5 </ S u b j e c t s >

6 <Rule RuleID=" ReadHeartRate " E f f e c t =" Permit ">

7 <Resources>
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8 <Resource>HealthData</Resource>

9 </Resources>

10 <Categor ies>

11 <Category>General</Category>

12 </Categor ies>

13 <Actions>

14 <ActionMatch MatchId="

HeartRatePol icy :Heal thData :General :Read ">

15 <Attr ibuteValue>Read</Attr ibuteValue>

16 </ActionMatch>

17 </Actions>

18 <Context ContextID=" o n l y I n t e r n a l ">

19 <Apply FunctionID=" Locat ion ( i n t e r n a l ) " />

20 </Context>

21 </Rule>

22 </pol i cy>

Listing 9.1: XML example for the proposed authorization policy

This is depicted by the attribute Subjects shown in listing 9.1. In addition to defin-

ing the services involved, a policy includes a variable set of rules that are used

to determine the desired access permissions. A rule always refers to a concrete

resource that can be further restricted by specifying a Category for fine granular au-

thorization assignment. In a first attempt to categorize the data, the main concepts

of the implemented ontology are used (Fredrich et al., 2014): Personal information,

contacts, capabilities, preferences, interests, activities, health information, educa-

tion and environment. The heart of such a defined rule is the attribute Actions.

Within this, the permitted access patterns can be defined (according to the CRUD

acronym).

To ensure context-sensitive access authorizations, the defined rules can be supple-

mented with additional conditions through the Context attribute. The available

conditions are defined by the Privacy Policy and include, for example, mapping
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time- or location-dependent access patterns. In the presented, authorization policy

includes a location restriction of the permitted accesses.

The default behaviour of the developed solution prevents any data access without

an appropriate policy, which is why all access patterns of a service must be defined

within a corresponding rule. The individual rules are interpreted sequentially

and therefore have to be defined in descending access granularity. The described

structure of an authorization policy can be arbitrarily extended to represent more

complex access authorizations and has the possibility to be converted into a format

conforming to the XACML specification that provides complete interoperability

with deviating implementations.

9.5 Examples for Application of Policy

To illustrate the newly added possibilities, illustrative examples are described

below that function based on the privacy policy. The first example is an online

medication plan that is connected with a drug dispenser. The three information

that are accessible for this service are: the schedule for the drug ingestion, the

information whether the drugs have been taken, and the reason for the medication.

The user always has the full access to his own data. Informal caregivers (e.g. a

neighbour) may have access to the schedule (name and time to take the drug),

professional caregivers (e.g. nurses or doctors) also know the reason for the

medication and are allowed to control the taking of the drugs, but only (context-

awareness) if they are visiting the patient. Figure 9.5 shows the example and

the granularity of access rights, where the "if..." icon is indicating the described

context-based attribute to the access policy. In the second example, a nursing

service has the right to access all values of a heart rate sensor only when accessing

the system from within the user’s home (e.g. at the user’s own terminal during a

daily visit). Otherwise, the access rights only permit the access of average values.

The informal caregiver has no rights to access the data, but this can be overridden

by critical values. In this case, the contextual portion of the access right could be
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Figure 9.5: Examples for policies based on three groups of stakeholders

set to in emergencies (see Figure 9.5).

Our third example is based on a location tracking service, that can indicate, if

the user is at home, moving inside his home, and can show his location. in this

example, all stakeholders have the right to see if the user is at home, professional

caregivers are allowed to know if the user is moving during weekdays, and

informal caregivers are allowed to access the location of the user in case of an

emergency.

These brief examples show the flexibility of our developed data access policy

language.

130



9.6 SpeciAAL Access Control: Compliance with Re-

quirements

The SpeciAAL Access Control component can meet the aforementioned (see sec-

tion 9.1) functional (F1 - F5) and non-functional requirements (NF1- NF3) that are

briefly described below:

F1 Introduction of a central control authority for the regulation of access: The

main focus of the development of the access control system is the possibility

to control all access to the stored data of the user. To make this possible, the

platform is extended by a unit to control all data access. Since the accesses

are made exclusively via the defined interfaces of the system, the data stores

and data sources can be completely decoupled from the serving services.

The central access control authority does not have full access to the stored

data itself, but authorises data access after checking the access rules.

F2 Unified Integration of variable data sources: The variety of possible data

sources, such as health gauges or recording the user’s temporary environ-

mental conditions, requires the definition of common interfaces for the per-

sistence of the information. Thus, the data sources may use the functionality

of the platform to store their recorded data, regardless of the persistence

technology used. In addition to increased interoperability, this enables a

flexible exchange of technologies

F3 Possibility of finely granular definition of the permitted access patterns:

Since the access management based on the data categories often has no

satisfactory granularity, it is necessary to subdivide these further. Thus, the

defined policy language always offers the possibility of assigning individual

subcategories.

F4 Definition of context-aware allowed accesses: The allowed data accesses

can vary greatly depending on the service in their requirements. The high
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flexibility of the authorization policies used to regulate the access allows an

individual definition of specific access rules, which go far beyond the usual

CRUD operations in this environment.

F5 User-friendly definition and manipulation of authorization Policies: Ac-

cording to the target group of the developed system, the simple usage is

another requirement. Since the used structure of the authorization policies is

primarily optimized for efficient machine readability, the system is extended

by a natural language definition of the permitted access patterns.

NF1 Lightweight: When operating on resource-poor hardware, it must not be

restricted in its functionality. This requirement is fulfilled by the streamlined

structure of the authorization policies, as well as a lightweight and individual

implementation for machine processing.

NF2 Interoperability: The SpeciAAL Access Control component enables the in-

tegration of versatile data sources and intelligent systems, as well as the

consistent use of the platform by the requesting services. The services can

access the platform via defined HTTP endpoints, creating a variety of in-

tegration options, such as the use of mobile device applications or web

applications.

NF3 Extensibility: Due to the generic structure of the platform, a variety of

application areas are possible. To meet the specific requirements of the

respective domains, the implementation is based on a modular structure.

This provides clear interfaces between the modules, which can thus be

extended by adaptation or additional modules.

The requirements can be met with the presented solution. Whether the require-

ments for usability and simplicity of implementation (F5) can actually be met will

be examined in detail in chapter 10.
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9.7 The Impact of Privacy Enhancing Data Access

Control to the Architecture

To simplify the scenarios, the final evaluation in chapter 10 deliberately refrains

from defining more complex access rights. Especially in an extensible system in

the cloud, it is very likely that processed information from one service will not

only be accessed by another stake-holder, but will also be consumed by another

service. This means that the services must be constantly monitored, and the access

rights must be re-requested if necessary. The complexity further increases when

considering additional scenarios in the hybrid cloud approach. In SpeciAAL this

is handled by the Privacy Module.

To demonstrate the principle of operation of the Privacy Module, the installation

process of a new service is described. As a simple case, it is assumed that the

new service has to be run in the Public Cloud of our Hybrid Cloud approach for

SpeciAAL. For privacy reasons and with the threads of Section 3.5 (e.g. Insufficient

Identity Management, and Unsecured Third-Party Resources) in mind, this Public

Cloud is considered as a third party with a low level of confidence.

Figure 9.6: AAL Privacy Policy and Privacy Module

Figure 9.6 gives an overview of an installation process for a new service in the

Public Cloud. It is assumed that the user has triggered the installation process
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and by some requirements (e.g., shortage of resources or cost efficiency) the new

service has to be started in the Public Cloud. The Install Helper then requests the

needed data for the initial configuration and adaptation of the service. The Privacy

Module checks the AAL Privacy Policy whether there are policy breaches in the

requested information (e.g. by querying information categories that have not

been released for the service or for which no rules yet exist). In this scenario, no

breaches exist and therefore the data may be passed to the Install Helper which then

passes it over to the Install Helper in the Public Cloud to install the New Service.

If the policy check fails, the Install Helper has to request new resources from the

PaaS Manager to be able to install the service in the Private Cloud. One exception

to this policy-driven decision-making could be, that the user actively enforces a

service to get data beyond these policies, as shown in section 9.7.2.

9.7.1 Reevaluating data access

Besides installation and initial configuration, user data is also requested for adapt-

ing and reconfiguring a service during run-time. This reconfiguration is triggered

by changes in user data that are reasoned by agents and combined in events. An

example would be a fitness service with video-trainings that is reconfigured to

exclude trainings for feet after the user has sprained his ankle. The service is

registered in the service registry (as shown in figure 9.6) together with the docu-

mentation of the needed data for configuration. With this information, the Privacy

Module can reevaluate if the policies are still met and the updated information is

allowed to be passed in the Public Cloud.

This reevaluation is needed because a change in user data can mean that infor-

mation that was not defined during installation of a service now has some value

and is considered a breach of privacy. In the fitness example of section 6.2, the

service was used with no restriction before the sprained ankle and after the in-

formation of the sprained ankle has to be passed as change in context for service

adaptation. If the sprained ankle is defined as personal information (see chapter 4)
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the reconfiguration requires the service to be shifted to the Private Cloud.

9.7.2 Transparency

One feasible solution for compliance when transferring user data to third parties

is transparency. As a legal requirement, a user has to be informed about PII that is

passed to third parties. This information can be used to ’override’ the policies that

are evaluated automatically in the Privacy Module.

In Google Android, the user is informed when installing a new application about

what sensitive information will be used by the application (e.g. contact details

or the whole address book) and the user has to decide whether the application is

allowed to access the data or not (Google, 2023). Sometimes this decision results

in not being able to use the application at all. This consequence is not seen as the

desired behaviour for services on a Platform for AAL.

Figure 9.7: Privacy Module and Transparency Module

Figure 9.7 shows the same scenario as Figure 9.6 except this time there is a privacy

policy violation and a malicious service tries to access additional data for which

there is no policy. A Transparency Module is triggered about the violation and the

user is informed about the personal information that will be passed to the service.

In this scenario the user complies with the data transmission, the decision is saved

in the Service Registry and the New Service is installed and started in the Public
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Cloud. If the user disagrees, the service cannot be started in the Public Cloud.

9.8 Conclusion

This chapter presents the three main parts of monitoring, access control, and

enforcement of privacy data in the platform for AAL: A) An OSGi mechanism to

intervene in the communication process of bundles and has the ability to monitor

and control data flows on service level (inform), B) an access control system to

manage access rights based on rules, and C) a policy language to define these rules

(control, enforce). The privacy policy language is extended by context awareness

to better suit the requirements of AAL use cases.

By examining functional and non-functional requirements, it is shown that they

can be met with the solution presented. Furthermore, the next chapter will clarify

whether the basic assumptions of this solution (granular release of information,

standard protection of data, context awareness) are also understood by users.

In the last section, the impacts of the solution on the architecture of the PaaS are

shown. In particular, it focuses on where the policy may need to be reevaluated,

or service migration prevented to maintain function.

Through this extension of the overall system, general access rights can be assigned,

but also special context-dependent access rights can be created. These can be

adapted directly to a particular situation or an event that occurs. Of course, this

not only expands the possibilities of the system, but also increases the complexity

for the users. The extent to which the added value outweighs this increase in

complexity is to be found out in a final study.

Parts of this chapter were published in the peer-reviewed papers "Architektur

zum Schutz der Privatsphäre in AAL-Systemen" (translated: Architecture for the

protection of privacy in AAL systems) (Reich et al., 2017) and "Privacy enhancing

data access control for ambient assisted living" (Kuijs et al., 2019).
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Chapter 10

Evaluation of

Context-Aware Access Control

The access control system that enables users to define what data can be accessed by

what other user or service has been developed. These access rules can be defined

during installation and changed to the user’s liking during runtime. Special about

this access control mechanism is the fact, that it can be adapted to the actual context

(time, location, situation, etc.) of a user (see chapter 9). The basis of the evaluation

of the experience with access rules is a user questionnaire (user survey). In this

survey, participants of all ages were asked if access-rules, allowing to specify data

access in detail, and rules that are explicitly in place for emergencies, represent an

added value to the overall system.

10.1 Design Principles of the Survey

Due to the relative complexity of the issue of access rights for outsiders, the first

idea for the evaluation was a series of expert interviews. In numerous discussions

with experts in the field at Furtwangen University, contact was made with various

facilities for older people. Unfortunately, due to the onset of the pandemic and the

additional need for protection of older people, as well as care facilities, it was no

longer possible to include them in the survey. Expert interviews with professional
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staff were also not possible at times due to the rules in force in Germany.

Therefore, the evaluation was changed to an interactive experiment followed by

a questionnaire and evaluation was generally opened to other groups of people

without a specific AAL background. The survey could be carried out online by

using SoSciSurvey (SoSci Survey GmbH, 2022), a survey platform that adheres to

the strict requirements of German data privacy laws, is mainly used for scientific

surveys, and can be programmed and extended by standardized APIs.

10.2 Structure of the Survey

The survey is divided into an experiment with a) subsequent check of under-

standing of the presented solution, b) a review of the underlying hypotheses, c)

assessment of the PbD principles and d) demographic questions.

10.2.1 Hypotheses

The hypotheses are based on the assumption that people are more willing to share

personal information with other people in dangerous situations. This use case was

chosen because it represents a very comprehensible context change in relation to

AAL and users can easily empathise with it. Similar hypotheses were made in

relation to the protection of privacy in the study by Wilkowska et al. (2022).

The following three hypotheses of this Thesis are to be tested in this study:

1. In emergencies, people are more willing to share personal information

with third parties.

The option to make context-dependent changes to the access rules for stored

data is viewed positively by users.

2. The possibility to create different access rights for emergencies is an added

value within the AAL platform.

In deviation from normal operation, special rules for accessing data can be
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defined for special situations. This functionality represents added value,

especially for emergencies.

3. The detailed control of access rights based on the collected data of a service

increases the perceived effort.

Although the additional functionality is considered an advantage, the in-

creased effort is an additional barrier to easy access to the system.

10.2.2 Introducing the Access-Control Concepts to the Partici-

pants

The first part is a scenario-based experiment presenting the management solution

for access control in the SpeciAAL platform. The participant is given a fictitious

but realistic scenario to carry out the survey.

The survey participants are introduced to third parties that he can provide access

to collected data of a heart-rate monitor and a drug dispenser in an according

user-interface. As introduced in section 2.4, the third parties are oriented towards

the groups of stakeholders for ambient assisted living. The two devices represent

different classes of AAL systems: Sensing and reasoning systems in the case of the

medication dispenser, respectively sensing and interaction systems in the case of

the heart rate monitor (see section 2.2).

Figure 10.1: Questionnaire: Introducing the Scenario

The participant is introduced to three possible levels of granting access to private

data via the system: 1. For a whole device (basic access), 2. for specific data
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that is collected by the device (detailed access), or 3. for specific data during a

state of emergency (situation-based access). The different modes are presented

by describing changes in the scenario and giving the participant updated input

possibilities to make their decisions (see Fig. 10.2).

Figure 10.2: Questionnaire: Detailed access control for types of data

The lead questions for the three parts are:

1. Basic: Who do you allow viewing this data? The participant can then tick

Relative, Neighbour, Doctor, Device Provider to allow them to access data of his

heart-rate monitor and his drug dispenser (two independent questions).

2. Detailed: Who do you allow viewing the following data? The description of

collected data by the two devises is specified in more detail. There is one

item with information about the latest interaction, one item with information

about alarms, and one general item with all data collected (that resembles

complete device access in the basic scenario). The access for this data can be
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again granted to the aforementioned third parties by ticking the boxes.

3. Situation-based: Who do you allow in case of emergency to see the following data?

In this third block of the experiment, the UI stays the same, but the scenario

is switched to an emergency. This situation implicitly enables an override

for the previously set access rights (see Fig. 10.3).

Figure 10.3: Questionnaire: Detailed access control in an emergency situation

10.2.3 Conformity with Expectations

In the previous part of the questionnaire, the participants are asked to decide

what third party can access their data in the presented scenarios. To additionally

check whether the desired effect corresponds to the selected options and at the

same time to test whether the concept of situation-based release of user data

was generally understood by the participants, a system feedback is used in this

part. The selected options of the experiment are translated into natural language

sentences and presented to the participant (see Fig. 10.4 - The sentences are

according to the ticked boxes in the two previous figures).
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Figure 10.4: Questionnaire: Conformity of expectations

A ticked box in the first scenario (no emergency) corresponds to "[third party]

always has access to [type of data]". A ticked box in just the second scenario

(emergency) is interpreted as "[third party] only has access to [type of data]

in emergencies". In this case, "always" overwrites "only in emergencies", thus

avoiding duplications. In addition, the same rules for a data type for different third

parties are combined into one sentence. An inline PHP: Hypertext Preprocessor

(PHP) script was used for the programming. Access to the required variables from

the questionnaire was provided directly via the survey platform.

If the result does not correspond to the expected settings for the release of private

data to third parties, the participant is asked to explain in writing why it does not

142



apply (see Fig. 10.5).

Figure 10.5: Question about the selected options during the scenarios: Why do the
access rules not match your expectation?

This part is provided to give a direct feedback from the experiment to the partici-

pant, as well as a possibility for him to correct unexpected behaviour of the system

and to understand what the expectation has been in the first place.

10.2.4 Verification of the Hypotheses

For the third part of the questionnaire, a five point Likert scale (I fully agree - I

disagree) is used. The respondents have to give a self-assessment based on two

times six statements. The first six statements refer to the experiment, and relate to

one of the three PbD strategies (see section 4.6). For each design strategy, there are

two statements following the lead question "Which statement applies to your data

in the cases described?":

• Inform:

– "I now know who can see my data in everyday life and in emergencies."

– "I have to make these decisions because otherwise I don’t know what

happens to my data."

143



• Control:

– "I can control the protection of my data with my decisions."

– "I am aware that the system can be used by me even without these

decisions."

• Enforce:

– "If I don’t decide, other people can see my data."

– "My data is protected in the system from unwanted access."

In the second part of the statements, the participant is asked to give an assessment

of the system as a whole. The overarching question for this part is: "How do you

evaluate the presented setting of access rights?":

• Questions asking about the ease of use:

– "I would have someone help me with the configuration."

– "The setting of access rights is complicated."

• Questions asking about the personal relation to the system:

– "I would use the system myself."

– "I would recommend the system to other people in my environment."

• Questions asking about the hypotheses of the survey:

– "The distinction between everyday life and emergency is an added

value."

– "The possibility to share only certain data of a device with others is

helpful."

10.2.5 Demography and Self-Assessment

Finally, the participant is asked for information about himself, his immediate

environment, and his affinity for technology. In the final questions, they are asked

144



whether they see themselves as technically gifted and as a help to others, or as

needing help themselves.

10.3 Discussion of Survey Results

The survey was held out in autumn of 2021. Of the 82 participants, 29 were female

and 53 male. The age distribution (see Fig. 10.6) ranged from younger than 20

years old (1 participant), over 20-39 years old (40 participants) and 40-59 years old

(36 participants) to 60-79 years old (5 participants).

Figure 10.6: Age distribution among participants

When asked about other persons living in the participants’ household, 13 partic-

ipants state that they are living alone, the main part of the participants (63) live

together with one to three people, only six participants live together with four or

five people in the same household.

The majority of participants (66) are stating that they have 6 or more different ICT-

devices at home. When the participants are asked about their personal assessment

of their understanding of technology, the majority of them are more likely to help

others to set up equipment than to be helped by others (see Fig. 10.7).
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Figure 10.7: Personal assessment of understanding of technology (1 = I fully agree
/ 5 = I disagree)

10.3.1 Scenario Part of the Survey

In the scenario part of the survey, the participants assigned access rights in three

gradations. To better illustrate the differences in the individual scenarios, the

change per application item (drug dispenser and heart rate monitor) is shown

below.

Scenario: Heart Rate Monitor

When asked about access to all data collected by the device, participants indicated

that they would share the data with the responsible doctor (76.8%) and relatives

(70.7%) in the majority, but with neighbours (7.3%) and the device provider (7.3%)

only to a small percentage (see Fig. 10.8).

When given the possibility of granting access in more detail due to a finer granu-

larity in access-rights (current pulse, last alarm, all pulse data), the participants

showed a similar behaviour over all three data categories. It is noticeable that, in

relation to the doctor, the acceptance of the release of the complete data set is still

increasing (79.3%), while to the relatives, there is only an increase (64.4%) for the

alarm (and thus a potential emergency - even if it may have happened a while
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Figure 10.8: Granted access rights related to the heart rate monitor (Percentage)

ago) and full access is less accepted (48.8%). The other two user groups remain

in the single-digit percentage range, even though the last alarm experiences an

increase to 13.4% for access by neighbours.

All values increase significantly for the third scenario and the occurrence of an

emergency, with an acceptance of around 80% for data release to relatives and

professional help personnel and also an increase for release to neighbours. Even

the release to the system providers experiences an increase, and this without any

apparent reason how the latter could intervene helpfully in an emergency.

To calculate statistical significance, a McNemar’s χ2 test (McNemar, 1947) is used

with a significance level of 5% and a critical value of χ2
1;0.95 = 3.84. Since the

values are greater than the critical value with two exceptions (cf. Table 10.1), the

null hypothesis is invalidated. This means for the given case and the present
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χ2 relative neighbour doctor vendor

current pulse 21.043 23.310 15.059 4.900

last alarm 14.062 6.857 4.000 4.000

all pulse data 17.391 8.643 3.200 2.286

Table 10.1: χ2 of McNemar’s Test for change between detailed and situation-based
access control settings for heart rate monitor. (Null-hypothesis falsified with
χ2 > 3.84)

experiment that there is a significant change for the granting of access rights. The

two aforementioned exceptions represent the marginal increase for data release of

all pulse data for doctors, that has been high for detailed access rights and stays

on a high level for emergency access rights (which leads to a ceiling-effect for

McNemar’s χ2 test), and a light increase for data access through the device vendor

in a case of emergency.

Scenario: Drug Dispenser

A similar pattern is observed in the context of the drug dispenser, wherein once

again, it is apparent that general access is more likely to be permitted for rela-

tives (64.6%) and professional carers (62.2%) than for the group of neighbours

(secondary carers - 2.4%) and equipment providers (3.7% - see Fig. 10.9). In the

detailed access scenario, the values remain very similar on average. Only access

for the Doctor is allowed significantly more often for all three data groups. In com-

parison, the willingness of all third parties to access data increases significantly

for the emergency situation.

χ2 relative neighbour doctor vendor

medicine
name

14.450 19.048 5.143 2.500

last intake 13.474 18.050 9.091 0.571

all intake 20.045 11.077 7.111 2.286

Table 10.2: χ2 of McNemar’s Test for change between detailed and situation-
based access control settings for drug dispenser. (Null-hypothesis falsified with
χ2 > 3.84)
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Figure 10.9: Granted access rights related to the drug dispenser (Percentage)

This effect is again evident in McNemar’s test, which attests to significant changes

in acceptance for all given access-rights between detailed access and the emergency

(see Table 10.2).

10.3.2 Conformity with Expectations

In the direct comparison with the third-party access options clicked on in the

scenarios in natural language, 96.3% said they agreed with the statements for

the heart rate monitor and drug dispenser. For the 3.7% who did not agree with

the statement sentences, the reasons were also asked: With one exception, where

additional data was to be released for the relative, the users who did not find

themselves in the statement sentences indicated that too much data would be

passed on to third parties with the settings previously made. One respondent
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stated that he only wanted third parties to have access to the data if he explicitly

allowed it in the actual situation.

10.3.3 PbD Principles

The statement related to the PbD principles was answered by the test persons

as follows After the presentation of the system and the information in the ques-

tionnaire, the majority of the test persons feel informed about the access rights

they have set in the system (see Fig. 10.10, row three). Nevertheless, they think

Figure 10.10: Likert Scale: Statements referring to Privacy by Default Principles

that they have to actively set the access rights to know about the current status

of data access by third parties (62%, row four). The user are well aware that they

can control the system with their decisions (72% agreement) and understand in

the vast majority (62% agreement) that they do not need to perform this control

to use the system (row five and six). The enforce strategy (basic data protection

setting always protects the user’s data) is viewed sceptically by the test persons,

as they are not sure whether their data in the system is generally protected against

unwanted access (31% approval and 49% undecided, see row two) and at the same

time they have the feeling that they have to set access rights to protect their data.

This is, although they were informed during the experiment that only they have

access to their data if they do not decide (38% approval, see row one).
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10.3.4 Feedback to the System

In terms of the ease of use of the system presented, the picture is balanced, with no

one finding the system overly complicated, but also no one who would describe it

as easy to use (see the first two rows of Fig. 10.11). The majority of respondents

state that setting up special access rights for emergencies adds value to the system,

and that a fine-grained release of access rights is an advantage (row four and

six). Again, there is no extreme agreement or disagreement with the statements

presented. Regarding the use by the test persons themselves or the recommenda-

tion to persons in their circle of acquaintances, the picture is also positive for the

solution presented: the majority state that they can definitely imagine using the

system themselves and recommending it to others (row three and five).

Figure 10.11: Likert Scale: Statements about the presented access-control system

10.4 Crowd-Sourcing for Recommended Settings

Another aspect of collected data is that over time the aforementioned complexity

to initially set access rules can be supported with collected data per service. In our

experiment, for example, the frequencies of access rights granted can be directly

transferred into recommendations for new users. To comply with the requirements
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of the EU GDPR and the PbD, these settings must not be set from the outset, but

are, for example, colour-coded in a prototypical implementation. This can reduce

the complexity of the system and further increase the benefit and use of the system.

Figure 10.12: UI Prototype of Crowd-Sourced User Recommendations

This approach is graphically illustrated in the UI prototype shown in figure 10.12.

In this example, recommendations were made based on simple majorities of

over 50% using the data previously outlined. The verification of this hypothesis,

however, is not part of the presented study among the test persons.

10.5 Conclusion

With the presented survey, it could be shown that people are more willing to

share personal information about themselves with third parties in a case of an

emergency. This was not only the result of the direct questioning, but also emerged

from the collected data of the empirical study as a statistically significant increase

in permission to access data for other key actors in AAL systems during an

emergency. This is also underpinned by the fact that the majority of respondents

said that the possibility of creating different access rights for normal operation

and emergencies was an added value.

Due to the increased perceived effort of the creation of access rights, optimization
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regarding the user interface will be the next step for improvement. Considering

that emergencies are only a very illustrative example of user context, many more

context-based access right scenarios (possibly depending on location or time) can

be developed based on the presented system.

Parts of this chapter were published in the peer-reviewed papers "The Need for

Emergency-Based Access Control in AAL Systems" (Kuijs et al., 2022).
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Chapter 11

Conclusion

This thesis has examined the question whether it is possible to provide an AAL

platform with existing technical requirements in the cloud. It was found that the

central personal information that enables the current context to be determined,

which is in turn used to tailor services to a user, is a valuable asset that must be

protected. As a result of the research, the following items have been of focus:

• The adaptability of services based on user context and personalization based

on user preferences in a cloud-based AAL platform,

• the development of a privacy module, together with a necessary privacy

policy language, and

• the extension to include context specifically, but not exclusively, designed

for AAL applications

were the focus of this work.

11.1 Achievements of the Research

In this thesis, a PaaS approach for a platform for AAL was developed. The PaaS

supports all common concepts of already existing platforms, is based on OSGi as

universal middleware technology and was extended by the ability of scalability.
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This means that individual services of an existing platform as well as the platform

itself can run in a cloud infrastructure.

Even though this thesis did not finally address the possible cost savings of a

cloud platform compared to a locally installed AAL system, it can be deduced

from the presented cloud basics that this is already one of the biggest motivations

for existing cloud solutions. Technically, however, it does offer the possibility of

subsequently increasing, reducing and shifting resources, thus allowing flexible

adaptation to the respective usage scenario: the platform is able to respond to the

user’s specific requirements.

In the second part of the thesis, special attention was paid to the adaptability of

the system. It was argued that optimal support depends on the response to the

user’s context. By using an ontology-based database, collected data and additional

contextual information can be evaluated and system responses can be precisely

adapted as a result. This was also the result of the user survey taken halfway

through work on the thesis. On the other hand, however, users surveyed also

expressed concerns about data security in a cloud computing environment. The

question was how to ensure that only authorized individuals can access personal

information.

When implementing the subsequently developed privacy policy, the context,

which is important for the AAL area, was also introduced as an additional element

in order to define conditions for an access right. It has been shown that extension

through context offers new opportunities for creating access rights.

To prove this on the one hand and to check whether the users understand the

concept on the other, a final user test was carried out. An emergency scenario was

used to test whether users would grant different permissions in an emergency

than in normal operation of the platform. It was shown that the willingness to

disclose private information increases significantly in emergency situations and

that the policy itself, with context as an input variable, offers added value.

156



11.2 Limitations of the Research

Within the current landscape of research and development, PaaS designed for AAL

has not achieved significant traction or widespread adoption. Despite the potential

benefits and opportunities it could offer, the uptake and active development of

such platforms within the research and development sphere remain limited or

relatively subdued.

Adjacent topics that arise directly from the new possibilities presented, but unfor-

tunately could not be conclusively clarified, revolve around the implications of

the newly gained results for users: Usability and user experience are questions

that still need to be clarified and also still have implications for the overall system.

Although monitoring as a central element was theoretically classified and techni-

cally solved as a basis for the PbD strategy "Inform", the accumulating information

for the user in this area is simply overwhelming and very difficult to assess. Figure

11.1 shows some mock-ups that were created during the research, but they only

represent initial approaches. Therefore, this thesis does not include a graphical

evaluation and focuses on the creation of rules.

Figure 11.1: Prototypes for visualizing monitored data: Features like colour, line
thickness, and item size represent data types, frequency of access or the number
of data

But here, too, a self-explanatory user interface is the key to success (as discussed

in chapter 9.7). In the end, the motivation of the user also determines the success

of the overall system and its possibilities. Related to transparency, for example,

the question arises, what could be the way in which the information is displayed
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to the user and the motivation for a user to allow the transfer of data to a third

party: If information is too detailed for the user (especially in the field of AAL) the

user gets unsettled, confused or annoyed. Especially when a service is expected to

be adapted continuously, the user is required to examine each changes or tick the

infamous ’Always’ box, that is also often used in personal firewall installations

when a service changes its connections. The second question that comes to mind is:

Why would a user do it in the first place? What is the benefit for the user of having

the information shared with third parties, or for our cloud-bursting scenario, of

having the service running in the Public Cloud (or by lack of concept ’somewhere

else’)? The considerations of the service provider (reduced costs or extending

resources) can’t be transferred to the user.

11.3 Future Challenges for Platforms for AAL

As shown in chapter 2 the market for systems in the field of AAL changed during

the research. The market in general for smart homes has grown significantly, and

AAL systems are part of the "Security" branch of that market.

UniversAAL, the biggest EU FP7 consortium of 2016, regrouped and is now

focusing on the IoT (The universAAL IoT Coalition, 2022). They missed their

goal of building a common ground for system vendors in the field of AAL. At the

same time, smart-home ecosystems powered by big tech companies like Apple

or Amazon gained tractions and are now often seen as the basis for healthcare-

systems, e.g. Alarms for low glucose-readings (Dexcom Inc., 2022) or emergency

calls upon fall-recognition through Apple services (Apple Inc., 2022).

On the other hand, the mainstream adoption of smart home technology is also

a development that counters one of today’s main problems of supporting older

people through technology: The scepticism of using new systems in the home.

Today, it is often only a small step from a smart speaker that plays the radio

and tells the weather to much more sophisticated support for older people using

additional sensors and services.
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The direction of development within the AAL industry and the potential emer-

gence of a fourth generation of smart home technologies propelled by advance-

ments in artificial intelligence, exemplified by OpenAI, wearables, and smart

home voice assistant systems like Amazon Alexa or Google Assistant, are yet to

unfold and determine the future trajectory of AAL systems. A promising step

in this direction is the agreement of a large consortium of platform operators,

consumer goods manufacturers, and security solution providers on a unified stan-

dard: Matter 2.0 has been announced for 2022 and the first devices are available

(matter-smarthome, 2022).

AAL systems can greatly benefit from AI technologies. Machine learning models

can be used to analyse vast amounts of data collected from AAL environments.

This enables the creation of personalized assistance for individuals based on

their specific needs, routines, and preferences. AI tools can continuously monitor

various parameters in AAL environments, such as movement patterns, vital signs,

and activity levels. This allows for early detection of abnormalities or changes

in behaviour, enabling proactive interventions or alerts to caregivers or medical

professionals. As they process more data and interactions, they can improve

their recommendations and responses, becoming more effective in assisting users

within AAL settings.

But there are several risks and challenges associated with their integration:

• Privacy Concerns: A major risk involves the collection and utilization of

personal data within AAL systems. Third-party Machine Learning tools

might need access to sensitive information to function effectively, raising

concerns about data security and the potential for misuse or unauthorized

access.

• Reliability and Accuracy: There’s a risk of errors or inaccuracies in the

predictions or recommendations made by these systems, which could lead

to incorrect actions being taken in AAL environments, impacting user safety.

• Ethical Challenges: AAL systems may make decisions affecting individuals’
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lives, raising ethical questions about the criteria used in decision-making

processes.

• Dependency on Technology: Over-reliance on AI-driven AAL systems

might lead to a loss of human touch or the ability to function without tech-

nology. This dependency could have adverse effects if the systems fail or

encounter technical difficulties.

• Lack of User Understanding: Users might not fully understand how the AI

within AAL systems works, leading to distrust or misunderstanding. This

could result in resistance to adopting these technologies, even if they could

greatly benefit users.

To mitigate these risks, it’s crucial to implement robust security measures, prior-

itize data privacy, ensure transparency in AI decision-making, conduct regular

system checks for accuracy and reliability, and involve users in the design and

testing phases to enhance understanding and trust. Additionally, continuously

updating and improving AI models can help address some of these risks over

time.

Regardless of the development of the platform, the need for detailed control of

data access, specifically to personal data, which this work deals with, is essential

and unavoidable to meet the requirements of the EU GDPR: The control of their

data should always remain with the user.
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Appendix A

Posters for the Field Test

In order to clarify the individual scenarios in our field test (cf. chapter 8.4) to the

test persons, posters with the individual tasks were printed and shown to them

one after the other. The description of the individual tasks for the test persons

was given orally. The test persons were able to reproduce the tasks directly on the

prototype.

Figure A.1: Mr. F lives in a rural region and has two children living far away. He
is interested in the arts, music and local history.
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Figure A.2: Use Case A: Communication. During the day, the system automatically
dials his son’s office number.

Figure A.3: Use Case A: Communication. During the night, the system automati-
cally dials his son’s private number.
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Figure A.4: Use Case B: Information. The system recommends events based on
the interests of Mr. F.

Figure A.5: Use Case C: Communication/Emergency. During an emergency, the
system automatically dials a predefined set of emergency numbers to call for help.
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Figure A.6: Use Case D: Adaptation of Services. Everyday Mr. F. is asked how he
feels.

Figure A.7: Use Case D: Adaptation of Services. The system reacts to this new
information by asking if he would like a lift to the event.
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Figure A.8: Use Case E: Environment Awareness. The system receives the infor-
mation that it has snowed during the night. It asks Mr F. if he would like a snow
removal service.
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Appendix B

Questionnaire: User Experience

This questionnaire was used to benchmark the user experience during the field test

with our prototype. It is a simplified paper version of AttrakDiff (User Interface

Design GmbH, 2008). Figure B.1 shows a graphical median of the results.

The study was conducted in Germany and in German. This questionnaire is a

translation.
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Evaluation of the SpeciAAL user interface 
Please give your impression of the SpeciAAL user interface using the following word pairs.  

Please tick one position in each line spontaneously - there is no right or wrong! 

human        technical 
isolating        connective 
pleasant        unpleasant 
inventive        conventional 

simple        complicated 
professional        unprofessional 

ugly        attractive 
practical        impractical 
likeable        disagreeable 

cumbersome        straightforward 
 

stylish        tacky 
predictable        unpredictable 

cheap        premium 
alienating        integrating 

brings me closer to 
people 

       separates me from 
people 

unpresentable        presentable 
rejecting        inviting 

unimaginative        creative 
good        bad 

 

confusing        clearly structured 
repelling        appealing 

bold        cautious 
innovative        conservative 

dull        captivating 
undemanding        challenging 

motivating        discouraging 
novel        ordinary 

unruly        manageable 
 

Your answers will be evaluated anonymously. Background information on this questionnaire is 
available at https://www.attrakdiff.de/. 

192



Figure B.1: Results: Median of the answers between the two word pairs
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Appendix C

Questionnaire: Access Control

This questionnaire was used in the final survey in chapter 10. The dynamic

function of converting the answers into natural language sentences on page 5

cannot be shown here. I therefore omitted and marked the missing elements

accordingly.

The subjects could move forward and backward in the questionnaire, and of

course, they were allowed to stop the interview at any time.

The study was conducted in Germany and in German. This questionnaire is a

translation.
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Thank you for taking the time to participate in this survey.

You are invited to take part in this research as an interviewee. Before we go any further, please read this

information sheet carefully and understand what you might expect to do and what it will involve. You may discuss

with others if you wish. Feel free to ask us if you need more information. Please consider if you want to take part or

not in this research study.

Ambient Assisted Living (AAL) applications are designed for elderly people and collect personally identifiable

information (PII), e.g., health data. During normal operations, this data should be kept private. But during emergency

situations, the information is critical for carers/helpers to access. In our research, we are developing a data access

control mechanism that enables users to define what data can be accessed by what other user or service. These

rules can be defined during installation and changed to the user's liking during runtime. Special about this access

control mechanism is the fact, that it can be adapted to the actual context (time, place, situation) of the user. In this

survey, we want to find out, if special access-rules for emergency situations represent an added value to our AAL

system.

Participant information Sheet (PDF)

If you have any questions, do not understand something or there is a technical problem, please feel free to contact

me.

Yours sincerely

Hendrik Kuijs

Hendrik Kuijs, M. Sc.

Furtwangen University | Furtwangen University

Robert-Gerwig-Platz 1

78120 Furtwangen

Phone +49 7723 920 2370

E-mail: kui@hs-furtwangen.de

I have read the Participant Consent Form (PDF) and agree to participate in the research by starting the survey.
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Page 01

Please put yourself in the following situation:

You are using the system, that is able to support you in your daily tasks. It was

recommended to you by your health insurance company and prepared for operation

at your home by a health care provider. You yourself decide which functions and

devices you want to use in your system.

You can set the system according to your wishes when installing new devices and functions.

You can determine whether only you or others can access the collected data.

In the event that you do not make any settings, only you have access to the data.

If you allow access to an additional person, this person is entitled to view the data via the system at any time.

In our examples, we use the following persons for whom you decide in the further course of this survey whether

they should have access to your stored data:

Your relative (partner, siblings, children, grandchildren),

A friendly neighbour,

your doctor or your physician,

and the device provider of the device used to assist with questions and monitor proper operation.
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Page 02

You have decided to use new devices and now have the option of configuring the additional access rights.

Please put yourself in the following situation:

You have chosen a heart rate monitor and an electronic medication dispenser and

are now configuring them according to your wishes.

(Please assign access rights by ticking. Multiple selection is possible.)

Heart rate monitor

A heart rate monitor automatically measures your pulse at regular intervals. The pulse data is stored in the system

along with the time of measurement. If your pulse increases or decreases sharply, the system can inform you and

third parties or make the log of past measurements accessible.

Who do you allow to view this data?

Relative

Neighbour

Doctor

Device provider

Medicine dispenser

An electronic medication dispenser automatically informs you whenever you need to take medication but have not

yet done so. The time when the medication is taken is thereby electronically logged along with the type and

quantity of the medication.

Who do you allow to see this data?

Relative

Neighbour

Doctor

Device provider
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Page 03

The system has been updated: You can now share not only the entire device, but different data of the devices with

other people.

Please put yourself in the following situation:

It sometimes happens that you forget to take your tablets. For some time now, you

have been suffering from sudden heart rhythm disturbances, which you have

managed to control to some extent with your medication.

Heart rate monitor

In addition to the current pulse, the device also stores the occurrence of alarms, due to too high or too low a pulse,

as well as an overview of all events and the complete pulse history.

Who do you allow to view the following data?

Medicine dispenser

The electronic medication dispenser stores the name of the medication to be taken, the exact time and medication

of the last intake and the history of all intakes in the past.

Who do you allow to view the following data?

Relative Neighbour Doctor Device provider

Current pulse

Last alarm (pulse too high/

pulse too low)

Total recorded pulse waveform

Relative Neighbour Doctor Device provider

Name of the medicine

Last intake

All intakes
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Page 04

In addition to the simple yes/no rules, the system also has situation-based access permissions. For example, the

occurrence of an emergency situation can grant additional access that would otherwise be prevented by the

system.

Please put yourself in the following situation:

The heart rate monitor on your watch triggers an alarm in the system because your

heart rate is exceptionally low. You feel as if you are about to lose consciousness.

Heart rate monitor

Who do you allow in an emergency to view the following data?

Medication dispenser

Who do you allow in case of emergency to see the following data?

Relative Neighbour Doctor Device provider

Current pulse

Last alarm (too high/too low)

Pulse in the course

Relative Neighbour Doctor Device provider

Name of the medicine

Last intake

All intakes
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Page 05

[Summary of previously selected access permissions for the heart rate monitor].

Does this configuration meet your expectations?

Yes

No

[Summary of previously selected access permissions for the medication dispenser].

Does this configuration meet your expectations?

Yes

No

Page 06

[Summary of previously selected access permissions for the heart rate monitor].

You have indicated that the access rules for the heart rate monitor data do not match your expectations.

Please explain why?

[Summary of previously selected access permissions for the medication dispenser].

You have indicated that the access rules for the heart rate monitor data do not match your expectations.

Please explain why?
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Page 07

Which statement applies to your data in the cases described?

How do you rate the presented setting of access rights?

I fully agree I disagree

I can control the protection of my data with my decisions.

I have to make these decisions because otherwise I don't know what

happens to my data.

I now know who can see my data in everyday life and in emergencies.

If I don't make a decision, other people can see my data.

I am aware that the system is also usable for me without these

decisions.

My data is protected in the system against unwanted access.

I fully agree I disagree

The possibility to share only certain data of a device with others is

helpful.

The distinction between everyday life and emergency is an added value.

Setting access rights is complicated.

I would have someone help me with the configuration.

I would use the system myself.

I would recommend the system to others around me.
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Page 08

Questions about yourself

Finally, a few questions about yourself.

1. Gender:

female

male

other, that is:

2. Which age group do you belong to?

younger than 20

20 – 39

40 – 59

60 – 79

80 and older
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I fully agree I disagree

I fully agree I disagree

3. Which devices do you own yourself?

(Multiple answers possible)

TV set

Smartphone

Telephone / mobile phone without internet

Radio

Laptop/PC

DVD, Blu-ray-Player

Tablet

Game console

E-Book-Reader

Streaming stick or box (possibly also apps on the TV)

Wearable (smartwatch, wristband, smart glasses, etc.)

Smart speaker

VR goggles

Other:

4. How many people live in your household?

[Please select]

5. Do you regularly support others in setting up and operating technical equipment?

I help others to set up technical equipment.

I help others to use technical equipment.

I often explain technical devices to others.

6. Do you let others help you set up and use technical equipment?

I get help with setting up technical equipment.

I ask for help in using and operating technical equipment.

I let others explain technical devices to me.
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Last page

Thank you for your participation!

We would like to thank you very much for your help.

Your answers have been saved, you can now close the browser window.

Hendrik Kuijs, Hochschule Furtwangen – 2022
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