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Abstract

Security Policy Enforcement in Application Environments
Using Distributed Script-Based Control Structures

Klaus-Peter Fischer-Hellmann
Dipl.-Math.

Business processes involving several partners in different organisations impose deman-
ding requirements on procedures for specification, execution and maintenance. A
framework referred to as business process management (BPM) has evolved for this pur-
pose over the last ten years. Other approaches, such as service-oriented architecture
(SOA) or the concept of virtual organisations (VOs), assist in the definition of architec-
tures and procedures for modelling and execution of so-called collaborative business
processes (CBPs).

Methods for the specification of business processes play a central role in this context,
and, several standards have emerged for this purpose. Among these, Web Services
Business Process Execution Language (WS-BPEL, usually abbreviated BPEL) has
evolved to become the de facto standard for business process definition. As such, this
language has been selected as the foundation for the research in this thesis.

Having a broadly accepted standard would principally allow the specification of
business processes in a platform-independent manner, including the capability to
specify them at one location and have them executed at others (possibly spread across
different organisations). Though technically feasible, this approach has significant
security implications, particularly on the side that is to execute a process.

The research project focused upon these security issues arising when business processes
are specified and executed in a distributed manner. The central goal has been the
development of methods to cope with the security issues arising when BPEL as a
standard is deployed in such a way exploiting the significant aspect of a standard to be
platform-independent

The research devised novel methods for specifying security policies in such a manner
that the assessment of compliance with these policies is greatly facilitated such that the
assessment becomes suited to be performed automatically. An analysis of the security-
relevant semantics of BPEL as a specification language was conducted that resulted in
the identification of so-called security-relevant semantic patterns. Based on these
results, methods to specify security policy-implied restrictions in terms of such semantic
patterns and to assess the compliance of BPEL scripts with these policies have been
developed. These methods are particularly suited for assessment of remotely defined
BPEL scripts since they allow for pre-execution enforcement of local security policies
thereby mitigating or even removing the security implications involved in distributed
definition and execution of business processes.

As initially envisaged, these methods are comparatively easy to apply, as they are based
on technologies customary for practitioners in this field. The viability of the methods
proposed for automatic compliance assessment has been proven via a prototypic
implementation of the essential functionality required for proof-of-concept.
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Chapter 1 — Introduction

1 INTRODUCTION

Service-oriented computing (SOC) is currently considered to be one of the most
promising new paradigms for distributed computing (Curbera er al., 2003; Foster and
Tuecke, 2005; Papazoglou and Georgakopoulos, 2003). Though comparatively new, a
significant amount of research has already been dedicated to this field (e.g., Deubler et
al., 2004; Papazoglou and van den Heuvel, 2007). Web services, and the composition or
choreography and orchestration of them, play a central role in current approaches to
service oriented computing (Berardi ef al., 2003). Service orientation is also expected to
have an important influence in the field of Grid computing, where the provisioning of
computing resources within a conceptual huge network of collaborating computers and
devices can also be fostered by services (so-called Grid services in this context)

provided by different nodes (Tuecke er al., 2003).

In service-oriented approaches using Web services, a layered architecture for
composing new services from existing services or for executing processes based on
existing services has emerged (Medjahed et al.,, 2003), as shown in Figure | (adapted
from ibid., p.56). The communication aspects reside in the bottom layer. Messages
between Web services and other communication partners are exchanged using
standardised protocols such as SOAP (Box et al., 2000) and HTTP (Fielding et al.,
1999). The layer above, the content layer, contains the definition of Web services,
thereby providing a service-oriented architecture (SOA) in order to allow for service-
oriented computing. Web Services Description Language (WSDL) (Christensen ef al.,

2001) is used for the definition of Web services in this layer while Universal
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Description, Discovery and Integration (UDDI) (Clement er al., 2004) is intended for
publication and discovery of Web services provided by an organisation in order to be

used by others.

Vendor-Specific or Standardized Business

Business Process Layer Process Definition Technology

Content Layer Web Services, WSDL — SOA, SOC

Communication Layer SOAP, HTTP

Figure 1: Layered Architecture in Business-to-Business Interaction

While Web services are stateless by their definition, stateful processes reside in the top
layer of this architecture, defining potentially long running business processes based on
the invocation of Web services. Business process definition languages (BPDLs) are
used for the purpose of defining the orchestration and choreography of Web services in
order to establish a business process. It should be noted that a business process defined
using one of these languages can itself be considered a Web service from the point of

view of external communication parties.

The request for fast adaptation of enhanced services and business processes to changing
requirements led to a framework denoted as business process management. Methods for

the specification of business process in the top-most layer of Figure | play a central
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role. For this purpose, a high-level definition language is used abstracting from as many
aspects as possible covered in the layers below. After an initial period where vendor-
specific definition languages have been used coming with platforms for specification
and execution of business processes, the need of standardisation to avoid dependency on
certain platforms (vendor lock-in) has grown leading to a variety of business process
definition languages (BPDLs) for the specification of enhanced Web services or
business processes in the top layer of Figure 1. These BPDLs were initiated by different
standardisation organisations or vendor groups. Of course, having competing standards
aiming the same purpose detracts from the very function of seeking for standardisation
in a particular field. Fortunately, one among these standard propositions, namely Web
Services Business Process Execution Language (WS-BPEL or BPEL for short) pro-
pagated by the Organization for the Advancement of Structured Information Standards
(OASIS) backed by many prominent vendors of business application platforms, evolved
the de facto standard in this field even prior to its official acceptance as an QASIS

standard in April 2007 (OASIS, 2007).

Based on methods for platform-independent definition of business processes offered by
such standardisation, the growing demand for specification of cross-organisational
business processes was fostered. Collaborative business processes (CBPs) came to the
centre of interest of some research (e.g., Lippe et al. 2005; Coetzee and Eloff, 2003).
With CBPs, the specification of the interoperability aspects between different
organisations are important while the organisation-specific aspects how a functionality
or a service is provided could remain opaque. However, specifying a CBP at one

location and distributing the specifications to the partner organisations involved in such
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a CBP for execution could be another approach. This approach is essentially fostered by

the use of standardised specification languages for business processes.

1.1 Aims and Objectives

Since security already is an important issue in distributed applications in general, this
topic is also of significant importance for CBPs and, in particular, for the application of
BPDLs. Security of Web services is well studied and several approaches for access
control to Web services exist (e.g., Abendroth and Jensen, 2003; Dimmock et al., 2004).
Role-based access control (RBAC) (Ferraiolo ef al.,, 2001; Peng and Chen, 2004) is the
widely used concept for dealing with secunty aspects in this field. However, novel
security aspects not covered in the aforementioned approaches anise from the distributed
definition and execution of CBPs. The following questions have to be answered in this

context:

e Are the semantics of a remotely defined business process compatible with the

security policy effective at the node where it is to be executed?

¢ Which classification, with respect to access control, is required for the Web
service offered by the remotely defined business process in order to be

compliant with the security policy in the domain where it will be executed?

It is anticipated that becoming able to cope with security issues arising from distributed

definition and execution of business processes using standardised BPDLs such as BPEL
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(Alves er al., 2007) will foster the acceptance of cross-organisational development of
business processes (i.e., specification of BPDL scripts remotely from the site of
execution). This may allow additional capabilities provided by these standards to be
deployed in practical applications such as supply chain management. Since the second
of the above questions is already in the scope of other related work, this research project

aimed to address the first question.

To this extent, the research project has been dedicated to fulfilling the following

objectives:

1. Analysis of the security-relevant semantics of BPDL-defined business processes,
in particular in environments where the BPDL scripts specifying a business pro-

cess are being defined remotely from the location of execution.

2. Based on the results of this analysis, development of a framework for assessing
compliance of remotely defined business processes with security policies
effective at the location of their execution. This includes a method for defining
security policies in terms of security-relevant semantics of BPDLs in order to

facilitate the assessment process.

3. Development of methods for compliance assessment preferably based on
technologies customary in the context of SOA established on Web services and
business processes. The reason for this objective is to aim at ease of applicability

for practitioners accustomed to the specification of Web services and business
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processes. In order to apply the methods proposed in this research project,
potential users should not be forced to acquire additional skills in addition to

those already acquainted in the field of application.

4. Investigation of the methods proposed with respect to their suitability for
automatic performance of compliance assessment. Being able to perform
compliance assessment with as little as possible human interference was deemed

to support acceptance of such methods.

5. Evaluation of the feasibility of the framework for practical applications by
implementing parts of it in a research prototype and evaluating this prototype in

a test bed environment.

1.2 Thesis Structure

In Chapter 2, the current use of business process definition languages and conceivable
extensions of its application, in particular in the context of CBPs, are discussed. Using a
comprehensive example of a distributed business process taken from the context of
supply chain management, security issues arising in the field of Web services and
business processes are considered, in particular in situations where definition and

execution of business processes are distributed across security domain boundaries.

The state of the art of specifying and enforcing security policies in general, as well as in

SOA-based applications and in application environments using mobile code, in
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particular with respect to access control and information flow control, is discussed in
Chapter 3. In addition, restricting the research on a particular representative of BPDLs,

namely WS-BPEL, is justified in this section.

Chapter 4 contains an overview of WS-BPEL as a specification language and presents
the results from an analysis of the secunty-relevant semantics of WS-BPEL performed
as part of the research project. To this extent, security policy-induced restrictions for
Web service invocations have been classified and so-called semantic patterns have been

derived from this classification.

In Chapter 5, the results of this analysis are applied to propose a method for the
specification of security policies that helps to facilitate the process of security policy
assessment for cross-organisationally defined business processes. In addition,
approaches to reduce the complexity of security policy specifications and to cope with

dynamic aspects in pre-execution security policy assessment are discussed.

Chapter 6 takes a deeper look into the process of assessing the security-relevant
behaviour by inspecting WS-BPEL scripts in order to determine the compliance to
security policies and introduces an architecture that allows for separation of the security
analysis and assessment of WS-BPEL scripts and the displacement of these tasks to

special nodes in an application environment.

In Chapter 7, the research prototype specified and implemented during the research

project as proof of concept will be presented. After introducing the scope of the research
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prototype, the method of specifying security policy statements introduced in Chapter 5
in a machine-processible manner will be explained. Furthermore, the architecture of the
prototype, the hierarchy of Java classes and the algorithms used for assessment of
compliance with security policies and, in particular, for information flow analysis will
be discussed. The chapter sums up the results of the proof of concept by presenting the

evaluation of the prototype.

Chapter 8 considers the wider applicability of the results achieved in this research
project. In particular, the transfer of the results to the field of Grid computing is
discussed. The extent to which such transfer is possible is demonstrated, and issues for

further research instigated by this approach are identified.

Finally, Chapter 9 contains a summary of and conclusions drawn from the results
achieved, and discusses limitations and directions for further research based on these

results.
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2 CROSS-ORGANISATIONAL DEPLOYMENT OF BUSINESS

PROCESSES

Collaborative business processes (CBPs) as defined, for instance, by Coetzee and Eloff
(2003) denote business processes that span organisational boundaries in order to support
business interactions involving cross-organisational workflows. Modelling of such
CBPs has been discussed, for instance, by Lippe er. al. (2006). The definition of
workflow views that provide as much information as required to allow for specification
of CBPs assuring cross-organisational interoperability, but at the same time as less
information as possible about the intermal aspects of a workflow as implemented by a
particular partner in a CBP is considered essential (Dickson et al., 2004). Approaches to
provide the required functionality for cross-organisational workflows based on SOA are
considered particularly beneficial (Papazoglou and van den Heuvel, 2007). SOC
established by those approaches facilitates the definition of CBPs. Standardized BPDLs
play a central role in the definition of CBPs due to their ability to specify business
processes on top of Web services and their platform-independency (Sayaha and Zhang,
2005). Though currently the definition of executable business processes across
organisational boundaries seems not yet to have found much interest in research, using
standardised BPDLs particularly for this purpose would exploit the capability offered by
a standard more than is done currently. This consideration will be explained in more

detail below.

In an SOC environment, first the situation is considered where the task of defining

CBPs and related enhanced Web services using a BPDL is distributed between several
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nodes in different organisations. This state-of-the-art employment of a BPDL, where
each organisation engaged in a particular CBP defines on its own the respective
business processes or enhanced Web services executed within their system, is depicted
in Figure 2. Of course, agreement on the overall task of the CBP has to be achieved

between the organisations involved.

Sewice Oriented Computing (SOC)

System 1in Domain A System 2in Damain B
BPDL Script ’(.:': §7-
e’
BPDL Scrip
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i~ * comrolled by
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\(}‘3‘!};‘.- T 1 O v Web Service 2
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defined and 8PDL Script Web Service 3
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{.ocal Business Process
cartrolled by BPDL Script
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Figure 2: Collaborative Business Process Using Locally Defined Subprocesses

Figure 2 illustrates an exemplary environment for the distributed development and
execution of a BPDL-defined collaborative business process, with two systems residing
in two different domains A and B. Each node depicted in Figure 2 is supposed to belong
to a different organisation, but still is capable of running processes defined in a

particular BPDL.

Consider the case where in domain A there is a need for a CBP, for instance, in a supply

chain application, requiring information 1, offered by a Web service W, at system 2 in

t0
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domain B. Because of restrictions imposed by security policies in domain B, Web
service W, would not be allowed to be accessed directly from outside domain B,
because, for instance, it provides further information besides 14 that must not be leaked
from domain B. For solving this conflict with security policy restrictions, a conven-
tional approach would be the provision of an enhanced Web service in domain B, say
W, at system 2. W, would access the information required from Web service W, and
offer the non-restricted part of the results (i.e., 15) to system | in domain A across the
domain boundary. Since a business process defined by a BPDL script offers services to
its environment, it can itself be considered a Web service. Therefore, in this example

W, is assumed to be defined by a BPDL script S;.

2.1 Extended Use of Business Process Definition Languages in CBP Scenarios

In order to allow for fast development and adaptation to changing requirements of
business processes, it would be desirable to concentrate the defimition of all business
processes and enhanced Web services at one particular node and distribute the BPDL
script resulting from this location to other nodes for execution. This would reduce the
coordination overhead implied by distributed definition of the parts of the CBP in
different organisations and, therefore, could help to save time and to increase flexibility

during the specification and implementation of CBPs.

Since the need for the particular business process in this example arose in domain A, it
is very probable that also requests for changes to this business process will arise in this

domain. In order to circumvent the requirement that requests for change arising in

11
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domain A must be presented to developers in domain B in order to have them change
the Web service W, it would be conceivable that W, running on behalf of a business
process in domain A will be defined by developers in domain A. The defining BPDL
script S will subsequently be brought to execution at system 2 in domain B as indicated

by the arc from the developer workstation at domain A to domain B in Figure 3

Service Orented Computing (SOC)
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Figure 3: Cross-Organisational Deployment of Business Processes

This approach would greatly facilitate the adaptation of W, in domain B to changing re-
quirements originating in domain A. Given both systems are based on a BPDL-enabled
platform using the same preferably standardised BPDL, this scenario, as depicted in
Figure 3, would be technically feasible. However, it would induce severe security
weaknesses in domain B, if S, would be executed in domain B without particular
precauttons. Prior to running S, it has to be determined whether the semantics of W),

defined by S, comply with security policies effective in domain B. Unless these security
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The business process is set up in a SOC environment where all functions used for the
application are provided as Web services and the composition of Web services is
accomplished using BPDL for the definition of the controlling workflow. In such a
context, BPDL scripts are not required to perform any kind of data manipulation or data
processing. Since standardised BPDLs usually do not provide any language constructs.
for performing data manipulations, constructs of other languages such as XPath
(Berglund et al., 2006) would have to be imported for these purposes. Since in a service
oriented application context, all data processing can be kept outside the controlling
BPDL scripts, it is assumed that the BPDL scripts considered here only make use of
elements imported from XPath, if any, in expressions specifying conditions for flow

control purposes not implying any data manipulation.

2.2.1 Description of Business Process Example

In this example, a BPDL script is executed in a system of the gearbox manufacturer
defining a controlling business process denoted by comtrol in Figure 4. An order
process of the car manufacturer (that may itself be a Web service or a BPDL-defined
business process) invokes the Web service offered by the control process at the gearbox
manufacturer providing a list of gearbox components to be ordered by the car manufac-
turer. Before placing an order, the car manufacturer expects a price offer accompanied

by a commitment with respect to the delivery date.

The control process invokes a checkStock Web service for checking the availability of

the ordered items in stock. For this purpose, the list of items to be ordered is passed to

14
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this Web service. After checking the availability in stock, the checkStock Web service
returns two lists of items that are to be ordered from sub-supplier 1 and sub-supplier 2,
respectively. Together with these lists of items, a transaction 1D for the order in
progress and the credentials required to invoke the respective Web services of the two

sub-suppliers are returned by checkStock.

Upon receiving the response of checkStock, the control process invokes the price-
Quotation Web services of the sub-suppliers and provides the respective list of items to
each of them. In order to get access to these Web services, the credentials returned by
checkStock are used by the control process. Of course, each Web service of the two
sub-suppliers requires its own set of credentials. Therefore, the control process has to

provide the proper instance of credentials to each of them.

After checking availability of the items on the respective list, each priceQuotation Web
service returns a list augmented by prices and availability on stock or dates of delivery.
The control process then invokes a calculateOffer Web service of the gearbox manu-
facturer to prepare an offer for the car manufacturer. For this purpose, the control
process passes the augmented lists retumed from both sub-suppliers to the calculate-
Offer Web service together with the transaction ID that was returned to it before by the

checkStock Web service.

The calculateOffer Web service uses the transaction ID to identify the proper order
request of the car manufacturer and to find the information relating to this order in the

data base of the gearbox manufacturer provided there by the checkStock Web service.

15
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For instance, information about items found to be available in stock and potentially
reserved for this order by the checkStock Web service could be identified by the
calculateOffer Web service in the course of its processing. Finally, the offer is returned
to the control process and will be passed to a checkOffer Web service of the car
manufacturer. This Web service will return an 'OK' or 'Reject’ response to the control
process after having checked whether the offer would be acceptable to the car

manufacturer.

The response from the checkOffer Web service is passed to a completeOrder Web
service by the control process. Depending on the type of response, this Web service
either completes the order processing within the gearbox manufacturer if the response
was 'OK' or discards all intermediate information such as items reserved for this

transaction ID tf the response was 'Reject’.

After the completeOrder Web service has terminated its task, it returns a corresponding
result to the control process that, in turn, provides this result to the erder Web service
of the car manufacturer as a response to its own invocation, thereby completing the

workflow of this business process.

For the purpose of this discussion it is supposed that the control process could be
specified by the car manufacturer as a BPDL script and sent to the gearbox manu-
facturer for execution within his domain. Reasons for doing so could be the ability to
better adapt the order processing with respect to the communication requirements

between the car manufacturer and the gearbox manufacturer, and to react faster to

16
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changing requests concerning the workflow on the side of the car manufacturer, thereby
providing more flexibility for definition of the collaborative business process to the car
manufacturer. However, unless the security issues related with this approach (as
discussed in the next section) could be solved satisfactorily, the gearbox manufacturer

would not accept this remotely defined BPDL script for execution.

2,2.2 Security Policy-Induced Restrictions in Cross-Organisational Business Process

Execution

When the controlling BPDL script is brought in from the car manufacturer for execution
in the domain of the gearbox manufacturer, the processing performed by the controlling
business process will be subject to several restrictions derived from security policies of

the gearbox manufacturer.

The secunty policies of the gearbox manufacturer may mandate that the list of items
that are not in stock and, therefore, have to be ordered from the sub-suppliers may not
be disclosed to the car manufacturer and the respective competing sub-supplier for
strategic reasons. The same will obviously hold for the credentials required for granting
access to the priceQuotation Web services of the sub-suppliers. This information may
only be passed to the respective sub-supplier, but neither to the competing sub-supplier

nor to the car manufacturer for obvious security reasons.

Other restrictions in the example of Figure 4 may require that the list containing prices

and delivery dates for the items to be ordered returned by each of the sub-suppliers has
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to be passed unmodified to the calculateOffer Web service while the respective source
of the lists may not be confused in order to allow for proper calculation of an offer to
the car manufacturer. Finally, this information may also not be disclosed to the car
manufacturer or the competing sub-supplier. Furthermore, it may be required that the
offer containing prices and delivery dates returned from the calculateOffer Web service
is passed to the checkOffer Web service of the car manufacturer without any modi-
fication 1n order to prevent manipulation of this offer, for instance, by changing the

committed delivery date or the prices.

A further type of possible restrictions implied by security policies of the gearbox
manufacturer may require that particular input parameters of a Web service may not be
used, or only be used with a restricted range of allowed values when invoked in a BPDL
script imported from the car manufacturer. An example of such restrictions could be the
calculateOffer Web service that could have a further input parameter for controlling the
type of rebate to be taken into account in calculating the offer. When invoked by the
control process defined by the car manufacturer, this parameter may be forbidden to be
used at all of may be restricted to one or a few values. Without such a restriction, the car
manufacturer could define in the control process any amount of rebate the calculate-
Offer Web service is able to provide, even though the gearbox manufacturer usually

would only allow a specific amount of discount to this car manufacturer.
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2.3 Security Issues Related to Cross-Organisational Deployment of CBP

As can be seen from the foregoing discussion, many restrictions refer to non-disclosure
of information passed between Web services within the control process to destinations
outside the domain of the gearbox manufacturer, in particular to the car manufacturer.
The latter restriction is of special interest facing the fact that in the example above this
very process is defined by exactly the car manufacturer who 1s restricted to get some of

the information handled by this process.

Other restrictions mandate that the values passed to a Web service originate from a

particular other Web service or lie in a particular range of values.

Access control to Web services (e.g. Abendroth and Jensen, 2003; Dimmock ef al.,
2004) and in particular role-based access control (RBAC) (Ferraiolo er al., 2001; Peng
and Chen, 2004) may only cover part of these restrictions. When addressed by access
control means alone, enforcement of non-disclosure of information outside the local
domain would imply that access to the particular information would not be granted to
any principal outside the local domain. In this example, the car manufacturer residing
outside the local domain of the gearbox manufacturer and, as a consequence, also the
BPDL script defined and invoked by the car manufacturer, would not be granted access
to visibility restricted information thus preventing the control process of this example

being remotely defined and deployed by the car manufacturer.

Relaxatton of access restrictions, such as granting access provided the values passed to

a Web service come from a particular source (for instance values retumed from a
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specific Web service), require information flow (in backwards direction) to be con-
sidered for making decisions upon granting access or not. Thus, information flow
analysis has to be applied in addition to purely access control-oriented approaches, in

order to cope with this kind of restrictions.

Restrictions with respect to visibility of values returned from a Web service are also not
covered by access control measures alone. For this purpose, information flow (in
forward direction) has to be analysed, that means the future use of the values returned

has to be taken into consideration.

With the approach proposed in this thesis, these restrictions derived from the security
policies at the location where a remotely defined BPDL script will be executed can be
enforced using the methods proposed, including the restriction that the author of the
BPDL script is precluded from getting knowledge about information handled by the
business process he has specified. At first sight, the last one may seem to be a restriction
contradictory to itself. However, it will turn out during the course of the thesis that it is
possible to grant access in such a fine-grained manner to a remotely defined business
process and enforce the implied information flow restrictions in a straightforward

manner at the executing site.

The secunty issues arising when remotely defined BPDL scripts are to be executed can

be condensed into the following questions:
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o Will the business process defined by the BPDL script comply with the security

policies of the executing domain?

*  Which access privileges are required in order to grant access to the business process
defined by the BPDL script (i.e., to possess the proper privileges for accessing the

resources, particularly the Web services, encountered in the course of its execution)?

The second question is addressed by research considering access control (Koshutanski
and Massacci, 2003; Mendling er al., 2004), even though not necessarily in the context
of BPDL script execution (Joshi ef a/., 2001). The first question, however, is comparati-
vely novel since execution of remotely defined BPDL scripts seems currently not to be
in practical use very much and, therefore, security aspects inherent in this way of using

BPDL have not found a lot of attention in research, yet.

This research project strives to propose a framework for coping with these novel
security aspects arising from the employment of standardised business process
languages. To this end, semantic aspects of the business processes defined by their
respective scripts written, for instance, in BPDL, are considered at the time, a new script
is to be deployed to a node across security boundaries. However, the analysis of the
semantics of code written in programming languages is a well-known difficulty (Cousot
1999). Therefore, the need to analyse the semantics of a BPDL-defined business process
with respect to involved security-relevant semantics would make the approach to
specify a business process remotely from the location of execution impractical unless

this analysis can be provided automatically, at least to a large extent. The methodology
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proposed will make use of the fact, that business process languages offer little to none
means for defining data processing or computational tasks as part of the language itself,
but rather have to invoke Web services for these purposes or must import constructs
from expression languages defined in other XML standards such as Xpath (Berglund et

al., 2006).

The extended use of business processes as proposed in Section 2.1 and parts of the
framework for assessing compliance of remotely defined BPDL scripts described in
chapters 4 through 6 have been published in several workshop, conference, and journal
papers (Fischer et al., 2005, Fischer er al., 2006, Fischer er al., 2007a, Fischer et al.,

2007b, Fischer et al., 2007c¢).

2.4 Restriction of Research to WS-BPEL without Loss of Generality

For the definition of Web services, Web Services Description Language (WSDL) 1.1
(Christensen er al., 2001) (expected to be gradually substituted by its newer version
WSDL 2.0 (Chinnici et al., 2006)) has been established by the World Wide Web
Consortium (W3C) as a single standard broadly accepted for the definition of Web

services.

In contrast, for business process definition languages (BPDLs) several approaches to
standardisation have been taken by different vendor groups and standardisation

organisations, leading to a plurality of standards:
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e Web Services Business Process Execution Language (WS-BPEL), formerly known
as Business Process Execution Language for Web Services (BPEL4WS or BPEL for
short) (Alves et al., 2007), propagated by the Organisation for the Advancement of

Structured Information Standards (OASIS),

¢ Business Process Modelling Language (BPML) (Arkin, 2002), propagated by the

Business Process Management Initiative (BPMl.org),

o XML Process Definition Language (XPDL) (Workflow Management Coalition,

2002), propagated by the Workflow Management Coalition,

e Web Services Choreography Interface (WSCI) (Arkin e al., 2002), propagated by

the World Wide Web Consortium (W3C) and

» ¢bXML Business Process Specification Schema (Malu et al.,, 2002), propagated by

UN/CEFACT and OASIS.

Though the existence of several parallel standards aiming at the same goal detracts from
the very purpose of standardisation, the different standards at least have some obvious
commonalities, as all languages are script based using XML (Bray er al., 2006) and
facilitate the composition of business processes by invocation of Web services and
definition of the communication with other parties (in particular human participants)

involved in a business process.

The fact that several business process languages exist in parallel, gave rise to research
as to which extent these languages are comparable with respect to their semantic

expressiveness (Aalst ef al., 2002; Shapiro, 2002; Wohed er al., 2002). In particular,
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Aalst er al. (2002) and Wohed et al. (2002) analysed different languages (i.e., WS-
BPEL, BPML, WSCI and some vendor-specific business process languages) with
respect to workflow and communication patterns. The results of their work indicate that,
to a large extent, the different languages are capable of expressing the same semantics

with respect to workflow control and communication behaviour.

As could be expected from these results, the different languages may be convertible to
each other as has been shown in an exemplary manner for XPDL and WS-BPEL by

Fischer and Wenzel (2004).

In other work (Haller et al., 2006; Haller and Oren, 2006) a process ontology based on
multiple meta-models derived from different existing workflow models is introduced in
order to facilitate mappings between choreography descriptions defining possible
interactions between different partners of a CBP and internal workflows of the partners
defined using different workflow languages, workflow models, and choreography
languages. Since this research seems to be still in its early stages, only one successful
mapping (with manual intervention) between a vendor-specific workflow definition
language and Abstract BPEL (definition of abstract, ie., not executable, business
processes defined in BPEL) is reported. Although automatic conversion between
different workflow definition languages and BPDLs based on their proposition is still
for further study, this approach using a specific ontology meta-model as an intermediate
during mapping can be expected to be promising towards supporting automatic mapping

between different workflow definition languages and different BPDLs. Once this
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ongoing work will have proven successful, their approach might also be useful for

automatic conversion of different BPDLs to each other.

Given the fundamental similanty of all different languages used for business process
definition and their potential to be converted to each other, the research in this PhD
project has been concentrated on one particular representative, namely WS-BPEL.
During the course of the research project, WS-BPEL has been accepted by the
Organization for the Advancement of Structured Information Standards (OASIS) as an
OASIS standard (OASIS, 2007). Prior to this, through support by prominent vendors
like IBM, BEA, Microsoft, SAP, and Siebel, WS-BPEL already had emerged as the de-
facto standard for business process definition (Wang et al., 2004; Mayer and Liibcke,

2006).

According to the usual practice, for the remainder of the thesis BPEL will be used as a

short-hand for WS-BPEL.

2.5 Summary

In this section, the main goal of the research project namely the assessment of
compliance of remotely defined BPEL scripts with local security policy has been
motivated by discussing some of the security issues arising by executing remotely
defined BPEL scripts. It has been shown that availability of fine-grained access control
and information flow control may enable sensible tasks to be performed by remotely

defined business processes without jeopardizing local security policy.

25



Chapter 2 — Cross-Organisational Deployment of Business Processes

Since the different standardised BPDLs are comparable with respect to their
expressiveness for specifying the process logic of a business process and BPEL is
considered the de-facto standard for business process definition as backed by related
work discussed above, without loss of generality, the research in this PhD project could
be restricted to BPEL. Therefore, in the remainder of the thesis, BPEL alone is

investigated as the most prominent representative of standardised BPDLs.
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3 APPROACHES TO SPECIFICATION AND ENFORCEMENT OF

SECURITY POLICIES

In this chapter, approaches to cope with security policy enforcement in general, and of
Web services and business processes, in particular, will be discussed. Possible methods
include validation (or even verification) prior to execution, or by monitoring and
intervening during execution of a program. In addition, because a BPEL-defined
business process can itself be considered a Web service, approaches to specify secunty
requirements of Web services and to solve security issues with Web services may also
relate to business processes defined this way and, therefore, will be constdered in this

chapter.

Since this research project was particularly interested in scenarios where BPEL scripts
are defined at one location and brought to a remote location for execution, approaches
to solve security issues anising with execution of mobile code are also considered. This
is because the distributed definition and execution scenario for BPEL scripts is, to a
large extent, similar to the situation when mobile code is to be executed. Common to
both situations is the fact that from the point of view of the executing site, the script or
code, respectively, has been defined remotely and is brought in for execution on an ad-
hoc basis such as applets contained in a Web page and downloaded via HTTP together

with the page content.

As a consequence thereof, it is not clear at first sight what this script or code is going to

do when executed; that is, the semantics of the script or code are unknown (at least the
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details thereof while the overall semantics, e.g., collecting information for an order in a
B2B application) may be known. Because of this, among others, there may be concerns
about the possible effects to the local system environment resulting from its execution.
In particular, there will be concerns as to whether the script or code will obey security

policies effective at the domain executing it.

Unlike other scenarios of executing remotely defined code (such as executing programs
developed and installed by the IT department of one’s own organisations or programs
being part of a product supplied by a well-known vendor), when executing mobile code
there is not usually a level of trust that is appropriate to alleviate the concerns about the
potential of the remotely defined program to cause harm to the local environment or to
violate the local security policies. However, even with programs developed or installed
by the organisation’s IT department, trustworthiness may be arguable because of
potential infection of this software with malicious code injected during Intemet
communication. This general and apparently increasing risk of getting infected by
viruses, Trojan horses or spyware (ITU/UN, 2007) gives rise to employ anti-virus and
anti-spyware check software. However, this risk of malicious modification after
deployment is not typical to BPEL scripts and may be prohibited by appropriate
mechanisms of the platform executing such scripts. Consequently, this risk is deemed
not to play an important role in the scenario considered in this research project and will

therefore be disregarded.

If developed remotely from the executing site but still within the same security domain,

domain-intemmal regulations such as quality assurance procedures applied in the
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development process could help to deem a program or script conforming to security
policies of this security domain. Since this does not apply in situations considered in
thts research project, security concerns with cross-organisational deployment of BPEL
scripts and when untrusted, remotely defined code is to be executed are comparable to
each other. Therefore, approaches to solving security issues with the execution of
mobile code may also be applicable to, or at least may serve as a model for approaches
to, solve the comparable issues with cross-organisational deployment of BPEL scripts.
An overview of conventional approaches to cope with security issues involved in the

execution of mobile code is given by Rubin and Geer (1998).

3.1 Specification of Security Aspects for Web Services

In the context of the definition of Web services, a series of specific standards and
proposal for standards exist, most of them propagated by the World Wide Web
Consortium (W3C) or OASIS. To address the collection of these Web service-oriented
specifications as a whole, they are usually addressed as “WS-*" specifications (the
reason for this abbreviation might be the fact that the titles of many of these
specifications contain the term “Web services” and have abbreviated identifications

starting with “WS-).

A large number of WS-* specifications already exist, at different stages of their
standardisation process, and the number of such specifications is still increasing.
Therefore, it is difficult to keep track of the dynamic development of these

specifications. However, a recent article in the InfoQ.com website provides a good

29



Chapter 3 — Approaches to Specification and Enforcement of Security Policies

overview of the current state of standardisation and adoption by platform vendors as
well as of the coherences and interdependencies of specifications in this field
(Bustamente, 2007). Unlike the existence of several standardized business process
definition languages that could basicaily replace each other, these different WS-*
specifications serve different (though sometimes similar) purposes. However,
overlapping functional areas also exist in these standards, proposals, or

recommendations.

Since security issues are broadly accepted to be one of the crucial points in using Web
services, In particular in cross-organisational application environments, there are also
WS-* specifications specifically dedicated to the security aspects of Web services.
Some of them will be discussed in more detail. The scope of existing security-related

WS-* specifications covers the following aspects:

e Specification of security requirements imposed to Web service invocation and
message exchange between Web services or between Web services and their

USETS.

o Specification of protocols that may be used for security related tasks in the
context of Web service-based application environments such as acquiring
certified tokens for authentication and authorisation purposes or conveying

information for access control purposes.
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o Specification of policies to determine the rules for granting or denying access to
particular resources for particular principals (i.e., users or other system resources

acting on behalf of users)

3.1.1 Web Service Security (WS-Security)

Web Services Security usually addressed as WS-Security (Nadalin er a/., 2006) is an
OASIS standard adopted in 2004 and updated 2006 that provides the basis for secure
message exchange in Web service interoperation. The standard defines a security model
for authentication and protection of the Simple Object Access Protocol (SOAP)
message transfer and provides mechanisms, primarily within a special security header
added to a SOAP message, to convey security-related content such as security tokens or
information as to which algorithms or procedures to be used for generation and
verification of signatures or en-/decryption. Mechanisms to specify which parts of a
message and, in particular, which parts of the message header are to be protected for
integrity or confidentiality and which specific method of encryption from a variety of
alternate methods is to be applied comprise mostly of this standard. WS-Security may
be considered the base standard for secunty in this field since most of the other security-
related WS-* specifications rely on the mechanisms provided by this standard to

implement their security-oriented communication needs.
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3.1.2 WS-SecurityPolicy

WS-SecurityPolicy (Nadalin er al., 2007a), also an QASIS standard, offers means to
indicate security requirements of Web services that have to be applied in the
communication between the partners involved (i.e., the invoker and the provider of a
Web service). Such requirements may contain indications which parts of a message
exchanged between the partners need protection to assure confidentiality or integrity
and what type of encryption algorithms to be used for these purposes. In addition,
means are provided to specify requirements for authentication and authorisation in
message exchanges and what type of certifications will be accepted for these purposes.
The mechanisms provided in this specification are predominantly bound to mechanisms
provided in the communication layer of Figure I, that is, the mechanisms provided by
the communication protocol used. In many cases, this protocol will be SOAP (Box et

al., 2000) and its amendments, in particular WS-Security (Nadalin ef a/., 2006).

3.1.3 WS-Trust

WS-Trust (Nadalin er al., 2007b) is another OASIS standard that specifies a model and
procedures to acquire and exchange security credentials in such a way that communi-
cating partners may establish and maintain a trust relationship between each other. The
standard makes use of other WS-* specifications, in particular WS-Security and WS-

Policy, and among others allows for secure exchange of security keys or policies.
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3.1.4 Web Services Policy Framework (WS-Policy)

Web Services Policy Framework (WS-Policy) (Bajaj ef al., 2006), is a W3C specifica-
tion that may be used to construct policies relevant for a Web service. For this purpose
the framework provides mechanisms for the aggregation of policies as combinations
and alternatives of basic constraints and requirements of a Web service. The definition
of such basic elements, however, is not in the scope of this specification but has to be
imported from other WS-* specifications such as WS-SecurityPolicy (Nadalin et al.,
2007a) or WS-Secunity (Nadalin ef al., 2006). In addition to aggregation mechanisms,
the framework specifies an algorithm for intersecting different policies in order to
determine the common alternatives contained in these policies. Although the mecha-
nisms provided are not specific to security policies, the context of the specification and

the examples used therein are bound to the field of Web service secunty.

3.1.5 Security Assertion Markup Language (SAML)

Security Assertion Markup Language (SAML) (Cantor et al., 2005) is again an OASIS
standard for the specification and exchange of secunity assertions with respect to
authentication, authorisation, or any relation between attributes and objects. Protocols
for requesting assertions from an asserting party and for management of shared
knowledge about identities between different providers acting as asserting parties are
provided in this standard. One field of application of this standard is the establishment
of so-called identity federations that play a central role in single sign-on over Web

services from different providers.
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3.1.6 eXtensible Access Control Markup Language (XACML)

The eXtensible Access Control Markup Language (XACML) (Moses, 2005) is also an
OASIS standard that is intended to specify policies and procedures for access control
and authonisation purposes. The standard provides a model for establishing access
control decisions, an XML syntax for specifying access control policies as well as
algorithms and functions that can be used in policy evaluation and constituting access

control decisions.

The main components in the policy-based access control model are a Policy
Enforcement Point (PEP) and a Policy Decision Point (PDP) that may be distributed
over several nodes of a network. The PEP enforces access control based on policy
decisions from the PDP. To this extent, the PEP sends decision requests to a PDP
whenever access to a resource in the scope of the PEP is requested and receives
responses containing the access decision from the PDP. While the structure and content
of the decision requests and responses are specified in XACML, protocols for sending
these requests and responses are not defined by this standards. Other standards such as

SAML have to be employed for this purpose.

The decision request is accompanied by all required information concerning the
requestor (subject), the resource access is requested for, the action requested to be
performed on the resource, and the context (environment) in which the access request
occurs. On receiving a decision request from a PEP, the PDP, in turn, evaluates rules
contained in one or more policies (specified based on the schema provided in XACML

for policy definition) that apply to the particular situation using the information
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contained in the decision request. The outcome of this evaluation may be “Permit”,
“Deny”, “Indeterminate”, or “NotApplicable” and is returned to the PEP in the response
to a decision request. The PEP is responsible of enforcing access control based on this

decision by granting or denying access to the resource for the requestor.

Lorch et al. (2003) report on early experiences with XACML in different application
contexts. They discuss the use of XACML in its earlier version 1.0 (Godik and Moses,
2003) in several projects and systems for authentication and authorization purposes.
They conclude XACML being suited for specifying complex policies and being used in
different distributed environments. Because it is an open standard offering means for
extensibility, they argue that XACML fits well into legacy authentication and
authorization systems and may act as an intermediate for interoperability between
different systems. They further conclude that the benefits gained by XACML’s
flexibility and expressiveness come at the cost of being complex and verbose (however,
the latter applies similarly to many other XML-based standards, too). As a consequence,
working directly with XACML policies “will be hard for average users” (ibid., p. 34).
Even when tools will be available to cope with structural complexity and verbosity, the
authors still suspect difficulties for users in understanding the meaning of policies

expressed in XACML because of its inherent semantic complexity.

3.2 Role-Based Access Control for Web Services and Business Processes

While access control related aspects are predominant with Web services, they are, of

course, also an issue with BPDLs. For Web services, role-based access control (RBAC)
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(Ferraiolo er al., 1995) is commonly used (e.g., Bacon er al., 2002). The main reason for
this is that the maintenance effort increases tremendously with the number of principals
(i-e., users) and resources for access control systems relating decisions to grant or deny
access to a resource with individual principals as in conventional access control
systems. Therefore, RBAC relating access decisions with particular roles instead of
individual principals is better suited in situations involving a large number of principals
as is the case in Web service environments (Coetzee and Eloff, 2003). In addition, since
the users of Web services can be distributed over different organisations or are even
unknown in advance, administration of access privileges for individual users would
render difficult or even infeasible while associating possible invokers of a Web service
with some few specific roles is much easier even with users from particular remote
organisations and even with users that are unknown at the time the access rules are

specified.

Koshutanski and Massacci (2003) address access control issues of business processes
defined by BPEL scripts, in particular the problem of providing the evidence of
possessing the required access privileges for accessing a particular resource at the right
time to the right place during execution of a business process. In their approach, they
propose to use mobile processes defined by BPEL scripts as part of messages sent in
response to an access request. These mobile processes would be executed at the
requesting side to interactively collect further credentials required for granting access to
the particular resource. In this context, they also discuss the requirement that the mobile
processes have to be subject to a release control policy in order to not disclose the

access control policy unless the receiver of this information has already acquired the
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proper security level to be allowed to get this information. In order to deduce the
missing credentials for an access request at a particular point of a business process and
the required secunity level for disclosing the information which credentials currently are
missing, the access control policy and the release control policy have to be available in
a formulation that allows for machine-controlled reasoning. The authors argue that
algebraic constructs would be best suited to serve as formal foundation for this purpose.
However, requiring algebraic specifications for access control or release control policy
makes the approach difficult to be applied in practical applications where the skill to
define or only understand such formal specifications of a policy cannot be considered to

be available with practitioners working in this field.

A similar aspect is addressed by Mendling et al. (2004) in their investigation of access
control requirements for BPEL script-defined business processes. By extracting RBAC
models from BPEL scripts and converting BPEL language constructs in a format
suitable for a particular RBAC software component, they provide an automated link of

access control enforcement into business processes defined by the BPEL scripts.

Joshi et al. (2001) give an overview of access control approaches and their suitability or
usability for Web-based applications, in particular distributed workflow management
systems (WFMSs). They argue that approaches such as the Mandatory Access Control
{MAC) and RBAC are suited for supporting enforcement of security policies in Web
applications, particularly confidentiality and integrity of the information. In a MAC
model, all subjects and objects are assigned predefined sensitivity levels to be used in

the access control enforcement thereby including information flow control aspects into
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access control. For RBAC approaches to include information flow aspects, the concept
of role hierarchies and constraints has to be employed. Joshi et al. state, “Enforcement
of MAC policies is often a difficult task, and in particular for Web-based applications,
they do not provide viable solutions because they lack adequate flexibility” (ibid.,
p- 41). They further state, “Achieving secure interoperation in a heterogeneous Web
environment is a difficult task, because of the inherent dynamism and evolving security
requirements of the underlying autonomous administrative domains” (ibid., p. 44). They
come to the conclusion that approaches using RBAC models are suitable to cope with

security requirements in distnbuted Web application environments.

Peng and Chen (2004) propose an extension to conventional RBAC models called WS-
RBAC, in order to incorporate Web services and business processes on top of them. In
their approach, Web services are subject to access control in lieu of common system
resources in conventional approaches. Business processes and enterprises are elements

in their WS-RBAC model making it suitable for application to CBPs.

3.3 Relation of Programs and Programming Languages with Security Policies

Algebraic and language-based approaches, not specifically dedicated to Web services,
address the relation of programs and programming languages with security policies.
These papers address the issue of verifying compliance of programs with security
policies and, therefore, are comparable with the scope of the research project of this

thesis, albeit from a theoretical view.
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Language-based techniques provide means for analysis or monitoring supported by
properties or semantics of the particular programming or scripting language. Though the
work concemned with these techniques relates to programming languages in general and
is not particularly related to Web services or mobile code, the results of this work may
also be extended thereto. At least, basic results on access control and information flow
analysis, particularly on possible information leakage via certain semantics of program-
ming languages, predominantly related to flow control semantics, also apply to the field
of Web services and mobile code. A central role in the research on language-based
security techniques is assigned to policies that restrict confidential data from interfering
with (i.e., affecting) public or externally observable data. This policy is referred to as

noninterference (Goguen and Meseguer, 1982).

Sabelfeld and Myers (2003) give a comprehensive overview of language-based
techniques for access control and, in particular, for information flow enforcement. They
point out that access control on its own cannot guarantee confidentiality or noninter-
ference of data. Sabelfeld and Myers argue that information flow analysis is required for
enforcing confidentiality. This observation is in line with Joshi er a/. (2001) who argue
that models based purely on access rules are not suitable for enforcing co'nﬁdentiality
and 1ntegrity of information after amendment, but access control model incorporating
mechanisms for information flow control are able to do so. Sabelfeld and Myers also
state that static information flow analysis is superior to dynamic information flow
analysis since static analysis considers all possible execution paths of a program while
dynamic analysis considers only one instance of program execution. They further argue

that “the inability to express or enforce end-to-end security policies is a serious problem
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with our current computing infrastructure, and language-based techniques appear to be

essential to any solution to this problem” (Sabelfeld and Myers, 2003, p. 13)

One particular issue pointed out by Sabelfeld and Myers (2003) is the potential
existence of so-called covert channels (Lampson, 1973) and emphasise the difficulty to
detect them during information flow analysis. Covert channels denote means for
information transfer in a computing system that exploit mechanisms not primarily
intended for information transfer. For instance, the number of cycles in a loop or the
observation whether a particular exception occurs or not may be exploited to convey
information in a manner not conforming to confidentiality policies. This may occur if
looping or the condition for throwing a particular exception is based on confidential
information thereby leaking this information via externally observable program

behaviour.

An overview of algebraic approaches to access control has been given by Wijesekera
and Jajodia (2003). While this work is dedicated mostly to theoretical aspects of
security policies and their vulnerability by certain semantics of a programming
language, enforcement of access control policies is stated as a requirement. However,
mechanisms for doing so being, for instance, based on execution monitoring are not

considered in this work.

L1 and Zdancewic (2005) consider confidentiality and integrity specified by information
flow policies. They describe flow control analysis in a security policy context where so-

called downgrading policies are established and enforced by the way of a type system
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using A-calculus. The reason for considering downgrading policies as stated in their
work is that noninterference being the only concept leads to overly strict limitation of
allowed processing that would impede a lot of reasonable processing performed by a
program. This theoretical approach to information flow analysis requires all pro-
gramming logic being expressed in terms of A-calculus in order to be analysed. In
business processes invoking Web services for performing computational tasks or data
manipulations, this approach seems to be impractical since, in general, it is unusual that
formal specifications in terms of A-calculus is avatlable or can be made available for all
of the programming logic contained in the Web services invoked during the course of a

business process.

Another group of approaches to analysing confidentiality and integrity of programs
written in different kinds of high-level languages investigate the information flow with
respect to classified information. Within this group, type-based approaches and
semantic-based approaches can be distinguished. In type-based approaches, for every
security level an item of information may be assigned to, a certain type is defined and
variables have to be of the same type as the information they contain. With these
approaches, checking security properties such as noninterference can be performed by

checking the type safety of a program (e.g., Walker, 2000).

Echahed and Prost (2005) present an approach for proofing compliance of a program
with information flow restrictions derived from a security policy. For their approach to
be applicable, both the information flow restrictions and the program have to be

available as algebraic formulations, the former using declarative programming, the
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latter as rules of a term rewnting system. The information flow restrictions are
formulated based on an ordered lattice of privacy levels where the order is defined from
higher to lower privacy levels. This way, allowed or disallowed flows from higher to

lower privacy level can be defined as rules in a term rewriting systems.

The approach described by Barbuti et a/. (2002) is another example of the semantic-
based approaches. The authors address security of programs written in Java by checking
the Java bytecode. In particular, they investigate a security property of Java programs
called o-security that i1s weaker than noninterference. The approach employs infor-
mation flow analysis in abstract interpretation of the program. To this purpose, the
semantics of each operation in Java bytecode are defined by inference rules. Given a
partially ordered set of security levels and a particular threshold security level o, they
define a program being c-secure, if only information assigned to security level ¢ and
below are leaked by the program, while information of higher security levels be kept
secret. In their information flow analysis, they also take into account the risk of covert
channels called implicit flows in their approach as possible ways to disclose infor-
mation. Abstract interpretation of a program considers the security levels of values
stored in variables and in the stack instead of the concrete values. The authors proof that
information flow analysis of all possible concrete traces of a program, that is the
concrete transition system of the program, can be replaced by information flow analysis

of abstract interpretation of the program.
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3.4 Verification of Consistency between Program Code and Security Policies

Another approach to cope with compliance of programs with security policy is based on
the proposal, that programs are accompanied by information that proofs their
compliance with particular security policies. Necula (1997) proposed a scheme to
extend a program by verifications that particular security policies are obeyed. This
approach is known as Proof Carrying Code (PCC). The proof is performed by the
supplier of the code and the executing side has the obligation to verify that the proof
provided with the program holds. In order to provide the proof that certain security
requirements are met, the security requirements and a formal specification of the
restrictions derived from them as well as of the program being executed, is required.
The proof that particular security requirements are obeyed may be supported by
verifying compilation, which is a compilation that verifies certain security-relevant
properties of the code. While the proofs on the side of the producer of the mobile code
are comparatively complicated, the verification of the proofs on the executing side is
comparatively simple. One important observation states that no trust relation is required
between the producing and the executing side besides disclosing the security policy to
the producing side. Proofs can only be conducted against known policies. Therefore, the
policies have to be disclosed to the producer of the code. In order to embrace them in
proofing particular security properties, the policies have to be formulated in a specific

formalism in order to be used in formal reasoning.

A combination of the PCC approach with static analysis to overcome some

shortcomings of pure PCC approaches has been proposed by Nordio er al. (2004). The
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main advantages of this approach are to provide proof of compliance when proofs based
on type systems fail. The authors state that the size of proofs along their approach is
linear to the size of the program considered. Since BPEL scripts usually are not
compiled, this approach is of limited applicability to BPEL scripts since they are not

going to be compiled before execution.

Walker (2000} also considers certified code, where certification is based on strong type
analysis as in Java. However, the approach goes beyond type checking by combining
type checking with the approach of Schneider (2000) that employs dynamic checking
by code instrumentation. Such instrumentation adds specific code to enforce

preconditions and postconditions of function invocations to be met.

Ribeiro er al. (2000a) describe a framework to specify security policies in a formal
manner and methods to reason about the self-consistency of a security policy defined
this way as well as about consistency between such a security policy and another set of
rules or constraints. Such other sets of rules or constraints could, for instance, be
derived from a workflow specification. In their approach, Ribeiro er al. define a Java-
like notation for their policy definition language based on first-order predicate logic for
specifying constraints with respect to allowed events. Ribeiro ef al. (2000b) show that a
broad range of security policies including discretionary access control (DAC) and MAC
policies may be expressed. For the purpose of verifying the consistency of a policy or of
several policies they use a tool named Policy Consistency Verifier (PCV). This PCV
operates as a term rewriting tool that is controlled by so-called Constraint Handling

Rules (CHR) and a solver tool trying to verify different sets of constraint rules with
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respect to a set of consistency definitions. To verify the consistency of a workflow
specified in a workflow definition language with a particular security policy, the policy
first has to be specified in their specific security policy language. As a next step, this
formal specification of the security policy and the formal specification of the workflow
both have to be converted to sets of CHR rules. As a last step, the PCV tool is used to
verify the consistence between these set of rules or detect their inconsistency. In their
paper (Ribeiro er al., 2000b) they state that compilers for the conversions of the formal
specification of the security policy as well as the workflow into sets of CHR rules have
been developed such that the verification process can be performed automatically using
these compilers and their PCV tool. However, with respect to verifying consistency
between workflows and security policy they concede that they “have not exhaustively
tested with many different inconsistency types” (Ribeiro er al., 2000a., p. 11). Never-
theless, they state, “the results we have obtained so far and the flexibility of the under-
lying platform lead us to believe that PCV is able to find most types of inconsistencies

within and between security policies and other specifications” (ibid., p. 12).

3.5 Security Policy Enforcement via Code Instrumentation and Runtime

Meanitoring
The enforcement of security policies by means of code instrumentation and runtime

monitoring 1s also a broadly used concept in several approaches in literature.

Schneider (2000) discusses which kind of safety properties being part of security

policies may be enforced by execution monitoring (EM) and finds that there are safety
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properties that may not be enforced by EM of such information flow properties. Like
Sabelfeld and Myers (2003), Schneider points out that security mechanisms based on
static analysis and semantics of programming languages offer benefits over other

approaches not using such mechanisms.

Venkatakrishnan er al. (2002) propose a code-rewriting system for Java byte code to
enable enforcement of security policies while executing mobile code. This approach
aims at allowing for mobile Java code as much functionality as possible without
violating security policies. In their system, security-relevant events are intercepted and
forwarded to policy enforcement automata prior to execution. They argue that using
extended finite state automata (EFSA) for the purpose of runtime monitoring of mobile
code avoids the requirement for costly stack inspection techniques. As being an
approach particular to Java byte code, this approach is, in general, not suited to be

applied to BPDL script-defined business processes.

A similar approach to the problem of executing untrusted code in general (i.e., not
specific to Java byte code or business process languages) was proposed by Sekar et al.
(2003). After having denived information as to the behaviour of the code at the level of
system calls from execution monitoring or static analysis at the developing site, this
information is mapped to a model describing security-relevant behaviour and carried
together with the code to the executing site where this information can both be checked
against security policies and used during execution in order to monitor potential
deviations from the stated behaviour. Applicability of this approach to business process

running on a BPEL-enabled platform seems to be arguable because of lack of means to
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monitor system calls and relate them to specific activities of a particular business
process. The requirement of extensive testing as explicitly stated in their paper, and the
need for observation at the level of system calls during execution, at least, will make the

application of the approach in this context very complex.

Sirer and Wang (2002) propose a system where policy enforcement code is derived
from security policies by an enforcement machine and translated into platform-specific
prologues and epilogues to Web service invocations. The specific enforcement code
will be executed by the respective web server, thereby performing access control to
Web services as required by security policies. This approach is limited to run-time
checking of compliance of Web service invocations and security policies. If applied on
its own, this approach shares the drawback of monitoring approaches that a possible
violation of security policies may be detected too late to be prevented by intervention.
However, when combined with other methods of security policy enforcement this kind
of intervening programs may be supportive in order to prevent security policy

violations.

In the approach of Vachharajani er al. (2004), a specific runtime information flow
engine is derived from binary program code prior to execution using special hardware
that enables tracking of information flow. It provides dynamic information flow control
during execution of program code thereby enabling access control policies or non-
disclosure policies to be enforced. This approach, at least, requires binary code of the
program being executed to be available for such an ‘instrumentation’. For Web services

invoked by a business process, in particular in a distributed environment, access to
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binary program code cannot be assumed in general. Also when running business
processes specified by BPDL scripts, the binary code being buried in the platform
running these scripts may not be available for instrumentation. In general, the relation
between sequences of binary code within the platform running a business process and
particular parts of the business process is difficult to be determined. This is particularly
true when such relations would be required prior to execution in order to enable

instrumentation of the appropriate parts of the binary code.

3.6 Summary

As the discussion of the WS-* specifications for security purposes above shows, most
of these specifications deal with aspects related to Web service communication and
access control. Since BPEL as a specification language does not provide elements that
address access control and secure communication (cf., Section 4.2), these aspects of
business process execution are expected to be provided by the platform running these
processes (cf, e.g., Mendling et al., 2004). Therefore, when mapped onto the layered
SOC architecture in Figure |, mechanisms required for these tasks reside in the layers

below the business process layer, that is, the content layer and the communication layer.

With the exception of WS-Policy and XACML, which may be used for specifying any
kind of secunity policy, these standards do not address aspects that are relevant to the
scope of the research project namely assessment of BPEL scripts with respect to

compliance with security policies.
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Concerning WS-Policy and XACML, since they address policy definition, they could be
employed as standardized means to specify security policies when a BPEL script is
checked for compliance with them. However, it tumed out that they were not considered
to be advantageously employed in the context of this research project. The reasons for

this will be discussed in more detail in Chapter 4.

Also other approaches to the specification of security requirements of Web services as
discussed in Section 3.2 address aspects residing in layers 1 and 2 of Figure | or are
dedicated to the second security issue in the list of Section 2.3. Therefore, they are not
applicable to the security issue stated in the first item of the list in Section 2.3 being the

main scope of the current research project.

The approaches in Sections 3.3 and 3.4 do not specifically address security aspects of
remotely defined BPEL scripts. Since all these approaches are based on algebraic
formulations on programming language semantics and security policies, they are not
particularly suited to be applied by practitioners in the field of Web service definition
and business process specification. The specific skill required to define and interpret
such formal specification may not generally be anticipated to be available for people

occupied with specifying Web services and business processes.

Despite the observation that the results from other research mentioned in this section do
not particularly address distributed definition and deployment of BPEL scripts in the
sense laid out in Chapter 2, some of their approaches may also be applicable to this

topic, at least to a certain extent. Particularly, results concerned with access control in
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general and access control to Web services in particular, may be applicable to the

second security aspect arising in this context as listed in Section 2.3.

Furthermore, the observation by several authors that access control on its own is
insufficient for enforcing confidentiality and integrity of information as well as the
potential nisk of covert channels as discussed above in Section 3.3 was adopted in the

methods developed in this research project.

Though none of the results discussed in this chapter deals specifically with the first
security aspect given in Section 2.3 (which is the concern of the research project
presented in this thesis), some of the work on language-based techniques for
information flow control and on instrumentation and monitoring are applicable to this
aspect, at least in principle. However, as already discussed above, the algebraic and
language-based approaches mentioned may only be of limited use in the business
process context because of the program size of the platform running business processes,
the fact that program logic of Web services involved is only known to a limited degree
and, in general, is far away from being specified in an algebraic formalism that would

be required for most of these approaches.

Because of the fast pace of development and updating or reworking cycles that seems to
be typical for Web services and business processes, it may be disputed whether such
formal algebraic specifications will be produced in the future for applications in this

field. In addition, at least for the time being, skills required for providing such algebra-
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based formulation seems not to be typically available when developing Web services

and business processes.

The research project, therefore, aimed to provide methods for analysing and assessing
security-relevant semantics of BPEL scripts that may be applied without requiring
profound skills in special formalisms such as algebraic formulation of programming
logic. By contrast, the methods developed was to be based on technology and methods
well-known to developers of Web services and business processes in order to be
comparatively easy to be applied and, therefore, can be expected to be adopted by

practitioners in this field.

The next chapters present the approaches taken in this PhD research to reach this aim.
To start with, BPEL is analysed with respect to its intrinsic potential to specify
behaviour of business processes that could violate restrictions imposed by security

policies.
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4 ANALYSIS OF SECURITY-RELEVANT SEMANTICS OF BPEL

In this section, the results of the analysis of BPEL as a specification language conducted
during the PhD project will be presented. The purpose of this analysis was to identify
the intrinsic potential of BPEL to specify business process behaviour that is able to
violate restrictions imposed by security policies. Here and in the following chapters, the
term “security relevance” when used with respect to particular elements of a program-
ming or scripting language (e.g., BPEL) or to combinations of such elements denotes
the potential of these elements or combinations to specify behaviour of a program (or a
business process in the case of BPEL) that could violate a security policy-implied
restriction. Once the security-relevant semantics of BPEL has been identified, the
assessment of compliance between a BPEL-defined business process and a particular
security policy will become more operable since checking the BPEL script for com-

pliance can be restricted to looking for security-relevant semantics contained therein.

4.1 Scope of Analysis

For the sake of general applicability, the aim is to analyse security relevance of
semantics expressible via BPEL as a specification language as broadly as possible,
without referring to specific types of application to which a particular BPEL script-
defined business process may be related. For this purpose, the smallest possible pieces
of BPEL scripts had to be identified for which assertions with respect to security
relevance could sensibly be made. This cannot be the language constructs of BPEL on

their own because, similar to many other programming languages or scripting
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languages, most or even all of the individual language constructs do not present any

security relevance or the security relevance cannot be determined at this “atomic” level.

As can be easily seen, for instance, the security relevance of an assignment operator or
command (as present in nearly all programming or scripting languages) cannot be
determined when considered in isolation since an assignment operation simply copies
values from one location to another usually within registers or main memory of a
computer. In order to decide the security relevance of such an operation, further
information on the values and the locations involved in this operation is required such
as what kind of values are to be copied (e.g., values representing security-classified
information) and what operation are to be performed to the target location during the
further processing of the program (e.g., stored on an extemally accessible storage or
displayed to a user on a terminal screen). When considered together with the restrictions
that could be imposed to the values and locations involved, the security relevance of an
assignment operation becomes easier to be investigated, but still it is not generally

decidable for all types of restrictions whether an operation is secure or not.

The whole of a specific program and even the environment in which the program will
be executed may have to be considered to decide this. For instance, if the values copied
represent information that is restricted by the security policy to not be leaked to users of
the program unless they possess a special authorisation to access this information and
the target location would be known to get displayed on a user terminal in the further
processing of the program, also knowledge about the environment in which the program

will be executed would be required to decide whether the assignment operation violates
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the security policy or not. If the environment assures that only appropriately authorised
persons have access to the room where the particular terminal is installed then the
operation may be considered secure. If, however, also people without such authorisation
may watch the screen where this information is going to be displayed, that is the
environment does not provide measures to avoid this, then the assignment operation

would have to be considered insecure.

Admittedly, approaches to security analysis of a programming language usually do not
claim to be so far-reaching as to also include considerations concerning the prospective
environmental conditions of program execution, but are based on implicit or explicit
expectations that these conditions will be appropriate to support security requirements,
for example, to prevent inadvertently leakage of information to observers not ad-
equately authorized. Also in this analysis, considerations with respect to environmental
conditions as mentioned above will be out of scope. As usual in this type of analyses it
1s anticipated that appropriately secure environmental conditions are provided by the
organisation running the platform on which a business processes is executed. Since here
a specification language at business process level is subject to the analysis, which is
unable to directly present any information to users (this could, at most, be achieved
indirectly via messages sent to a Web service or to an invoker of a business process

which usually is also a program), this approach is particularly justified.
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4.1.1 Search for Security-Relevant Building Blocks of BPEL Semantics

From the above considerations, combinations of the language constructs with typical
restrictions implied by security policies were deemed to be suitable as the smallest parts
of BPEL scripts for which sensible statements with respect to their security relevance
could be established. Before examining the semantics of these combinations, restric-
tions derived from security policies for BPEL-defined business processes have been
investigated. From this investigation, categories or classes of such policy-derived
restrictions have been determined at the abstraction level at which a business process is

specified and executed on an appropriate platform.

It turned out that the combination of language constructs of BPEL with classes of
restrictions derived from secunty policies were suitable to identify the security-relevant
features of BPEL. The analysis shows that only a subset of the language constructs
entails the nisk to viclate certain classes of restrictions while the rest do not possess any

security relevance.

The knowledge of the security-relevant language features in terms of combinations of
restriction classes and BPEL constructs provides a clear conception what to look for
when analysing a BPEL script for compliance with security policies. In this way,
assessment of compliance with security policy is considerably facilitated since a
thorough analysis of each and every particular aspect of the semantics of a BPEL script
under consideration and comparison with security policy is no longer required. [nstead,
a direct scan of a BPEL script looking only for the features identified to be capable of

violating the security policy will be sufficient for this purpose. Classifying the
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restrictions derived from the rules in a particular security policy and relating them with
their relevance for BPEL scripts will further make the assessment easier to handle since
only those rules in such a policy remain to be considered that are applicable at the level

of business process execution.

4.1.2 Trade-Off Between Policy Strictness and Functional Richness

To allow as much functionality as possible in a business process within the limitations
imposed by security policies, it is postulated that the restrictions derived from such
policies shall be as weak as possible, but at the same time as strict as required to avoid
any violation of security policies. This requires a fine-grained concept of specifying
access restnictions and information flow restrictions. If, for instance, all internal Web
services of the gearbox manufacturer in the example of Figure 4 would either be
allowed or forbidden to be invoked by a business process brought into domain B by the
car manufacturer, then only such process logic could be specified by a cross-domain
deployed BPEL script that could also be performed when running the BPEL script
within domain A of the car manufacturer. The only additional requirement for this to
happen would be that access would be admitted across the security domain border
between the car manufacturer and the gearbox manufacturer for those Web services that
were allowed to be accessed in a BPEL script from the car manufacturer when running

in domain B.

Though the difficulties to allow such cross-domain access to particular Web services

from within domain A (e.g., difficulties to re-define rules for mechanisms controlling
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remote access to Web services, typically firewall rules, in such a way that in addition to
access privileges to the particular Web services existing before, access would only be
allowed for invocations from domain A) could already justify the cross-organisational
deployment of a BPEL script, the more interesting cases involve fine-grained access or
information flow restrictions. Such restrictions may allow access to a Web service only
when passing values returned by former invocations of other Web services or allow

information returned by a Web service only to be used in a specific way.

These kind of restrictions could not be controlled when the business process were
running outside domain B unless the existing Web services (or at least some of them)
would be changed considerably. Without modifications to the Web services in domain
B to provide additional mechanisms for authentication and integrity-protection of values
passed to a Web service, the source of input values to a Web service invoked from
domain A could not be determined by a control mechanism residing in domain B.
Similarly, without additional mechanisms for providing confidentiality, values returned
across the domain border could not be controlled by domain B as to where they are
going to be used in domain A. Allowing cross-organisational deployment of the script
defining the business process and checking the script for compliance with the
restrictions implied by such fine-grained rules for access control and information flow
control would avoid modification to existing Web services and the computational

overhead to provide the security mechanisms mentioned above.
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4.1.3 Need for Information Flow Analysis in Policy Compliance Assessment

Since the strategy of compliance assessment aims at avoidance of any infringement of
security policies, following Dobson (1994, p. 11) access control and information flow
control are the mechanisms to be applied. While access contro! to the Web service
offered by the business process under consideration to its environment (being the
concen of a complementary security issue as indicated in Section 2.3) was not
considered in this research project, access control with respect to the Web services
invoked duning the execution of the business process and the flow of information from
and to these Web services and from and to its environment are to be considered. Hence,
the analysis aims at examining whether information or resources accessed and the flow

of information are consistent with the limitations of the security policy.

The investigation of restrictions to business processes (in particular those defined
remotely from the location of intended execution) imposed by security policy came up
with following aspects addressed by them:

e Access control as a whole or to particular parameters of a Web service

¢ Information flow control as a whole or to particular parameters of a Web service
While the decision whether access to a resource is allowed within the limitations of a
policy 1s comparatively easy to define, distinguishing allowed and disallowed infor-
mation flow needs further consideration. As discussed in Chapter 3, many approaches
addressing information flow control policies use the concept of classified information
sources and sinks in order to investigate and even prove noninterference (i.e., the

property of a program that no information flow exists from higher to lower security
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levels) (e.g.. Sabelfeld and Myers, 2003) or that such information flow occurs only in a
controlled fashion (Chong and Myers, 2004; Li and Zdancewic, 2005). As stated by
Joshi et al. (2001), MAC and RBAC (the latter with role hierarchies and constraints)
also make use of classified information and thereby allow for information flow control

between different levels.

4.1.4 Approach to Dispensability of Security Classification System

To avoid unnecessanily complicating matters, the approach taken here does not
explicitly make use of a more or less elaborate classification system of information and
resources, but instead simply differentiates between allowed and disallowed information
flows in terms of Web service invocations and message exchange with invokers of a
business process. To further simplify the definition of allowed and disallowed

information flow, it is assumed that

o information flow restrictions in the forward direction (see below for an
explanation) are not required within the domain executing the business process

(referred to as the executing domain),

o all Web services (both inside and outside the executing domain) a business

process is allowed to invoke are explicitly identified,

o restrictions to information flow in the forward direction relate to all external
sinks (i.e., information flow crossing domain boundaries is generally affected by

such restrictions, possibly with some indicated exceptions) while internal sinks
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are excepted from these kind of restrictions for information coming from the

same domain, and

* restrictions to information flow in the backward direction relate to particular
sources an information has to originate from or restricts information to comply

with a particular range of allowed values.

Note: It may be argued that the second aspect of the last item should rather be
considered an access restriction than an information flow restriction. For the
purpose of the discussion here, and in the following chapters, it does not matter
whether a restriction to a particular set of allowed values is treated as belonging

to access control or to information flow control.

Thereby, use of classified information is made only implicitly, avoiding the need of
defining a classification system (or making use of an existing one) and assigning classes
or levels from this system to all resources and users or roles involved in a business
process. As a consequence of the assumptions on information flow rules stated above,

the implied classification system basically consists of the following security levels:
¢ information sinks and resources inside the executing domain;

¢ information sinks and resources outside the executing domain.

However, whenever requirements for a refined classification system occur, refinement
takes place implicitly by stating information flow restrictions or indicating relaxations

of general restrictions implied by those assumptions. Since no explicit use of classified
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information is made when stating information flow rules, there is no need for adapting a
classification system prior to making use of its refined version. Therefore, such rules
can be formulated as required without caring about predefined security levels and

formal aspects of level-crossing information flows.

Besides simplifying the definition of information flow restrictions, this approach also
helps to facilitate assessment of compliance with these rules. Since nearly all sinks and
sources of information in BPEL-defined business processes are bound to Web services
invoked and messages exchanged with invokers of the business process (i.e., invocation
of this process’ Web service from its environment). Rules formulated in terms of
restrictions to Web service invocations, and the information flow related thereto, cover
most of the information flow restrictions that apply at all. In addition to explicit
information flow to and from Web services and the environment of the business
process, the possibility for covert channels is to be taken into account during
information flow analysis of a BPEL script since also implicit information flow

violating any restriction has to be avoided.

Information flow analysis in the forward direction is understood to consider the flow of
information from the point in time during execution that a particular piece of
information is brought into a business process (e.g., output of a Web service invocation
returned to the business process) to destinations this particular piece of information
could flow to in the further processing of the process. By contrast, information flow
analysis in the backward direction is understood to consider the flow of information

from any sources introducing pieces of information into a process in the past before the
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point in time that such pieces of information are passed to a particular sink (e.g., input
to a Web service invoked by the business process). Put simply, backward information
flow analysis is concerned with the past and forward information flow analysis is
concerned with the future of information involved at a particular point during business

process execution.

4.1.5 Risks of Policy Violations of Remotely Defined Business Processes

As motivated by the discussion in Section 3.1 relating to secunty aspects of Web
services that can be expressed in the framework provided by WS-* specification, such
security requirements are to a large extent dealt with at layers below the business
process layer in Figure | (namely at the communication layer and the content layer). In
particular, access control requirements to Web services as a whole and to parts of the
resources and information made available by them may be treated in these layers.
However, when remotely defined BPEL scripts are running within the security domain
they may inherit access privileges from the local environment. As a consequence,
access attempts from within the business process may pass the control mechanisms in
the lower layers and be granted in a way not intended for such remotely defined
business processes. Therefore, in addition to security policy rules typically applicable to
the business process layer, the scope of the analysis of such remotely defined BPEL
scripts for potential conflicts with local security policies has to be broadened to
accommodate this special situation. In particular, it has to pay attention to policy
violations that will made possible by the fact that these scripts are executed within the

local security domain, but would have been prevented by other (usually access control)
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mechanisms in layers below the business process layer when executed outside (e.g., in
the domain where they were defined). Risks of policy violations by those cross-domain

deployed BPEL scripts fall into one of the following categories:

e making information or use of resources available outside the executing domain
beyond the limitations imposed by the policy (e.g., reading information with
restrictions relating to forward information flow from a database and sending it

to an external partner);

e bringing information from outside into an internal data storage that is not

allowed to be written to from external sources; and

e using functionality or resources that are not allowed to be used (e.g., altering

data in a data base or exercising a system control function).

In the following sections of this chapter, after an overview of BPEL as a specification
language, secunty policy-induced restrictions to Web service invocation are categorised
and combined with BPEL constructs. The aim here is the identification of security-

relevant building blocks of business process behaviour specified by such combinations.

4.2 Overview of BPEL Semantics

The standardised business process definition language BPEL has been brought into an
OASIS standardisation process based on a proposition that originated from merging two
vendor-specific BPDLs, namely Microsoft’s XLANG (Thatte, 2001) and [BM’s WSFL
(Leymann, 2001). The approaches to specify business process logic were different in

these two BPDLs and as a compromise in the standardisation process, BPEL still
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contains the different approaches to express business logic inherited from these two
vendor-specific predecessors. This is the reason why BPEL (in the version adopted as
an OASIS standard (Alves et al., 2007)) still comprises two essentially different ways of
expressing process flow logic. These are a graph-structured modelling style inherited

from WFSL and a block-structured modelling style inherited from XLANG.

Since the beginning of this PhD research in 2004, the definition of BPEL has undergone
some modifications that the project has strived to keep pace with. While the discussion
in this chapter is based on the version 2.0 of BPEL, which finally has been accepted as
OASIS standard, the research prototype is based on previous versions of BPEL
specifications. The reasons for this and why this is not deemed to void the proof of

concept that has been aimed to be achieved will be discussed in Chapter 7.

Basically, BPEL only provides means for specifying Web service invocation and the
exchange of messages with the environment of the business process being specified as
well as means for specifying the flow of control and information between these
invocations and message exchanges. In addition, BPEL comprises means to specify

what should happen when exceptions are raised or errors occur.

While a detailed description of BPEL can be found in its specification (Alves ef al.,
2007), a comprehensive analysis of its semantics was conducted by Wohed et al. (2002)
based on a previous version of the BPEL specification. An overview of the language
and a comprehensive example is given by Leymann and Roller (2004). The nature of

BPEL accommodates the analysis of security-relevant semantics by offering only little
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or no means for defining data processing or computational tasks as part of the language
itself. For these purposes, BPEL scripts have to invoke Web services, or must import
constructs from other XML standards such as XPath (Berglund er al., 2006). In
addition, secunty aspects such as authentication, provision of secure communication
channels, and non-repudiation do not have to be considered in this context, since the
language does not provide any means related to these security aspects. These aspects
usually are catered for by the platform running BPEL scripts. Thus, the analysis can be
concentrated on the business or workflow logic that may be expressed in BPEL in order

to identify security-relevant semantics.

In BPEL, two types of processes may be modelled: executable and abstract processes.
Abstract processes are used to specify a business protocol in order to define the
potential sequence of messages exchanged between business partners. Since such
protocols should allow the internals of business processes actually performed by the
partners to be hidden, abstract processes may comprise some kind of vagueness with
respect to process logic performed intemmally by the business partners. Since abstract
processes are not executable by their definition, they are not in the scope of this analysis

where BPEL scripts intended for actual execution on a remote platform are considered.

Therefore, only executable processes are subject to this analysis. BPEL scripts intended
for this purpose specify workflow logic in terms of activities. The prevalent semantics
expressed in BPEL is the exchange of messages with one or several external partners
that can be thought of as invoking Web services provided by partners or being invoked

as a Web service by partners. In a declaration part, BPEL scripts define the potential
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links to external partners by references to WSDL definitions of the Web services
involved. Thus, analysing these declarations in a first step yields the set of Web services

that may be invoked or are offered by a business process under consideration.

4.2.1 General Structure of BPEL Scripts

In BPEL, like in high level programming languages, there exists a predefined structure
of several groups of declarations serving different purposes. Each BPEL script
represents an instance of an XML element <process> that may contain several parts
for defining elements not directly related to normal process flow (except event handlers,
cf. explanation below) and one element specifying the process logic of the business
process called an activity. This single activity at the top level of a process definition is
usually a structured one, which means an activity containing other activities. The parts
not directly related to normal process flow are all optional (though at least some of them
are required to compose a BPEL script defining a proper process). These parts contain
declarations of the interfaces to the environment of the business process (called partner
links in BPEL), the variables to be used, and so-called event handlers and fault handlers.
In addition, some of these parts may define links to other specifications via XML
namespace definitions and by explicit import via an <import> element or even
extensions of process logic not expressible with BPEL-defined activities. In particular,
declarations of partner links refer to WSDL definitions of Web services to be invoked
by a business process or defining the Web service provided by the business process
specified in a BPEL script. Also the declaration of variables may refer to WSDL

definitions but also may be related to definitions of arbitrary XML schemas. The latter
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is new in BPEL 2.0 since in former versions of BPEL variables were only allowed to be

declared in terms of types imported from WSDL definitions.

While the other declaration parts do not contain any process logic and, therefore, only
indirectly influence security-relevant semantics of BPEL, event handlers and fault
handlers directly contribute to the process logic. Fault handlers are intended to define
process logic to be performed in response to exceptions and errors that may occur
during the execution of the normal process. Besides indicating the condition for being
selected and executed (i.e., specifying the fault to which a handler reacts), fault handlers
specify process logic using activities as in the part specifying the normal process flow.
In addition, there are some activities especially reserved to only be used within fault
handlers. Since the occurrence of a fault is not considered normal in a process
definition, fault handlers specify exceptional process behaviour that might never be
executed if no exception or error caught by any of these handlers occurs. However,
since the occurrence of such faults cannot be ruled out during the analysis and since
these faults may occur unpredictably at any time during process execution, all process
logic specified in such fault handlers may be deemed to represent potential parallel
flows to the normal flow of the process and may be treated as such when analysing a

BPEL script for compliance with security policies.

Event handlers also specified in the declaration part of a <process> element specify
how a process should react when particular events occur such as incoming messages or
timeout events. On one hand side like fault handlers, event handlers specify the event or

the timeout condition that trigger their process logic to be executed. On the other hand
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side, unlike fault handlers these declarations specify not exceptional, but normal
behaviour of a process and, therefore, have to be considered an integral part of the
normal flow of process logic. The semantics of such event handlers is very similar to
those of the pick activity, which will be discussed below. As with fault handlers, the
trigger events specified in such a handler may occur at any time during process
execution and, thus, the process logic of these handlers may be thought of as potential
parallel flows to the process logic specified in the main process stream specified in the

BPEL script.

4.2.2 Primitive and Structured Activities in Normal Process Flow

The activities expressing the semantics of a process either in the main stream or in the
exceptional or event-triggered streams of a business process may be either primitive or
structured. BPEL provides the following primitive activities to be used in the normal
flow of process logic (i.e., the process flow collectively specified in the activity of the
main stream and the event handlers in contrast to exceptional process flow specified in

fault handlers):

¢ invoke invocation of a Web service

® receive waiting for a message to arrive

® reply sending a reply to a message received

* assign assignment of values between two different locations

* wait waiting for a specified amount of time

¢ throw indication of exceptions such as failures during execution
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e exit termination of a process instance. (Note: Was terminate in
previous versions of BPEL)

e validate validation of the content of variables against their type
definition in WSDL documents or XML schemas

* empty no operation

The structured activities provided by BPEL are:

® gequence definition of a fixed execution order
e flow parallel execution of activities
e if branching between several altemate activities depending on

conditions. (Note: Replaces the switch activity of previous
versions of BPEL)

e while iterative execution, i.e., looping as long as loop condition holds

¢ repeatUntil iterative execution, i.e., looping provided loop condition holds.
{Note: Added during standardisation process of version 2.0)

e forEach iterative execution, ie., multiple execution for a specified
number of iterations either consecutively or in parallel. (Note:
Added duning standardisation process of version 2.0)

* pick waiting simultaneously for several events to occur and
proceeding depending on the event that actually occurs;

typicaily, one event waited for is a timeout event
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4.2.3 Additional Flow Control and Structuring Elements

Additional control of parallel and sequential flows within a £low activity may be
expressed by so-called links (not to be confused with partner links) that are used to
specify dependencies and sequencing of parallel flows. The language constructs

applicable for this purpose are:

® links definition of links to be used within a £1ow activity (not to be
confused with partner links defining extemal interfaces)
® Bgource used to specify an activity to be a predecessor of another one

e target used to specify an activity to be a successor of another one

In the examples in Listings 1 and 2, the graph-structured and block-structured modelling
provided by BPEL are compared. It should be noted that both examples, though one
uses a £low activity and the other uses a sequence activity, result in identical process
semantics. This is caused by the 1ink element used in Listing 1. Although the example
activities activityl and activity2 which actually serve as placeholders for any
BPEL activity occur lexically in reverse order within the £low activity, they will be
executed in the same order as in the sequence activity of Listing 2 due to the 1ink
named reverse. By defining the activity occurring first within the flow as the target
of this link while the activity occurring second is defined as the source of the same link,
the actual execution order of these two activities will be reversed. Note that reversion of
execution order is not effectuated by the name of this link, but only by the way this link

is used as a target and source, respectively, in both activities.
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<flow> <gsequence>
<links> activityl

<link name="reverse”/> activity2
</links> </sequence>
<activity2s>

<target
linkName="reverse” />
</activity2>
<activityl>

<gource
linkName="reverse” />

Listing 1: Graph-Structured Modelling  Listing 2: Block-Structured Modelling

In addition to structured activities, there is another language construct, named scope,
similar to structured activities since it also serves structuring purposes but is not
considered a structured activity (however, terminology in BPEL standard (Alves et al.,
2007) 1s not consistent with respect to this). This construct is used to define nested
structures of scopes for the declaration of particular constructs. Actually, a scope
provides virtually the same structure for the declaration of partner links, variables, fault
handlers, event handlers, and a single activity as the <process> element which may be
considered the top-level scope of the hierarchy of nested scopes. In addition, two other
types of declarations are particular to scopes - namely termination handlers and comp-
ensation handlers'. Each scope definition may contain at most one of each of these
declarations. The purpose of these declarations is to specify process logic in the case of

(normal) termination of the activity defined in a scope or in the case the activity of a

' The concept of termination handlers is new in version 2.0. For compensation handlers, there used to be
the possibility to define them at process level in former BPEL versions, but this has been removed in the

final version of BPEL 2.0

71



Chapter 4 — Analysis of Security-Relevant Semantics of BPEL

scope needs kind of roll back, called compensation in BPEL. Rolling back the effects
of a (usually structured) activity of a scope could be required in response to an error
occurring during the execution of this scope. Typically, activities to be reversed by a
compensation handler are those that have been performed within the particular scope to

which the compensation handler refers.

4.2.4 Special Activities for Fault Handling

There are some further primitive activities, compensate and compensateScope,
collectively referred to as compensation activities used to initiate rollback actions in
transaction-based application contexts, and rethrow for passing faults to the enclosing
nesting level. They are only allowed to be used within fault handlers. Since
compensation activities initiate the execution of one or several compensation handlers
they logically link activities defined in such handlers to fault handlers containing these
compensation activities. While compensateScope is intended to initiate the compen-
sation for a particular scope, compensate initiates compensation for the scope related
to fault handler issuing this activity as well as for all nested scopes within this con-
taining scope. The rethrow activity passes the information that a particular exception
occurred possibly accompanied by some fault variable containing further information to
its containing scope level or to the process level. Therefore, a rethrow activity needs
attention in information flow analysis with respect to the fault variable and the

exception passed to the next higher nesting level.
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4.2.5 Concept of Multiple Instantiation in BPEL

In addition to the activities representing the main part of the semantics of BPEL, there is
a concept of multiple instantiation in BPEL that enable several instances of the same
business process being defined by one script and being created by messages arrival from
external partners. As long as the different instances do not share common variables that
is usually not the case though the standard does not compel that each instance uses a
separate copy of its variables, these instances may be considered separate copies of the
same BPEL script running in parallel. Therefore, multiple instantiation does not add any
particular secunity relevance and, therefore, no particular consideration of multiple
instantiation is required during this analysis. Instead, the results applicable for a BPEL
script not using multiple instantiation can be applied to each copy independently
whether it runs as separate processes or as instances of a single process. If several
instances should communicate with each other, this is performed via mutual message
exchange as with external Web services invoked by a business process and, thus, does
not represent any special case not considered otherwise in this analysis. In essence,
multiple instantiation will not be investigated separately and only the requirement is
stated that multiply instantiated processes shall not share identical variables because

doing so could impose covert channels.

4.2.6 Extensibility of BPEL and Problems for Compliance Assessment Involved

BPEL provides extensibility in several ways. First, BPEL allows for namespace-
qualified attributes in any BPEL element and also elements from arbitrary namespaces

to appear within elements defined in BPEL. Further, BPEL 2.0 (Alves et al., 2007)
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provides three elements for explicitly defining extensions within a BPEL script. These
elements are extensions, extensionActivity, and extensionAssignOpera-
tion the last one occurring as part of an assign activity. The standard clearly defines
the conditions when a BPEL implementation may ignore such extensions, but still
execute the rest of the script containing these extensions and when it is required to reject
a BPEL script for execution that contains particular extensions not supported by the

implementation.

Obviously, for the purpose of assessing the compliance of a BPEL-defined business
process with local security policies, the presence of any extension in a BPEL script is
detrimental since it introduces new semantics that could not be analysed in advance for
its security relevance as the other language elements. For the approach to facilitate
compliance assessment for BPEL-defined business processes based on an analysis of
the security relevance of BPEL as a specification language, BPEL scripts containing
such extensions have to be excluded since they escape from this approach. It is
anticipated, that business processes in a collaborative environment, in general, can
avoid the use of such extensions. However, if the requirement for such extensions exists
and it can be assumed that they will be agreed upon between the business partners
before using them, the approach proposed in this research may be adapted to also
comprise such extensions. Given particular extensions to be used are known before-
hand, they can be subject to an analysis for their security relevance similar the one
conducted in this research for the standardised language elements. After that, the
methods deduced from this analysis as described in the following chapters may be

adapted accordingly to also accommodate such pre-defined extensions. However,
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dealing with such extensions in BPEL scripts is expected to increase complexity of the
assessment procedure and may be particularly difficult to incorporate in automatic
compliance assessment. For the considerations on security relevance of BPEL in this

research, scripts containing extensions have been excluded.

4.3 Classification of Security Policy-Derived Restrictions for WS Invecation

As discussed above, the language constructs will be investigated in conjunction with
different types of Web services because in BPEL scripts access to information or
resources may only be gained via Web services. Given a particular set of restrictions
implied by a security policy that is associated to a particular set of privileges (i.e., a
particular role), Web services may be distinguished with respect to access allowance or
restrictions to their input and output parameters. Table 1 shows six different classes of
access restrictions to Web services as a whole or to Web service parameters that will be
considered in the analysis of security relevance of BPEL. There are additional access
restrictions derived from security policy rules that are not covered by these six classes.
Reasons for not including them into Table 1 for consideration in this analysis will be

given during the discussion in this chapter.

The classes 1 and 2 relate to Web services as a whole while classes 3 through 6 relate to
the input and output parameters of Web services. Obviously, class | denoting Web
services with unrestricted access to all resources and information offered by them does
not represent an actual restriction category (since no restriction applies at all) but is

added here for completeness of this classification. Class 2 represents the opposite of
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class 1, Web services that are disallowed to be invoked at all whatever parts of their

resources or information would be concerned.

The restrictions in class 3 relate to output parameters of a Web service invocation and
denote the restriction that information provided by those parameter to the invoking
party are not allowed to be carried to particular destinations. Following the simplifica-
tion rules stated in Section 4.1.4, this type of restriction is meant to denote information
flow restriction from the domain executing a business process to any destination outside
this domain. In order to allow for more flexibility, when applied to an output parameter
of a Web service this restriction can be amended by a relaxation statement indicating
one or several external destinations to which information flow will be allowed despite

this restriction.

The restriction classes 4 through 6 relate to input parameters of a Web service. Class 4
denotes the restrictions with respect to the use of optional parameters. Despite the
definition of a Web service parameter as being optional, security policy can require that
such a parameter is not allowed to be used or, contrary, has to be used in any invocation
of the particular Web service. Reason for prohibited use of an optional parameter could
be that the security policy-derived rules applicable for the particular role would prevent
an input parameter to be used because it would offer access to resources or information
that is not allowed to be used by this role. For instance in the CBP example of Figure 4,
an optional input parameter to Web service checkStock could effectuate a preferential

treatment of the order. In case this functionality would not be made accessible to a
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business process remotely defined by the car manufacturer, this parameter would be

disallowed to be used by a BPEL script imported from the car manufacturer.

Classes Description

Web service with unrestricted access to all parts of resources or information
offered

Web service with completely restricted access (i.e., Web service that is not
allowed to be invoked)

Output parameter of a Web service with restricted visibility of values
returned (i.e., restriction with respect to forward information flow):

Some information made accessible is not allowed to be carried outside the
3 executing domain (i.e., parameter returned is only allowed to be used within
the executing domain, but not in outbound messages to targets outside this
domain). Some relaxation of this restriction to dedicated targets may apply
as explicitly indicated.

Optional input parameter of a Web service with usage restrictions (in two

alternate versions):

4 a) optional parameter is not allowed to be used at all

b) optional parameter always has to be passed to avoid default definition
for this parameter to take effect

[nput parameter of a Web service with constrained set of values allowed:
5 input parameter may only be used with particular values being a subset of
the values allowed by the syntactic definition of this parameter

Input parameter of a Web service with values restricted to specific sources:
6 only values from particular sources may be used, for instance, only values
returned by a particular Web service or a particular Web service parameter

Table 1: Classification of Access Restrictions to Web Services and WS Parameters

As another case of class 4 restrictions, it could be required that an optional input
parameter is required to be used in every invocation of the particular Web service. An
example of such a restriction in the business process of Figure 4 could be that an

optional parameter of Web service calculateOffer would indicate the amount of rebate
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offered to the client. In case that this optional parameter has a default value indicating a
rebate level that will not be offered to the car manufacturer, restriction rules would
require that this parameter would be passed with every invocation from a business
process defined by the car manufacturer and that its value lies in a certain range. This
example reveals that requiring an optional parameter to be present in a Web service

invocation often results in an additional restriction of class 5 or 6 (see below).

Restrictions of class 5 require that only values from a particular set of allowed values be
used for the respective input parameters of a Web service. Obviously, this restricted set
of allowed values will be a subset of the syntactic allowed values of the particular
parameter. An example for this kind of restrictions in the CBP of Figure 4 could be that
an input parameter of the calculateOffer Web service could indicate the level of rebate
provided for in calculating the offer. If the syntax of this parameter would be defined to
take on values from the range 5%—-50%, but for the car manufacturer only rebates in the
range of 5%—-30% are offered, then this input parameter would be constrained to the
value range [5%—-30%] though the syntax of the parameter would allow values in the
range [5%—-50%]. It should be noted, though this kind of restriction looks like a
syntactic one, it actually represents a restriction with respect to the semantics of this
parameter since the syntax of the parameter being defined to adopt values in the range
[5%—50%] and being checked by a parser in the executing platform would not be
changed because of this security policy induced constraint of the value range.
Therefore, this restriction cannot be considered a syntactic one because the parameter

still is capable to accept values in the range [5%—50%].
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Class 6 denotes restrictions with respect to the source of values that are allowed to be
passed to an input parameter of a Web service. This kind of restriction does not impose
any constraint to input parameters with respect to allowed values but only requires that
values passed to these input parameters are restricted to only come from particular
sources. In business process context, such sources usuatly are output parameters of

previous Web service invocations.

As can be easily seen, Web services with unrestricted access permission (class 1) as
well as Web services with total access restriction (class 2) do not pose any particular
challenge for analysis. With these classes, any further distinction between combinations
with different activities of BPEL is not relevant. The reason for this is that their allowed
or forbidden use in a BPEL script may already be detected by examining the declaration
part. No Web service with total access restriction (class 2) must occur in the declaration
part, or at least, if such a Web service should occur in the declaration part, it must not be
used in any message exchange performed in the business process. Conversely, Web
services with unrestricted access permission (class 1) may be invoked freely throughout
a business process, irrespective of particular combinations with BPEL activities. The
only aspect relevant with Web services of class 1 is the information flow to and from
parameters of such a Web service prior and succeeding its invocation, respectively. Any
value passed to input parameters of such a Web service must obey possible information
flow restrictions of class 3 imposed to output parameters of other Web services.
Equally, any value returned by an output parameter of such a Web service is required to
observe the restrictions of class 5 and 6 imposed to Web service invocations in the

further course of the business process.
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The distinction between classes 3 through 6 requires detailed knowledge of the seman-
tics of a Web service. Since such detailed knowledge of external Web services may not
be available in the executing domain, external Web services, in general, tend to fall into
classes 1 or 2. Conversely, the semantics of internal Web services can be assumed to be
well-known within the executing domain such that the differentiation between classes 3

through 6 will be possible.

There is another distinguishable aspect in Web service invocation. This distinction
differentiates between Web services accessible independent from the location of the
invoker or Web services only allowed to be accessed from inside the executing domain,
but not from inside the remote domain defining the BPEL script. For Web services of
the executing domain, the latter may be very common since this usually is the reason for
bringing the BPEL script from the remote domain to the executing domain. If all Web
services tnvoked would be accessible independent of the location of the invoker, there
would be no obvious reason for not running the script in the domain where it is defined
with the possible exception that enabling cross-domain invocation would pose problems
in the lower layers responsible for access control (e.g., problems with appropriately
redefinition of firewall rules to just allow remote access to particular Web services from

one particular external domain but still preventing such access from other domains).

Since the location-dependent allowance for invoking a Web service is nothing special
for local Web services in the executing domain (e.g., domain B in the example of Figure
4), this situation needs no special observation. However, there may also be extemnal

Web services, for example the Web services priceQuotation in domain C in Figure
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4, that are only allowed to be invoked from inside the executing domain B, but not from
inside domain A. In fact, for purposes of the analysis in this section, it has to be
determined whether the semantics of the external Web services are known to an extent
that allows for classification into classes | through 6 above. If this is not the case, such
Web services have to be treated as belonging to class 1, because classification of its
parameters into classes different from class 1 is not possible due to lack of knowledge

about their semantics.

If only Web services with unrestricted accessibility occur (class 1), the business process
could also be executed at the domain where it is specified (with the possible exception
relating to accessibility mentioned above). The only difference in having such a busi-
ness process executed in a different domain is the fact, that computational and commu-
nicational load involved is moved to this other domain. With respect to security, this is
only relevant as bearing the potential for making exhaustive use of computational or
communicational resources of this other domain. When driven to an extreme, this could
cause a form of denial of service attack in this domain. As such exceptional behaviour
may easily be controlled by the runtime environment executing the BPEL script, this is
not considered to constitute a security threat in this context that needs particular
examination before running a BPEL script. However, detecting such behaviour by
analysing the BPEL script prior to execution is also feasible. This aspect, although
neglectable in a CBP context, may require further consideration in other contexts where
appropriate measures to prevent exaggerated usage of resources cannot be anticipated.

A further discussion on this aspect will take place in Chapter 8.
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4.4 Security Analysis of Semantic Patterns of BPEL

In this section, the building blocks of BPEL-definable semantics of a business process
that are used for the purposes of the security analysis conducted in this PhD project are

identified and the results of this analysis are presented.

4.4.1 Definition of Semantic Patterns of BPEL

To determine their relevance with respect to security policies, in particular access
control and information flow control, combinations of information passed to or received
from Web services associated with restrictions belonging to the classes of Table 1 with
the activities defined in BPEL are investigated. These combinations are denoted
semantic patterns in this research project and considered appropriate building blocks of
BPEL-definable business process semantics for the purposes of analysis of the security
relevance of BPEL as a specification language. When activities are directly concerned
with Web service invocation or message exchange with partners, the meaning of such
combinations is obvious. Combinations with activities not directly concerned with Web
service invocation need further explanation. Combining a parameter subject to a
restriction of a certain class and a particular BPEL activity denotes the situation where
the information passed to or returned by such a parameter has been or will be used in
combination with this type of activity. Of course, a particular Web service parameter
may belong to more than one of the classes 3 through 6 simultaneously. For the ease of
discussion, no combined classes are analysed, since for a Web service parameter
belonging to more than one of these classes, the results related to each of the classes it

belongs to may be applied simultaneously in this situation.
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4.4.2 Results of Security Analysis of Semantic Patterns

As already mentioned in Section 4.3, semantic patterns involving access restrictions of
classes 1 and 2 need no further investigation. The results of the analysis of semantic
patterns involving information flow restrictions of classes 3 through 6 are depicted in
Tables 2 and 3 and discussed in this section. While Table 2 presents the results for
semantic patterns formed by combination with primitive activities, Table 3 indicates the

results for structured activities.

Tables 2 and 3 each comprise five columns. The second column contains a short de-
scription of the semantics of the respective BPEL activity in the first column. In
columns three through five, the implications for security assessment are indicated, when
the respective BPEL activity is combined with information exchanged with a Web
service subject to restrictions of classes 3 through 6. Since the entries for classes 5 and 6

only differ slightly, the indications for these classes are combined in the fifth column.

An entry of “~* indicates that the respective semantic pattern is not relevant in scope of
access control and information flow. As shown in Tables 2 and 3, some semantic
patterns require special attention with respect to information flow indicated by entry IFA
followed by a parenthesised letter. The meanings of the different variants of this type
are as follows: An entry IFA(v) denotes the requirement of forward information flow
analysis with respect to information retumed by Web service parameters subject to
class 3 restrictions. The entry IFA(r)) denotes the requirement for backward information
flow analysis with respect to Web service parameters subject to class 5 restriction (i.e.,

restricted value range) and entry IFA(s)) denotes the requirement for backward infor-
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mation flow analysis with respect to Web service parameters subject to class 6

restriction (i.e., restricted source of values passed to these parameters).

Security patterns involving class 3 restricted information and one of the activities
invoke (with respect to the inbound parameters, i.e., the output parameters of the Web
service invoked), receive or the on message part of pick (in the latter cases with
respect to the inbound parameters of a message received from a partner) are security-
relevant since information received from these activities may cause security policy
violations when passed to targets outside the executing domain (except those targets
were indicated explicitly as exceptions from the general visibility restriction). As can be
seen in Table 2, information flow analysis in forward direction is required to determine
whether visibility-restricted information returned by the Web service is kept inside the
security domain and is not sent outside via one of the activities invoke (within an out-
bound parameter) or reply unless the target is indicated explicitly as allowed within

the exceptions to the particular information flow restriction.
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Primitive Activities Class3 [Class 4 | Cl. 5/6
invoke Invocation of a Web service IFA(v) u IFA(r/s)
receive Waiting for a message to arrive IFA{v) - -
reply Sending a reply to a message received - u IFA(r/s)

. Assignment of values between two dif- ,
assign SSign . (relevant in IFA only)
ferent locations (see note)
wait Waiting for a specified amount of time | time(v) - -

Indication of exceptions such as
throw ) : ptio except(v)| - -

failures during execution
rethrow* Forwarding off:xceptlons causing fault _ _ _

handler execution to containing scope
empty No operation - - -
validate \{ahdate vz_ilues against type declara- val(v) _ _
tion of variable
exit Termination of a process instance exit(v) - -

Initiate compensation as specified by
compensate* |compensation handlers of correspon- - - -

ding scope and all nested scopes

[nitiate compensation of activities as
compensate . .

Scope* spec!ﬁed by compensation handler of a [scope(v) - -
specific scope

Note: For attnbute validate possibly contained in this activity see discussion

below on activity validate.

* = activity only to be used within fault handlers

IFA= information flow analysis,
(v) with respect to visibility of values retumed from WS,
(r) with respect to ranges of values passed to WS,

(s) with respect to sources of values passed to WS

Table 2: Security Relevance of Semantic Patterns with Primitive Activities

For class 4, only invoke (with respect to the outbound parameters, i.e., the input

parameters of the Web service invoked) and reply need special attention to check that
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the restricted input parameters of the Web service or the output parameter in a message
sent to a partner will be used conforming to the particular usage restriction indicated by
entry u (ie, not used or always present depending on the embodiment of this
restriction). Classes 5 and 6 are similar, since with invoke (with respect to the
outbound parameters) and reply information flow analysis is required to determine
whether the restricted use of values is obeyed. With class 5, backward information flow
analysis related to the values written to restricted outbound parameters is required (indi-
cated by entry IFA(r)), whereas with class 6, analysis is required with respect to the

sources of such values (indicated by entry IFA(s)).

As indicated in Table 2, analysis of information flow has to embrace assign activities
to observe the movement of information within the business process. If processing such
as calculation or string manipulation is performed within a BPEL script using language
constructs imported from, for instance, XPath (Berglund ef al., 2006), it has to be
analysed that no restricted information is involved, or at least, that results from the
processing is not used in a manner violating the security policies. Since allowing such
kind of processing on restricted information could cause obfuscation of information
flow, thereby complicating the analysis of information flow, as a matter of precaution
such processing should be generally considered incompatible with security policy,
independent of the further use of its results. Since it can be assumed that any such
processing will be performed in Web services invoked by a business process such that
no need for any such processing exists within the process itself, for the purpose of this
research project, incorporation of any elements from XPath or other XML specifications

providing data manipulation has been excluded.
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The activities empty, compensate, and rethrow involve no security relevance
whatsoever. This is quite obvious for the empty activity. For the compensate activity,
this can be seen by the consideration that this activity only initiates compensation from
within a fault handler but, by its own, has no effect with respect to observable behaviour
of the business process. The business logic performed in the course of a compensation is
specified by activities in the respective compensation handlers. The security relevance
of these activities is subject to separate examination of the compensation handlers and
the outcome of this examination is not associated with the activity initiating these
handlers to be executed. Also for the rethrow activity, the reason for not being
security-relevant relates to the fact that this activity simply forwards the exception that
caused the fault handler containing this activity to be executed to the environment of
this fault handler that is the scope at the next higher nesting level or the process level.
Since passing of information stays within the process being executed, and the exception
to be passed is predetermined without any choice for passing different information, no

risk for violation of information flow restrictions exist.

However, the compensateScope activity which is quite similar to compensate
bears security relevance of its own. Reason for this is that this activity selects one
particular compensation handler for execution. If this selection would depend on
visibility-restricted information, the fact that this particularly selected compensation
took place could be observed from outside to conclude on the value of the class 3
information and thereby could be exploited to establish a covert channel for information

leakage.
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Similarly, use of visibility-restricted information gained from Web services of class 3 in
the activities wait (with respect to duration), throw (with respect to exception thrown
and information passed along with exception), exit (with respect to condition for
termination), if (with respect to definition of alternate flows), while and
repeatUntil (both with respect to loop control), forEach (with respect to loop
boundaries as well as to conditions for pre-emptive termination of iteration), and pick
(with respect to timeout interval) also turn out to be security-relevant as shown in
Tables 2 and 3 because of the risk of establishing covert channels. Defining any of the
terms indicated in parenthesis with the above activities dependent on visibility-restricted
information could be exploited to circumvent restrictions implied by security policy.
For instance, if the visibility-restricted information [ is used to control the amount of
loop cycles in a while activity, providing some externally observable behaviour such
as sending a message to an external Web service from within the loop body could be
used to circumvent the visibility restriction on /. In this way, an extemal observer would
be able to count the numbers of such messages and deduce the value of / from this
observation. However, revealing / to an external observer would violate the security

policy restricting this information from being disclosed outside the domain.

With respect to potential covert channels, also the activity validate as well as the
attribute validate of the assign activity require special attention. If variables
declared within a BPEL script containing visibility-restricted information are to be
validated, possible value range restrictions specified in their types’ definition could leak
information contradicting security policy implied information flow restrictions. Con-

sider, for example, a variable receivePriceInfo declared to be of a fictitious type
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belowThousand which has been derived from the simple XML-type integer with
the additional restriction xsd:maxInclusive value="999~. If this variable would
be used to store the visibility-restricted output parameter price returned from a Web
service invocation (e.g., an inquiry similar to Web service priceQuotation in Figure 4
indicating the price of a single item), then validation of this variable after storing the
price would leak information about the price via externally observable behaviour of the
business process. The negative outcome of this validation would cause a standard
bpel:invalidvariables fault to be thrown. An observer who has written the BPEL
script and sent it to the executing domain for performing the business process
corresponding to this script would know that the price returned from this Web service
was greater than or equal to 1000 when this exception would occur and that the price
was less than 1000 when no exception occurs. Obviously, by cascading of validations
against varying types, a visibility-restricted information could be propagated to an
arbitrary level of detail by causing or avoiding bpel:invalidvVariables faults in

validate activities.

The additional flow control and structuring elements of BPEL as introduced in
Section 4.2.3 are not included in Tables 2 and 3 because they are not considered
activities. The additional flow control via links in target and source elements of
activities within a flow activity expose security relevance as indicated above with
while or if activities if their flow control mechanisms are made dependent on
information flow restricted information (class 3 restriction) thereby bearing the risk of
establishing a covert channel. The Boolean expressions contained in a joinCondition

with element target, and in a transitionCondition with element source, must
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not depend on any visibility-restricted information in order to avoid covert channels

with these constructs.

Structured Activities Class 3 Class 4 | Classes 5/6
sequence Definition of a fixed execution _ _ _
order
flow Parallel execution of activities - - -
Branching between several
. B DEIW : branch
if alternate activities depending on - -
Iy cond(v)
conditions
while |
. . . . oo
[terative execunion, i.e., looping con dF()V) - -
repeat
Until
iteration
forEach Iteratl\_fe consecutive or parallel | bounds(v) N N
execution
preempt(v)
Waiting simultaneously for IFA(v) B _
. several events to occur and pro-
pick ) )
ceeding with the first event that )
actually occurs (see note) time(v) - -

Note: Typically, one of the events waited for is a timeout event, while the other events
are messages to armve

IFA(v) = information flow analysis with respect to visibility of values returned from
WS

Table 3: Security Relevance of Semantic Patterns with Structured Activities
From the additional structuring elements of BPEL, event handlers contribute additional
security-relevant semantics as will be discussed below. The other structuring elements,
that are scopes, fault handlers, compensation handlers and termination handlers, do not
provide any security-relevant semantics on their own. Of course, the activities contained

in all of these handlers exhibit the same security relevance as if they were used in the
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definition of the main stream of a business process. Nevertheless, these structuring
elements need to be observed during compliance assessment of particular BPEL scripts
since they provide particular execution semantics to the activities contained in them.
Fault handlers as well as compensation handlers that can be linked to the execution path
of fault handlers via the compensation activities represent process logic to be executed
in the case of exceptions or errors, collectively denoted as faults. Since such faults may
happen at virtually any time during process execution these fault handlers and the
compensation handlers eventually initiated by them can be thought of as potential flows
parallel to the main processing flow of the process and, therefore, have to be treated as

such during information flow analysis.

In contrast, event handlers contribute to the security-relevant semantics of BPEL in that
they specify possible interaction with the environment of the business process. The
onEvent and onAlarm elements contained in such handlers taken together exhibit
similar semantics as a pick activity. The onBvent elements of event handlers like the
onMessage elements of a pick activity work like a receive activity, that is they
wait for messages to arrive on partner links. Therefore, these elements represent
security-relevant semantics when information flow-restricted information (class 3
restriction) is received this way and information flow analysis in forward direction is
required in this case to verify that such information is only used in a way conforming to
these restrictions. Furthermore, in the same way as the onAlarm elements of a pick
activity, these elements provide the capability of establishing covert channels when the
duration of such a timeout surveillance is made dependent on visibility-restricted

information.
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Though very similar to a pick activity, there is a significant difference between event
handlers and this activity. While a pick activity blocks further processing in its flow
until one of the messages waited for has arrived or a timeout occurred, event handlers
do not block normal processing but wait for the messages or timeout events in parallel
to normal process flow. Furthermore, if one of the messages specified in event handlers
armives or a specified timeout occurs, this waiting for messages or timeout events is not
terminated as in the case of a pick activity but remains active until the containing
scope or the process as a whole (in the case of event handlers specified at process level)
terminates. For information flow purposes, event handlers may be thought of as a pick
activity contained in a endless loop (while activity with Boolean constant true as
looping condition) that executes parallel to the activity specified in a scope or parallel to
the activity specified at process level, that is contained in a £low activity together with
this scope-level or process-level activity. From this consideration it becomes clear how
event handlers have to be treated during information flow analysis during security

policy assessment of a BPEL script containing such handlers.

4.5 Considerations with Respect to Separation of Duty Constraints

In addition to the secunity policy-derived restrictions to Web service invocation from
within a business process discussed in Section 4.3, there is another type of restriction
derived from secunty policies not considered in this analysis. This type of restriction is
known as separation of duty (SoD) and well-studied in literature (Wijesekera and
Jajodia, 2003; Schaad and Moffett, 2002, Schaad er al., 2006, Ribeiro et al., 2000b).

Restrictions of this type are either static or dynamic. The static version demands that
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multiple roles of a particular set of roles cannot be adopted by the same principal (user)
over time (i.e., once a principal has adopted one role he will never adopt any further role
of the same set). Applying such constraints to Web service invocations implies that
different Web services requiring access privileges associated with different roles in such
a set cannot be invoked by the same principal. With respect to business processes, this
means that the same process is not allowed to invoke Web services belonging to

different sets of access privileges constrained by so-called static SoD policies.

The other form of SoD, called dynamic SoD, is a relaxation of the static variant in that it
allows the same principal to adopt different roles subject to SoD constraints, but not at
the same time or not in the same operational context. It should be noted that these
alternate dynamic conditions sometimes are treated as separate subtypes of dynamic
SoD (Schaad and Moffett, 2002, pp. 19, 20). The typical example for this type of con-
straint is a payment process where the issuer of a payment order is not allowed to
release or authonize the same order while he may well be allowed to release a payment
not initiated by himself. In the context of Web services and business processes,
enforcement of dynamic SoD constraints is based on the history of Web services

invoked and instances of business objects handled.

While static SoD constraints may be enforced at business process level by not invoking
Web services associated to conflicting privileges in the same process, controlling the
obedience of dynamic SoD constraints in business processes based on mechanisms
provided by BPEL seems to be difficult or even impossible. Reasons for this are the

lack of information and the lack of influence on who is going to invoke the Web service
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offered by a business process. Remember that BPEL does not offer any mechanisms for
access control, This difficulty exists independently of whether the process has been
defined locally or remotely. Approaches to cover dynamic SoD requirements not
necessarily specific to business processes or Web services exist (e.g., Schaad and
Moffett, 2002, Botha and Eloff, 2001). Obviously, enforcement of dynamic SoD con-

straints require mechanisms applied at runtime.

Since the approach presented in this PhD thesis is mainly based on static analysis of
business process semantics, it is not claimed that this approach will be appropriate to
contribute to enforcement of dynamic SoD requirements. However, static SoD con-
straints may be adequately addressed in this approach. A discussion of this and some

sort of workaround for dynamic SoD constraints are contained in Chapter 5.

4.6 Summary

In this chapter, the results of analysing BPEL as a specification language for its
security-relevant semantics have been presented. In order to aim for universal results
not bound to particular examples of BPEL scripts or application contexts in which
business processes are defined, preferably small building blocks of BPEL-definable
business process semantics were searched for which sensible observations with respect
to security relevance could be made. Combinations of BPEL activities with policy-
induced restrictions to Web service invocations have turned out to be suitable for that
purpose. These combinations were referred to as security-relevant semantic patterns of

BPEL. Such a pattem may be thought of passing information sent or received in
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messages exchanged with Web services or invokers of the business process (i.e.,
invokers of the Web service provided by the business process) and subject to particular

access of information flow restrictions through a particular language construct of BPEL.

For the purpose of this analysis, security policy derived restrictions to be obeyed at
business process layer (and not already dealt with by security mechanisms provided in
layers below the business process layer) when considering CBPs in a business-to-
business context have been categorised. Investigation of their security relevance when
combined with the different BPEL activities leads to requirements for information flow
analysis to be performed when assessing a BPEL-defined business process for

compliance with security policy.

The results of the analysis of security-relevant semantics of BPEL-defined business
processes, as described in this section, have been published as a conference paper
(Fischer er al., 2006), with an extended version being presented in a related journal

paper (Fischer et al., 2007b).

Based on these results conceming the security relevance of the semantic pattemns, a
formalism was defined to specify existing security policies in such a way that checking
BPEL scripts for compliance with these policies will considerably be facilitated. How
this formalism was established and how security assessment can gain from this

formalism, will be discussed in the next chapter.
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5 SPECIFICATION OF SECURITY POLICY FOR COMPLIANCE

ASSESSMENT OF CBPS

The analysis of BPEL as a specification language in the former chapter has revealed the
potential of violating security policy-implied restrictions to Web service invocation, in
particular with respect to information flow of values passed to and returned from Web
services. One major aim of this research was to define methods that support assessment
of remotely defined business processes for compliance with security policies in force at

the location of execution.

The methods proposed herein for facilitating this compliance assessment were inspired
by concepts developed in conformance testing methodology of open systems as defined
in a series of International Standards (CTMF, Conformance Testing Methodology and
Framework, ISO/IEC 9646, part 1-7; particularly (ISO, 1994)). In this series of
International Standards, a so-called Protocol Implementation Conformance Statement
proforma (PICS proforma) has been defined for the following purpose: Having defined
a (standardised) test suite for conformance testing of implementations claiming to
comply to a specific communication protocol in the OSI protocol stack, the problem
occurs that this test suite has to be adapted before testing a particular implementation.
Given the variety of implementation options provided by those OSI protocol
specifications, it has to be assured that only the functionality an implementation claims
to support will be subject to conformance testing. Therefore, the PICS proforma which
is specific to a particular OSI protocol specification provides a checklist to be filled in

by the implementing side to indicate which options provided by the protocol
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specification for implementation choice has been actually chosen and which alternatives
have been adopted. Submitting this filled-in PICS proforma to a test centre as a first
step during conformance assessment enables the test centre to perform a static analysis
of the choices taken for the implementation in order to assess that this particular set of
choices i1s conformant to the standard in question. For instance, a standard may fequire
that a particular choice of an option 4 may only be allowed if a choice of a related
option B is made in a specific manner (e.g., support both options or none of them). After
checking a PICS proforma for conformant choices of options, the test centre will be able
to adapt the test suite to be used during conformance testing of the particular protocol
implementation to the indications made in this proforma. For example, if a PICS
proforma for an implementation under test (IUT) would state that the optional
functionality F1 is not supported by the current implementation and the test centre has
already verified that this was in accordance with the standard, then the test suite would
be adapted in such a manner that test cases that are to test support of functionality Fl
would not be performed during the process of conformance testing for that particular
IUT and that the non-support of this functionality would be consistent throughout the
implementation. For instance, refusing to support optional functionality F1 in one
context (e.g., during connection establishment), but supporting the same functionality
Fl in another context (e.g., during data transmission) would usually result in a fail

verdict of the conformance test assessment.

This approach of indicating a variable set of implementation options to be used for
adapting the type and amount of test cases to be performed during conformance testing

of a particular implementation that claims to comply to a protocol standard gave raise to
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the method proposed in this project in order to support and facilitate the assessment of
compliance with secunty policies for remotely defined BPEL scripts. After analysis of
the security-relevant features of BPEL, a checklist comparable to a PICS proforma
(ISO, 1994) can be provided, that allows for specification of security policy-derived
restrictions to be obeyed during execution of remotely defined BPEL scripts. This way,
the security policy of a domain executing remotely defined BPEL scripts is re-specified
in order to only contain rules that are relevant at the business process layer in this
context. This checklist is called a security policy statement (SPS) proforma or template
here and will be used to indicate allowed features of BPEL in compliance with the
security policy. Unlike with PICS proformas in conformance testing of OSI protocol
standards, the roles of filling in and using the filled-in checklist are distributed
differently in a compliance assessment of remotely defined BPEL scripts. The SPS
proforma will be filled in by the executing domain to indicate the security policy-
implied restricttons applicable to such BPEL scripts. A separate SPS proforma will be
required to be filled in for each remote domain that is allowed to remotely define BPEL
scripts for execution in a particular executing domain. The indications made in a filled-
in SPS proforma (stmply called SPS in the following) will determine the kind of
inspections to be performed duning compliance assessment of a BPEL script from the
domain indicated in the SPS as originator. A role comparable to that of a test centre in
the conformance testing context is taken by the site performing the compliance

assessment with security policies.

It should be noted that though the concept of using an SPS proforma to direct the

compliance assessment procedure was inspired by experiences from the field of
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conformance testing of open communication protocols, in other respects the methods
proposed here for compliance assessment expressly are not based on testing techniques
but are rather comparable with code inspection techniques. This distinction matters in
particular because testing always requires some sort of execution of the code or script
under test but code inspection does not since it may and usually will be performed prior

to execution of the object under consideration.

5.1 Redefinition of Security Policy in Terms of Security-Relevant Semantic

Patterns

As already indicated in the introduction to this chapter, the security policy is to be re-
specified to express the restrictions applicable to remotely defined business processes.
This re-specification shall be performed in such a manner that assessing a remotely
defined BPEL script for compliance with these restrictions can be performed in an as
straightforward as possible way. The results of the analysis of security-relevant
semantics of BPEL in the former chapter have shown that such semantics is closely
related to restrictions implied by security policies to Web service invocations.
Therefore, the idea for re-specifying security policies in order to facilitate compliance
assessment 1s to provide indications of the classified restrictions summarised in Table 1
for all Web services, a remotely defined BPEL script is allowed to invoke. In this way,
the assessment process receives its directives what to watch out when assessing a BPEL
script. Based on the information contained in an SPS, the assessment process can check

whether only allowed Web services are to be invoked in a BPEL script under

99



Chapter 5 — Specification of Security Policy for Compliance Assessment of CBPs

consideration and that invocations occur in a manner compliant to the restrictions

imposed to them by security policies of the executing domain.

As can be seen from Tables 2 and 3 above, most restrictions imposed to Web service
invocations with respect to particular input and output parameters imply information
flow analysis in forward and backward direction in order to verify that the restrictions
are obeyed. Therefore, indications made relating to restriction classes of Web service
invocations already provide an outline of the particular checking methods to be applied

when a BPEL script is subject to compliance assessment.

5.2 Security Policy Statement

In a security policy statement (SPS), the security policy of one particular domain (e.g.,
domain B in Figure 2 that is the executing domain) with respect to one particular other
domain (e.g., domain A in Figure 2 that is the domain specifying a BPEL script and
sending it for remote execution) is expressed in terms of restrictions or allowance of
security patterns identified and analysed in Chapter 4. To this end, the internal and
external Web services, that are allowed to be invoked by a business process executing in
domain B on behalf of domain A will be indicated together with the restrictions
applying to their respective input and output parameters. In order to structure the
information contained in it, the SPS is composed of several parts each of which
containing particulars related to a group of related restrictions, for instance, related to a

specific Web service that is allowed to be invoked.
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In order to discuss this approach in more detail, an example presenting some typical
information contained in an SPS template is shown in Figure 5. The exemplary entries

contained in this SPS are taken from the example CBP in Chapter 2.

5.2.1 Security Policy Statement Template

The SPS starts with its main part, called Security Policy Statement Template. In its top
part, it comprises information identifying the issuing domain that is the executing
domain to which the security policy expressed in the SPS relates (i.e., the domain of the
gearbox manufacturer in this example). Furthermore, the application context and the
foreign domain to which the restrictions in the SPS relate are identified. Here, this is the
application context of processing orders for gearboxes and parts of it for the domain of

the car manufacturer sending a BPEL script for execution in domain B.

[t should be noted that distinguishing between different application contexts in different
SPSs provides the capability to indicate different sets of allowed and disallowed Web
service invocations for the same pair of executing domain and defining domain. For
example, if the same car manufacturer is also allowed to send BPEL scripts for business
processes executed in a context where construction plans for new gearbox models are to
be exchanged between the car manufacturer and the gearbox manufacturer and
manipulated in cooperation between the development units of both organisations, it can
easily be imagined that a totally different set of Web services would be involved and,

therefore, a different SPS would apply to this application context even though the same
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organisations (i.e., the car manufacturer and the gearbox manufacturer) would be

involved.

Security Policy Statement

For executing domain: GearBoxManufacturer.domainB8

(possibly additional identifying information not of interest in this example)

For application context: Order management of gear boxes and part of it

Relating to BPEL scripts from domain:; CarManufacturer.domainA

Invocation of Web services residing outside current domain allowed? YIN: Y

If yes, indicate allowed external Web services:

URI: priceQuotation.SubSubplier1.domainC1 |Reference to EWSRS EWSR1

URI: priceQuotation.SubSubplier2.domainC2 |Reference to EWSRS EWSR2

URI : checkOffer.CarManufacturer.domainA Reference to EWSRS EWSR3

Indicate restricted internal Web services:

URI: checkStock.domainB Reference to IWSRS IWSR1
URI: calculateCffer.domainB Reference to IWSRS IWSR?2
URI: complete Offer.domainB Reference to IWSRS IWSR3

Indicate unrestricted internal Web Services:

URI: none

(Further indications with respect to allowed semantics (e.g. allowed processing on
information gained from Web service invocation may be indicated here)

Figure 5: Security Policy Statement Template with Exemplary Entries

After this identification part, information follows indicating Web services that are

allowed to be invoked by a business process defined by and executed on behalf of the
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foreign domain (domain B in this example). First, there is a general indication as to
whether invocation of Web services in foreign domains will be allowed at ail or not. If
invocation of such Web services is not generally prohibited, there will be indications of
particular foreign Web services that are allowed to be invoked each identified by its
respective URI. In this example, the respective Web services priceQuotation of the two
sub-suppliers C) and C, as well as the call-back Web service checkOffer of the car
manufacturer are foreign Web services allowed to be invoked. For each allowed
external Web service, a so-called External Web Service Restriction Statement (EWSRS)
will be referenced that contains further information concerning restrictions with respect
to the particular Web service. In this example, three external Web services have been
indicated. Only those external Web services indicated explicitly in this part of the SPS
will be allowed to be invoked by a remotely defined BPEL script from domain A. One
could think of some sort of wildcard indication, for example ‘*’ in place of a constituent
of an URI, if all Web services of a particular domain or sub-domain are allowed to be
invoked. However, since only examples involving a small number of allowed Web
services are used in this PhD project, the definition of such notational shortcuts is out of

scope in this research.

After indication of the allowed external Web services, there are two further groups of
indications in Figure 5 relating to Web services of the executing domain: one group
relating to internal Web services for which invocation is restricted and one group
relating to internal Web services that may be invoked without any restrictions.
Remember that the last group corresponds to class 1 of Table 1, albeit only for internal

Web services. For the purpose of this study it is supposed that only internal Web
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services of class | actually occur and that all external Web services fall into one of the
classes 2 through 6. In cases where unrestricted external Web services actually occur,
this could be indicated by omission of the reference to an EWSRS for the particular

Web service.

While the last type of entry (i.e., Web service of class 1) does not require any further in-
formation besides the URI of the particular Web service, for each restricted internal
Web service there 1s a field indicating a reference to a so-called Internal Web Service
Restriction Statement (IWSRS) similar to the indication for external Web services
above. In this example, the three internal Web services of the gearbox manufacturer
depicted in Figure 4 are indicated as allowed internal Web services with restrictions.
Both the group of EWSRS and the group of IWSRS referenced in Figure 5 are

considered part of the SPS as a whole.

The SPS is understood to indicate all of the security-relevant semantics in a BPEL script
from the specific foreign domain (domain A in this example) acceptable for cross-
domain deployment. Therefore, all other security-relevant semantics not explicitly
stated in an SPS as being allowed, will be prohibited. [n particular, only the Web
services explicitly stated in this part of the SPS will be allowed for invocation in a
BPEL script from domain A. It should be noted that Web services with class 2
restriction (i.e., Web services that are not allowed to be invoked at all) will never occur

in an SPS.
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At the bottom of the SPS template, there is left room for further indications with respect
to allowed semantics in a BPEL script from the particular defining domain. Such
indications may include allowed processing to be performed on information returned by
Web services invoked. As discussed above, BPEL does not provide any means for any
kind of data manipulation (besides assignment from one location to another location).
Should there be a requirement to perform data processing within a BPEL script,
language elements of other XML-based specifications have to be imported. Usually,
XPath (Berglund er al., 2006) will be used for such purposes of data processing in
BPEL scripts. In this research, performing data processing as part of a BPEL-defined
business process is supposed to always be achieved by Web service invocation such that
import of elements of Xpath (or similar specifications) are not required. Thereby,
considerations with respect to the security relevance of performing data processing
within the BPEL script could be avoided. Note that it is always possible to define a Web
service to perform a particular data processing (though it may sometimes be more
convenient to perform it directly within the BPEL script). Therefore, this assumption

made here does not restrict general applicability of the approach proposed in this thesis.

5.2.2 Internal Web Service Restriction Statemment

In Figure 6, there is an example of an IWSRS template in order to clarify the typical
information contained in this part of an SPS. The example relates to the checkStock
Web service of the gearbox manufacturer. In this template, there is room for indicating
security policy-induced restrictions of any kind that relates to the input and output

parameters of the particular Web service. In the heading of this template, the identifier
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of the IWSRS used for referencing it in the main part of the SPS is indicated. Further,
the URI for invoking the particular Web service and the URI of the WSDL definition of

this Web service are given.

Restrictions relating to Web service parameters are those of the classes 3 through 6 in
Table 1 above. The indications are grouped by restriction classes starting with the
restrictions to input parameters. For class 4 restrictions that always relate to optional
input parameters indications may be made whether the particular parameter is
prohibited to be used or always required in order to avoid default mechanisms defined
for this parameter to be applied. For class 5 restrictions, the input parameters along with
the respective allowed values or range of values are to be indicated here. Similarly, for
class 6 restrictions, the input parameters along with the respective allowed sources of
values passed to these parameters are to be indicated. Such sources may be other Web

services or particular output parameters of other Web services.

For the output parameters of a Web service, only class 3 restrictions apply. For every
restricted output parameter, a target relaxation may be indicated. While class 3
restricted output parameters are generally allowed to be passed freely to domain-internal
Web services (this was anticipated in Section 4.1.4), the values returned by those
parameters are restricted to be carried to any external Web service or passed as message
or part of a message sent back to the invoker of the business process in a reply
activity. If there are any exceptions to this restriction, they may be indicated in a
separate column by specifying possible external targets (Web services or particular

parameters of Web services) to which a visibility-restricted value may exceptionally be
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passed while still being restricted from passing to all other external target. This type of
relaxation for visibility-restricted information is called target relaxation in Figure 6 and

the following parts of the thesis.

Internal Web Service Restriction Statement IWSRS-ID IWSR1

URI for invocation: checkStock.domainB

URI of WSDL: wsdl.checkStock.domainB

Restrictions with respect to input parameters

Usage restrictions of optional parameters

Parameter: ListOfitems (indicate required or forbidden) required
Value range restrictions Allowed values or value range:
Parameter: ProcessingPriority Prio1, Prio2
Restrictions related to sources of values Allowed source(s) of values:

Parameter: none -

Restrictions with respect to output parameters Target relaxation

Parameter: ListOfitems ToOrderFromSubSupplier1 | C1.priceQuotation.list

Parameter: AccessCredentiaForSubSupplier1 C1.priceQuotation.credential

Parameter: ListOfitems ToOrderFromSubSupplier2 | C2.priceQuotation.list

Parameter: AccessCredentiaForSubSupplier? C2.priceQuotation.credential

Figure 6: Example of Internal Web Service Restriction Statement

In the case of the checkStock Web service of Figure 4, the input parameter passing the
list of items to be ordered is supposed to be an optional parameter for exemplary

purposes only. In practice, it may not be particularly sensible to have this parameter as
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an optional input parameter. In the TWSRS of Figure 6, however, though being defined
as an optional parameter, the ListOffterns input parameter is indicated as required when
this Web service is invoked in a BPEL script from the car manufacturer. Also for the
purpose of this example, a parameter controlling the priority of order processing is
anticipated. Suppose that this parameter is capable of adopting one of the values in the
set {Prio1, Prio2, Prio3} where Prio1 indicates the lowest and Prio3 the highest priority.
The IWSRS in Figure 6 indicates that business processes specified by the car
manufacturer for controlling the order processing in domain B are restricted to the two
lowest priority levels while the highest priority level of order processing is not allowed
to be used. Source-restricted input parameters (class 6 restrictions) are not present in

this example.

With respect to the output parameters of this Web service, several restrictions apply. As
discussed in Section 2.2, the checkStock Web service is supposed to possibly return two
lists of items that are found to be out of stock and, therefore, have to be ordered from
the two sub-suppliers. Along with the respective list of items to be ordered, the Web
service returns a credential required to access the respective Web service
priceQuotation. These two pairs of output parameters intended to be passed to sub-
supplier 1 and sub-supplier 2, respectively, are visibility-restricted since they are not
allowed to be carried outside the domain of the gearbox manufacturer except to the
respective Web service of the two sub-suppliers. Therefore, in the [IWSRS example it is
indicated that the list of items to be ordered from sub-supplier 1 though declared as
visibility-restricted is allowed to be passed to the input parameter list of Web service

priceQuotation of sub-supplier 1. Similarly, the credentials required to be granted
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access to this Web service from within the domain B are also declared as visibility-
restricted with a target relaxation to the input parameter credential of Web service
priceQuotation of sub-supplier 1. In an analogue manner, the output parameters of Web
service checkStock intended for sub-supplier 2 are indicated as visibility-restricted in
the IWSRS with target relaxations to the respective input parameters of Web service

priceQuotation of sub-supplier 2.

5.2.3 External Web Service Restriction Statement

In Figure 7, an example of an EWSRS is shown in order to clarify the typical informa-
tion contained in this part of an SPS. The content of an EWSRS is quite similar to an
IWSRS discussed in the previous section. Both templates differ in the indication
whether values of output parameters of the external Web service are allowed to be
assigned to input parameters of internal Web services. Such assignments may be
prohibited as a matter of precaution in cases where the nature of output values returned
by an external Web service is to a large extent unknown at the domain issuing the SPS
and, therefore, should not be used as input parameters in invocations of internal Web
services. When this restriction applies, the values returned by such an external Web
service, unless they are visibility-restricted, may still be used for flow control purposes
within the BPEL script or may be passed as input parameters to other external Web
services, preferably in the same domain as the Web service addressed by the current

EWSRS.
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External Web Service Restriction Statement EWSRS-ID EWSR1

URI for invocation: priceQuotation.domainC1

URI of WSDL.: wsdl.priceQuotation.domainC1

Restrictions with respect to input parameters

Usage restrictions of optional parameters

Parameter: credential (indicate required or forbidden) required

Value range restrictions

Allowed values or value range:

Parameter: none

Restrictions related to sources of values

Allowed source(s) of values:

Parameter: list

B.checkStock.ListOfltemsToOrder
FromSubSupplier1

Parameter: credential

B.checkStock.AccessCredentiaFor
SubSupplier1

Restrictions with respect to output parameters Target relaxation

Parameter: priceDeliverylnformation

B.calculateOffer.infoSupplier1

Assignment of output values to internal Web services allowed? YIN: Y

Figure 7: Example of External Web Service Restriction Statement

The example EWSRS in Figure 7 relates to the external Web service priceQuotation of

sub-supplier 1 from the CBP example in Figure 4. The Web service is supposed to take

two input parameters, list and credential.
items inquired while the input parameter credential receives the credential required for
granting access to this Web service. As can be seen in Figure 7, the input parameter

credential has simultaneously two kinds of restrictions, namely a usage restriction

(class 4) and a source restriction (class 6).

The input parameter list accepts the list of

This means that though this input parameter
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has been defined to be optional, this parameter is required when used within a BPEL
script from the car manufacturer and the input value has to be equal to the value of the
output parameter AccessCredentialForSubSupplier1t returned by Web service
checkStock. Also for the second input parameter of the priceQuotation Web service, a
restriction apply with respect to sources of the values passed to it. The value passed has
to be the value of output parameter ListOfltemsToOrderFromSubSuppliert returned by

Web service checkStock.

The only output parameter of this Web service is visibility-restricted. In the case of an
external Web service, such a restriction includes internal Web services of the invoking
domain unless exceptions related to specific internal targets apply. In the current
example, with the output parameter priceDeliverylnformation a target relaxation is
contatned in the EWSRS indicating that values returned in this parameter may be passed
to the parameter infoSupplier1 of Web service calculateOffer in domain B. In addition,
the EWSRS indicates that values returned by this Web service may be used as input
parameters of Web services internal to domain B, an indication with no specific
meaning in this case since the only output parameter is visibility-restricted with an
exception referring to an input parameter of a specific Web service in domain B. In
other cases, this indication would allow output parameters without visibility restriction

to be used throughout domain B as input parameters of internal Web services.
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would instead add the new Web service to the list of local Web services allowed to be

invoked.

Finally, the complicated differentiation between allowed and disallowed semantics in
the security policy statement can be avoided, still preserving the originally allowed
semantics of Figure 8a as the overall semantics for a business process. However, as
indicated in Figure 10b, the original semantics now is provided by the union of the
semantics of the new Web service and the remaining allowed semantics for the business

process.

5.4 Coping with Dynamic Aspects in Static Compliance Analysis

The approach presented in the former sections relies on static analysis of a BPEL script
prior to execution. Therefore, this approach inherently is not suited to be applied for
checking restrictions with respect to Web service invocations that involve dynamic
aspects. Obviously, such checking may only be performed at runtime. An example of a
restriction to Web service parameters that require dynamic checking can also be given
by reference to the example CBP in Figure 4. Consider a restriction of the input
parameter listOfltems of Web service checkStock requiring that only items from a
predefined set of items are allowed to be included in this list when this Web service is
invoked by the control business process on behalf of the car manufacturer. The reasons
for such a restriction could be that the gearbox manufacturer produces gearboxes for
different car manufacturers and each car manufacturer is only allowed to make inquiries

with respect to the gearboxes (or parts thereof) produced for his own types of cars, but
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not with respect to gearboxes of competitive car manufacturers. Since the contents of
this list passed from the invoker of the business process (i.e., from the car manufacturer
in this example) will only be known at runtime, any static analysis will fail to assert the

observance of this restriction in a BPEL script received from the car manufacturer.

However, similar to the approach to reducing complexity of the restrictions in an SPS
introduced in the former section, a method for coping with dynamic aspects of policy-
induced restrictions can be provided. While in Section 5.3, parts of the processing logic
of a potential business process requiring too complicate a specification of restrictions
has been moved to a separate Web service thereby relieving the requirement to express
the complex restrictions in the SPS, here for enabling dynamic validation of restrictions,

dynamic checks are moved to Web services defined for this purpose.

In this way, checking of restricted value ranges of input parameters that only can be
performed at runtime will be moved from the static analysis prior to execution to
dynamic analysis during runtime. In order to still validate that a BPEL script conforms
to the security policy during pre-executton assessment, the SPS needs to be amended in
order to cope with dynamic aspects of compliance assessment. To this end, the input
parameter of the Web service with value range restrictions to be checked during runtime
will be specified as an input parameter with source restrictions and the Web service
containing the dynamic check of this input parameter against the list of allowed values

will be indicated as the only allowed source of values for this parameter.
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In the example above, a new Web service checkltemListFromDomainA would have to
be defined at the site of the gearbox manufacturer (domain B) that would accept the
listOfltems passed from the car manufacturer as its input parameter and return this list as
output parameter in case its content conformed to the value range restriction with
respect to the car manufacturer (domain A). When the check failed, this new Web
service could return an empty list to indicate this situation or raise some particular sort
of exception. In addition to provide this new Web service, the SPS of domain B with
respect to BPEL scripts received from domain A would have to be modified to require
that values for the input parameter listOfitems of Web service checkStock are source-
restricted (class 6 restriction) with allowed source to be the output parameter of this new
Web service checkltemListFromDomainA. In this way, it could be checked prior to
execution of a BPEL script received from the car manufacturer that the restrictions with
respect to the list content passed to the Web service checkStock either would have been
obeyed or an empty list will get passed to this Web service (possibly causing a fault in
this Web service or, alternatively, an exception already would have been raised before
invoking this Web service). With this modified SPS, the compliance assessment can
still be performed as usual prior to executing a BPEL script and result in a pass verdict
even though the actual list contents passed from the car manufacturer is not known at
this time. Of course, after this extension to the SPS has been made, a compliant BPEL
script from the car manufacturer actually has to invoke the new Web service prior to
invoking the Web service checkStock and pass the output parameter from this new Web
service to the input parameter listOfltems of checkStock. Important but not particular to
this new Web service is the requirement that provisions are in place to securely prevent

tampering of the processing logic of this Web service, particularly from outside
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domain B or by activities performed in a business process remotely defined and brought

into domain B for execution.

This approach to introduce specific Web services for the purpose of performing
dynamic compliance checks of Web service parameters at runtime is, to a certain extent,
similar to that proposed by Sirer and Wang (2002) where also Web services are
amended by specific secunty policy enforcement code to perform dynamic compliance
assessment during execution. In their approach, the security policy first has to be
expressed in a special purpose specification language based on first order logic and
temporal logic. Once security policies have been specified in this formal manner,
instrumentation code is generated automatically to be executed as a preamble in Web
service invocation. While this approach relies completely on security policy enforce-
ment at runtime enforcement, the approach presented in this thesis performs as much
enforcement as possible during compliance assessment based on static analysis of BPEL
scripts prior to execution and uses instrumentation of the business process only for
checking that need to be performed at runtime. In contrast to the approach proposed by
Sirer and Wang, the additional Web services used herein for checking value (range)
restrictions of input parameters of specific Web services are not generated automati-
cally, but have to be hand-coded to suit the particular purposes. This may be considered
a drawback compared to the approach of Sirer and Wang. However, rendering specifi-
cation of security policy in terms of formal logic unnecessary which is the case in the
approach proposed here is deemed to over-compensate this possible drawback of not

providing automatic generation of Web services for dynamic security checking.
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5.5 Summary

In this chapter, the transformation of the results from the analysis of BPEL with respect
to its intrinsic security relevance into a method to re-formulate the security policies in
terms of allowed and disallowed security-relevant semantic patterns in a BPEL script
has been described. The purpose of this is to support the compliance assessment of
remotely defined BPEL scripts with security policies in force at the executing site in
such a manner that this assessment is facilitated considerably and becomes suited to be
performed automatically. To this end, a set of checklist-typed tabular forms have been
introduced in this chapter that are intended to accommodate the policy-implied rules to
be observed by all BPEL scripts coming from a particular remote site. The whole of the
rules derived from security policies and determined to be relevant in the business
process layer are referred to as security policy statement (SPS). The rules indicated in
these forms relate to Web services allowed to be invoked by such BPEL scripts. If
invocations of a Web service is only acceptable with certain restrictions to its input and
output parameters, such restrictions are indicated in special forms on a per Web service
basis. Though presented in this chapter in a form intended for human readability, it is
obvious that the contents of SPSs have to be converted to a form better suited for
machine processing when the compliance assessment is to be performed in a automatic

manner. This will be further discussed in Chapter 7.

Though compliance assessment is based on static analysis of a BPEL script prior to its
execution that by nature is not able to cope with restrictions only checkable at runtime,

an approach to also cover such restrictions as much as possible during static analysis
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has also been shown. Comparable approaches to the one proposed here to complement
the static compliance assessment towards dynamic aspects of information flow control
also have been proposed in related work. Though not original to this research, however,
this approach to cope with restrictions that can only be checked dynamically combined
with the original work presented here seems to be useful to broaden the applicability of

the methods proposed for compliance assessment in practice.

In the next chapter, the process of assessing the compliance of BPEL scripts with
security policies will be discussed in more detail. Also, different ways to delegate the
task of compliance assessment to dedicated nodes within or outside the security domain
of an organisation and to share the resources used for compliance assessment (even

across organisational boundaries) will be proposed.
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6 SECURITY POLICY COMPLIANCE ASSESSMENT FOR BPEL

SCRIPTS

After analysis of security-relevant behaviour of BPEL and re-specification of security
policies in terms of so-called security-relevant semantic patterns of BPEL, the
procedure of assessing compliance of remotely defined BPEL scripts with security
polictes of the executing domain will be described in this chapter. Further, the workflow
of cross-organisational deployment of BPEL scripts including assessment of compliance
prior to executing them is considered in more detail. Finally, approaches to delegation

of compliance assessment in a distributed environment are presented.

6.1 Procedure of Compliance Assessment

The function of compliance assessment as used in the context of this research is to make
sure that only BPEL scripts completely observing the restrictions implied by the
security policies of the executing domain will be accepted for execution. Such
assessment of a remotely defined BPEL script can be (and usually will be) conducted
prior to executing the business process specified by this script. Therefore, the methods
proposed here are chosen such that they do not require the business process defined by a
particular BPEL script to be executed for testing or monitoring purposes in order to
assess its compliance with the policy-induced rules derived from secunity policies for
the business process layer. Since possible violations of such rules can be detected in this
way before these violations would be committed by the business process being

executed, the approach proposed here provides a very effective way of security policy
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enforcement. This procedure of assessing compliance with security policies prior to
execution may be considered a check point in the sense of security patterns (Yoder and

Barcalow, 1997).

6.1.1 Prerequisites for Compliance Assessment

The main prerequisite for the compliance assessment besides the BPEL script under
consideration is the SPS specified by the executing domain with respect to the remote
domain sending a BPEL script for execution and the application context of the business
process to be defined by this script. Furthermore, the WSDL definitions of all Web
services indicated in the SPS are required. Finally, the WSDL definition of the Web
service provided by the business process resulting from execution of the BPEL script
will be required, in particular in cases when this WSDL definition is specified
beforehand by the executing domain in order to indicate the required Web service this
business process has to provide to its environment. In the latter case, the messages to be
exchanged with the environment are predefined and, therefore, are likely to be
addressed in the SPS if subject to security policy-implied restrictions. When, for
example, the predefined input messages to be accepted by the business process under
consideration are restricted with respect to particular value ranges (class 4 restrictions),
then this could be indicated in the SPS as a restriction to the internal Web service that is

going to be provided by this business process®. Since the names of the Web service and

% Though this Web service will usually be invoked from outside the executing domain, it is considered an
internal Web service of the executing domain because it will be provided within this domain.
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its input and output parameters will be known from the WSDL definition, restrictions

with respect to its input and output parameters can be specified in the SPS.

If such a WSDL definition of the Web service provided by the business process under
consideration is not available beforehand because, for example, this definition is
provided by the site specifying the BPEL script and varies between different BPEL
scripts coming from this site, then this WSDL definition usually will not be available at
the time when an SPS is specified and, thus, restrictions to input and output parameters
of this Web service cannot be included in the SPS. Nevertheless, restrictions to input
and output parameters of this Web service may be implied by other restrictions in the
SPS. For instance, one restriction generally applicable to messages sent to an invoker of
the Web service in a reply to a message received from this invoker states that such
outgoing messages must never contain any visibility-restricted information unless the
receiver of this message is indicated as an allowed external target of this information.
Even though not addressed in the SPS, the WSDL definition of the business process
under consideration is usually required for the purpose of information flow analysis to

be conducted during compliance assessment.

6.1.2 Analysis of Declaration Part in BPEL Script

Given all these prerequisites are available, the process of compliance assessment can
start with searching the partner link declarations of the BPEL script for Web services
invoked by the business process. Each Web service found this way has to be present in

the SPS since this contains an exhaustive list of all Web services allowed to be invoked
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with or without further restrictions. A Web service found in a partner link declaration,
but not in the SPS, could still be acceptable if it can be verified by static analysis of the
BPEL script that the particular partner link will not be used in the process definition
part. If this cannot be verified or if a more rigorous approach is taken not to accept any
Web service in the declaration part that is not indicated in the SPS (independent of its
actual use in the business process), then the assessment of the BPEL script already is
terminated here with a fail verdict that means the BPEL script does not comply with the

applicable security policy.

6.1.3 Checking BPEL Script for Security-Relevant Semantic Patterns

If the BPEL script has passed this first stage of compliance assessment, then the parts
defining the process logic have to be searched for invocations of Web services allowed
by the SPS. For every Web service invocation it is checked whether for the particular
Web service there are restrictions associated with its input and output parameters in the
SPS. If restrictions are found, their obedience has to be assessed. For restrictions of
classes 3, 5, and 6, information flow analysis in forward or backward direction has to be
performed as required. Restrictions of class 4 may be checked by simply verifying that
optional input parameters are provided if they are indicated as required or not used if
indicated as forbidden. Duning information flow analysis in forward direction with
respect to visibility-restricted information, care has to be taken to watch out for possible
covert channels of information flow. Semantic patterns susceptible for the establishment

of covert channels have already been identified in Tables 2 and 3 above. Therefore, it is
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known what to look for with respect to covert channel detection during compliance

assessment.

6.1.4 Example of Covert Channel Establishment in BPEL Script

An example for the establishment of a covert channel is depicted in Figure 11. Suppose
that Web service W, has an output parameter priceA indicating the price of an item A
that is visibility-restricted (class 3 restriction), that is, it must not be leaked to an
information sink outside the executing domain. This Web service is invoked and its
output parameter priceA i1s assigned to a variable P. After this assignment, a branch
occurs in the process flow using an if activity. The branching condition depends on the
variable P containing the visibility-restricted price of item A. If this value is smaller
than 100 currency units (of an arbitrary currency that does not matter in this example)
then the process flow branches to the invocation of a Web service W,. If the value is

greater than or equal 100 currency units, then Web service W, is invoked.

If at least one or even both of these Web services W; and W; are external Web services
(e.g., Web services within the domain where the BPEL script was specified) or happen
to exhibit otherwise externally observable behaviour, then by observing the behaviour
of the business process defined by the BPEL script containing the snippet in Figure 11
conclusions can be drawn on the price of item A. Supposing that only the invocation of
Web service W, is observable from outside the executing domain then, if the observer
recognises that W is invoked (either directly because W, resides in the domain of the

observer or indirectly via the externally observable behaviour of #;), he knows that this
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price 1s below 100 currency units. Otherwise, if the invocation of W, cannot be
observed, the observer who can be assumed to know the BPEL script because it was
specified at his site can conclude from this observation that ¥, has not been invoked at
that point in the business process but that W; has been invoked and, therefore, that the
price of item A is greater than or equal to 100 currency units. Thus, a covert channel
relating to the visibility-restricted information on the price of item A would have been

established by the snippet of a BPEL script in Figure 11.

invoke WS,

!

P=priceh

invoke WS, invoke w5,

Figure 11: Covert Channel Example

[t can easily be seen that the leakage of information relating to the price of item A that
is only at a very coarse level in this example (either P<100 or P>100) can be refined to
arbitrary granulanty by cascading a senes of such branching dependent on the value of
variable P. In order to avoid such covert channels, any flow control decision based on
class 3 restricted information would be banned here and, therefore, when detected in
compliance assessment, would cause a BPEL script containing such semantic patterns
to be considered non-conformant to the security policies under consideration. Note that

this rigorous approach to cope with avoidance of covert channels could be relaxed by
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applying more sophisticated algorithms for covert channels detection, for instance,
checking whether alternative flows selected by branching on visibility-restricted
information actually exhibits any distinguishing behaviour observable from outside.
However, elaborating such algorithms is beyond the scope of this research project and.

therefore, left for further studies.

6.1.5 Information Flow Analysis in Parallel Flows

Besides covert channel detection, also analysis of information flow in parallel flows
needs further consideration. During this analysis, actual and potential parallel flows are
distinguished. Actual parallel flows are those specified in parallel versions of forEach
activities or in £low activities without any links that restrict the activities contained in a
flow activity from being performed in parallel. These parailel flows will actually be
performed in parallel when the business process is executed. By contrast, potential
parallel flows will not be performed in parallel during business process execution but
only specify alternatives for the flow of business logic from which only one at a time
will actually be chosen during execution. Such potential parallel flows are presented by
the alternate flows in an i f activity and in a pick activity as well as the flows specified
in event handlers, fault handlers (including flows specified in compensation handlers
initiated by those fault handlers), and termination handlers. The flows specified in these
handlers can be considered alternate flows to the main flow of the process since the
reason for activating the flows specified in these handlers may occur at any time during
normal process execution. For example, the activities in a fault handler will be executed

instead of the main process flow when the corresponding exception caught by this fault
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handler occurs. This usually can happen at virtually every moment during process
execution. Therefore, fault handlers establish potential parallel flows to each other and
to the part of the process (a particular scope or the whole process) to which they relate.

The same is true for event handlers and termination handlers.

For the purpose of information flow analysis, actual and potential flows are not
distinguished since the static analysis performed here considers all potential flows in a
process at once instead of only one actual choice of them as will be the case during
business process execution. For instance, when analysing information flow in backward
direction as required for restrictions of classes 5 and 6 applicable to input parameters of
a Web service invoked, all potential values that could have been assigned to a variable
that will be passed as a particular restricted input parameter have to be considered.
Hence, all parallel flows in backward direction from the Web service invocation
towards the start of the business process have to be checked for assignments to the
particular variable irrespective of whether these flows are actual parallel flows or only
potential parallel flows. If at least one value assigned to this variable in any of the
(actual or potential) parallel flows would contradict the restriction imposed to the input
parameter of the Web service for which the variable is used as actual value, then a
violation of the SPS would have been detected resulting in a fail verdict for the
compliance assessment. Although the process described here may appear to be
complicated, an implementation of this process (or at least important parts of it) in a
research prototype has shown that the proposed approach to compliance assessment of
BPEL scripts prior to execution is viable and appropriate for automatic processing. Of

course, the notation of an SPS as introduced here in a tabular form that accommodates
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human readability will have to be converted into another form that is better suited for

machine processing. This will be explained in further detail in Chapter 7.

6.2 Workflows in Distributed Definition and Execution of CBPs

In this section, a set of workflows will be defined that combine the tasks required in
defining, deploying, assessing and executing BPEL-defined business processes in such
a manner that the temporal order of them is clarified. When CBPs are defined and
executed in a distributed manner as discussed in earlier chapters, the definition,
deployment, and assessment of compliance with security policies prior to execution
represent a workflow of its own and is not considered part of executing the business
process being defined by a cross-organisational deployed BPEL script. In fact, even
several separate sub-workflows can be distinguished in the approach to security policy
enforcement proposed in this project. On the executing side, when the approaches
proposed 1n this thesis are to be used, prior to acceptance of any remotely defined BPEL
script from a foreign domain, an SPS has to be assembled to define the security policies
in a way that is well-suited for compliance assessment of the BPEL scripts accepted for
execution. The tasks involved here are depicted in the workflow diagram of Figure 12.
As in the example of a CBP in Figure 4, the executing domain is denoted domain B and
the domain defining BPEL scripts for execution in domain B is denoted domain A. The
workflow of Figure 12 will be performed within domain B. In general, domain B can
allow different domains to bring in BPEL scnipts for execution. To differentiate between

these different domains, an index is added to the domain identifier (e.g., domain A))

128



Chapter 6 — Security Policy Compliance Assessment for BPEL Scripts

o

Analysls of security
policy w.r.t. execution

of BPEL.defined
business processes

Derivation of
restrictions for BPEL

scripts from external
domains

Specification of
SPSy(A,Ctx;) for ext.

demains A; and appl.
contexts Ctx, \:\

SPSp(A, Ctx)

Figure 12: Workflow for Specification of Security Policy Statements

The workflow in Figure 12 starts with an analysis of local security polictes to determine
which parts of them are relevant at the business process layer. As ailready discussed in
Chapter 4, for example, providing secure communication between partners in a distribu-
ted environment is treated at layers below the business process layer. After determi-
nation of the security policy-implied rules that are relevant at the business process layer,
the restrictions for cross-domain deployed BPEL scripts for the different domains A;

potentially sending such scripts to the executing domain B are derived from these rules.

As a final step in this workflow, the security policy statements are specified for all
foreign domains A; that will be allowed to send BPEL scripts for execution and for all
application contexts Ctx; that are to be distinguished when assessing such scripts for

compliance with local security policies. The SPS for the i-th foreign domain and the j-th
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application context is denoted SPSg(A;, Ctx;) where the index B is there to indicate that

this is an SPS representing the security policy of domain B,

v

Accept BPEL script BS Assess script BS
for appl. context Ctx, |——==—==">1 for compliance with |<

from domain A, SPSyiA,,, Ctx,)
J7 SPSp{A, Ctx)
BPEL script B FAL L Gassed>t
from domain A, PASS
Assign PASS Assign FAIL
verdict to script verdict to script

Figure 13: Workflow for Compliance Assessment of BPEL. Script

Defining a BPEL script in domain A; and sending it to domain B for execution
constitutes a second workflow not depicted in a figure here because of its trivial nature.
This workflow in domain A; corresponds to the workflow in domain B shown in Figure
13. In this workflow, domain B receives a BPEL script BS for a particular application
context Ctx, from a domain An. In the next step, the appropriate security policy
statement SPSp(An, Cix,) is retrieved and used for compliance assessment of script BS
with the local security policies in domain B. As discussed in Chapter 5, given all
restrictions derived from security policies relevant at the business process layer have
been formulated in terms of allowed and disallowed semantic patterns of BPEL, the

security assessment can be performed prior to execution as a straightforward look-up of
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the script for allowed patterns and the validation that no disallowed information flow
(explicit or implicit) occurs. If the script BS passes the assessment, then a verdict of
PASS is assigned to this script. Otherwise, a verdict of FAIL will be assigned to it. It is
taken for granted that appropriate provisions are made in the executing domain B to
prevent tampering the BPEL script and the verdict assigned to it before and during its
executton. Supplying a modification-secure checksum to the script and its verdict, for

example, may be a means to fulfil this requirement.

v

Check outcome of
assessment for
BPEL-script 8BS

Verdict

BPEL scrl Accept to deploy Refuse to deploy
fromdoma script for executlan and execute script
\Y
Execute business

process defined
by script BS

Figure 14: Workflow Deployment and Execution of BPEL Script

As a final workflow, the deployment and execution of the business process being
defined by the BPEL script BS is depicted in Figure 4. This workflow, again, is

performed in domain B. Before deployment and execution of script BS, this workflow
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checks the verdict assigned to the script by the workflow in Figure 13. After termination
of this workflow, a BPEL script with a PASS verdict is installed on an appropriate
platform of domain B in such a way that it can be used as part of a CBP spanning at
least the domains A, and B. This implies that invocation of the business process (more
precisely, invocation of the Web service provided by this business process) will be
possible and allowed for invokers from domain A, (i.e., the defining domain of the

script BS).

6.3 Delegation of Security Policy Compliance Assessment

Even with the definition of SPS in the manner described in Chapter 5, the task of
analysing security-relevant semantics of BPEL scripts and matching against restrictions
imposed by policies still is not, in every case, trivial and it might not always be capable
of being performed automatically. Therefore, it may be desirable to reduce the effort for
installing appropriate resources in the executing domain by not having the workflow of
Figure 13 performed at every node in domain B that will execute remotely defined
BPEL scripts. This can be achieved by delegation of at least part of the compliance
assessment to dedicated locations. Based on the consideration of the workflows
involved as described in the former section, several approaches to distribution of the
tasks between different nodes in a cross-organisational environment will be discussed.
This distribution may occur within the domain executing the BPEL script under

constderation or across domain boundaries.
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In Figure 15, this domain-internal delegation is illustrated. After delegation to node
Bsac, all other nodes in domain B would access this specific node before executing a
remotely defined BPEL script. This security look-up requires, that the BPEL script in
question be sent to node Bsac by any executing node (node EPg,, EPg;, EPgs, ...EPgy,
in the example of Figure 15 where EP means executing platform) together with an
indication of the domain from where the BPEL script originates, say Ap, and the
application context for which the script is intended for, say Ctxx. On completion, the
results of the assessment process will be sent back from node Bsac to the node sending
the inquiry for assessment, say node EPg,, and depending on the result, the BPEL script
may be executed on node EPg, or not. Since the SPSg(An, Ctx,) of domain B with
respect to domain A, as the origin of the BPEL script and the application context Ctxy
may be supposed to be already available at node Bsac, there is no requirement to also

transmit this SPS from node EPg, to node Bgsac in conjunction with the BPEL script.

6.3.2 Domain-External Delegation of Compliance Assessment

In cases where several domains in a CBP context allow for mutual exchange of BPEL
scripts and their execution (provided they comply to the respective local security
policies), the analysis and assessment could further be centralised to a particular node
shared by all domains for this purpose. This node would desirably be a node external to
all domains involved in the particular CBP context in order to avoid conflict of interest
as much as possible. Such a domain-independent assessment centre (denoted Egac) is

shown in Figure 16. After delegation has taken place, nodes of all domains accepting
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become important when delegation occurs across domain boundaries. Further, when the
assessment task is outsourced to a node outside the own domain, say Egac as shown in
Figure 16, the communication to and from node Egac is required to be secure both with
respect to authentication and data integrity. The results of assessing a particular BPEL
script must unambiguously be attributed as coming from the SAC and have not been
forged on their way back to the node mandating the assessment. Since mechanisms for
achieving authenticated communication and providing integrity of information
conveyed over a communication channel are well-known, appropriate provisions are

taken for granted and, therefore, this aspect is not discussed here in further detail.

However, the issue of privacy of information contained in security policies that have to
be conveyed to the external assessment service, as well as the issue of trust implied in
this delegation of assessment, have to be considered in order to render this approach
feasible (e.g., questions with respect to trustworthiness of the results retumed by the
assessment centre have to be coped with). Furthermore, when assessment is delegated to
a third party serving several domains, possible conflict of interest may become an issue
when the SAC serves both the originating domain and the executing domain of a BPEL
script. These aspects need to be considered carefully before taking the approach to
install a centralised assessment centre for domain-independent use by different partners
involved in a CBP context. However, detailed considerations concerning trust relations

required in such a delegation process were beyond the scope of this research project.
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6.4 Summary

In this chapter, based on the re-specification of the security policies of the executing site
leading to a so-called SPS as introduced in Chapter 5, it has been described how the
compliance assessment of a BPEL script under consideration can be conducted as a
check for observance of the restrictions indicated in the SPS in a manner similar to desk
check that is without any requirement to execute the script for checking purposes. Most
of the restrictions to be followed relate to information flow. Thus, the information flow
in a BPEL script has to be analysed in order to check the compliance to these
restrictions. As a special aspect, information flow analysis in potential parallel flows
(i.e., alternate flows in a business process to be chosen a runtimé) has to be conducted.
It turned out that for the purpose of static information flow prior to execution, potential
parallel flows have to be treated quite the same as actual paralle] flows in a business
process. As already pointed out in the former chapter, detection of potential covert
channels that may be suited to leak protected information in an indirect manner by
selection between different embodiments of observable behaviour of a business process

dependent on such information is also very important.

The different workflows involved in deployment of BPEL-defined business processes
across organisational boundaries and in compliance assessment with security policies of
the executing domain have also been discussed in this chapter. Ways of delegating the
task of compliance assessment from the particular node where a BPEL script is
executed to a centralised assessment centre within the same domain as the executing

node or to a domain-external assessment centre serving several domains has been
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discussed. In particular, with delegation of compliance assessment beyond the
boundaries of one's own domain, the issues with respect to privacy of information
contained in security policies and to trust with respect to the results returned when
domain-external assessment is employed have been addressed. However, the latter

aspects were beyond the scope of this project.

Having developed in the former chapters the approaches to facilitate security policy
compliance assessment of remotely defined business processes based on a thorough
analysis of security-relevant semantics of BPEL and making use of a specified form of
security policy definition (called SPS in this project), the proof of concept for these
approaches provided by developing a research prototype to show their viability and

suitability for automatic processing will be described in the next chapter.
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7 PROOF OF CONCEPT BY RESEARCH PROTOTYPE

In the former chapters, the ideas contributed during this research project have been
developed and described in detail. In particular, the definition of SPS to facilitate the
process of compliance assessment was explained and the procedure of checking a BPEL
script for its compliance with local security policies has been outlined. In order to
provide an effective and efficient method for security policy enforcement in the context
of business process execution where the corresponding BPEL scripts defining the
processes have been defined remotely from the location of their execution, the
procedure of compliance assessment should preferably be capable of being performed

automatically (at least major parts thereof).

Although the aim from the outset was to potentially come up with methods that are
suited for automatic processing, it is not clear from their description in the former
chapters that this goal has actually been reached. Therefore, a research prototype has
been developed in the course of this project that implements essential aspects of the
ideas proposed. The purpose of this prototype was to serve as proof of concept for the
viability of the approach. The prototype implementation is presented in this chapter and

it is discussed to what extent the proof of concept has been achieved in this way.

7.1 Scope of Research Prototype

Before starting the development of the prototype, the scope of the proof of concept and
the resulting requirements with respect to the functionality to be covered by the

prototype were established.
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As already mentioned in Chapter 4, the BPEL standard has undergone modifications
during the course of this research project. While the results presented in Chapters 4
and 5 have been adapted to the version of BPEL that finally has been adopted as an
OASIS standard (Alves et al., 2007), the work on the research prototype started before
this version was available and, hence, has been based on a former version of BPEL
(Arkin et al., 2004) that distinguishes from the latest version with respect to some
activities added or renamed during the last phases of the standardisation process.
However, the principles of automatic compliance assessment based on an SPS can also

be demonstrated using the former names of the activities in question.

Since the only purpose of the prototype is to demonstrate that the approach developed
during the research project, and presented in the former chapters, is actually suited for
automatic processing, the implementation is restricted to a representative subset of the
potential functionality. However, the selected elements had to cover all aspects that
were essential and predominantly new in this approach. As a starting point for selecting
the functionality to be incorporated, the indications in Tables 2 and 3 with respect to the
security relevance of the different semantic patterns were taken. These indications
denote the required checkings to be performed during compliance assessment in order
to verify whether the particular restriction is obeyed or not. The coverage of the
different checkings occurring in these tables that are provided by the prototype is

indicated in Table 4.

As can be seen from the last column in Table 4, aside from two exceptions, all types of

checking required during the compliance assessment process developed in this research
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project and described in the previous chapters have either been implemented in the
prototype (1) or can be implemented in a trivial manner (T) or its implementation can be

deduced from other implemented checking in a straightforward manner (D).

The two exceptions are the checks for observation of value range restrictions in the case
of dynamic values (i.e., values only know at runtime because they result from inbound
messages received by the business process) being passed in a outgoing message
(marked N in Table 4), and the checks for covert channel prevention with the
validate activity (marked E in Table 4). In the first instance, this type of checking
cannot be performed during static analysis of a BPEL script prior to execution since it
requires dynamic checking only possible at runtime. However, an approach to cover the
requirements for dynamic checking during static analysis as far as possible has been
described already in Section 5.4. Following this approach, dynamic checking for
compliance to value range restrictions (class 5 restrictions, denoted by IFA(r) in Table 2)
is converted to source restrictions (class 6 restrictions, denoted by IFA(s) in Table 2).
Since the checking for compliance to source restrictions is implemented in the
prototype, this type of checking may be considered covered by the prototype as far as

possible by its nature.

Checking Purpose of Check Coverage
Type

Check visibility restriction by information flow analysis in

IFA(v) o I
forward direction

IFA(r) Check valug range restriction by information flow analysis in TIN
backward direction (see note 1)

IFA(s) Check source restriction by information flow analysis in |

backward direction
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Checking
Purpose of Check
Type p Coverage
u Check whether usage of optional input parameter complies to T
restriction of options (forbidden or required)
time(v) Check that no visibility-restricted information is used to deter- D
mine timeout period
Check that no visibility-restricted information is used to deter-
except(v) | mine exception to be thrown or be included as part of ex- D
ception data passed along with the exception
. Check that no visibility-restricted information is used to deter-
exit(v) : " D
mine reason for termination
Check that no visibility-restricted information is used to deter-
scope(v) . D
mine <scope> to be compensated (see note 2)
Check that visibility-restricted information are not type-vali-
val(v) dated with respect to types implying restricted ranges of D/E
allowed values (see note 3)
branch Check that no visibility-restricted information is used to deter-
cond(v) |mine branch to be selected in alternate flows (see note 4) '
loo Check that no visibility-restricted information is used to deter-
con%(v) mine conditions controlling the iteration in a while or D
repeatUntil activity
. . Check that no visibility-restricted information is used to deter-
iteration . . 2 . )
bound(v) mine bounds of iteration in a consecutive or parallel version D
of forEBach activity (sec note 5)
Check that no visibility-restricted information is used to
preempt(v)i determine condition for pre-emptive termination of a D
forEach activity (see note 5)

I Type of checking implemented

channel detection scheme as implemented for the switch activity

Type of checking not implemented, but implementation considered trivial

Type of checking not implemented, but implementation easily deducible from covert

N Type of checking not suitable for static analysis since requiring dynamic checking at
runtime (viable by the scheme outlined in Section 5.4).

(see note 3)

Type of checking not implemented requiring non-trivial extension of current functionality

Note 1: Checking of value range restrictions during static analysis is either trivial (if constant values

specified within the BPEL script are involved) or impossible during static analysis (if dynamic

values exiracted from messages received during runtime are involved)
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Note 2:

Note 3:

Note 4:

Note 5

The compensateScope activity requiring this type of checking has been introduced
comparatively late during the standardisation process of BPEL. However, similar to checking for
covert channel detection with other activities, its implementation is deducible in an easy way

from the covert channel detection scheme implemented for the swi tch activity,

The validate activity has been introduced very late during the standardisation process of
BPEL. Therefore, checking for covert channels with this activity is not implemented. As long as
1t 13 acceptable 1o prevent type validation of variables containing visibility-restricted information,
this check can be implemented as a straightforward extension of the covert channel detection
scheme implemented for the switch activity. In this case, the indication D applies. However,
when this approach is considered to be overly strict, then a more sophisticated algorithm has to
be implemented as outlined in Appendix A.3 that cannot be considered easily deducible from the
covert channel detection scheme implemented for the switch activity. In this case, the

indication E applies.

At the time the research prototype was conceived, the branching functionality in BPEL was
expressed by the switch activity that has been covered by the prototype implementation. Lately
during the standardisation process of BPEL, the switch activity has been replaced by the if

activity providing the same functionality.

The forRach activity has been introduced lately during the standardisation process of BPEL.
The two new types of checking for covert channel detection required with this new activity
(check that neither the iteration bounds nor the conditions for possible pre-emptive termination
of the activity depend on visibility-restricted information) are deducible in an easy way from the

covert channel detection scheme implemented for the switch activity.

Table 4: Coverage of Checking Functionality by Prototype

With respect to information flow analysis, the prototype was required to cover (real or

potential) parallel flows in a BPEL script under consideration. That means, when a

value is passed in an outbound message (either in an invoke activity or in a reply

activity), then it has to be checked that no visibility-restricted information encountered

in any parallel flows possibly being extracted from an inbound message (either in an
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invoke activity, a receive activity, or a pick activity) occurred before this point in

a BPEL scnipt will be included in this message.

The prototype is designed in such a way that it analyses the main activity in the
<processa> element of a BPEL script which is typically a sequence activity. The
support of <scope> elements contained in a process definition was not deemed to be
required for the prototype since these elements simply serve structuring purposes to
limit the scope of declarations and provide a nested structure as known from other
programming languages. This nesting of scopes does not contribute to the security
relevance of the behaviour specified in a BPEL script. However, it slightly complicates
information flow analysis, as scopes of variable definitions would have to be observed.
For instance, if vanable A would contain visibility-restricted information 1, from a
Web service invocation and would be declared again in an inner scope, then assignment
of another information I, to variable A within this inner scope (assumed to be not
visibility-restricted) would only conceal the visibility-restricted information ;. Thus,
passing variable A in an outbound message to an external Web service within this
scope would not violate the security policy. However, once the inner scope is left, the
vaniable A would again contain the visibility-restricted information 1,. Therefore,
passing vanable A in an outbound message to an external Web service in the
containing scope would violate the security policy. In principle, keeping track of
respecifications of the same variable in nested scopes does not pose a problem for the
implementation of the assessment process but only increases the complexity of the
storage management used for the purpose of information flow analysis (see

Section 7.4.3 below).
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The checking of 1inks in fiow activities (cf. Section 4.2.3) was not considered for
implementation in the prototype. Such links are security-relevant when the flow control
effectuated by these constructs is made dependent on visibility-restricted information.
Checks that are required to prevent the establishment of covert channels using links are
very similar to the check branch cond(v) that are required for covert channel prevention
with if activities. Since this checking has been implemented in the prototype (in con-
junction with the former switch activity), the similar checks for 1inks were not
deemed to contribute new insights when implemented in the prototype. Ignoring links
that are not dependent on visibility-restricted information may possibly make the
assessment process overly strict, as sequential flow potentially induced by such links
would be neglected in backward information flow analysis. However, this can only lead
to refusal of BPEL scripts as non-compliant that could be accepted as compliant when
the sequential flow caused by such links would have been honoured during information
flow analysis. It is important that ignoring links not involving visibility-restricted
information for flow control purposes can by no means lead to false acceptance of
BPEL scripts that actually are not compliant with security policies. These

considerations justified the decision to disregard links in the prototype.

As for the different handlers a BPEL script may contain (event handler, termination
handler, fault handler, compensation handler), these are also not supported by the
prototype since this also would only increase the complexity of the implementation
without contributing new insights. As discussed in Section 4.4.2, all such handlers
except event handlers do not contribute security-relevant semantics but only increase

complexity of information flow analysis since all these handlers represent additional
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potential parallel flows to the main activity in a BPEL script. However, treatment of
parallel flows in information flow analysis already has been catered for in the prototype
such that supporting these handlers would not introduce new aspects to the imple-

mentation.

Event handlers that contribute security-relevant behaviour to a business process may be
treated in a similar manner as the pick activity as also argued above in Section 4.4.2.
As can be seen from Table 3, the pick activity requires both the IFA(v) type of
checking and the time(v) type of checking. Table 4 shows that these both types of
checking are covered by the prototype (implemented or deducible from implemented
functionality). Therefore, support of event handlers in the prototype has been deemed

non-essential for the proof of concept and, hence, is not provided.

Though initially envisaged in the research project, the idea to incorporate the imple-
mentation of the prototype within one or several BPEL enabled platforms has been
abandoned. The reason for this was the consideration that striving for integration of the
security policy assessment into such a platform on one hand side would cause a
significant overhead for acquisition of required skills to be able to integrate such
procedures properly, and on the other hand side would not contribute significantly to
the proof of concept needed in the context of this research project. The question to be
answered by the proof of concept was not to demonstrate that integration of compliance
assessment procedures is feasible, but rather that checking for compliance between a
BPEL script and restrictions indicated in an SPS could be performed automatically with

as little as possible human intervention. Even when only available as a program exe-

146



Chapter 7 — Proof of Concept by Research Prototype

cutable separately from any BPEL-enabled platform resulting in an assessment of com-
pliance with local security policies, the proof of concept could be regarded as success-
ful. Therefore it was decided to implement the prototype as a stand-alone program not

caring about possible integration in a BPEL-enabled platform.

7.2 Machine-Readable Format of Security Policy Statement

While the examples of SPS and its components in Chapter 5 were given in human-
readable tabular format, it is obvious that it is straightforward to define appropriate
XML schemas in order to be capable of presenting the information in machine-
processible form. Details of this XML-based format will be explained in this section. In
particular, it is argued why existing approaches to expressing access control policies in
terms of Xpath (Fundulaki and Marx, 2004; Kuper er al., 2005), or standardised
formalisms for expressing security policies as provided in XACML (Moses, 2005), or
SAML (Cantor et al., 2005) have not been adopted and extended for being used for the

proposed approach to express restrictions on allowed semantics of BPEL.

A complete XML-based formal specification for the SPS used in the approach to
security policy assessment is contained in Appendix A.2. While the schema is provided
there using the formalisms of XML Schema (Thompson et al., 2004), the excerpts
shown in this chapter use a more condensed notation oriented on the meta syntax of
regular expressions. This compact form of schema representation is also used in the
BPEL specification (Alves ef al., 2007). The notational conventions are explained there

(ibid., p. 9) and provide the following meta characters for indicating repetition of
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elements and optional parts. An asterisk sign (*) behind an XML element indicates that
zero, one or more occurrences of that element being allowed at this place. Similarly, a
plus sign (+) behind an XML element means that one or more occurrences are allowed.
In addition, a question mark (?) behind an XML element identifies an optional element
that may occur once or may be absent. Finally, alternate choices are denoted by a bar (})

between alternatives.

7.2.1 Rationale for Definition of XML Schema in Current Form

The XML schema for the SPS was specified without any recourse to existing
approaches for specifying security policies either from standardisation such as SAML
(Cantor et al., 2005) or XACML (Moses, 2005) or from research (e.g., Strer and Wang,
2002). Reason for this was that none of these approaches comprises means of
expressing the aspects of security policies that were relevant in this context. On the
other hand, defining the required XML schema based on an existing approach to specify
security policies would have implied too much an overhead that would have been
inherited this way. It has been decided that definition of the required XML schema for
SPS based on such approaches only would have unnecessarily complicated the
implementation of the research prototype without offering any significant advantages.
In contrast, specifying an XML schema to the very purposes of this project could result
in a much more streamlined definition and, therefore, any overhead imposing additional
effort to the implementation of the prototype could be avoided. The proof of concept
achievable with the prototype was not diminished by not using an XML schema based

on any existing approach for expressing security semantics.
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7.2.2 Annotated SPS Schema in Condensed Notation

In order to explain the XML schema that has been provided to specify an SPS in a
machine-readable form, the notational conventions as described above are used to
depict parts of the schema in a condensed way. In Listing 3, the overall structure of an

SPS is shown.

<gps8s>
<identifications
remoteDomain="foreignDomain"
localDomain="localDomain"
applicationContext="context"/>
<iwsrs> ... </iwsrs>*
<ewsrs> ... </ewsrag>*
<unrestrIntWe> ... </unrestrIntWs>*
<unrestrExtWss> ... </unrestrExtWs>*
</8sps>

Listing 3: Overall XML Structure of SPS

The element <identifications> indicates the domain defining the BPEL script and
the domain where it is to be executed in the attributes remoteDomain and local-
Domain, respectively. The application context the SPS relates to can be specified in the
attribute applicationContext. For instance, for the car manufacturer from the
example in Figure 4, a different set of security policy derived restrictions could apply if
he would also be entitled to remotely define business processes in the context of

communicating construction plans for new gearboxes with the gearbox manufacturer.

The elements <iwsrs> and <ewsrs> denote restrictions with respect to internal and

external Web services, respectively, one element for each Web service indicated. Si-
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milarly, the elements <unrestrIntWs> and <unrestrBxtWs> denote unrestricted

internal and external Web services (class 1), respectively.

In Listing 4, the structure of the element <iwsrs> is depicted. The element <ewsrs>
has a similar internal structure. The element <operation> denotes the name of a Web
service operation and indicates the corresponding port type by a URI. The <input> and
<output> elements indicate restrictions to the corresponding type of Web service
parameters, one for each type of message a Web service operation is able to receive or

send, respectively.

<iwsrs>
<operation name="operationName"
portType="URIofPortType">
<input> ... </input>*
<output> ... </output>*
</operation>*
</iwarss

Listing 4: Structure of Internal Web Service Restriction Statement

From Listing 5, the structure of the element <input> can be seen. It is used to indicate
restrictions applying to the input parameters of a Web service. The element may contain
the attribute sourceRestricted to indicate whether all input parameters are source
restricted (class 6} or not. If this attribute is missing it defaults to the value false. If so,
the required originating Web service(s) for a value to be allowed is indicated in one or
more <service> element(s) contained in the <sourceRestriction> element. More

than one such originating Web service may be indicated to allow for alternative sources.
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<input message="messageName"
sourceRestricted="true|false"?>
<sourceRestriction>
<gservice portType=URIofPortType"
operation="operationName"/>+
</sourceRestriction>?
<part name="partName"

restrictedOptional=
"presentOrNot | forbiddenPart |requiredPart"?

valueRestricted= "true|false"?>

sourceRestricted= “"true|false"?

<gourceRestriction>
<gervice portType= "URIofPortType"
operation="operationName"/>+
</sourceRestriction>?
<valueRestriction>»
<permittedvalue> ... </permittedvValue>+
</valueRestriction>?
</part>*
</input>

Listing 5: Structure of Restriction Indication for Input Parameters
In addition, at the part level there is an optional indication (via attribute
restrictedOptional) whether a specific input parameter in spite of being defined as
optional must not be used or is required to be used (class 4). This information is not
provided on the message level, that is, for all input parameters at once. Such a shortcut
for indicating class 4 restrictions for all input parameters has not been recognized as
being required in the schema. It should be noted that having class 4 restrictions for all
input parameters is not equivalent to a class 2 restriction for the Web service as a whole.
There may be cases, where it 1s forbidden to pass any value with a Web service invoca-

tion, but still the Web service is allowed to be invoked (without passing any value to it).

If not all, but only specific input parameters are restricted, this is indicated in the
<part> element contained in an <input> element. Again, it may be indicated whether

an input parameter contained in the message representing the union of all input para-
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meters of a Web service is source restricted or not (class 6). If so, the <part> element
in tum contains an element <sourceRestriction> with the same internal structure

as discussed above for the message level.

Furthermore, via the attribute valueRestricted it can be indicated at the part level
that a specific input parameter may only be used with certain values (class 5). The
permitted values are specified in one or more <permittedvalue> elements contained
in the element <parts>. Obviously, the indication of value restriction is only sensible at
the part level, since the permitted values have to be specified separately for each input

parameter affected by a class 5 restriction.

<output message="messageName"
visibilityRestricted="true|falge"?>
<targetRelaxation>
<domain name="domainURI"/>+
</targetRelaxation>*
<part name="partName"
vigibilityRestricted="true|false"?>
<targetRelaxation>
<domain name="domainURI"/>+
</targetRelaxation>*
</part>*
</output>

Listing 6: Structure of Restriction Indication for Output Parameters

To conclude the discussion of the XML schema for SPS, the structure of the element
<output> is depicted in Listing 6. Similar to the indication of source restriction in the
<input> element, visibility restriction may be indicated on the message level and on

the part level via attribute visibilityRestricted. As a special case, visibility
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restriction may be relaxed to cope with the situation in which one or several domains

are allowed to see an otherwise visibility-restricted value.

An example for such a relaxation is the lists of items to be ordered from the sub-
suppliers in the example of Figure 4. These lists have their visibility restriction relaxed
since they are visibility-restricted to all external domains except the specific sub-

supplier the list is intended for.

The relaxation of visibility restriction is indicated by the element <target-
Relaxation> contained within the <output> element and contains one or more
<domain> elements to indicate the domain(s) to which the output parameter may
exceptionally be passed. Similar to the <input> element, separate parts of the output
message, that is, specific output parameters, could be indicated as being visibility-
restricted in one or more elements <part> contained in the <output> element. If
target relaxation applies to specific parts, this is indicated by <targetRelaxation>
elements contained within the <part> elements and specifying the domain(s) to which
the parameter may be passed. The structures of <targetRelaxation> elements are
the same at message level and at part level. It should be noted that in an <output>
element relating to an internal Web service (i.e., an <output> element contained in an
<iwsrs> element), visibility restriction does not apply to the local security domain
where the BPEL script is to be executed. Therefore, in an <iwsrs> context, this domain
will never be indicated in a <domain> element within the element <target-

Relaxation>.
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7.3 Architecture of Research Prototype

The research prototype was implemented using Java because of its known characteristic
of platform independence. The prototype was designed to provide a GUI for entering
the filenames of the SPS and the BPEL script under consideration as well as to display
the outcome of the assessment (cf. Figures 18 and 19). The WSDL definitions of the
Web services specified in an SPS to be allowed in a compliant BPEL script as well as of
the Web services actually being used in a BPEL script subject to compliance assessment
should be made available to the prototype via namespace specifications in the respective

header of the XML documents containing the SPS and the BPEL script.

Figure 17 provides an overview of the class hierarchy of the prototype. At the top of the
diagram, the class CAnalysator denotes the top-level class of the prototype. This class
will be instantiated by the GUI when the "Start" buiton has been actuated. The classes
CSpsWsProducer and CBpelVariableProducer represent the parser and converter
to internal representation for the SPS and the declaration part of the BPEL script,
respectively. The classes depicted below the abstract class Aspsws on the right hand
side of the diagram provide the internal representation of the SPS while the classes
CBpelvariable and below on the left hand side are used for the internal represen-
tation of variables declared in the BPEL script and the parts possibly contained therein.
The abstract class AActivity and the classes derived thereof contain the logic required
to perform the compliance assessment checking for the different activities supported by
the prototype. As can be seen from the class names, the prototype supports the activities

invoke, assign, sequence, flow, and switch.
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7.4 Functionality of Research Prototype at a Glance

The BPEL script to be checked and the SPS defining the security policies are input to
the prototype. Furthermore, the WSDL definitions (Chinnici ef al., 2006) of all Web
services addressed in the BPEL script under consideration are made available to the
prototype. While the names of the files containing the BPEL script and the appropriate
SPS have to be entered in the GUI of the prototype, the filenames of the WSDL
definitions of the Web services indicated in the SPS as well as of those actually invoked
in the BPEL script were provided via namespace declarations in the header of the XML

document of the SPS.

Enter URL of SP5: [ite:..fealuation/gearprea 55 CT.xmi

Enter URL of BPEL sulpt lnle...levamaxlunicea:?mufnrayCeuf‘ans‘buel

Yedice PASS

Message; BPEL sciipt passed comptiance chedh

Figure 18: Successful Assessment of BPEL Script in Research Prototype

Without executing the BPEL script, the prototype inspects it step by step to ensure that
the restrictions specified in the SPS are obeyed. If any violation is detected, the program
stops its analysis and returns a FAIL verdict. It also indicates the location in the BPEL
script giving rise to this verdict together with the restriction in the SPS violated at that
location. If the inspection is completed without detecting any violation of the SPS, then

the prototype assigns a PASS verdict to the BPEL script.
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Enter URL of SPS: :ae:..lcmnzlonl;enﬁrcams.ﬁ.vrrnl f
Entes URL of BFEL sulpu Irﬁe:..lewm.r.lonlcearPn::m'.uuelcga.n"a.-ls‘l:u:nel l
Verdict FAIL

Message: Vielatlon of securily pollcy detected
Reasorc The tollowing Web service operation: file./evaluation/ gearProd/internafws_GCearProdwsdl/internziPT/ chechStock23 used
in an invoke acivity 13 not specified In SPS

Start

Figure 19: Detection of SPS Violation in Research Prototype

7.4.1 Conversion of SPS into Internal Representation

When the prototype is started via the "Start" button, it reads the XML document
containing the SPS and converts it into an internal representation. To this purpose, the
SPS document is parsed using a DOM parser returning the structure of the XML as a
whole. By processing this structure step by step, the program creates internal
representations for the Web services indicated in the SPS. For each restricted internal or
external Web service (elements <iwsrs> and <ewsrs>, respectively) found in the SPS,
an instance of class CSPSRestIntWs or CSPSRestExtWs, respectively, is created to
contain the name and port type along with the restrictions with respect to the input and
output parameters applicable to each Web service. For each unrestricted internal or
external Web service (elements <unrestrIntWs> and <unrestrExtWs>, respective-
ly), an instance of the classes CSPSUnrestIntWs or CSPSUnrestExtWs, respectively,

is created to contain just the name and port type of these Web services.
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7.4.2  Conversion of Variable Declarations into Internal Representation

After parsing the SPS and converting it into an internal representation, the XML
document containing the BPEL script is parsed. Unlike the parsing of the SPS, the
BPEL scnpt is parsed using a SAX parser since this type of XML parser returns the
document element by element, which has been found to be better suited for stepping
through the BPEL script. For each declaration of a variable encountered, the program
creates an instance of class Cbpelvariable that contains the name of the variable, its
message type along with the corresponding name space and all parts within this
message type. The parts within a message type are determined by parsing the WSDL
definition in which this message type is specified. For the purpose of the prototype it is
assumed that the URI indicated in the name space reference with the message type is a
direct reference to the file containing the WSDL definition. It should be noted that, in
general, such URIs need not to be direct references to files but may also contain some
sort of indirect references that have to be resolved first to get access to the WSDL
definition. Since such resolution of URIs is not essential for the proof of concept, it has

not been implemented but only direct file references have been supported in the

prototype.

7.4.3 Combined Forward/Backward Information Flow Analysis

One of the main tasks of the prototype is the information flow analysis both in forward
and backward directions to decide whether restrictions of class 3 and class 6 would be
obeyed by the BPEL script checked. In order to avoid repeated parsing of the BPEL

script, the variables as being the containers of the information to be passed in outbound
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messages to so-called partners of a BPEL script and received in inbound messages from
these partners have been designed to be represented in a special manner. Besides
accommodating the content representing the information stored in these variables, the
internal representation of variables has been designed to also encompass both the
restrictions associated with the particular information as found in the corresponding SPS
(i.e., visibility restriction with or without target relaxation) and the source the
information was gained from. This way, whenever an information contained in a
variable 1s to be included in an outbound message of an invoke activity or a reply
activity, it can be checked whether visibility restrictions are obeyed and, in case an
input parameter of the Web service invoked is subject to source restriction (class 6), it
can be determined whether the source of this information complies to this restriction.
By collecting all restrictions implied to an output parameter of a Web service in the
variable that accepts this parameter along with its name and the value returned by the
Web service, information flow analysis may be performed in forward and backward
direction by just evaluating this additional content beyond the pure value of the

variable.

As an example, the treatment of a Web service invocation is described in further detail.
As this treatment is the most complex one in the assessment since all types of restric-
tions may apply, describing the steps performed here gives an overview of the actions

performed by the prototype with any BPEL activity.

Upon encountering an invoke activity, the prototype determines the Web service

invoked and looks up the intemnal representation of the SPS for the information present
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therein for the specific Web service. If the Web service is not found in the SPS, the pro-
cessing stops because invocation of a Web service not defined in SPS as being allowed
represents a violation of the security policy. Remember that for every Web service that

is allowed to be invoked an entry in the SPS has to exist as stated in Chapter 5.

If the Web service is found in SPS, the restrictions defined there are copied for further
use. Since the output parameters of a Web service invocation are stored in a variable
defined in the BPEL script, the restrictions contained in the <output> element corres-
ponding to the particular Web service are stored in the instance of the class
CBpelVariable representing this vanable. Along with the restrictions, the URI of the
Web service invoked is stored in this variable for potential later use in validating poten-

tial source restrictions (class 6).

Usually, this process of storing the restrictions for the output part of a Web service in
the vanable receiving this output will override the information stored there with former
uses of this variable in Web service invocations. However, if the Web service
invocation was found in an (actual or potential) parallel flow (i.e., within a flow,
switch®, or pick activity), then the information does not override the information
already stored there but a special treatment of information flow analysis in parallel

flows applies as will be described in Section 7.4 4.

? Remember that the prototype was based on a previous version of BPEL. The switch activily has been
replaced by the 1 £ activity in the latest version of BPEL providing essentially the same functionality.
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The vanable used as input message to the Web service invoked is analysed with respect
to the accumulated restrictions already stored in it. In this way it is checked whether
visibility restricted (class 3) information is contained in the variable to determine whe-
ther conflicts with those restrictions would occur by passing this information to the
current Web service. In the case that class 6 restrictions are present for the input
parameters of a Web service, the origin of the information contained in the variable will
be used to assess compliance or detect potential non-compliance with these class 6

restrictions.

Similar processing as with the input and output parameters in an invoke activity
applies to the reply and receive activities (and the receiving parts in a pick

activity), respectively.

7.4.4 Handling of Parallel Flows in Informmation Flow Analysis

If an assignment of a message returned by an invoke activity or a receive activity is
encountered within an (actual or potential) parallel flow in the BPEL script, the
information stored in the variable will not be overridden. Instead, the information to be
stored in the vanable is labelled with a hierarchical flow identifier enabling
simultaneous collection of information related to all (potential) parallel information
flows. This way, the backward information flow analysis can use the restrictions from
all former parallel information flows. When information from parallel flows is present

and the same variable is re-used as container for the output of a Web service, the hierar-
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chical flow identifiers stored with the information has to be considered to decide which

part of the information to override and which to keep.

7.4.5 Implementation of Covert Channel Prevention

In order to prevent covert channels (cf., Sabelfeld and Myers, 2003), the prototype takes
a rigorous approach in disallowing any visibility restricted information to be used for
flow control purposes (i.e., in the activities exit, throw, wait, compensateScope,
while, repeatUntil, switch’, forEach, and the timeout part of pick) or in a
validate activity (or assign activity with attribute validate="true"). Remember
that only the switch activity is actually implemented in the prototype. However, the
same processing as implemented for the switch activity would also apply for covert
channel detection when the prototype is to be amended to also support these other

activities.

Whenever such an activity is encountered during parsing the BPEL script, the prototype
checks whether any variable is used in this activity. If not, then the activity is
considered uncritical with respect to covert channel establishment. However, if a
variable is detected in such an activity, then it is checked in the information flow history
of this variable whether it contains visibility-restricted information (class 3 restriction)
or may contain such information from potential parallel flows. If that is the case, then a
violation of the restrictions in the SPS is assumed without further analysis whether the

further processing actually would exhibit observable behaviour that is influenced by the
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visibility-restricted information in such a manner that conclusion on this information

could be drawn.

This rigorous approach to covert channel prevention may be too strict in some
instances, but it assures in any case that no BPEL script with undiscovered covert
channels will pass the compliance assessment. If refusal based on falsely supposed
covert channels because of this rigorous approach would be an issue then more
sophisticated algorithms for differentiating between harmless and harmful use of
visibility-restricted information in flow control would be required. For instance, a more
sophisticated approach for covert channel prevention could try to analyse whether the
externally observable behaviour would be distinguishably different depending on the
information used in these activities for flow control purposes. One should bear in mind
that such analysis is complex and increases the risk to overlook a covert channel that
was possibly included in disguise. Therefore, the strict approach for covert channel
prevention currently taken should only be weakened if urgent needs would require
doing so. Even under these circumstances, utmost care has to be taken not to overdo this

relaxation of the rules for covert channel prevention.

7.5 Evaluation of Research Prototype

The research prototype has been evaluated in order to investigate whether the algo-
rithms defined for performing the different checks required during compliance
assessment of a BPEL script are capable of distinguishing allowed and disallowed

semantics expressed by it. For this purpose, variants of BPEL scripts for the control
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process of the example in Figure 4 have been subject to an automated security assess-
ment processing simulated by the research prototype. The scope of this evaluation has
been concentrated on the aspect, to which extent machine-based analysis of compliance
with security policies defined in terms of security-relevant semantic patterns of BPEL
scripts may be performed without human assistance. In particular, the reliability of
machine-based assessment statements as to compliance with security policies was
evaluated. In addition, syntax checking of SPS implemented in the prototype and the

issued error messages in the case of syntax error detection were tested.

The BPEL scnpt and SPS examples used for evaluation purposes were chosen based on
the CBP example in Figure 4. The BPEL scripts were supposed to define the control
business process and the SPS to contain the restrictions with respect to Web service
invocation as discussed in Chapter 2. BPEL scripts with the following characteristics

were used:

e BPEL script completely complying to SPS (example outcome depicted in

Figure 18)

e BPEL script invoking Web service not contained in SPS (example outcome
depicted in Figure 19 with the BPEL snippet containing the violation depicted

in Listing 7 where invalid WS operation is typed in red)

e BPEL script passing wisibility-restricted information to external Web service

(not indicated in target relaxation)
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e BPEL script passing information to source-restricted input message to a Web
service where source of information passed does not comply to source

restriction
e BPEL script using visibility-restricted information in branch condition of a

switch activity

Further examples of BPEL scripts used for evaluation of the prototype can be found in

Appendix A.5.

<invoke partnerLink="gearProd"
portType="int:internalPT"
operation="checkStock23"®
inputvVariable="gearProducerCheckInput®

outputVariable="gearProducerCheckOutput" />

Listing 7: Extract from BPEL Script Invoking WS not Defined in SPS

Evaluation of the prototype using these BPEL examples proved successful. The
outcome of running the prototype with the particular BPEL script as input indicated the
SPS violation intentionally introduced in the script. From these results and the
considerations with respect to coverage of the prototype in Section 7.1, it could be
concluded that implementing a procedure for automatic compliance assessment of
BPEL scripts with secunty policies specified using the XML schema described in

Section 7.2.2 was feasible and the implementation of the assessment procedure as
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described in Section 7.4 based on a class hierarchy as proposed in Section 7.3 turned out

to be comparatively straightforward.

By implementing selected parts of a compliance assessment procedure based on the
methods described in Chapters 5 and 6 it could be shown that the approach proposed in
this research project is suited for automatic compliance assessment. Having only
realised part of the assessment procedure in the research prototype does not reduce the
evidence gained because the discussion in Section 7.1 has clarified that the selection of
functionality covered the main aspects of this procedure. One aspect of functionality
considered crucial for the automatic performance of compliance assessment is the
information flow analysis in forward and backward direction while checking a BPEL
script for possible violations of security policy. The essential basis for this information
flow analysis has been realised in the prototype by storing the restrictions imposed to
information gained from Web service invocations together with the source of an

information item in the internal representations of the variables storing the information.

Furthermore, as assembled in Table 4, the way to implement the missing parts of the
functionality either can be deduced from the already implemented parts or is
straightforward to realise such that no template for its implementation is required.
However, even though the research prototype made clear that the construction of a
compliance assessment tool covering the whole range of BPEL is feasible and
introduced data structures and algorithms appropriate to serve as templates for the
missing functionality, it should be noted that the overall effort for building such a tool

in product quality would required a significant effort.
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7.6 Summary

The proof of concept of the approach to compliance assessment of BPEL scripts with
local security policy of the executing site has been conducted by a research prototype
implementing essential aspects of the compliance assessment procedure. Though the
prototype was not aimed at implementing the full range of functionality of this
procedure, it has shown that all kinds of checking required in the course of compliance
assessment have either been covered by the prototype, are easy to be covered by
straightforward amendment of functionally already implemented, or are straightforward

to implement and would add nothing to the proof of concept.

Only in the case, the rigorous approach to covert channel prevention adopted with all
other activities prone to covert channels would be deemed not acceptable for the
validate activity newly added to the BPEL standard, more sophisticated checking for
covert channel prevention would be required that are not yet covered by the prototype
and cannot be considered straightforward amendments of functionality already imple-
mented. However, these checks may be also implemented without posing essential
problems. An outline of the procedure required to perform this type of checking for
potential covert channels associated with the wvalidate activity is included in

Appendix A.3.

During establishing the XML schema for the machine-readable specification of the SPS
and the initial design for the prototype based on the example of a CBP in Figure 4,

several new insights have been gained that gave rise to adapting the XML schema and
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led to amendments of the approach described in Chapters 4 through 6. The following

modifications of the initial approach were induced by the development of the prototype:

The need to provide target relaxation (i.e., allow visibility-restricted information
to be sent to specific targets external to the local domain) has been recognised
during the attempt to establish an SPS for the example in Figure 4. The
capability to specify such target relaxation was not included in initial versions of

the approach (e.g., as published in (Fischer et al., 2006)).

In the same context, the need was recognised to extend the definition of the
class 4 restriction that was initially defined to only encompass input parameters
forbidden to be used. Since such a restriction can only be applied to optional
input parameters of a Web service, the reverse restriction had to be added for
completeness, that is, the requirement that a value for an optional parameter has
always to be passed to avoid an eventual default value (or default mechanism)

for such a parameter to take effect.

Further it turned out duning the design of the prototype to not only allow for one
instance of SPS for a particular pair of business partners exchanging BPEL
scripts for remote execution, but also provide the capability for having different
SPS instances depending on different application contexts in which these
partners may perform collaborative business processes. Such instances would

typically allow for different sets of restrictions on Web service invocations
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(allowing different Web services to be invoked or having deviating restrictions

on common subsets of Web services present in different SPSs).

The description of the research results in Chapters 4 through 6 are based on the

amendments added as consequences of these insights.

The viability of further proposals made in this research project such as approaches for
the delegation of the compliance assessment or for coping with the requirement for
dynamic checking in pre-execution assessment of compliance is deemed to be given as
granted from its description in the thesis without further requirements for proof of
concept. Therefore, providing exemplary implementations thereof was not considered
necessary to confirm their feasibility, but would only have resulted in increased efforts

spent for software development without contributing new insights.

The description of the XML schema and of the functionality of the research prototype

was published as part of Fischer er al. (2007a).

Having now presented the results achieved during the research project to the extent
envisaged when the project was started, the next chapter considers possible application
of these results to related fields. Since also based on BPEL scripts, Grid processes
defined on top of Grid services have proven particularly suited for such wider

application of the research results.
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8 EXAMINING THE WIDER APPLICABILITY OF THE

RESULTS

In this chapter, the results achieved during this project in the field of business processes
are investigated with respect to their transferability to other fields where comparable
circumstances prevail. Though not in the initial scope of the research project, the
chapter has been included in the thesis to demonstrate that the techniques developed in
the previous chapters for the CBP context can be generalised to also be applicable in
related fields. Showing their applicability in a wider context is deemed to further the

validity of the approach taken in this research.

The field of Grid computing has been adopted for this purpose due to its similarity to
business processes. In Grid processes, Grid services (Tuecke et al., 2003) play a role
similar to Web services in the field of business processes. Therefore, BPEL also has
found its way to application in Grid context for the specification of long-running
processes modelled with BPEL invoking Grid services (e.g., Amnuaykanjanasin and
Nupairoj 2005; Gannon er al., 2005). Because of its analogy to using BPEL in
collaborative business process (CBP) context, trying a transfer of the results on security
policy enforcement for remotely defined business processes as presented in the former
chapters to a Gnid process context was suggesting itself. Therefore, it was tried to
transfer the method of defining security policies in terms of security-relevant semantics
inherent in BPEL in order to facilitate the assessment of compliance with such policies

from the field of business processes to the Grid context. The discussion evaluates the
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extent to which this is successful, and where limitations and issues for further study

exist.

A further aspect discussed here is the possibility to delegate the task of assessing
compliance of BPEL-defined Gnd processes with local secunty policies. An infra-
structure supporting the delegation of this task to one or several dedicated nodes in a
network or to specific assessment centres has also been introduced for the CBP context
(cf. Section 6.3). This possibility may be of even more interest in the Grid context
where typically many small to medium size computers are involved, spread over
different locations, and not necessarily belonging to a larger organization (as typically
encountered in a CBP context) that can afford or provide the effort required for the task

of performing the security policy assessment as proposed in this chapter.

8.1 Motivation for Remote Definition of Grid Processes

In order to motivate why remote definition of a BPEL-based Grid process may be
sensible, a typical scenario of Grid service execution is considered. In Figure 20, a
provider of processing resources is supposed to operate a BPEL-enabled platform. On
this platform, Grid processes defined by BPEL scripts are running that invoke Gnd
services provided by a variety of service providers and offering enhanced Grid services
to service requestors in different roles (roles A and B in the example of Figure 20). In a
CBP context, availability of BPEL-enabled platforms at every site involved in such a
business process could be assumed, since this already is or soon will be common

practice in enterprises engaging in CBPs. Therefore, gaining access to a BPEL-enabled
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A further motivation for acceptance of remotely defined BPEL scripts in Grid
processing could be the reduction of maintenance overhead that can be gained this way.
Consider the situation depicted in Figure 21. Here it is assumed that one particular
service requestor in role A, say service requestor Al, would have special requirements
differing from the rest of service requestors within role A. These requirements could be
accomplished by creating a variant of an existing Grid service on the platform of the
Gnd processing provider that would, for instance, invoke Grid services differently. As
long as only one such variant would be required, the additional maintenance overhead
for modifying the existing Grid process and operating the variant for service requestor
Al may be moderate and, therefore, acceptable for the platform operator. However, if
an increasing number of service requestors have special requirements that would also
lead to variants of existing Grid processes on the platform, the effort for the definition
and maintenance of a large amount of variants may no longer be affordable for the
platform operator. Therefore, the platform operator could allow that the different service
requestors having requirements deviating from the main stream of the service requestors
in a particular role (role A in this example) perform the modifications of BPEL scripts
on their own and send the modified BPEL script to the Gnid processing provider for
execution of the Grid process defined by this scnpt. In this way, the effort for the
definition of the modified BPEL script and its maintenance in case of changing
requirements would be moved to the requestor of the modified Grid service, thereby
relieving the platform operator from this effort. As in the CBP context, such definition
of BPEL scripts remotely from the location of execution is technically feasible because

of the nature of BPEL being a standardised process definition language.
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a Grid context (Chadwick er al., 2006), the investigation of generally granting access to
otherwise restricted Grid services as the reason for executing remotely defined BPEL

scripts is left to further study.

However, the transfer of the results from the CBP context to the Grid context seems to
be most obvious for situations where Grid technology is used for forming virtual
organizations (VOs) (Foster er al., 2001). In this context, the number of partners are
limited and controlled by regulations for joining a VO, particularly with respect to
authentication and authorization. When remotely defined BPEL scripts are used for
controlling Grid processes in VOs, there are many analogies to business processes
defined by remotely defined BPEL scripts in the CBP context. As with CBPs, local
security policies of an organisation offering resources for being used in a VO usually
determine access to these resources. These policies will result in restrictions to allowed
semantics of remotely defined BPEL scripts that may be accepted for execution from a
member of the VO. Such restrictions on allowed semantics may further restrict access to
Grid services than access would be restricted by security policies of the sites offering
these services alone. Reasons for this could be that allowing invocation of a Grid
service in a particular context of a Grid process would violate a security policy such as
prevention of generating or relaying mass e-mail from within the domain executing the

BPEL script.

Before the transfer of the research results is addressed, a comparison is drawn between
the situations in CBP context and Grid context, as summarised in Table 5. With respect

to the participants of a CBP or Grid process, the number is small and tends to be
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constant over time in the CBP context while in the Grid context this number is larger

and tends to vary over time. The number of Web processes possibly involved in a CBP

tends to be small whereas the number of potentially involved Grid sercives may be

large. In the CBP context, the location of a Web service matters, that means that it will

be differentiated whether a Web service is provided locally in the domain executing the

business process or externally either within the domain of the invoker of the business

process or in other domains.

Aspect

CPB Context

Grid Context

Participants of a
CBP/Grid process

Small in number and tends to
be constant over time

Comparatively large in
number and tends to vary
over time

Number of Web/Grid
services potentially
involved

Comparatively small

Tends to be high

Location of Web/Grid
services

Differentiated between local
and external Web service (wrt
to executing site)

Location of Grid services
tends to be irrelevant

Motivation for remote
defimtion of BPEL
scripts

Reduction of coordination
overhead (time) when
modification of CBP is
required

Reduction of maintenance
overhead (complexity) when
diverging modifications are
required

Allowing controlled access to
otherwise inaccessible
resources (typically internal
services of executing domain)

Increasing flexibility in Grid
process specification

Offering access to BPEL-
enabled processing resources

Main focus of security
policies

Protection of information and
resources

against unauthorized
disclosure or use

Protection against misuse or
excessive use of processing
resources

(prevention of unreasonable
or undue behaviour)

Table 5: Comparison Between CBP Context and Grid Context
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The motivation for remote definition of BPEL scripts in the Grid process are the
reduction of coordination overhead when modification of the CBP is required, while in
the Grid context the reduction of complexity in maintaining lots of diverging
modifications for different service requestors may motivate the acceptance or remotely
defined Grid processes. Furthermore, allowing access to otherwise inaccessible
resources or information in a controlled manner may also motivate remote definition of
BPEL scripts in the CBP context whereas in the Grid context increasing the flexibility
for Grid process specification and offering access to BPEL-enabled platforms may
additionally motivate remote definition of BPEL scripts. The security policies in the
CBP context may predominantly be focussed on the protection of information and
resources against unauthorised disclosure or use. In contrast, protection against misuse
or excessive use of processing resources or, in general, protection of the processing
platform offered by a provider against exploitation to perform Grid processes with

unreasonable or undue behaviour may amount to the main objective of security policies.

8.2 Approaches to Specification of Grid Service Security

Since security in the Grid context plays a paramount role, much research has been
dedicated to this field on Grid computing. In particular, research concerned with
expressing security policies in the context of VOs are related to the approach presented
herein. Detsch er al. (2004), for example, proposed a security architecture for peer-to-
peer-based Grid computing where a security layer offering secunity-related functionality
resides between the Grid application layer and the communication infrastructure. In this

way, applications do not need to implement such functionality on their own. Security
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requirements may be stated by each member of a VO on a peer-by-peer basis or for

groups of peers.

Welch er al. (2003) have investigated how security functionality can be made available
to Grid services, tn particular in the context of VOs. A security model for Open Grid
Services Architecture (OGSA) (Foster er al., 2002) specifying security services to
provide different security functionality is proposed for this purpose. The authors show
how security-related specifications from the field of Web services can be used in the
context of this security architecture. In their paper, expressing security policies for using
a Web service in terms of WS-Policy specifications (Bajaj et al., 2006) and publishing
these policies together with the WSDL specification (Chinnici er al., 2006) of the

service is also addressed.

It should be noted that secunity policy expressed in terms of WS-Policy deals with the
requirements for security mechanisms to be applied or provided for using a Grid service
(such as certificates to be required for accessing a service, or encryption methods to be
applied when communicating input and output parameters of a service). In a layered
architecture as in Figure 1, these mechanisms are to be provided in layers below the
business process layer as already discussed in Section 3.1.4. The security policies
expressed in the two approaches above, therefore, address aspects of policies
complementary to those that have to be obeyed in the business process layer when

remotely deftned BPEL scripts are to be executed.
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8.3 Security-Relevant Semantic Patterns in BPEL-Based Grid Processes

In order to transfer the results of the analysis of security-relevant semantics of BPEL as
a specification language (cf. Chapter 4) to the Gnd context, the classes of security
policy-tnduced access restrictions discussed in Section 4.3 (cf. Table 1) are reconsidered

here with respect to Grid services (GS) as shown in Table 6.

Compared to Table 1, the term 'Web service’ had to be replaced by *Grid service’
throughout Table 6. Apart from that, most descriptions could be transferred otherwise
unchanged (classes 1, 2, 4, and 5) or nearly unchanged (class 6). Only the description of

class 3 was modified to better fit in the Grid context and a new class 7 was introduced.

While in the CBP context the restriction in class 3 was specified in terms of restricted
visibility to targets outside the domain executing a BPEL script, this distinction does not
always play an important role in the Gnd context. Therefore, the definition of class 3
was abstracted from the location where a target resides to generally express restricted
information flow to dedicated targets irrespective of their location. Hence, restrictions
will be specified in terms of specific Grid services or particular input parameters thereof
that are forbidden to receive the values returned from these parameters. In order, for
instance, to prevent a list of e-mail addresses returned by a particular Grid service to be
used for generating mass e-mail, this output parameter could be restricted not to be used
as input parameter of particular other Grid services known to generate an e-mail to each
address passed to it. Obviously, the location of the second Grid service (inside or

outside the executing site) does not matter in this case.
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Class

Description of Restriction

Grid service with unrestricted access to all parts of resources or information

offered

Grid service with completely restricted access (i.e., Grid service that are not

allowed to be invoked)

Output parameter of a Grid service with restricted visibility of values returned
with respect to specific targets: information returned by these parameters is not
allowed to be carried to specific targets (i.e., to specific other Grid service or to

particular parameters of specific Grid service)

Optional input parameter of a Grid service with usage restrictions in two

different embodiments:
a) optional parameter not allowed to be used

b) optional parameter always required

Input parameter of a Grid service with constrained set of values allowed: input
parameters may only be used with particular values from a subset of the values

allowed by the syntactic definition of this parameter

Input parameter of a Grid service with values restricted to specific sources:
only values from particular origins may be used, for instance, only values
returned by a particular Grid service or a specific parameter of a particular Grid

service

Grid service particularly prone to overload if invoked excessively. For these
Grid service, maximum invocation rates or maximum amount of data passed to

it to prevent overloading will have to be observed

Table 6: Classification of Access Restrictions to Grid Services and GS Parameters
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Primitive Activities Class 3 [Class 4| CL 5/6 |Class 7
invoke Invocation of a Gnd service IFA(V) u IFA(w/s) | IFA(a)
receive Waiting for a message to armive { |FA(v) - - -

ending a reply to a message

reply Sending a reply g - u  |IFAws)| -

received
. Assignment of values between .
assi . . relevantin IFA onl
o two different locations ( only)
. Waiti i .

wait aiting for a specified amount time(v) _ _ 3
of time
Indication xceptions such

throw icatio ofg ceptions suc except(v) _ _ B
as failures during execution
Forwarding of exceptions

rethrow’ causing fault handler execution - - - -
to containing scope

empty No operation - - - -

validate Valldate. values against type val(v) _ _ N
declaration

exit Tem1natlon of a process exit(v) _ _ _
instance
Initiate compensation as

compensate’ specified by compensation _ _ a B
handlers of corresponding
scope and all nesting scopes
Initiate compensation as

compensgate . .

Scope’ specified by compensation scope(v) - - -
handler of a specific scope

u = Observance of restricted use of optional input parameters to Grid service

IFA = Information flow analysis:

(a) with respect to amount of data written

(w) with respect to values written to Grid service

(v) with respect to visibility of values read from Grid service

(s) with respect to sources of values written to Grid service

Table 7: Security Relevance of Semantic Patterns with Primitive Activities (Grid)
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Unlike in the CBP context, where effective runtime mechanisms for prevention of
overloading a Web services could be deemed to be in place (in layers below the
business layer) at a platform running these services, this might not, in general, be
expected from sites running Grid services. Therefore, a security policy of a site
accepting remotely defined BPEL scripts in a Grid context could require that a process
running on resources of this site shall not cause overload (running the risk to result in an
intentional or unintentional denial of service attack) to specific Grid services known to
be prone to overload when invoked in a particular manner. Since, in a Grid context,
effective runtime prevention of overloading a Grid service shall not be expected to take
place at all sites running these services, semantic patterns of BPEL potentially causing
such overload have to be identified and looked for in pre-execution compliance

assessment to prevent BPEL scripts including such patterns from being executed.

There are two types of overload that may be caused to a Grid service. One type is
sending more data in an invocation of a Grid service than can be handled. The other
type is invoking a Grid service at a higher rate than this service can cope with.
Therefore, performance-related restrictions related to these types of overload may be

indicated for a Grid service falling in this new class 7 in the Grid context.
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Structured Activities Class 3 (Class 4{CL. 5/6|Class 7
sequence | Definition of a fixed execution order - - - FQ
flow Parallel execution of activities - - - FQ
if Branching between several alternate | switch _ _ _

activities depending on conditions cond(v)
while
Iterative execution, i.e., looping c I?:;F()V) - - FQ
repeat o
Until
_ _ iteration FQ
forBach |lferative consecutive or parallel bounds(v)[ 3
execution
preempt(v) Pi
Waiting simultaneously for several IFA(v) - - -
pick events to occur and proceeding with
the event that occurs first time(v) - - -

IFA(v) = Information flow analysis with respect to visibility of values read from

FQ
PI

Grid service

= Check number of parallel instantiations

[nvocation frequency to be checked against maximum

Table 8: Security Relevance of Semantic Patterns with Structured Activities (Grid)

The security-relevant semantic patterns again being formed as combinations of BPEL

activities with restriction classes of Grid service invocation as in Section 4.4 were

adapted from Tables 2 and 3. While all semantic patterns identified there are also

relevant in the Grid context and, therefore, could be transferred by simply substituting

the term “Grid service” for “Web service”, some new semantic patterns were added as

combinations of BPEL activities and the new restriction class 7 in the last column of

Tables 7 and &, respectively. As indicated in this column, attention has to be paid during
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compliance assessment to semantic patterns identified there as being capable of
generating high invocation frequencies of Grid services. This could be the case when a
Gnd service is invoked within while, repeatUntil, sequence, £low, or forEach
activities at a high rate or with short intermediate time intervals (marked ‘FQ’ in Table
8) and by a high amount of parallel instantiations in the parallel version of the forEach
activities (marked ‘PV in Table 8). Overloading a Grid service could also occur by
passing large amount of data to Grid services not designed for coping with such data
volumes in invoke activities (marked ‘IFA(a)’ in Table 7). With the exception of the
semantic patterns formed with the new restriction class 7 which had been added here,
the results of the analysis of security-relevant semantics of BPEL leads to the same

results as in the CBP context.

8.4 Rewriting Security Policies to Support Pre-Execution Security Policy

Assessment

As in the CBP context, rewriting security policies in terms of security-relevant
semantics is also proposed for the Grid process to support compliance assessment of
remotely defined BPEL-based business processes with these policies. The concept of an
SPS, as introduced in Chapter 5, will also prove useful here to reflect the security
policies of a specific domain. In the CBP context, such an SPS was defined domain-
specific with respect to two domatins, namely the domain where the security policy is in
effect (i.e., domain executing BPEL scripts) and the domain defining and sending BPEL
scripts for execution. The XML-based schema for specifying an SPS in machine-

readable form which has been the basis for implementing the research prototype of an
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automatic assessment of BPEL scripts for compliance with security policies has been

introduced in Section 7.2.

In the Grid context, since semantic patterns have been modified (definition of restriction
class 3) and supplemented (patterns involving new restriction class 7) compared with
those found in Section 4.4, the check list as basis of an SPS as well as the XML-based
SPS schema for machine-readable versions thereof have to be modified accordingly in

order to accommodate this new set of security-relevant semantic patterns.

Unlike in the CBP context, an SPS may not be sensibly defined for a specific foreign
domain, since Gnd computing is concerned with a potentially large amount of foreign
domains that are essentially indistinguishable from the point of view of the domain
executing the BPEL-defined Grid processes. However, in a VO environment, when the
identities of members and their privileges to execute Grid services are known in
advance, defining an SPS similar to the CBP context for each other member in the VO

that is allowed to send BPEL scripts for execution could make sense.

Therefore, with the exception of the latter situation, only one or a few SPSs without any
relation to a specific external domain will make sense in the Grid context. If more than
one SPS will be specified for a domain, they are expected to be differentiated with
respect to different application contexts for which they apply (e.g., computational
simulation in a particular field, collection of field-specific data such as in meteorology).

Although details of application context-dependent SPSs are left to further study, it is
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anticipated that such SPSs will be tightly bound to access privileges or roles classifying

the sender of a BPEL script.

Specifying security policies in terms of security-relevant semantic patterns identified in
Section 8.3 requires an exhaustive list of all Grid services allowed to be invoked by a
remotely defined BPEL script. Furthermore, for every Grid service mentioned in this
list, the security-relevant semantics of the service and its parameters has to be known in
order to determine the access restriction classes appropriate for each of them (cf. Table
6). This requirement may cause additional effort since specification of secunty-relevant

semantics may not be available for Grid services in the first place.

It should be noted that unavailability of semantic specification (at least as far as
security-relevant semantics is concerned) may prevent the approach proposed here from
being applied. However, unavailability of such specification may also prevent the
application of any other pre-execution approach to assessing compliance of Grid
processes with security policies. This holds independently of both the location where a
Grid process is being defined and executed, and also the manner in which the process is
being specified (i.e., independent of using BPEL or any other means for specifying Grid
processes). In case of unavailable semantic specifications, the only way of enforcing
security policies is monitoring the execution of a Grid process and interfering in cases
when vwviolations of security policy have been detected involving the known
shortcomings of such approaches mentioned above. And even with approaches based on
monitoring it may be required to have some knowledge of the semantics of the Grid

services invoked by a Grid process in order to decide whether the invocation of a
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particular Grid service would violate any security policy-induced restriction or not.
Therefore, also with these approaches, knowledge of the security-relevant semantics of
Grid services as required for the assembly of an SPS will be required to a certain extent

in order to make them applicable to Grid processes.

Much current research is concerned with describing the semantics of Grid services in
order to support identification of matching Grid services for automatic Grid process
orchestration (e.g., Lorch er al., 2003; Ren er al., 2006). Bringing the results of this
research together with the approach proposed in this chapter in order to define a
framework for formally specifying security-relevant semantics of Grid services in terms
of well-defined (maybe even standardized) categories is expected to be an interesting

field of further study.

A further motivation for research in this direction could be the endeavour to facilitate
specification of information flow restrictions of output parameters and value or source
restrictions for input parameters with respect to particular characteristics of a Grid
service by denoting particular semantics bound to this Grid service instead of particular
Gnid services themselves. Such semantic characteristics could be “returning lists of e-
mail addresses” or “causes sending e-mails to addresses passed”. Means to specify
restrictions this way would eliminate the need to analyse every potentially aliowed Grid
service for falling into a specific restriction class if, in parallel, Grid services and their
parameters would have been specified in terms of such characteristics with respect to

their (secunity-relevant) semantics.
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If such classification of Grid services would be available, then, for instance, in order to
enforce a security policy of avoiding the generation of Spam emails at a Grid node, one
could require that any output parameter with the semantic characteristic “returning a
(potentially large) list of email addresses™ must not be input to any parameter with the
charactenstic “causes sending e-mails to addresses passed”. Specifying allowed and
disallowed semantic patterns with respect to such categories instead of individual Grid
services and their parameters obviously would help to shorten the content of an SPS
considerably. How far this idea of categorizing Grid parameter semantics for this
purpose can be successfully based on or linked with research such as work on semantic
Grid services (Goble and De Roure, 2002), semantic matchmaking of Grid service com-
position (Ludwig and Reyhani, 2005), or workflow ontology of Grid services (Beco et

al., 2005) requires further investigation.

Such amendments of addressing semantic characteristics of Grid service parameters in
an SPS are expected to involve increased complexity of the assessment task because of
required matching of SPS and semantic characteristics of the Grid services actually used
in a BPEL scnpt. Even before such amendments are available, it is not obvious and
actually will require further investigation whether the assessment of compliance with
security policies specified in an SPS is similarly straightforward as it has been shown
for the CBP context by implementing the research prototype (cf. Chapter 7). In
particular, it is expected that covering semantic patterns involving class 7 restrictions in
automatic compliance assessment prior to execution will turn out to be complex or even
impossible to a certain extent since this class of restrictions addresses dynamic aspects

of a BPEL script that obviously are not easy to be analysed in a static pre-execution
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assessment. However, applying the approach to cope with dynamic checking in pre-
execution analysis as proposed in Section 5.4 may also help here. For instance, in order
to assure that the invocation frequency of a Grid service susceptible to overload by too
high an invocation rate, a Grid service could be defined that works like a delay element
and this Grid service could be indicated in the SPS as required to be invoked prior to the

particular susceptible Grid service.

8.5 Delegation of Security Assessment

As already discussed in Section 6.3, delegation of compliance assessment may be
advantageously be applied in distributed environments in the CBP context and may
occur in a variety of ways. Delegation of compliance assessment may also be made use
of in the Grid context. Actually, it may make even more sense than it already made in

the CBP context and additional variants are conceivable.

Assessment can be performed against locally defined SPS (i.e., SPS specified by site
executing BPEL script) or against remotely defined SPS (i.e., SPS specified by site
defining BPEL script). The latter was not considered to be sensible in the CBP context.
Such remotely defined SPS may be sent by the defining site together with the BPEL
script as a kind of assertion what the business process defined by the BPEL script is
going to do or not to do with respect to security-relevant semantics inherent in BPEL
and the business services involved. When this approach is taken, means for checking the

correspondence of the SPS and the BPEL script (i.e., SPS belongs to BPEL script and
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both are not tampered in any way) may be provided based on appropriate certificates

added to both the BPEL script and the SPS.

A remotely defined SPS provided with a BPEL script may be checked against local
security policy requirements (i.e., whether indications made in SPS fulfil these
requirements or not). After positive assessment of compliance with these requirements,

the local site:

e may decide to trust in the assertion provided by the remote site and, after
checking integrity and congruence of BPEL script and SPS, execute the BPEL

script without any further compliance assessment, or

e may initiate an assessment of compliance in any way mentioned below.

In any of these cases, assessment of compliance with security policies expressed in an

SPS may be performed in different ways as follows:

e Locally at the executing site. The potential problem with this approach as
already indicated above could be that performing security policy assessment
locally might be too elaborate a task to be conducted by small footprint
computers (e.g., stand-alone personal computers) or small organisations that
cannot afford specific checking tools or acquire specific skill required for this

task.
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Remotely (in an assessment centre) on behalf of the site executing the BPEL
script. The SPS will be sent together with the BPEL script to the trusted
assessment centre for checking compliance of BPEL script and SPS-defined
security policies. In case of a centrally defined SPS, a reference to this centrally
defined SPS may be sent instead of the SPS itself. The results will be returned to
the executing site as certified verdicts (i.e., passed or failed, the latter possibly

accompanted by the reason(s) for this verdict).

(Not applicable for locally defined SPS) Remotely (in an assessment centre) on
behalf of the site defining the BPEL script with respect to an SPS defined by the
remote site or centrally defined. BPEL script and SPS are sent to the assessment
centre as in the previous case. The results of the assessment may be certified by
the assessment centre and sent back to the defining site together with the
certified (with respect to integrity and identity) BPEL script and SPS. The
defining site may then pass the certified BPEL script and SPS to the executing
site possibly accompanied by the certified results from the assessment centre. If
an assessment centre adheres to a published policy to only certify BPEL scripts
and SPSs that received a passed verdict when checked for compliance, then
sending the result from the defining site to the executing site can be abandoned
since, in this case, having a certificate from such an assessment centre implies

the passed verdict for the BPEL script.

From the current point of view, these alternatives for performing security assessment of

remotely defined BPEL scripts seem to be versatile enough to cover the requirements in
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the Grid context and, therefore, there seems to be no particular need for further research

in this area.

8.6 Summary

In this chapter, an approach to transfer the results achieved in this research project for
the field of BPEL-defined business processes to another field of application has been
presented. Grid processes based on Grid services were chosen for this approach since
BPEL is also used for the definition of the process logic in this context. Since the
number of participants in a Grid process, as well as the Grid services potentially
invoked by such a process may be considerably higher than in a CBP context, the
transfer of the results (though to a large extent possible with no or only minor
modifications) may render difficult to handle because of the size and amount of SPSs
involved. However, the transfer of the results from the CBP context is comparatively
easy to be accomplished with respect to VOs, where the number of participants (or at
least the number of roles involved) is in the same order of magnitude as with CBPs.
Also the admission to become a member of a VO usually is regulated at least to a
certain degree such that the members of a VO are comparatively constant over time and
known in number. Therefore, VOs are commensurable with the situation in CBPs and
best suited for transfer of research results from the CBP context. Transfer of the resuits

from the CBP context to other areas of Grid computing may be for further study.

Further research, in particular with respect to an alignment of this research on security

relevance of BPEL with results of research on Grid service semantics, may help to
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reduce the amount of information to be handled and may also prove successful in
specifying restrictions indicated in an SPS at higher levels of abstraction. Advancing

research in this direction was beyond the scope of the current project.

The results of the attempt to transfer the achievements of the research project from the
field of collaborative business processes to the field of Grid processing have been

published in Fischer er al. (2007d).
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9 CONCLUSIONS AND DIRECTIONS OF FURTHER RESEARCH

To conclude the thesis, this chapter summanises the achievements and limitations of the
research. It also considers possible directions of further research based on the results of

this project.

9.1 Achievements of the Research

The increasing need for business-to-business applications has led to the specification of
collaborative business processes (CBPs) using standardised specification languages.
The de facto standard for this purpose is WS-BPEL (BPEL for short) that has been
adopted as an OASIS standard in April 2007. Making full use of the fact that BPEL is a
standard for specifying business processes and, therefore, allows for definition of
processes in a platform-independent way motivates the approach to specify a CBP at
one location and have the different parts constituting this CBP executed on BPEL-
enabled platforms of the respective partners involved in the CBP. Though technically
feasible because BPEL-defined business processes are executable on any such platform,
security issues involved in the execution of remotely defined business processes stand
in the way of turning this approach into practical application. To mitigate or even
eliminate these security issues, the research project aimed to develop methods for
assessing the compliance of remotely defined business processes with local security
policies prior to their execution. This assessment should preferably be performed
automatically with as little as possible human intervention. Being able to have a

remotely defined business process assessed for compliance with local security policies
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in an automatic way should allow for execution of the business process without security

concerns.

in order to find methods that support compliance assessment in the manner aimed for in
this research, the security-relevant behaviour expressible in BPEL scripts has been
investigated. The results of this investigation have been presented in Chapter 4. Based
on an analysis and classification of secunty policy-induced restrictions to Web service
invocation, combinations of restriction classes with BPEL activities called semantic
patterns have been analysed for their potential impact related to compliance with
security policies. Checkings required for verifying whether a BPEL script specifies

behaviour that would violate security policies have also been indicated in Chapter 4.

Based on the identification of security-relevant semantics of BPEL, a method for
specifying security policies in such a way that the assessment of compliance with these
policies is essentially facilitated has been introduced in Chapter 5. To this purpose, so-
called secunty policy statements (SPSs) are used that indicate secunty policy-induced
restrictions to Web services that are allowed to be invoked by a remotely defined
business process. An approach to possibly reduce the complexity of an SPS is also
introduced in this chapter, as well as an approach to cope with dynamic aspects of
security policy-induced restrictions that by their very nature may only be checked at

runtime of the process defined by a script.

The procedure of compliance assessment resulting from and enabled by these

preparations is described in Chapter 6. How a BPEL script under consideration is
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examined in order to assess its compliance with security policies as indicated in an SPS
was described there. Further, the workflows involved when the assessment is performed
in a distributed environment have been considered in order to discuss possibilities for

delegation of the assessment procedure for economising the efforts required.

The viability of the methods for automatic performance of compliance assessment in the
way proposed has been proved by implementing the essential parts of the assessment
procedure in a research prototype. Chapter 7 describes the machine-readable version of
SPSs used and the architecture and algorithms implemented in this prototype. It further
discusses the coverage of the total functionality required for automatic compliance
assessment that has been achieved by this implementation. The discussion comes to the
conclusion that the essential functionality of automatic compliance assessment has been
implemented and that the missing parts are deducible in an easy manner from the
functionality already realised or are straightforward to implement such that no templates
are required to validate their feasibility. The evaluation performed led to the result that
the methods proposed are suitable for automatic compliance assessment of BPEL

scripts.

To further complement the achievements reached so far, the result of the research
project have been transferred to another field of application where similar conditions as
with CBPs exist. The field chosen is the area of Grid processes that can also be defined
by BPEL scnipts. The extent to which this transfer was successful within the given time
scale of the project is discussed in Chapter 8. Most of the results could be transferred in

a straightforward manner to the area of Grid processing when virtual organisations
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(VOs) are considered. However, new semantic patterns not considered in the context of
CBPs had to be taken into account in the context of Grid processing. Obvious
limitations mainly resulting from the larger amount of partners involved and of Grid
services eligible for invocation in a BPEL script defining a Grid process give rise to
further research in this area, but are not detrimental to the achievements reached with
respect to the objectives of the research project because Grid processing was not in the
initial scope of this research. However, having shown that the results are transferable in

principal to a related field of application is deemed to increase their significance.

Several papers referring to difterent aspects of the results achieved in this research
project have been presented at refereed conferences or published in journals (cf.

Appendix A.1) and have received positive comments from delegates and reviewers.

9.2 Limitations of the Research

Despite having met the objectives of the research project, some decisions had to be
taken that resulted in limitations imposed on the work. The decisions were caused by
practical reasons, or to limit the effort spent in areas where no new insights could be

expected. These limitations are summarised below.

1. The research prototype was restricted to only implement as much functionality
of the assessment procedure as required to prove that the approach taken for
facilitating compliance assessment was viable and that the methods developed

were actually suited for automatic performance of this assessment. Therefore,
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the prototype does not cover all language features provided by the BPEL
standard and, hence, is not suited to check arbitrary BPEL scripts for compliance
with security policies. However, the XML schema provided for SPSs is
complete in the sense that any security policy-induced restriction to Web service
invocation as discussed in Chapter 4 may be specified. The reason for restricting
the range of functionality implemented in the prototype was to limit the effort
spent for software development which as such was not in the scope of the
research. Implementing the missing parts to cover all of the BPEL capabilities
would have caused a lot of additional effort to be spent without contributing new
insights with respect to feasibility of an automatic compliance assessment

procedure.

2. The algorithms used for covert channel detection in the prototype have been
chosen to take a rigorous approach for effective prevention of any covert
channel from being established. However, these algorithms could turn out to be
overly strict in some sttuations, for instance, when a branch is made dependent
on a visibility-restricted information and all altemmative flows to be selected
would not exhibit any distinguishable behaviour observable from outside. In
such a situation, no covert channel would have been established by making the
branch dependent on a visibility-restricted unit of information, but nevertheless a
BPEL script containing this logic would have been refused by the prototypic
compliance assessment procedure. Finding more sophisticated algorithms for
covert channel detection that would be able to distinguish between actual covert

channels and behaviour that only exhibits prima facie characteristics of a covert
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channel without actually establishing one have not deemed to be essential for a
proof of concept. As already stated above, the definition of such algorithms that
are both more tolerant with respect to covert channel detection and still secure in
the sense that they do not leave any covert channel undetected may be difficult.
Leaving decisions on doubtful behaviour possibly not suited to establish a covert
channel to human intervention may also be a viable approach in cases where the
rigorous approach for covert channel prevention implemented in the research

prototype is found to be overly strict.

3. Similar to the previous item, restricting any inclusion of data manipulation
facilities from other XML specifications such as Xpath in a BPEL script in order
to be acceptable as compliant may also be deemed to be overly strict under
certain circumstances. However, relaxation of this restriction without taking the
risk to miss possible security policy violations during compliance assessment
could also turn out to be a difficult task. In the same way as described for
reduction of the complexity of security policy statements in Section 5.3, also any
need for data manipulation in accordance with security policy that would require
elements from Xpath or other XML specifications to be included in a BPEL
script can be moved into a Web service defined for that purpose. Therefore, this

limitation is also not considered essential for the approach proposed.

4. Trying to integrate the prototypic implementation of a compliance assessment
procedure into a BPEL-enabled platform though initially envisaged has been

dropped. Reason for this was that access to such a platform for development
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purposes was not easy to obtain and this task would have required a tremendous
amount of platform-specific know how to be acquired before the actual work
would be possible. After all, this integration would by no means have
contributed any particular insight or increased the confidence of viability. In
effect, the proposed approach does not require that an automatic assessment
procedure is integrated into the platform where the BPEL script under
consideration is intended to be executed once compliance assessment has been
passed. In contrast, a stand-alone implementation of the assessment procedure
serves even better the intended goal to prevent a non-compliant BPEL script to
be executed since it in fact prevents such a script from entering the executing

platform at all.

5. Since the research has been limited to only investigate BPEL as the most
prominent representative of a standardised business process definition language
(BPDL), when it became obvious that BPEL had emerged the de facto standard
in this field, the attempt to transfer the approach proposed in this research to
other BPDLs could be the objective of further research. However, probably
before starting such research, additional evidence should be obtained that the use
of these other BPDLs has gained sufficient momentum to justify the dedication

of research efforts to the particular BPDL chosen for such a transfer.

Despite these limitations, the research project has led to valid contributions to

knowledge and provided sufficient proof of concept for the approaches proposed.
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9.3 Directions of Further Research

The research project has advanced the field of secunity policy enforcement for script-
based business processes. However, a number of areas for future work can be identified
that build upon the results achieved. Some ideas have already been addressed in former

chapters. These areas and some new ones are detailed below.

I. Though already discussed as potentially difficult to find, the development of
more sophisticated algorithms for covert channel detection in order to get rnd of
the rigorous yet effective approach taken in the research prototype could be
undertaken. The directions to be taken in an endeavour to relax this rigorous
restriction have been indicated in the previous section. An outline of an
algorithm for the relaxation of the restriction with respect to visibility-restricted
information imposed to the validate activity and the attribute validate with

a value of true in an assign activity can be found in Appendix A.3.

2. Additional effort could be spent for completion of the prototypic implementation
of the compliance assessment procedure. Though no new insights are expected
to be gained thereof as argued above, having an implementation covering the
whole of the capabilities provided by BPEL can be used for application to real
world examples of BPEL scripts. This could assist in propagation of the ideas

developed in this project to a broader audience beyond academia.

3. In the attempt to transfer the results from the CBP context to the Grid context,

several issues for further research have been encountered. Amongst them the
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classification of (security-relevant) semantics of Grid services and their
parameters is deemed to be, at the same time, the most challenging and the most
promising field for further study. Having such a classification of Grid service
semantics could advantageously be applied to reduce the amount of indications
required in an SPS since enumeration of all Grid services allowed for invocation
in a BPEL script would no longer be required. In contrast, only the allowed Grid
service semantics would have to be indicated in an SPS. This approach would
allow for compliance assessment of BPEL scripts invoking arbitrary Grid
services provided the semantics of the Grid services would also be specified in

terms of the semantic classification scheme developed.

4. Investigating how the approaches proposed in Chapter 8 could be applied based
on Grid environments or Grid middleware such as The Globus Toolkit (2007) or
OurGrid (2007) and which adaptation would be required in order to be
successful in doing this could be another interesting direction of further

research.
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Published Papers

[n this appendix, the papers published in the context of this research project are listed

together with their abstracts. Copies of selected full papers as published are provided

following the References.

1.

Fischer, K. P., Bleimann, U., Fuhrmann, W., and Furnell, S. M. (2005) “A
Security Infrastructure for Cross-Domain Deployment of Script-Based Business

Processes in SOC Environments”. In Proceedings of the 5" International
Network Conference, INC'2005, pp. 207-216, 2005.

Abstract: This paper addresses security aspects arising in service oriented
computing (SOC) when scripts written in a standardized scripting language
such as WS-BPEL (formerly: BPEL4WS or BPEL for short), BPML, XPDL,
WSCI in order to implement business processes on top of Web services are
deployed across security domain boundaries. It proposes an infrastructure and
methods for checking the scripts deployed, prior to execution, for compliance
with security policies effective at the domain in which a remotely developed
script-based business process is to be executed.

Fischer, K. P., Bleimann, U., Fuhrmann, W, and Fumell, S. M. (2006)
“Security-Relevant Semantic Pattermns of BPEL in Cross-Organisational

Business Processes”. In Proceedings of the 6™ International Network
Conference, INC 2006, pp. 203-212, 2006.

Abstract: This paper presents results of the analysis of security-relevant
semantics of business processes being defined by WS-BPEL (Web Services
Business Process Execution Language, BPEL for short) scripts. In particular,
Security issues arising when such scripts defining cross-organisational business
processes on top of Web services are deployed across security domain
boundaries, give rise to this investigation. The analysis of security-relevant
semantics of this scripting language will help to overcome these security issues
making further exploitation of BPEL as a standard for defining cross-organisa-
tional business processes more acceptable. Semantic patterns being com-
binations of particular language features and Web services with specific access
restrictions implied by security policies are defined and analysed for this
purpose. Applications of the results of this analysis to distributed definition and
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execution of BPEL-defined business processes may be found in a previous paper
of the authors.

3. Fischer, K. P., Bleimann, U., Fuhrmann, W., and Fumell, S.M. (2007a)
“Secunity Policy Enforcement in BPEL-Defined Collaborative Business
Processes”. In Proceedings of the I International Workshop on Security

Technologies for Next Generation Collaborative Business Applications
(SECOBAP'07), IEEE Computer Socicty, pp. 685-694, 2007.

Abstract: This paper presents an approach to security policy enforcement with
collaborative business processes defined using BPEL and deployed across
enterprise domain boundaries for execution. The assessment of compliance with
security policies at the location where a BPEL script is to be executed is
Jacilitated by re-formulating the security policies with respect to the potential of
violation inherent in BPEL. The results of an analysis of the security-relevant
semantics of BPEL-defined business processes conducted for this purpose
indicate the paramount role of information flow analysis in business processes.
Based on these results, the paper proposes an XML-based schema for specifying
security policies for cross-organisational business processes that allows for
automatic checking of BPEL scripts for compliance to these security policies.
The paper also introduces a prototype implementation of an automatic
compliance check that approves the feasibility of the method for practical
application in security policy enforcement.

4. Fischer, K. P., Bleimann, U., Fuhrmann, W, and Furnell, S.M. (2007b)
“Analysis of Security-Relevant Semantics of BPEL in Cross-Domain Defined

Business Processes”. [Information Management & Computer Security,
15(2):116-127, 2007

Abstract:

Purpose — Aims to identify security-relevant semantics of business processes
being defined by WS-BPEL (Web Services Business Process Execution
Language, BPEL for short) scripts, in particular, when such scripts defining
collaborative business processes on top of Web services are deployed across
security domain boundaries.

Design/methodology/approach — Analysing potential of BPEL to define beha-
viour of business processes violating restrictions implied by security policies.
Findings — Semantic patterns being combinations of particular BPEL features
and Web services with specific access restrictions implied by security policies
are defined and their implications for analysis of BPEL scripts during
compliance assessment of cross-domain defined business processes are
identified.

Research limitations/implications — The results of the research part of which
are reported here have been applied in a research prototype to BPEL scripts of
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limited size and comparatively simple business logic. Real-world examples of
BPEL scripts with respect to size and complexity should be examined for further
approving suitability of the algorithms used.

Originality/value — The results can be used to specify security policies in terms
of security-critical semantics of BPEL scripts in order to facilitate compliance
assessment. In conjunction with other results of this research, this will help to
overcome security issues arising from cross-domain definition of business
processes by enabling automatic compliance assessment prior to execution.

5. Fischer, K. P., Bleimann, U., Fuhrmann, W., and Fumell, S.M. (2007c)
“Security-Relevance of Semantic Patterns in Cross-Organisational Business
Processes Using WS-BPEL”. In Proceedings of the 3 Collaborative Research
Symposium on Security, E-learning, Internet and Networking (SEIN 2007),
University of Plymouth, pp. 67-83, 2007.

Abstract: This paper gives an overview of the research project considering
security aspecis in the context of business process management. In particular,
security issues arising when scripts written in the standardized scripting
language WS-BPEL (formerly: BPEL4WS or BPEL for short) implementing
cross-organisational business processes on top of Web services are deployed
across security domain boundaries, are being investigated. It analyses the
security-relevant semantics of this scripting language in order to facilitate
checking for compliance with security policies effective at the domain of
execution.

6. Fischer, K. P, Bleimann, U., and Furnell, S.M. (2007d) ,,Pre-Execution Security
Policy Assessment of Remotely Defined BPEL-Based Grid Processes™. In
Proceedings of 4" International Conference on Trust, Privacy & Security in
Digital Business (TrustBus'07), Springer, LNCS 4657, pp. 178-189, 2007.

Abstract: In this paper, results from research on security policy enforcement
for cross-domain defined business processes specified in BPEL are transferred
to the field of Grid computing, where BPEL is used to define Grid processes. In
order to facilitate the assessment of remotely defined BPEL-based Grid
processes for compliance with security policies prior to execution, a method for
specifying security policies with respect to security-relevant semantic patterns in
BPEL is applied. The paper shows the extent to which transfer of the former
results was successful and indicates limitations and areas of further research.
Where the situation is similar to cooperative business processes, such as in
Jorming dynamic virtual organizations using Grid technology, the results turned
out to be transferable with minor modifications, whereas for a transfer to the
Grid context in general further investigation is required (in particular with
respect to formal specification of security-relevant semantics of Grid services).
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A.2. XML Schema for Security Policy Statement

This appendix contains an XML Schema specification for the security policy statement

proforma introduced in Chapter 5 that has been transferred into a machine-processible

XML-based form for the research prototype as set out in Chapter 7. The meaning of the

elements and attributes defined in this schema have been explained in Chapter 7.

Therefore, they are not annotated in this schema definition.

<?xml version=%"1.0"?>

<xgd:schema
xmlns:xsd="http://www.w3.0org/2001/XMLSchema"
xmlna="http://www.example.org/sps/SPS_Schema.xml"
elementFormDefault="qualified"
attributeFormDefault="unqualified"

targetNamespace="http://www.example.org/sps/SPS_Schema.xml">

<x8d:element name="sps">
<x8d:complexType>
<xsd:sequence>
<xsd:element ref="identifications"/>
<xsd:element ref="iwsrs" minOccurs="0"/>
<xs8d:element ref="ewsrs”" minOccurs="0"/>
<x8d:element refs"unrestrIntWs" minOccurs="0"/>
<xsd:element ref="unregtrExtWs" minOccurs="0"/>
</xsd:sequence>
</x8d:complexType>
</%x8d:element>

<leoce 444+ttt ++tttttttttttrtrtttttrtdt bttt ittrtrtr bbbt
<l-= 4+4+++++++4+++++4+++ identifications +++++++++444++44+444+
L £ b X T o o e T T X T T R P R R R P G S A A e e arar s

<xs8d:element name="identificationg">
<x8d:complexType>
<xsd:attribute name="remoteDomain” type="xsd:anyURI"
use="required"/>
<x8d:attribute name="localDomain" type="xsd:anyURI"
use="required"/>

<xsd:attribute name="applicationContext" type="xsd:anyURI"

use="optional"/>
</x8d:complexType>
</xsd:element>

-=>
-=>
-->
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Clece 44ttt ++4++++ 44+t 4+ttt 4 4444t 4++ 4444444444444+ ++ 444444+ -=>
Clee +4+4+4+4+4+4+++++++ regtricted WS ++++++++++++++44+44+ -->
Cloe F4+4tt+4+++++++4+ 444444444444ttt bt bttt tt ettt +d+4+44+ -->

<le== 4444+ +ttt++++++++4++ eXternal WS +++++++ 444444+ 444444 ==>
<xgd:element name="ewsrs">
<xsd:complexType>
<xed:sequence>
<xsd:element ref="operation” minOccurg="1"
max0Qccurs="unbounded"/>
</xsd:sequence>
<xgd:attribute name="internalUseAllowed" type="xsd:boolean"
ugse="optional® default="true"/>
</x8d:complexType>
</x8d:elements>

<l-- ++++4++++434+++++++4+ internal WS ++++++++++++++++++++4 -->
<xsd:element name="iwsrs®"/>
<x8d:complexType>
<x8d:sequence>
<xgd:element ref="operation” minOccurs="1"
maxOccurs="unbounded"/>
</xad:sequence>
</x8d:complexType>
</xsd:element>

<l== +++t++++++++++++++ operation +++++44++++++4++44444444 -->
<xad:element name="operation®>
<xgd:complexType>
<xsd:sequence>
<xsd:element ref="input” minOccurs="0" maxQc¢curs="1"/>
<xsd:element ref="ocutput” minOccurs="0" maxOccurs="1"/>
</xesd:sequence>
<xsd:attribute name="name" type="xsd:string" use="required"/>
<xsd:attribute name="portType" type="xsd:string"
use="required"/>
</x8d:complexType>
</xsd:element>

Sl-- 4+4++4+++++4++++4++++++ input +4+4+4+4+++44+4+ 4444+ E bbb+ -
<xsd:element name="input">
<xgsd:complexType>
<xsd:sequence:
<xed:element ref="sourceRestriction" minOccurs="0"
maxOccurs="1"/>
<x8d:element name="part" minOccurs="0"
maxOccurs="unbounded">»
<x8d:complexType>
<x8d:sequence>
<x8d:element ref="sourceRestriction" minOccurs="0"/>
<xsd:element ref="valueRestriction"” minOccurs="0"/>
</x8d:sequence>
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<xsd:attribute name="name" type="xsd:string"
use="required"/>
<xsd:attribute name="sourceRestricted"™ type="xsd:boolean"
use="optional" default="false"/>
<xsd:attribute name="valueRestricted" type="xsd:boolean”
uge="optional” default="false"/>
<xsd:attribute name="restrictedOptional” use="optional"®
default="presentOrNot">
<xg8d:simpleType>
<xgd:restriction base="xad:string"
<x8d:enumeration valuez="presentOrNot"/>
<xad:enumeration value="forbiddenPart"/>
<x8d:enumeration value="requiredPart"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</x8d:complexType>
</xsd:sequence>
<xgd:attribute name="megsage" type="xsd:string”"/>
<xsd:attribute name="sourceRestricted"” type="xsd:boolean"
use="optional" default="false"/>
</xsd:complexType>
</xsd:element>

<x8d:element namez="gourceRestriction®>
<xed:complexType>
<x8d:sequence>
<xs8d:element ref="gervice"
minOccurs="1" maxOccurs="unbounded”/>
</xsd:sequence>
</xs8d:complexType>
</xs8d:element>

<xg8d:element name="valueRestriction">
<x8d:complexType>

<xs8d:sequence>

<xsd:element name="permittedValue" type="anyType"
minOccurs="1" maxOccurs="unbounded"/>
</x8d:sequence>

</x8d:complexType>
</xsd:element>

<xs8d:element name="gervice">
<xgd:complexType>
<xad:attribute name="portType” type="xsd:string"/>
<xsd:attribute name="operation" type="xsd:string"/>
</x8d:complexType>
</xsd:element>
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Cloe + 4444444444444 4444444 output +4++++++ 4+ttt Ftt bt + b+ +E - >
<x8d:element name="output">
<xsd:complexType>
<x8d:sequence>
<xsd:element ref="targetRelaxation" minOccurs="0"/>
<x8d:element namec="part"
minOccurs="0" maxOccurs="unbounded">
<xsd:complexType>
<xs8d:sequence>
<x8d:element ref="targetRelaxation" minOccurs="0"/>
</xsd:sequence>
<xgd:attribute name="name" type="xsd:string"
use="required"/>
<xsd:attribute name="vigibilityRestricted"
type="xsd:boolean” use="optional" default="true"/>
</x8d:complexType>
</xsd:sequence>
<xsd:attribute name="message" type="xad:string"/>
<xsd:attribute name="vigibilityRestricted" type="xsd:boolean”
uge="optional®” default="false"/>
</x8d:complexType>
</xsd:element>

<xsd:element name="targetRelaxation">
<x8d:complexType>
<xs8d:sequence>
<x8d:element name="domain® type="xsd:anyURI"
minOccurs="1" maxOccursg="unbounded"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

Cloe F4444+34+++ 4444+ 444444444444+ ++ 4+ 4+t 44+ 44+ + b+ ++ --D>
<l-- ++++++++++++++++++ unrestricted WS +++++++++++++st444 -->
Cl-= +44+++++t++++++++t+ttt bttt bbbttt bbbt bbbttt bbbt bt+s -2

<xsd:element name="unrestrExtws">
<x8d:complexType>
<xgd:sequence>
<xs8d:element name="operation"
minoccurs="1" maxOccurs="unbounded">
<x8d:complexType>
<xgd:attribute name="name" type="xsd:string"
use="required"/>
<xsd:attribute name="portType"” type="xsd:string"
ugse="required"/>
</x8d:complexType>
</xsd:element>
</xsd:sequence>
</x8d:complexType>
</xad:element>
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<xs8d:element name="unrestrIntWs">
<xsd:sequence>

<xgsd:element name="operation” minoccurs="1"
maxOccurs="unbounded" >
<xs8d:complexType>
<xgd:attribute name="name"
use="required"/>
<xad:attribute name="portType" type="xsd:string”
uge="required®/>
</x8d:complexType>
</xsd:element>
</x8d:sequence>
</xsd:element>

type="xad:string"

</xsd:schema>
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A.3. Outline of Sophisticated Covert Channel Prevention for Activity validate

In order to allow for type validation of a vanable containing visibility-restricted
information in cases when no risk of information leakage exists, it has to be made sure
that throwing the standard bpel :invalidVariables fault does not allow conclusions
to be drawn as to the value of the information currently contained in this vanable.
Validation with respect to the proper type of the value contained in a variable may either
be caused by a validate activity or by indication of attnbute validate="true" in
an assign activity. A more sophisticated check for covert channel prevention with type
validation than that proposed in the main part of the thesis would require to assure that

no value restricted subtype of a type is being applied in validation.

Therefore, the more sophisticated check for covert channel detection with type
validation would allow a variable containing visibility-restricted information to be
validated provided its type definition does not imply any restrictions with respect to the
value of this variable. This can be checked by inspection of the message type in a
WSDL definition or the type definition in an XML schema containing the type
definition for the variable under consideration. The XML type definition found for the
particular variable must neither contain any <restriction> element nor must the
type be defined by a <1ist> element nor by a <union> element containing any type

definition constrained by any of the aforementioned elements.

2h1
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If the type can be verified in this way to not implying any value range restrictions for
the variable under consideration, then type validation may be allowed even in the case
where the variable currently contains a value that represents visibility-restricted

information.
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Ad4. Java Code of Research Prototype

The Java code of the research prototype is included on the CD-ROM in the addendum
to this PhD thesis. The Java code may be found there in the subtree under directory

prototype/java.

A.5. Examples of BPEL Scripts Used for Validation of Research Prototype

The BPEL examples used for the validation of the research prototype are included on
the CD-ROM in the addendum to this PhD thesis. The examples may be found there in

the subtree under directory prototype/validation.

A.6. Copies of Web Pages Referred in Section References

For convenience of the reader, copies of the Web pages referred to in this PhD thesis
have been provided on the CD-ROM in the addendum to this PhD thesis. The copies

may be found there in the subtree under directory webpages.
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Abstract

Tb:spnpernddmsscs security aspects arising in service oriented computing (SOC) when scripts written in 8
sundardized scripting longuage such as WS- BPEL (formerly: BPEL4WS or BPEL for short), BPML, XPDL,
WSCI in order to implement business processes on top of Web services ore deployed across security domain
boundaries. It proposes an infrastructure and methods for checking the scripts deployed, prior to execution, for
complitnee with security policies effective at the domain in which a remotely developed seript-based business
process is to be executed.
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1. Introduction

Service oriented computing (SOC) is currently considered one of the most promising new
paradigms for distributed computing (Papazoglou and Georgakapoulos 2003). Though com-
paratively new, a significant amount of research has already been dedicated to this area {e.g.
Dcubler ct al. 2004). Web services, and the composition or orchestration of them, play a central
role in current approaches to service oriented computing (Berardi et al. 2003). Scrvice orienta-
tion is also expected 1o have an imporant influence in the area of grid computing, where the
provisioning of computing resources within a conceptual huge network of collaborating com-
puters and devices can elso be fostered by services (so called grid services in this context)
provided by different nodes (Tuccke et al. 2003).

In service oriented approaches using Web scrvices a layered architecture for composing new
services from existing services or for executing processes based on existing services has
emerged (Medjahed ct al. 2003). The request for fast adaptation of enhanced services and
processes to changing requirements as well as the request to avoid dependency on certain plat-
forms (vendor lock-in) lead to the specification of platform independent, standardized process
definition languages for the definition of enhanced Web services or business processes in the
top layer of this architecture. However, scveral different standardization approaches for such a
language have been taken, leading to a plurality of standards: Web Services Business Process
Exccution Langunge (WS-BPEL), formerly known as Business Process Exccution Language
for Web Services (BPEL4AWS or BPEL for short) (Arkin et al. 2004), Business Process
Modelling Language (BPML) (Arkin 2002), XML Process Definition Language (XPDL)
(Workflow Management Coalition 2002), Web Services Chorcography Interface (WSCI)
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(Arkin et al. 2002), and ebXML Business Process Specification Schema (Malu et al. 2002).
Though the existence of several parallel standards aiming at the same goal detracts from the
very purpose of standardization, the different standards at least have some obvious commonali-
ties, as all languages are script based using XML and facilitate the composition of business
processes by invocation of Web services and definition of the communication with other
parties (in particular human participants) involved in a business process. It should be noted that
o business process defined using one of these languages can itself be considcred a Web service
from the point of view of extemal communication parties.

The existence of several business process tanguages gave rise to research as to which extent
these languages are comparable with respect to their semantic expressivencss (Aalst et al.
2002, Shapiro 2002, Wohed et al. 2002). In particular Aalst ct al. (2002) and Wohed ct al.
(2002) analysed diffcrent languages, i.e. WS-BPEL, BPML, WSCI and some vendor-specific
business process languages, with respect to workflow and communication patterns. The results
of their work indicate that, to a large extent, the different languages are capable of expressing
the same semantics with respect to workflow control and communication behaviour. As a
result these languages could be expected to be convertible to each other as has already been
shown in an exemplary manner for XPDL and WS-BPEL by Fischer and Wenzel (2004).
Given the fundamental similarity of the different languages uscd for business process manage-
ment, without loss of generality we will concentrate our proposition on one particular represen-
tative, namely WS-BPEL propagated by the Organization for the Advancement of Structured
Information Standards (QASIS). For the remainder of this paper we will use BPEL as a shont-
hand for WS-BPEL.

2. Security Issue in Cross-Domain Business Process Definition

As security alrcady is an important issuc in distributed applications in general, this topic is alse
of paramount importance for the application of business process languages. Security of Web
services is well studied and several approaches for access conuol to Web services exist {c.g.
Nadalin ct ol. 2004, Abendroth and Jensen 2003, Dimmock ct al. 2004). Koshutanski and
Massacci (2003) and Mendling ct al. (2004) are considering security aspects in the context of
cmploying business process languages, in particular BPEL. While access control rclated
aspects arc predominant with Web services and are, of course, also an issue with business
process languages, further security aspects arise from the employment of standardized script
languages such as BPEL. From their nature of being standardized and platform-indcpendent,
these languages involve the capability of defining business processes across platforms. Use of
this capability introduces new security issues that have not been present in Web services before
the business process languages came in. By employing standardized business process langua-
ges it will be feasible to define a business process at one location and exccute it at a different
location. It is conceivable that the two locations beleng to different security domains within the
same or different organisations or corporations. The new security issue arising from this
approach leads to, but is not limited to, the following questions:

e Arc the scmantics of a remotely defined business process or enhanced Web scrvice
compatible with the security policy effective at the node where it is to be executed?

o Which classification, with respect to access control, is required for the Web service
offered by the remotely defined business process or enhanced Web service in order to be
compliant with the security poticy in the domain the executing node belongs to?
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We consider the case where in domain A there is a need for a business process, e.g. in a supply
chain application, requiring information I, offered by a Web service W) at node By However,
because of restrictions imposed by security policics in domain B this information cannot be
accesscd direcily from outside domain B. For solving this conflict with security policy
restrictions, a conventional approach would be the provision of an enhanced Web service in
domain B, say W; at node B;, W would access the information required from Web service W)
and offer the non-restricted part of the results, i.¢. 1a, to nodes in domain A across domain
boundaries. While it would be possible not to use any business process language for this
purpose, we assume that W, is defincd by a BPEL script S;.

Since the need for the particular business process in this example arose in domain A, there is
some probability that also requests. for changes to this busincss process will arise in this
domain. In order to circumvent the requirement that requests for change arising in domain A
must be presented to developers in domain B in order to have them change the Web service
W3, it would be conceivable that W running on behalf of any node in domain A will be
defined at node A and the defining BPEL script S» will subsequendy be brought to execution
on node B; as indicated by the arc (1) from A, to B,.

This approach would greatly facilitate the adaptation of W in domain B to changing requirc-
ments originating in domain A. Howcver, it would induce severe security weaknesses in
domain B, if S; would be executed in domain B without particular precautions. Prior to running
S3, it has to be detenmined whether the semantics of W3 as defined by S; comply with security
policies cffective in domain B.

The analysis of the semantics of code writlen in programming languages is a well-known
difficulty (Cousot 1999). Therefore, the need to apalyse the semantics of W; with respect to
security-relevant semantics will make this approach of cross-domain definition and execution
impractical unless this analysis can be provided automatically, atlcast to a large extent.

Fortunately, the nature of BPEL (as well as of other busincss process languages) accommo-
dates this anelysis, further supported by the fact that no thorough analysis of cach and cvery
particular aspect of the semantics will be required, but instcad oply a direct search for features
violating the security policy of the target domain. To further facilitate this analysis the security
policy of the target domain may be cxpressed with respect to potentially security critical
featurcs of the language being used, i.e. BPEL in our example. Given these pre-conditions, the
task of analysis becomes appropriate to be performed automatically, at least in cases when it is
sufficient to express the security policy of a domain in the way exemplarily described in the
following section.

4. Security Policy Definition for Business Process Analysis

Based on concepts developed in conformance testing mcthodology of open systems as defined
in a series of International Standards (CTMF, Conformance Testing Methodology and Frame-
work, ISO/IEC 9646, part 1-7; particularly (ISO, 1994)), ofter analysis of the security-relevant
features of BPEL a checklist comparable to a protocol implementation conformance statcment
proforma (PICS proferma) (ISO, 1994) can be provided, which ellows for definition of security
policies with respect to execution of remotely defined BPEL scripts. This checklist is called a
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security policy statement (SPS) proforma and will be used to indicate allowed features of
BPEL in compliance with the security policy. Hence, while CTMF is dedicated to black box
test environments, we extcad the concepts of CTMF to the situation where code inspection
being a specific mcthod in white box testing will be employced in order to analyse the security-
relevant semantics of BPEL scripts. In order to discuss our approach a short example presen-
ting some typical information contained in a SPS proforma is shown in Figure 2.

Security Pollcy Statoment

For domam:

{additonal erfoation Fformation not of literast In RS wxampio)
Roting 1 BPEL soripts from domain:

Invocation of Wob sorvices outside curmeni domaln atiowed ? YN
{ yes, indicotn aliownd oxternsd Wob sondcos:

URL: | Rof. to EWSRS
LIRL : | Raf. to EWSRS
[ndicate restrictad Wob sorvicos In gwn domain.:

URL: } Ref. to IWSRS
URL: ] Ref. & IWSRS
Indicata unresyicted Wab Servicos In own

URL:

URL:

with respocd to othor sacunty relevant langusge festuros may follow)

Figure 2 - Exampte of Security Policy Statement Proforma

After indication of identification information concerning the domain to which the SPS relates
and the domain, which is allowed to provide remotcly defined BPEL scripts, there is an indica-
tion as to whether invocation of Web scrvices in foreign domains will be allowed or not. If
invocation of such Web services is not prohibited in general, there may be indications of
particular foreign Web services cach identified by its respective URL that arc allowed to be
invoked in a BPEL script. For cach allowed Web scrvice a so-called External Web Service
Restriction Statement (EWSRS) may be referenced that contains further information concer-
ning resurictions with respect to the particular Web service. In this cxomple there is only room
for up to two such Web services, but it is understood that the proforma may be extended to
accommodate any number of list-type elements present in this example.

After indication of external Web scrvices that are allowed, there are two further groups of
indications in Figure 2 conceming Web Services of the current domain: ene conceming Web
Services for which invocation is restricted and one conccrning Web Services that may be
invoked without any restrictions. While the last type of entry does not require any further infor-
mation besides the URL of the particular Web scrvice, for each restricted Web service there s
a field for indicating a reference to a so-called Intemal Web Service Restriction Statement
(TWSRS) similar to the indication for cxternal Web services above. Both the group of EWSRS
end group of IWSRS referenced in Figure 2 arc considered part of the SPS as a whole. The
SPS is understood to indicate all of the security-relevant scmantics accepted in o BPEL script
for cross-domain deployment. Therefore, all other security-relevant semantics not explicitly
stated in SPS as being allowed, will be prohibited.

In Figure 3 there is an example of an IWSRS proforma in order to clarify the typical informa-
tion containcd in this part of an SPS. There may be indications concerning restrictions rclated
to particular input parameters of the Web service by indicating the XML-name of the para-
meter as well as indications concerning restrictions refated to allowed processing with respect
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to particular output parameters, €.g. type of computations performed or flow control dependent
on values of output parameters or assignment to outbound mcssages allowed,

Intarnal Web Service Rastriction Statoment [ IWSRS-ID

Rastrictions with rasped to invocation paremeaters
Pammuoter;

Raostrictions with respect to processing of output peramaters
Paramatar,

Asslgnmenl of output values to cuthound messaqos outside own domain allowed? YN
.. will rosnoc! to othar Eactrity relovant uso of cutput valuas may foliow)

Figure 3 - Example of Internal Web Service Restriction Statement Proforma

In our example (Figure I), if W» would be the only instance in domain B where remotely
defined BPEL scripts would be allowed, the SPS for domain B with respect to domain A would
state that only invocalion of Web services within domain B is allowed, and W, is thc only
internal Web service allowed to be invoked. Further restrictions apply with respeet 1o the out-
put parameters of W), since only the information 1, intended for external usc is allowed to be
carricd outside of domain B. This would be specified in an IWSRS for W, indicating the
restrictions with respect to the output parameters that may not be assigned to outbound
messages.

While the examples are given in human-readable tabular format it is obvious that it is straight-
forward to define appropriate XML schemas in order to be capable of presenting the informa-
tion in machine-processablc format.

5. Analysis and Assessment of Security-relevant Semantics of Business
Processes

Specifying the restrictions derived from security policies as indicated in this example makes it
casier to analyso a BPEL script than it would be without specifying the security policics in
such a SPS. The statements in SPS are focuscd on the security-relevant elemcnts in BPEL.
Therefore, during analysis these elements can be searched for in a straightforward manncr.

. However, this approach involves conscquences with respect to the language features that may
bc cmployced:

* |f only domain internal Web scrvices arc allowed then, in order to allow for checking the
domain part of a URL prior to exccution, only URLs explicitly predefined within the
script (at least the domain part of a URL) are allowed in a BPEL script

e If restrictions with respect to particular Wcb services apply, also the part of the URLs
containing the Web service name has to be present explicitly

Obviously, this may limit the expressivencss of BPEL scripts. However, as is the casc in
Figure 1 and many other applications, the URLs of nodes involved in foreign domains are
known and fixed throughou: the runtime of the script. In many cases this also holds for names
of Web services invoked. Therefore, these restrictions, though looking very tight at first sight,
still leave room for usefi:l applications. Without going into details it is apparent that the more
fine grained analysis is implied by the policy, the more likely is the need for human suppornt
during analysis. Therefore, in cases where it would be too complicated to differentiate between
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allowed semantics for cross-domain defined BPEL scripts and scmantics not allowed by the
way of indications in an SPS of domain B, it would still be possible to cxtmet allowed seman-
tics from the Web service being remotely defined and encapsulate it into another Web service,
say Wy, defined within domain B. Thus, it would be possible to define an SPS indicating cven
more restricted semantics for remotely defined BPEL scripts, since scmantics required for the
functionality now present in Wy may also be excluded. By just adding W to the list of allowed
Web services for invocation in the SPS for domain B it would again be possible to provide the
originally intended overall semantics of a remotety defined BPEL script.

Even with the definition of SPS in the manner described above the task of analysing security-
relevant semantics of BPEL scripts and matching against restrictions imposed by policies still
is mot, in every case, trivial and it might not always be capablc of being performed
automatically. Therefore, it may be a promising approach to perform this task at a dedicated
node within a domain, say node Bs in our example, instead of performing this task at every
node in domain B. Human interaction, when requircd during the analysis of scripts and
comparison to security restrictions, may be more easily provided at a single node (or only few
nodes, if single point of failure would be an issuc) in a domain compared to the situation when
being distributed across the domain. It may also facilitate use of specific softwarc required for
this purposc when it enly needs to be available at a single instance both with respect to
potential license fees and effort for user training, .

Again, approaches in conformance testing as described in CTMF (1SO, 1994) gave risc to this
approach to concentrate assessment in dedicated nodes within a domain. In our example, if
domain A permits acceptance of remotely defined BPEL scripts from domain B, it could also
be useful to perform cxamination of the scripts against the appropriate SPS at one particular
node in domain A, say node As, indcpendent of where the script is to be executed later on. In
such cases of mutual exchange of BPEL scripts, the analysis and assessment could further be
centralized to o particular node shared by both domains for this purpose. However, the issue of
privacy of information containcd in sccurity policies as well as the issue of trust implied in this
delegation of assessment have to be considered in order to render this approach possible. Going
into details on these aspects is beyond the scope of the present paper.

6. Related Work

Sekar et al. (2003) propose an approach to the problem of exccuting untrusted code, in general,
i.€. not specific 1o business process languages, by deriving information as to the behaviour of
the code at the level of system calls from cxecution monitoring or static analysis at the
developing site. The infonmation derived is mapped to a model describing sccurity-relcvant
behaviour and carried together with the code to the executing site where this information can
both be checked against security policics and used during exccution in order to monitor
potential deviations from the stated behaviour. Though this approach appears to be very close
to the one presented in this paper, there are important differences which tend to make this
approach more difficult to be applied, at least in the context of business processes, if it will be
applicable to this area at all. The requirement of extensive testing as explicitly stated in this
paper, and the nced for obscrvation at the level of sysiem calls as well as the monitoring during
execution, make application of the approach very complex. By contrast, these requirements are
not present in our approach as it is based on code inspection techniques applied at script level.
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Mendling et al. (2004) present 2n approach to addressing the second aspect in the list in
section 2. By extracting RBAC models from BPEL scripts, and converting BPEL code in a
format suitzble for a particular RBAC software component, they provide an automated link of
access control requirements into business processes defined by the BPEL scripts.

Koshutanski and Massacci (2003) also address access control issues of business processes
defined by BPEL scripts, in particular the problem of providing the required evidence of
possessing the required access privileges at the right time to the right place during execution of
a business process. This approach does not address any issues from the list in section 2.

Fischer and Wenzel (2004) extend the scope of services or processes being defined by busincess
process languages to the area of grid computing and grid services, Among others they provide
a conversion of scripts written in one business process language, XPLD (Workflow Manage-
ment Coalition 2002) in this case, into scripts in another business process language, namely
BPEL. The scenarios for using scripts wrilten in business process langunges in a grid com-
puting cnvironment add ancther example of the approach to execute remotely-defined business
processes, ¢.g. in BPEL, to the example discussed in the present paper.

7. Conclusions and Future Research

In this paper, we hove presented an approach to ane of the sccurity aspects arising from execu-
ting business processes or enhanced Web services defined outside the domain ef execution, by
checking the semantics of the BPEL script defining the process via inspection and comparison
with the security policics cffective at the site of exccution. To this extent, we have proposed a
method for defining the security policy based on an SPS proforma focusing on the security-
relevant semantics of BPEL. This facilitates analysis of security-relevant scmantics of business
processes and matching it against restrictions imposed by security policies. Since, in contrast to
(Sekar et al. 2003), there is no nced for testing or monitoring during analysis and execution, the
application of our approach is straightfurward and well-suited for automated exccution in the
context aof busincss processes in SOC. This is an important feature considering the lightweight
nature of fast changing business applications, the high level of abstraction above system calls
and platform-independence of business process languages. Further, ap infrastructure has been
introduced for separating the task of analysis and assessment out of the particular node cxccu-
ting the business process and delegating it to a dedicated node in 2 domain. In this way, capa-
bilities and resources required for this purpose may be centralised and reused from throughout
the domain. Future work will be dedicated to more exhaustive description of the security-rcle-
vant aspects of business process languages. Furthermore, the issue of increasing trust in distri-
buted multi-domain environments will be investigated, in order to make it viable to tap the full
potential of outsourcing the analysis and assessment task, cven across domain boundaries.

8. References

Aals, W.M.P, v.d,, Dumas, M., ter Hofsted, A-H.M., and Wohed, P. (2002) “Pattemn Based Analysis of BPML
(and WSCIY" Tecknical report FIT-TR-2002-05, Queensland University of Technology, May 2002, http://sky.fit
qut.edu.aw/~dumasbpml_report.pdf, last accessed 2004-12-28

Abendroth, J. and Jensen, C.D. (2003) “Partial Qutsourcing: A New Parsdigm for Access Control” S4CMAT03,
June 2003, Como, ltaly

231



Copies of Own Publications

Arkin, A. (2002) “Business Process Modeling Language”, 5PMLorg, November 2002, hrtp://www.bpmi.org/
bpml-spec.htm, last accessed 2005-02-25

Arkin, A., Askary, S., Fordia, S., Jekeli, W., Kawaguchi, K., Orchard, D., Pogliani, S., Riemer, K., Struble, S.,
Tekecsi-Nagy, P., Trickovic, ., end Zimek, S. (2002) “Web Sarvice Choreography Lmerface (WSCI) 1.07, W3C,
8 August 2002, http/fwww. w3.0rg/TR/2002/NOTE-wsci-20020808, tast acoessed 2004-12-28

Arkin, A., Bloch, B., Curbera, F., Goland, Y., Kartha, N., Liu, CK., That, S., and Yendluri, P. (2004) “Web
Services Business Process Exccution Language Version 207, OASIS, December 2004, hitp://www.onsis-open.
org/committees/downtoad php/10347/wsbpel-specification-draft- 120204.htm, last accessed 2004-12-28

Berardi, D., De Rosn, F., De Santis, L., and Mecella, M. (2003) “Finite State Automata as Conceptual Model for
E-Services”, Integrated Design and Process Tecknology, IDPT-2603, June 2003

Berglund, A., Boag, S., Chambertin, D., Feméndez, M.F,, Kay, M., Robie, J., and Siméon, J. {2004) “*XML Peth
Lenguage (XPath) 2.0", W3C, 29 Qctober 2004, http://www.w3.org/TR/ xpath20, last accessed 2004-12-28

Causot, P. (1999) “Directions for research in epproximate system analysis”, ACAf Computing Surveys (CSUR),
Volume 31, [ssue 3cs, September 1999

Deubler, M., Grimbauer, J., Jarjens, J., and Wimmel, G. (2004) “Sound Development of Seaure Service-based
Systems®, ICSOC ‘04, November 2004, New York, USA

Dimmock, N., Belokosztolszki, A., Eyers, D., Bacon, )., and Moody, K. (2004) “Using Trust end Risk in
Role-Based Access Control Policies”, SACMAT'04, June 2004, Yorktown Heights, New York, USA

Fischer, O. and Wenzel, B. (2004) “Prozessorientierte Dienstleistungsunterstitzung: Workflowbasierte Komposi-
tion unternehmensGbergreifender Geschiillsprozesse”, University of Hamburg, hutp/Avsis-www.informatik uni-
bemburg. de/getDoc.php/thesis/1 77/DA-Wenzel-Fischer-final.pdf, last accessed 2004-12-28

1SO (1994) “ISOAEC 9646-5:1994 Information technology — Open Systems Interconnection - Conformance
testing methodology and framework — Part 5: Requirements on test laboratories and clients for the conformance
assessment process”, International Organisation for Standardization, Geneve, 1994

Koshutanski, H. and Massacci, ¥.{(2003) “An Access Control Framework for Business Processes for Web
Services™, ACM Workshop on XML Security. October 31, 2003, Fairfax VA, USA

Malu, P., Dubray, J.J., Lonjon, A., Buchinski, E., Chan, A., Mukkamata, H., and Smiley, D. (2002) “ebXML
Business Process Specification Scherm, Version 1.05", UN/CEFACT and OASJS.. hup/ixml.coverpages.org/
€bBPSSv105-Draft.pdf, tast accessed 2005-02-25

Medjahed, B., Benatallah, B., Bouguettayaet, A., Ngu, A .H.H., and Elmagarmid, A.K. (2003) “Business-to-
business internctions: issues and enabling technologies”, ¥LDB Journal (2003) 12: 59-85, April 2003

Mendling, J., Strembeck, M., Stermsek, G., and Neumann, G. (2004) “An Approach to Extract RBAC Models
from BPELAWS Processes”, Proccedings of the Thineenth IEEE International Workskops on Enabling
Technologies: Infrastructures for Collaborative Enterprises (WET ICE 2004)

Pepazoglou, M.P. and Georgakopoulos, D. (2003) “Service-Oriented Computing”, Communications of ACM,
46(10):25-28, October 2003

Sekar, R., Venkstakrishnan, V.N., Basu, S., Bhatkar, S., and DuVamey, D.C. (2003) “Model-Carrying Code: A
Prectical Approach for Safe Execution of Untrusted Applications”, SOSP'03, October 2003, Bolton Landing, New
York, USA.

Shapiro, R. {2002) “A Comparison of XPDL, BPML, end BPELAWS™, htp://xml.coverpages.org/Shapiro-XPDL.
pdf, last accessed 2004-12-28

232



Copies of Own Publications

Tuecke, S., Czajkowski, K., Foster, k., Frey, J., Graham, S., Kesselman, C., Maquire, T., Sandbolm, T., Snelling,
D., and Vanderbilt, P. (2003) “Open Grid Services Infrastructure (OGST1) Version 1.07, Global Grid Farum, GGF,
June 2003, http:/fwww.ggf.org/documents’GWD-R/GFD-R.015.pdf, last accessed: 2004-12-28

Wohed, P., van der Aalst, W_, Dumas, M., and ter Hofstede, A. (2002). “Pattern-Based Analysis of BPELAWS”,
Technical report, FIT-TR-2002-04, Queenstand University of Technology, Brisbanc, 2002, http/mitwww.un.tue.
nl/research/patterns/download/qut_bpe]_rep.pdf, last accessed 2004-12-28

Workflow Management Coalition (2002) “Workflow Process Definition Interface - XML Process Definition
Language, Version 1.0%, October 2002, htp:/Awww.wime.org/smndards/docs/TC-1025_10_xpdl_102502.pd, lasi
accessed 2004-12-28

233



Copies of Own Publications

Published in Information Management & Computer Secunty, 15(2):116-127, 2007.

The currer issue and full text archive of this juirea) is avaiable at
www coeraldinsght,comf0948-5227 Lun

s Analysis of security-relevant
semantics of BPEL in
cross-domain defined business

116 processes

K.P. Fischer
Digamma Commuuications Consulting GmbH, Mihital, Germany
U. Bleimann and W. Fuhrmann
Aida Institute of Applied Informatics Darmstedt, University of Applied Scences,
Darmstadt, Germany, and
S.M. Furnell
Neticork Research Group, University of Phymouth, Plymouth, UK

Abstract
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234




Copies of Own Publications

Introduction
Using business processes defined on top of web services is considered a promising
to turn service-orfented computing (SOC) into practical application (Berardi
el al, 2003). The request for fast adaptation of business processes to chunging
requirements as well as for platfarm - independent definition of business processes
Iead to the specification of standardized business process definition languages. While
several competing standards have been developed for this purpose, Web Services
Business Process Execution Language (WS-BPEL) (Arkin ef al, 2004), usually
abbreviated BPEL, seems to have emerged the de facto standard for web service
composition (Mayer and Libke, 2006; Wang ef al, 2004). Since, this standard is
supported by several platform vendars, BPEL is particularly useful for the definition of
callaborative business processes spanning several enterprise i

Being multiplatform enabled facilimtes cross-domain definition of business
processes using BPEL, that is, definition of business processes at ane location (eg. a
first enterprise) and execution of them at a different location (eg. a second enterprise).
The security issues involved, however, impede this approach from being turned into
practical application. In particular, uncertainty about the semantics of remotely
defined BPEL scripts, notably with respect to their compatibility with local security
policies, gets in the way of executing them at a foreign location, Being able to assess (in
an easy and preferably automatic way) that the semantics of such saripts comply to
local security policies, could foster the finther exploitation of BPEL as a standard by
allowing remotely defined scripts being executed without jeopardizing security
reguirements,

In this paper, we analyse the security-relevant semantics inherent in BPEL as a first
step lowards facilitating assessment of compliance with security policies.
Security-relevant semantics in this context considers the funaional behaviour of
business processes that may be expressed by the different language elements of BPEL
with respect to potentis] security issuss invalved. Once security-critical semantic
patterns of BPEL have been identified based on the results of this analysis, local
security policies can be expressed in terms of allowed and disallowed semantic patterns
in remotely defined BPEL scripts as has already been set out in another paper of the
authars (Fischer ef al, 2003). Finally, if this is done in a format well-suited for automatic
processing, the assessment of compliance with local security policies can be performed
for BPEL scripts in an auromatic way prior to executing them (Fischer ef al, 2007).

Cross-domain definition of collaborntive business processes

Figure 1 shows an exemplary ‘scenario for diswributed definition and execution of &
BPEL script in two different domains, A and B. The two domains are considered to
belong to rwo different orgrnisations (e.g. enterprises). Each of the systems shown in
Figure 1 is capable of running BPEL-defined processes. Since, a business process
defined by a BPEL script offers services to hts environment, it can itself be considered a
web service. Therefore, in this example one of the web services used by the business
process in system 1 is realized as a business process controlled by a BPEL script. For
this scenario it is assumed, that this BPEL script is defined in domain A and deployed
across the domain boundary for exeqution in system 2 of domain B. Given both
systems are based an a BPEL-enabled platform, this scenario would be technieally
feasible. However, security issues involved in this coss-domain approach of defining

Security-relevant
semantics of
BPEL
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and running a business process may prevent this scenario from being applied in a
real-world cross-organisational environment,

Y-

Security issues of cross-domain defined business processcs
Since, security already is an important issue in dismribured applications in general, this
topic is also of significant importance for business processes, particularly for business
processes crossing domain boundaries. Security of web services is well studied and
several appmaches for necess. control to web services exist (Abendroth and fensen,
2003; Dimmock et al, 2004). Role-based access control (RBAC) (Ferraiolo et af, 2001,
Peng and Chen, 2004) is the widely used concept for dealing with security aspects in
this field However, novel security aspects not covered in the aforementioned
appruaches arise fram the distributed definition and execution of business processes.
The following questions have to be answered in this context
+ Are the semantics of a remotely defined business process compatible with the
security policy effective at the system where it is to be executed?
» Which classification, with respect to access oontral, is required for the web
service offered by the remotely defined business process in grder to be compliant
with the security policy in the domain where it will be excrured?

While the second question again arises in the context of access control, albeit frem a
different point of view than the aspect addressed by usual nocess control

the first question addresses a new view of access contro! and beyond, that had not
needed 1o be considered in the context of web services as it is not relevant with their
basit incarnation. Since, obeying the restrictions impliad by security policies is always
important when developing distributed applications, this aspect is not considered an
issue particularly associated with business processes, when developing them locally.
However, this aspect will gain predominant importance that is particular to business
processes, when remotely defined script-based business processes are to be executed.
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Security aspects in web services cumcemn questions Lke: what kind of privileges are Security-relevant
required for inveking a particular web service? In the cross-organisational deployment semantics of
soenario of Figure 1, the view to security ia taken from an opposite direction, aiming at BPEL
questions like: what functionality is allowed (o be provided by a remotely defined
business process with respect to the seamity policy effective in the domain of
execution? The answer to this question may in most cases depend on the intended use
af the web service provided by this business process. To keep it simple, without loss of 119
generality we assume, that ———

+ the domain where the BPEL script is specified and fram where it is sent

auss-domain to the system where it will be executed, is idenrical with the
domain invoking the new web service provided by the business process, for
instance domain A in the scenario of Figure 1;

+ with respect to access oontro} 2nd potential other security aspects relevant in the
relation between both dommins, all potential external invokers of this new wel
service (Le. invokers residing outside the domain running it, eg. invokers in
domain A) are provided the same set of privileges.

Given these preconditions, the answer to the above question concerning the allowable
functionality of the business process is related w the set of privileges owned by the
invokers of it as a web service In terms of RBAC (Ferraiolo et al, 2001), due to
precondition b) all external invokers are assnciated with the same role. Hence, the
answer is related to this role, this means in the above seenario, it depends on the role
associated with invokers in domain A with respect to domain B. Ar this poing, it
becomes obvious that both security issues identified above are closely related. They
may be considered to be complementary to each ather, since the first issue is taking the
mahm inside to outside, while the second one is taking the view from outside to
[nsi

In this paper, the inside-out view of the first issue will be considered. For this
purpose, the results of a detailed analysis of the security-relevant semantics of BPEL
that need specin] attention in the security assessment of business processes are
presented.

Related work

While acoess control-related aspects are predominant with web services, they are, of
course, also an issue with BPEL. In related work, Koshutanski and Massacci (2003)
address access control issues of business processes defined by BPEL saipts, in
particular the problem of providing the required evidence of possessing the proper
access privileges at the right time to the right place during execution of a business
Process.

Peng and Chen (2004) propose an extension to conventional RBAC models cailed
WS-RBAC, in order to incorporate web services and business processes an top of them.
in their approach, web services are subject to access cantrol in place of comzmon system
resgurces in conventional approaches. Business processes and enterprises are elements
in their WS-RBAC mode] making it suitable for application to collaborative business

processes.
In other related wark, Mendling ¢! af (2004} investigate access control requirements
of BPEL script-defined business processes. By extracting RBAC models from BPEL
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scripts, and converting BPEL language constructs in a format suitable for a particutar
RBAC software component, they provide an automated link of access control
enfarcement into business processes defined by the BPEL scripts.

Though the papers mentioned in this section do not specifically address distributed
definirion and execution of BPEL scripts, their approaches also are applicable to the
second security aspect arising in this context as listed above However, none of the
related Wark deals with the first security aspect in the list above, being the concern of
the results presented herein as well as of the approaches introduced m a previous paper
of the authors (Fischer et al, 2005).

Analysis of security-relevant semantic patterns of BPEL

While 2 detailed description of BPEL can be found in its specification (Arkin ef al,
2004), a comprehensive analysis of its semantics was conducted by Wohed ez ¢l (2002)
based on a previous version of the BPEL specification. An overview of the language
and a comprehensive example is given by Leymann and Roller (2004). The nature of
BPEL accommodates the analysis of security-relevant semantics by offering only little
or no means for defining data processing or computational tasks as part of the
language itself. For these purposes, BYEL soripts have to invoke web services, or must
import constructs from other XML standards such as XPath (Berglund ef al, 2005). In
addition, security aspects such as nuthentication, provision of secure communication
chammels, and non-repudiation are no: considered in this context, since the language
does not provide any means rehited to these security aspects. These aspects usually are
catered for by the platform nmning BPEL scripts Thus, the analysis can be
concentrated on the business ar workflow logic, that may be expressed in BPEL, in
arder 1o identify security-relevant semantics.

Adjusting the scupe uf unalysis

For the sake of general applicability, we aim at analysing security relevance
independent fram the applicaon contexts of particular BPEL saript-defined business
processes. Therefore, we relate language constructs with typical restrictions implied
by security policies. Analysing security relevance in this way entails the oppornunity
that, once the security-relevant features of BPEL are identified, no thorough analysis of
each and every particular aspect of the semantics will be required during the
assessment of BPEL scripts for compliance with security policies. Instead, a direct
search independent fram application contexts locking only for the features identified as
sequrity-critical will be sufficient for this purpose.

“T'o allow as much functionality as possible in a business process within the limits
imposed by security policies, it is anticipated that the restrictions derived from such
policies shall be as wenk as possible, but 2t the same time as strict as required to avoid
any violation of seamiyy polides Since, the strategy aims at avoidance of
compromising security polides, following Dobson {1994) access control and
information flow contro} are the mechanisms of choice. Access control to the web
service offered by a business process under consideration is the concern of o
complementary security issue not addressed in this paper as stated above. Hence, the
analysis addressed herein aims at cxamining whether information or resources
accessed and the flow of information from inside to outside the domain and vice versa
are consistent with the limitations of the security policy. . :
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Paossible violations of the policy are Security-relevant
- » making infarmation or use of resources available cutside the damain beyond the semantics of
restrictions imposed by the policy (e.g. reading restricted information from a BPEL

database and sending it to an external partner);
- bringing information from outside into en intemal data siorage that is not

allowed to be written to from external sources; and 121
- using functianality ar resources that are not allowed to be used (e.g. altering data

in a data hase or exercising a system contro! function)

In BPEL, two types of processes may be modelled: executable and abstract processes.
Since, abstract processes are not executable by their definition, they are not in the
smpeufmn'analysisExecutab!emspedfywnrkﬂcw!ngicinmsoi
amwms"l‘lmaum:mexpressu\q the semantics of a business process may be either
primitive ar structured. The prevalent semantics expressed in BPEL is the exchange of
messages with one ar several external partners, that can be thought of as invoking web
services provided by partners or being invoked as a web service by parmers In a
definition part, BPEL scripts define the potential links to external parmers by
references to WSDL definitions of the web services involved. Thus, analysing these
definitions in a first siep yields the set of web services that may be mvoked or are
offered by a business process under consideration.

Classification of web service sceess restrictions
Since, the language constructs are nat security-relevant as such, they have to be
examined in the context of access o information or resources. Hence, the language
constructs will be investigated in conjunction with different types of web services
because in BPEL scripts access to information ar resources may only be gained via
web) 2ervices. Given a particular sct of restrictions implied by a security policy, that is
associated to a particular set of privileges (Le. a particular role), web servires may be
distinguished with respect to access allowance or restrictions to their input and output
parameters. In Table [, six different cases are defined

lnvokmg web services belonging to the cases of Table | in combination with the
activities defined in BPEL will be investigated as semantic patterns to detertnine their

Coses Desoription

1 WS with wrirestricted aooess to all parts of resmues ar information offered

2 WS with completely restricted access, ie. web services that ere not allowed to be invoked
3 WS with restricted visihility of read vahues access: some Tufaretation made acressible are

nox eliowed w be carried cutside domain B, e prrvmeters renomed by W5 are anly aliowed
to be used within domatn B, but pot in outbound messages to targets ourside dornin B

4 WS with restricted write access: sume of the input parameters of the web service are oot
allowed to be used at all
5 WS with restricted set of vatues allowed in write decess: sorte of the put parameters of the
W5 vy only be used with panticular values, whils others may be wied without restrictions Toble 1.
6 WS with values in write atcesy restricted to specific sourcas: for some of the input Chssificazion of access
parametars of the WS caly values from pantioar sources may be used, for instance, only restrictinns o web
values returned by o parncular WS seroices

239



Copies of Own Publications

IMCS
15,2

122

Table 1.

Sexarity relevance of
semanric paeTs with
primitive activiticy

relevance with respect to security policies, in particular access control and information
flow contrel. Of course, a particular web service may belong to more than one of the
cases 3 through 6 simultaneousty. For the ease of discussion, we analyse no combined
cases, since for a web service belonging to more than one of these cases, the results
related o each of the cases it belongs to may be applied simultaneously in this
situation

As can be easily seen, web services with unrestricted access permission {case 1) as
well as web services with tntal access restriction (case 2) do not pose any particular
challenge for analysis. In these cases. any further distinction between combinations
with different features of BPEL is not relevant. The reason for this is that their allowed
or forbidden use in a BPEL script may already be detected by examining the definition
part. No web service with total access restriction (case 2) must oceur in the definition
part, qr at least, if such a web service should ocour in the definition part, it must not be
used in any commumication performed in the business process. Conversely, web
services with unrestricted access permission (case 1) may be invoked freely throughout
a business process, irrespective of particular combinations with BPEL activities. The
only aspect relevant with web services of case 1 is the information flow from and to
parameters of such a web service prior and succeeding its invocation, respectively.
This has to be considered during information flow analysis from and to restricted
parameters of web services in cases 3 through 6.

The distinction between cases 3 through 6 requires detailed knowledge of the
semantics of a web service Since, such detiled knowledge of external web services may
not be available in domain B, in general, external web services tend to fallinto eases 1 or
2 Conversely, the semantics of internal web services can be assumed to be well-known
within dumain B, such that the differentiation between cases 3 through 6 will be possible.

Analysis of sccurity-relevant scmontic patterns

The results of the analysis of semantic patierns involving web servieey of cises 3
through 6 are depicted in Tables II and 1. While Table Il presents the results for
sermantic patterns formead by combination with primitive activities, Table [} indicates
the results for structured activities.

Primitive activides Case 3 Cased4 Cases 55
Invoke  lovotion of a web gervice IFAt) W [FA(orts}
Reczive  Waiting for 8 message to armive FAW) - -
Reply  Sending a reply to a message received - W [FA{w/s)
Assign  Assigmment of valuss between two different locatioss  (Redevant in FA only)
Wait Waiting for a specified arpount of time Time(v) - -

Indication of excapginns such as fajhoes during

Throw  execwtion Excepriv) - -
empty  No operatiun - - -
Ext (9 Terminztion of a prucess nsance Exit(v) - -

() Notes: Construct exit was tzrminate in previous veosions of BPEL: W5 e web serviee
[FA = information flow amalysis (v) with respect to visibility of values read from W3 (w) with respea
to values written to WS ) with respect to smces of valuss wailten to W5
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Security-relevant
Structured activities Cased Cose 4 Cases 56 ntics of
Sequence  Definition of a fixed exerution order - - - BPEL
Flow Parafle] execution of activities - - -
Switch  Branching betwren sevcral alternate activities Swirch cnd{v)
drpending an conditions
Whie  Iterative execurion, ie booping 123

I B |
[ IR |

Loop
Pick Weiting simultaneously for aeveral events to ocor  [FA{v)
and proceeding with the first event that acnnfly Time(v}
amurs (see note) Table .
Notes: Typically, one of the events waited for is a timepat event, while the other events ore messapes Secutrity relecance of

to arrive; WS = Web Servioe [FA(v) = infoarmation fow analysis with respet o visibility of vatues sermntic patterns with
read from WS structured activities

Tables 1T and MM each comprise five columna. The second eolurin contains a short
deseription of the semanties of the respective BPEL activity in the first column. In
columns three through five, the implications for security assessment are indicated,
when the respective BPEL activity is combined with a web service of cases 3 through 6.
Since, the entrics for the cases 5 and 6 only differ slightly, the indications for these
cases are combiped in the (ifth column

Entry “-" indicates, that the respective sermnantic pattern is not relevant in scope of
access contral and information flow. As shown in Tables I and ITI, some activities
require special attention with respect to information flow. As indicated by entry
[FA(v), analysis of information flow is required, if 8 web service belonging toease 3 is
used in one of the activities invoke {with respect to the inbound parameters, ie. the
output parameters of the web service invaked), receive ar the on message part of pick.
This is to determine whether visibility-restricted information returned by the web
service is kept inside the security domain and is no! sent outside via one of the
activities invoke (within an outbound parameter) or reply.

For case 4, only invoke (with respect to the outbound parameters, ie. the input
parameters of the web service invoked) and reply need special attention to check
that the restricted input parameters of the particular web service will not be used
at all (le. written 10 as indicated by the entry w). Cases 5 and 6 are similar, since
with invoke (with respect to the outhound parameters) and reply informaton flow
analysis is required to determine whether the restricted use of values is obeyed.
With case 5, information flow analysis related o the values writtm to restricied
outbound parameters is required (ndicated by entry IFA{w)). whereas with case 6,
amlysis is required with respect to the sources of such velues (indicated by entry
IFA(s). s

As indicated in Table Il, analysis of information flow has to embrace assign
activities to ohserve the movement of information within the business process, If
processing such as caleulation or string manipulation is performed within a BPEL
seript using language canstructs imported from, for insmnce, XPath (Berglund of af,
2005), it has to be analysed that no restricted information is involved, or at least,
that results from the processing is not used in a manner violating the security
palicies. Since, allowing such kind of processing an restricted information could

241



Copies of Own Publications

IMCS
152

124

caiuse obfuscation of information fiow, thereby oomplicating the enalysis of
information flow considerably, as a matter of precauton such processing should be
generally considered incompatible with security palicy, independent of the further
use of its resulls,

As specia] cases, use of visibiliry-restricted information gained from web services of
case 3 in the activities wait (with respect to duration), throw (with respect to exception
thrown), exit (with respect to condition for termination), switch (with respect to
definition of cases), while {with respect to loop control), and pick (with respect to
timeout interval) also turns out to be security-relevant as shown in Tebles IT and M.
Thereasonforﬁusxs.umdefmmganyofdmtumsuﬂumdmparmmens
dependent on ns'hﬂlry-resmcted information could be exploited to circumvent
restrictions implied by security policy. For instance, if the wsxblhr} -restricted
information 7 is used w controi the amount of loop cycles in a while activity, pro same
externally observable behaviour such ag sending a message to an external web service
from within the loop body could be used to circumvent the visibility restrietion en /. In
this way, an external ohserver would be able to count the numbers of such messages
and to deduce the value of 7 from this observation. However, revealing / to an external
observer in whatever manner would violate the security policy restricting this
information from being disclosed outside the domain. Therefore, use of
visibility-restricted information for flow control purposes also needs special
attention during compliance assessment of BPEL.

Research prototype

Using the rﬁulmdtheanalysispresmmdhereinw\jumﬁon with a schema for
defining security policies in terms of allowed and disallowed semantic patterns
identified above as security-relevant, a research prototype has been implemented as
prmfdmmrpLﬂussﬂmmhnsbcmdsmbcdmdmdmamthcrpapaofth:
authors (Fischer ef al, 2007). The BPEL script to be checked and the security policies
defined using this schema are input to the prototype. Furthermore, the WSDL
definitions (Chinnici 7 af, 2006) of all web servioes addressed in the BPEL saript under
consideration have to be made available 1o the prototype. Without executing the BPEL
script, the prowmtype inspects it step by step to ensure, that the restrictiona specified by
the securily polices are obeyed. If any viokation is detected, the program stops its
nnaly:ns and returns a fail verdict It also indicates the location i the BPEL scrip
giving rise o Lhis verdict togelh:r with the seamity policy implied restriction violated
at that location, If the inspection is mnpleled without detecting any violation of the
security policy, then the protutype assigns a pass verdict to the BPEL seript.

Before the checks with respect to the different kind of restrictions as indicated in
Tables I and NI can be performed, the declaration part of the BPEL seript being
checked is analysed o get'information about web services potentially invoked during
execution, the message types used in such invocations (as defined in the corresponding
WSDL saripts for the particular web service), and the variables and their respective
types used for storing results from and passim values o web service invocations.
Furthermore, the searity puh.cy defined using the aforementioned schema is parsed
and the infarmation contined in it is stored as an internal representation of the
security policy for further processing.
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After completion of this initial step and smnng the information gmmd during Security-relevant
this stage, the prototype Strts o amalyse the activities of the BPEL script. Each semantics of
activity encountered is treated separately by the prototype, perfarming the spedific BPEL
checks and actions associnted with each type of BPEL activity. While stzpping
through the process part of the BPEL script, the prototype simultaneously
performs forward and backward information flow analysis as required for the
semantic parterns encountered during the analysis Further demils of the 125
processing performed for the different BPEL activities are described in the above —mmmmm
mentioned paper (Fischer et al, 2007).

S.m:e,uuspmmtype:smmdcdasapmufufconmpt.mﬂysrml] BPEL scripts
mcduding comparatively simple business logic have been used to show that the
architecture and algorithms used are suitable to deteqt possible violations of the
security policy. Though, in principle, the viability of automatic compliance assessment
could be approved this way, before using these algorithms for real-world applications,
more thorough tests with larger BPEL scripts comprising more complex business logic
would have to be perfarmed.

Conclusions and further work

Our analysis of security-relevant semantics of business processes defined by BPEL
scripts has identified security risks associated with particular constructs of BPEL in
camjunction with various types of security policy-implied restrictions on the use of web
services, herein called semantic patterns. The results of this analysis can be used to
specify seaurity policies applicable to cross-domain defined BPEL scripts in terms of
such parterns. This way, assessment of compliance with local security policies of
business processes defined and executed in a distributed manner can be facilitated.
Since, assessment become suitable for automatic processing as has been shown by
implementing a research prototype described briefly above and in more detail in
anather paper of the authors (Fischer et al, 2007), security issues arising from applying
BPEL for cross-organisationa] development of business processes may be treated
satisfactorily thereby fostering acceptance of exploiting multi-platform capability of
BPEL this way in practical applications.

Further work will be dedicated to improving the research prototype and expanding
the field of application of the results from this research to other areas beyond business
process management where similar circumsianoes with executing scripts written ina
standardized process definition language prevail One such area could be grid
computing where BPEL can be used for orchestration and choreography of grid
services (Tuecke ef al, 2003) in order to define grid processes.
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Abstract

This paper presemas an approach o security policy
enforcement with collaborative business processes defined
ursirg BPEL and deployed acrass enterprise domain boun-
darles for execution. The assessment of complionce with
security policies ai the location where @ BPEL script is o
be executed U3 faciliared by re-forvwdating the securlyy
policies with respect to the potentiaol of viclation inherert
in BPEL The resulnd of an analysis of the securiny-
relovant semarticy of BPEL-defined businets processes
condiucted for this purpase Indicate the paramount role of
injoroution flow aralysis In business procecey. Based on
these results, the paper propases an XML-bawed schema
Jor specifiing security policies for cross-organisciional
businees processes that allows for automatic checking of
BPEL scripts for compliance to these rmrﬂy poﬂclu.
The paper also introduces a protetype Imp o

1. Introduction
Defining bust e on tp of Web services
huevdvadn-prmmg-mchwmpewuhwqw-
rememty for high flexibility end short time-to-market in
current business process environments [19) Web Sar-
memsPrmEnu:nimhngu:;e(WS—BPEL)
[2), usually abbreviazed BPEL, is idered to be the
de-facto sandard for Web sarvice campesition
[15,10]murdumdnﬁnebum=npnm: The nature
of being o dandized definiti for businesy
prmu.bunslblcmbcnmcdmwmnlpmhm
is panicularly usefil when callsborative business pro-
cesses sparming severn! enterprise damains are specified.
One aspea of BPEL being multi-plarform ensbled
scems oot o kave found its way into practical appli-
ction: Employing the fact that business prooesses
defined (his way are eble to perform on scveral platfirms

an auipmatic complionce check thar qpproves the
feasibility of the method for practical application in
securlty policy erforcement,

Keywords

Colishorative Busi e P
Execation Langmge (BPEL). Security Policy Enforce-
mem, Information Flow Anslysis, Semantic Analysis,
Web Services, Saviee Oricnted Computing (SOC)

makes it feasiblo to define aross-organfsational business
processey at one toction, for instmce cne enterprise, and
execute them a1 a different location, for insence 8 second
enterprise.

Howewver, security tssucs involved in this way of using
BPEL-dcfined business processes impede  practical
application of this spproach. In particular, the uncertainty
sben the semantics of remotely defined BPEL scripts,
particulerty with respect to their camparibility with local
socurity policies, gras in the way of cxeasting them af s
forcign locxtion. Being able to &s333 (in en casy, end
preferably amtomatic, way) that the scmantics of such
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scripts comply to local serurity policies, eould foster fim-
ther eaploitation of BPEL &y 8 stmdard by allowing ro-
motely defined seripts being executed without jeopar-
dizing security requirerments.

In this paper, we propase 8 method of defining security
policics in terms of security-relevam semantics inhaent io
BPEL. This way, the comparison between security
policics snd BPEL scripts is fecilitaied smch thet en
assexsment of campliance with these policics is enabted to
be conducted automatically, It should be noted that the
term “compliance” is always used in this scxse here. The
paper also describes 3 research protorype thar bas been
developed for approving the feasibility of automatic
assessment of BPEL seripts based an this approach. Siee
the assessment can be performed pricr to execution of the
BPEL scripts, the method appears to be well<suited to
suppant effective security policy enforcement in the
context of BPEL-defined collaborative business processes.

2. An SCM Example for a Collaborative
Basiness Process

In Figure ], s example fram the area of suppty chain
management (SCM) is shown that will be used to illustrnte
the security issues arising when remotely defined BPEL
scripts ere being deployed across enterprise domain boun-
daries.

The application context of the distributed business
process depicied in Figure | is the order processing of &
cor munufechoer ordering gemrboxes or components
thereof from e gearbon manufacturar wha, in tum, arders
components fiw gexrtomes from different seb-mmppliers,
rwo in this caample. .

The business procesy is g1 up in a senvice-ariented
computing (SOC) envil whee all functions used
for the application are provided as Web eervices and the
compaosition of Web scrvices is acoomplished using BPEL
for the definition of the controlling workflow. In such a
context, BPEL scripts do not need to perform any kind of
dxia manipulation or data processing on their own. Since
BPEL doess nm provide any lznguage constructs for
paforming  data  manipulations, constructs of other
languages such as XPath [4] would have to be imparted
far these purposc anyway. Since in a service ariented
application contex afl data processiag czn be kept outside
the controlling BPEL scripts, it és assumed that the BPEL
scripts  considered here only make use of clements
imparted Grom XPuth, if any, in expressions specifying
conditions for flow control pumposes not implying any
data menipulation.

686

2.1. Deseription of Example Business Process

In this example, & controlling BPEL script is executed
i o system of the gearbax menufecturer defining a con-
trolling business prooess denoted by cortrol in Figure ).
An aorder process of the car exmufacrurer that may itself
be 8 Web service or 8 BPEL-defined business process in-
vokrs the Web service offied by the conrod process a
the gearbox manufactures providing & list of gearbox
components to be ordered by the car manufacturer. Be-
fore placing an order, the car manufachorer expects a
prico offer accompanied by n commitment with respeet to
the delivery date.

Figure 1: Collaborativa business process
example

The control process invokes o check stock Web
service far checking the availability of the ardered items
in stock. For this purpose, the list of items to be ardered
is passed to this Web service. After checking availability
w stock, the check srock Web gervice retums two lists of
items that are to be ordered from sub-supplier 1 and sub-
spplicr 2, respectively. Togethar with these lists, a trens-
action [D for the arder in progress and the credentials
required 10 inveks the respective Web services of the two
sub-euppliers arc returned by check stock.

Upan receiving the response of check stock, the
conrol ocess invokes the price guaration Web services
of the sub-supplias end provides the respective list of
ittms to aach of them To get access to those Web
services, the credentinls retumned by check stock &re used
by the controf process. Of course, cach Web service of
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the sub-suppliors requires its own st of crodentinls.
Tharefore, the control process bhas to provide the proper
instance of credentials to each of them.

After checking evailability of the items on the respee-
tive lisy, each price guarmion Web service reums s list
augmented by prices and availability oo stock or dates of
delivery. The conatrol process then invokes 8 cafcalote
offer Web service of the gearbox manufacturer to prepare
an offer for the car mamdacturer. For this purpese, the
conzrol process passes the augmented lists returned from
both sub-suppliers to the eafenlore offer Web service
together with the transaction (D that was retumed to it
before by the cAeck srock Web service.

The calculate offer Web service uses the transaction
D to identify the proper arder request of the car manu-
fecturer and to find the information refating to this order
in the data base of the gearbox mamufacturer provided
there by the cherk stock Web service For mstance,
information ebout items found to be svailable in stock and
potentially reserved for this order by the check stock Web
scrvice could be identificd by the caledaze offer Web ser-
vice in the course of its processing. Finally, the offer is
returned to the controf process and will be passed to a
check offer Web service of the car menufacturer, This
Web service will return an ‘OK or Reject’ response to the
control process after having checked whether the offer
would be scceptsble to the car manufactorer.

The response from the check offer Web service is
passed to an erder completion Web service by the control
process. Depending on the type of rospense, this Web
service either completes the order processing within the
gearbax menufacturer if the response was ‘OK” or discards
ail intermediate information such as itons reserved for
this transaction [D if the response was Reject’.

After the arder completion Web scrvice bas terminated
its task, it refums a comresponding result W the cortrol
process thas, in tum, provides this resalt to the order Web
service of the car manufacturer as a response to its own
invocation, thareby completing the workflow ef this
business process.

Faor the purpose of our disarusion we suppose that the
control process could be specified by the car manufacturer
&3 o BPEL seript and sent to the gearbox manufacturer for
exeaution. Reasons for doing 50 could bo the ability to
better adapt the order processing with respect to commu-
nication requirements between the car manufacturer and
the gearbox manufecturer end to react {aster o changing
requests concerning the workflow on the side of the car
manufacturer. However, unless the security issucs relnted
with this approach as discussed in the next section coutd
be solved mtisfactorily, the gearbox menufacturer would
pot aceept this remotely defined BPEL script for execu-
tion. It should be noted that the deployment of the BPEL
script for remote execution end the roquired assexsment

for complimce with local security policies constitutes &
workflow of its own not depicted in Figure 1.

22, Security Policy-Induced Restrictions in
Crozs-Organisational Business Process Execotion

When the controfling BPEL script is brought in fom
the car manufacturer for exocution in the domain of the
gearbox manufacnrer, the processing performed by the
controlling business process will be subject to several
restrictions derived fram the security palicies of the gear-
box manufactura.

These security policies may mandate that the list of
items thot ere not in stock end, thaefore, have to be
ordered from the sub-supplicrs may nat be discloscd to
the car manufacturer and the respective campeting sub-
supplier for strategic reasons, The same will bold for the
credentials required for granting acoess to the price quo-
tation Web services of the sub-suppliers. This infor-
metion may only be passed to the respective sub-supplier,
tant neither 1o the competing sab-suppliar nor to the car
mumufacturer for obvious seturity reasons

Other restrictions in the example of Figure | may
require thai the list containing prices and delivery dates
for the items to be ordered returned by cach of the sud-
suppliers has to be passed unmodified to the calealate
offer Web service, the respective souyee of the lists may
aot be confused in order to allow for proper calculmtion
of an offir to the car manufactura, and, finally, this
information may elso not be disclosed to the car
menufacturer or the competing sub-supplier. Further-
mare, it may be required that the offez containing prices
and delivery dates retumed from the calcelation Webh
service is passed to tho check order Web scyvies of the
car manufacurer withon eny modification in arder to
prevent ornipulation of this offer.

3. Seccurity Issues with Remotely Defined
BPEL Seripts

As can be seen from the firegoing discussion, many
restrictions reftr to pon-disclosure of information passed
berueen Web services within the coarrol process to
destinations outside the domain of the gearbox manu-
facturer, in perticular to the car manufacturer. The latter
restriction is of special imerest given the fact that in our
cample this very process is defined by exactly the car
mapufacturer who is restricted to got some of the
information handled by this process. Qther restrictions
mzndatz that the values passed to 8 Web service originate
from a particular other Web service,

Access control to Web services (eg., [1,7]) snd in
perticuler role-based scocss control (RBAC) [10,21] moy
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only cover part af these resrictions. When addressed by
accesy control means  alone, enforeement of non-
disclosure of information outside the local domain woutd
imply that access to the particutar information woald not
be gronted to any principal cutside the local domsin. In
our example, the car manufactirer residing outside the
local domain of the gearbox manufectoyer and, as a
cansequence, also the BPEL script defined and mvaked by
the car manufachrer, would oot be grented access to
visibility cestricted information tus preventing the
control process of our example being remotely defined
and deployed by he ar manufactura.

Relaxation of eccess restricions such as granting
accesy pravided the values passed to 8 Web service come
(rom a particular source, for instanoe values retumed Gom
a specific Web service, require information flow (in back-
wards direction) to bo considered for making decicions
upon graming access or not Thus, information flow ann-
tysis has to be spplied in addition 1o purely accesy control-
ariented approxches, in ander to cope with this kind of
resrictions.

Restrictions with respect to visibility of valacs returned
from a Web service ere also not covered by access control
measures alane. For this purpose, information flow (in
forward direction) has to be anatysed, which means the
future usc of the values returned bas to be taken into
consideration.

With the approach propased in this paper, these restric-
ticns doived from the security policies at the location
where 8 remotely defined BPEL script will be executed
can be enforced using the methods proposed, including the
restriction that the author of the BPEL script is precluded
from getting knowledge about information bandled by the
business process he hes specifiod. At first sight, this may
soem to be a restriction contradictory to isdf

The scourity issucs arising when remotely defined
BPEL scripts are 1o be executad can be condensed into the
following questions:

* Wil the business process defined by the remotely
defined BPEL script comply with the local security
policies of the executing domain?

s Which acoess privileges are required in arder to grant
eccess to the business process defined by the BPEL
script (to possess the proper privileges for accessing
the resoarces, io particular the Web services, encoun-
tered in the course of its execution)?

The second question is eddressed by research conside-
ring access control [16,20], even though not necessanily in
the context of BPEL script execwtion [14]. The first

ion, howeva, is cornparatively nove! since execution
of remotely defined BPEL scripts is not aurently in
widespread practical wsc and, thaefore, security aspects
inherent in this way of using BPEL have no received

significant stention in prior research (11,12].
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4. Related Work

In the context of seaurity considaztions of Web
scrvices, eccess cantrol related nspects play a centrad role
and, therefore, are wel) swudied (e.g. [3]. Research has
also been dedicated to access control with respect to
businesy processes. In relnted work, Koshutwnski and
Massreo [16) eddress acoess control issues of businesy

processes defined by BPEL scripts, in particular the
problem cl‘pmndmg the required evidence of possessing
the proper privileges a1 the right time to the right
place during execution of @ business process.

Peng end Chen [21) proposc an examsion to con-
ventional RBAC modets called WS-RBAC, in arder to
incorporate Web services and business grocesses on top
of them. In their epproech, Web servioes are subject to
access conool in place of common system resources in
conventional epproaches. Business processzs and enter-
prises are clements in their WS-RBAC mode! making it
tuimble fx spplication fo collaborative business pro-

lndhu-rdnﬁ!wwkond!msda[ [20) investigate
access control requirements of BPEL script-defined
business processes. By extracting RBAC modely from
BPEL scripts, and conventing BPEL language constructs
in a format suitable for 8 particular RBAC software com-
ponent, they provide an automated tink of sccess control
enforcement into business provesses defined by the BPEL
Kripts.

Algctrnic md langusgo-based epproaches, net dedi-
cated spexifically o Web services, address the relation of
programs and programming lmguages with security
policies [8,13,17,22,29,31]. From their point of vicw,
these papers are comparable with the scope of our re-
search, albeit from a theoretical view. Approaches re-
quiring for analysis purposcs, that &l programming logic
is expressed by algebraic formulations such es l-calculus
(e.g- [17]) mzy be of limited use in the field of business
processes considering the program size of the platform
running such business processes. Howevez, some insights
from these theary-oriented papers might be of interest
also in this field. For instance, Sabelfeld and Myers [22)
paim out that with respect to information flow, static ena-
lysis being superior to dynamic enalysis as il considers ell
possitle exeantion pmths of a program while dynamic
analysis considers only one instance of program exe-
cution. They also explicato the potential existencoe of so-
called covert channels gnd emphasise the difficulty to
detect them during information flow analysis. Covert
channcls denote mezns of information trmnsfar that
exploil mechenisms not primarily intended fhr infhrma-
tion transfer such as the number of iterations in & loop to
leak information via extemnally observable program
behaviaur.
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Other refated work proposcs runtime monitoring es o
concept fiw szcurity policy enforcement [23.28) m mobile
or untrusted oode, Since these spproaches require eccesy
to Java byte code [28] or the program code a1 system level
[24,27), they might also be of anly limited cse for being
applied for amlysing BFEL scripts and the business pro-
cess defined by them (since neither Java byte code nor
program codo o1 systen level is avnilable for insgumen-
mtion or monitoring ot the tevel a usiness procesy is
execnted on 8 BPEL-enabled ptarform).

Ouwr spproach, as deseribed in [11,12), tries to keep the
assessment of complimee and the methods for analyxing
security-relevant sementics of BPEL scripts as simple as
possible, withaut requiring profound skills in special
formalisms such as algcbraic formutation of programming
logic. The methods proposed exe based on technologry and
methods well-known to developers of Web services and
business processes in order to be comparatively easy to be
applicd and, Grerefore, could be attmctive to be adopted by

invalved tumed o to be subject to visibility restricticns
(class 3) as discussed above. Also, inptn parameters of
Web scrvices restricted to thelr values coming from
specific sources (class 6) were found in this cample,
eg.. the list of items passed to the price gzotation Web
services of both sub-nuppliers had to be the lists destined
for the respective sub-supplicr retumed by the check
stock Web service, Web service paremetors of ctass 4 snd
S did not ocour in this exanple, but simationy when such
restrictions may occur are easy to imagine. For instance,
the Wcb scrvice calewlate offer could be augmented to
camprise cac or scveral further input parameters that
force price reduction in ordar to provide special offers.
Such input porameters could be of class 4 when 8 BPEL
sTipt sem from the car ourufacrer would be allawed to
invoke this sugmented Web service. Ore of these new
inpu parameters coutd indicate a scale of discoun, for
instance, ranging from | to S, with 3 leading to the
highest rebats. A BPEL script from the car manufacnarer

practitioners in this fiedd.

&, Schems for Security Policles Adapted to
BPEL Script Execution

One busic idea of our approach to enforcing security
policies with sremotely defined business processes is
oxpressing the restrictions resulting frem them in such &
way that checking of ¢ BPEL script for compliance to the
security policics is reduced to searching a BPEL script for
particutar patterns that have been identified befarchand to
be security-critical. This epproach is aiming to allow as
much fimeticnality es possible for remotely defined busi-
ness processes without jeopardizing the security palicy of
the domain executing these processes.

Based on the resuhis of en enalysis of BPFEL as a
specification tmgunge for its potential to define seourity-
critical behavioor, set out in & former paper of the anthors
{12}, security policies can be spexified in terms of pre-
sence or absenee of such patterns in 8 BPEL scrip (1) 1t
turns out thit combinations of Web cervice invocations
having special kinds of eocess restrictions impesed on
their pammeters with certain language constructs of BPEL
form the patemns that have to be looked for when asses-
sing o BPEL script for complinnce with gecurity policies.

To allow for beticr undastanding of the schems for
security policies presented hare, we summarize same in-
sights from our formes papers [11,12). We bave identified
sia classes of accexs restrictions to Web services as a
whole or to their parameters induced by scourity policies
that we described in Table 1. Unrestricted aocess to a Web
service (class 1) is included for complaeness though it
does not represent ey actil restriction. In the example of
Figure |, scvernl parometers returned by the Web services

6a¢

could be restricted to we anly one of these values (e,
value 2), thereby obviously representing an example of 8
class § type of restriction.

Ctass Dascrigtion cf Restriction

) w:_:nuﬁeg-ibmmiadmnnumarm
of inforration offered
Wb eervice with ramias] sccess, le., Web
pervice et i oot 1o be Ercked ot 2]
\bcbmzmmmhdd-huyuh-d
3| et e iblo via theao

rron allowed to he cxorried anrtide cxremt dowroing
wamummmadmm hess
{rront parametery ity Gl klbowed 1o be wierd ot af]

Web servics parameors with resricted set of valoes allowed
3 |in wnts acee them icpot parametens oy aoly be taed
wich purticuter valvey
Web service poixaetas with values O WIS acceys resncted
6 | pecific soortes; B Ghese bnpat purametens ooty values
from perticuler origing may be nsed

Table ¥: Classes of Wab aervice acceas

_ restrictions [12]

In arder to moke the specification of securiry policies
better suited for the assessment of compliance, the secu-
rity policy will be expressed in terms of Web senvices
ellowed to be inveknd et ail by mxch a DPEL script and
the restrictions indnord by this security pelicy [11). The
result of re-specifying security policies this way is called
s secarity policy statement (SPS). For cach of the Web
services indicated in an SPS, the restrictians with respect
w0 its input and outpn parwmeters will be stated in tams
af the clusses 3 through 6 of Table 1.
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Cxpa®
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CuArestitistIaterssdiie > ... Cfumsesirisiintecnaliinr<

<Earesirictbxiernaliys? ... </untvetrielintsrmallfe>®

<ager

Listing 1: Overall XML structure of SPS

As already proposed in [11], the SPS should be sped-
fied in 0 machine-processible form. As also being wsed for
BPEL scripts and WSDL (6] specifications of the Web
services invoked by them, XML scems to be a good
cholce for also specifying SPSs.

For our prototype implementztion of the asmssment
procodure, the XML ach in Listing | has been used for
specifying an SPS [15). For bettr roadahility (and
because of lack of space), the schema is depicted hare in
m BNF-like formar imstczd of using XML-Schem
[5.9.25) in the listings. Thetefore, an asterisk sign (°)
behind an XML clement indicates that zero, ane or more
occurrences of that elemen being allowed at this place.
Similarly, 8 plus sign (+) behind an XML cloment means
thm one or more occurrences are sllowed Finally, s
question mark (7) behind en XML element identifics en
optional element that may occur once or may be sbsent.

The clement cdaaain-refs> indicates the dormain
defining the BPEL sxipt and the domsin where il isto be
executed in the atribules remoteDomain &nd local-
Doaain, respectively. The application comtext the SPS
relates to can be specified in the attribute <localippl -
Context>, For instance, for the car omnufacturer m
Figure | a different set of security policy derived restrice
tions coutd apply if he would also be entitled to remotely
define business processes in the context of commmnicating
omgruction plans for ncw gearboxey with the gearbox
manufbcturer,

‘The clememts <owsres> tnd <iwsrs> denote restric-
ticns with respect to external end internal Web services,
ane clement for each Web service indicated Similarly, the
dements amrestrictinternal¥e> and
<unrestrictBxternalWs> denote unrestricted external
and intemal Web services {class 1), respectively.

In Listing 2, the structure of the clement <oware> is
depicted. The clemem «<twsra> has o similar internal
structure. The elemen! <oparation> denotes e name of
a Web service operation and indicatey the comesponding
port type by o URL The «<ioput> md <output» ele-
ments indicate restrictions to the corresponding type of
Web service parancters, ane for each type of message a
Web sarvice operation is able to reodive or send, ro-
spectively.

690

LR A»
<erparsiion aew="epersl iy
periTreee EAIxlPerllyps> ...
<impul> ... <SLagutde
<omigmir ... <femtpat>
CJersre>

Usting 2: Extamnat W3 restriction statement

From Listing 3, the structure of the clement <icpot>
con bo seen. [t coctains indications whether all input
parameters or anly particuler ones are source resiricted
(ctass 6). If so, the required originating Web scrvice(s)
for a value to be allowed is indicatad in one or mere
«<service> clement(s) conuined in the <mource-
Restriction> clement More than one such ariginating
Web scrvice may be indicated to allow for eltermnative
sources.

If oon all, bxn only specific input pzamcters are
restricted, this is indicated in the cpart> clement coo-
tained in &0 <input> clement. Agein, it may bo indicated
whrther w oput cntined in the message
representing the union of all inpul parameters of 8 Web
sarvice is source restricted or not (class 6). If so, the
<part> clement in turn containg an cleent <scurce-
Restriction> (not indicated in Listing 3) with the
s2zme intm) structure as discussed sbove for e
message level,

<iRPOL S 2sAge-"WEssAgeNmmn
ssurcelestrictags‘irus(false’t>
Spsurcelastriction>?
<ssrvice purtType=tllsfPortIype*

<lepeistion>

aparaliane"apuTatianiamac /s
<feauroseatrictisn>
<part mame="piriifass’
msnyoslasiriciess"trusitalss’?
disallswed="trus|falss*?
salnsfiestyictad="trus|false’ >

<valnssstsictian>?
<permittaq@aloe> ...
<fuslnsRastrictian>
<j/part>
</ingut>

Listing 3: Input restrictions of Web sarvice

In sddition, a1 the part level there is an optional
indication (vin attribute disallowsd) whethar 8 specific
input parumetey may oo be used (class 4). This in-
formation is not provided on the message level, that is,
for oll input parameters a1 once. Such a shartzut for in-
dicating class 4 nsrictions for all input parameters has
not been recognized gs being required in the schama, It
should be noted that having clasy 4 restrictions for afl
input paremeters is not equivalent 1o a class 2 restriction
for the Web savice es a whole, Thae may be cases,
where it is forbidden to pass eny value with a Web
sarvice invocation, but still the Web service i allowed to
be invoked (without passing any vahus to ii).

</permitted¥alners
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Furthermore, vin the attribute valoeRestricted it
can be indicated at the part level that a specific inpa
parameter may only be osed with certain vatues (class §).
The pormitted values are specified in one or more
cpammittedValues eloments contained in the element
cpart> Obvianly, the indication of value restriction is
only sensible at the pant leved, since the permitted values
have to be specified scparutely fbt each input parameter
offocted by o class 3 restriction.

To conclude the discussion of the XML schems for
SPS, the structure of the clemmt <output» is depicted in
Listing 4. Similar to the indication of source restriction in
the <input> clement, visibility restriction may be
indicated on the message level and en the part level via
byl visibilityRestricted Af 2 special aase,
visibility restriction may be relaxed o cope with te
situstion, in which one or acvers] domains sre allowed to
see en otharwise visibilityrestrictod vatue.

An exxmple for such s refaxation is the lists of items 1o
be ordered from the sub-suppliers in Figure 1. These lists
have their visibility restriction retaxed, snce they are
visihility restricted to all externn] domains except the
specific subsupplier the list is intended far.

<outPput MESNAG~"marsagelam"
visibilityRastriatad="trus |Talas"¥>
<targetRalaxstien>?
Climain uSee—8amaiBlnE® />+
<ftargetBalaxatisn>
cpart nsmps‘gayt¥ame*
wvisibilityRestrictade'Lrus|fales"?>
</part>e
</eutgut>

Listing 4: Output restrictions of Web service

The relaxation of visibility restriction is indicated by
the clement «targetielexation> contuined within the
contput> cement and contains one of Mot cdonain>
elements to indicate the domain(s) to which the output
parameter may exceptionally be passed. Similtar to the
<ingut» clommt, scparate parts of the output message,
that is, specific output parameters, could be indicated a3
being visibility reswicted in ane_or more cloments <pare>
contaned i the coutpues> dement IF target refaxstion
applics to specific pans, this is indicated by <tazrgec-
Raloxaticn» elements contined within the cpart > ele-
ments and specifying the domain{s) to which the para-
meter may be passed. The structures of ctargetRela-
xaticn» elements are the same at message level and m
part levdd. Therefore, the optional «targetRelazations
elemen included a1 pant level is oot shown in Lining 4. It
shou!d be noted thay visibility restriction does not spply to
the locnl security domain where the BPEL script is to be
cxecuted Therefore, this domzin will never be indicated
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in & <domain> clement within the clement <targat-
Relazations,

Once the security policy has been specified in such a
manner, the process of assessing compliance to the re-
sirictions imposed by the security palicy for a particuter
partner domain can be performed amomatically by par-
sing the BPEL script and the SPS in pamilel. This is
described in mare detail in the next section.

6. Security Policy Enforcement Based on SPS

As slready mentioned, the procodiure of assessing the
complimce of 8 remaotely defined BPEL script with the
seeurity policies will be performed prior to the execution
of surh 8 BPEL script. This procedure can be considered
a check point in the sense of sccurity patiams [22). An
enalysis performod for this purpose has shown that none
of the activities (i.e., the tsnguage constructs of BPEL for
specifying the logic of a business process) is on its gun
of any releveace with respect to potentis] violntions of so-
curity policies [12} Only the combination of BPEL
activitics with Web services and the values passed to and
received from them can exhibis any behaviour that might
be in canflict with security palicies.

Therefore, the analysis considers the restriction classes
of Web services inveked by a BPEL script in conjunction
with particular Lnguage constructs of BPEL ocoring in
o BPEL script.

Aspects of security policies resulting in completely
restricted access (class 2) for onc ar several Web services
can casily be enfarced by looking for invocations of these
Web services in a BPEL script If no such invocation s
present in o BPEL script, then the script is compliam with
th';ﬁ&mty policicy from which these sestrictions

If 8 restriction with respect to the use of particular
imput parameters (class 4) are o be enforced, this can be
achicved by checking thzt in invocations of Wb scrvices
comprising such parameters, the specific parameters of
class 4 are not used.

The remining classes 3, 5, and 6 require more de-
tailed analysis of e BPEL script in arder 1o enforce se-
curity policies retulting in sich restrictions. 1f restricted
visibility of same Web service paramcters (class 3) is to
bo enforced, then information flow analysis as to the
further o3z of these parnmetsrs efter the invocation of
Web servioes s roquired. In order to aveid information
teakage, the information returned by class 3 parameters
must not be used in mesages destined (o targets outside
its perminted visibility domain. As a mininmum, the visibi-
lity domain comprises the security domain where the
BPEL script will be executed.

Our enalysis of securify-relevanl semantics of BPEL
[12] further has shown that in order to awoid coven
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channels (22] 23 explained sbove it has to be cnsured, thn
visibility restricted information is not used in cermain
langunge construces of DPEL, for instznee to define the
duraticn in & wait activity or for loop congal in 8 while
activity.

Restrictions as to a set of permitted vatues for input
parametzrs are either comparutively easy to be mssessad or
czn not be essessed at af! during en analysis prior to
cxecution. If constamt values are used for those parn-
meters, compliance assessment is possible and may be
readily performed since the values of tho constants used
ere known in the BPEL sript. Otherwise, if valuoy ro-
umed fram Web sorvice invocations arc used for inpuwt
parameters of this class, @t is, in general, not passible to
decide in & presexcontion malysis which values will be
reuumed. Therefore, assessment of compliance with class
5 restrictions in combinmion with dynzmic vatues
retumed fom Web service invocations cam coly be as-
complished if these parsmctans erc treated as clasy 4
parameters in this situation,

In orde to enforce security policies resulting @ restric-
tdons of the sllowed sourts of values wed 23 input
parameters (class 6), information flow anatyris con-
sidering the history of o varimble used for this purpoeso is
required. This means, the source of a vatue used a3 input
parameter of class 6 has 1o be derormined by analysing the
information flow from the peint of invocation backwards.
In this analysis, ull sources that the current value o the
time of invocation could come from have to be taken into
consideration. Therefore, al) actunl parallel fows as speci-
ficd by the £low sctivity e3 well as all potential pamiiel
flows as in the switch end pick ectivities have to be
considered in backward information flow analysis in erda
to determine where a value coald come Eom.

The prototype performing such a process of gssessing
compliance of a BPEL script with security pelicies has
been implemented using Java {15]. The BPEL soript to be
checked and the SPS defining the secerity policies ore
input to the pratotype. Furthermare, the WSDL definitions
[6) of 8} Web services addressed in the BPEL script aode
cansideration have 1o be made ovailablo to the prototype
Without executing the BPEL acxipt, the prototype inspects
it step by s2ep to ensure, that the restriciions specified in
the SPS are abeyed. If eny violation is detected, the pro-
gram stops ity enalyxis end returns & fail verdict, I alsn
indicates the location in the BPEL ecript giving rise to this
verdict togethar with the restriction in the SPS vialated at
that tocation. IF the iaspection is completed withow detee-
ting any violation of the SPS, then the prototype assigns »
pass verdict o the BPEL seript.

Before the checks with respect to the diffcrent kind of
restrictions  described above can be performed, the
declaration pant of the BPEL script being checked is
enalysed to get information sbout Web services poten-
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tially invoked during execution, the message types used
in such invocations {as definad in the comresponding
WSDL ecripts for the panticutar Web service), and the
variables and their respective types used for stefing
results from and passing values to Web serviee
invocations. Funhermore, the SPS is parsed and the
information contained in it will be stored in instances of
Java classes thus forming ap internal representation of the
SPS for firther processing.

After campletion of this initial strp and storing the
information gained during this stage in instances of Java
classes defined for this purpose, the prototype starts to
enntyse the ectivities of the BPEL script. Each activity
cooountered is trexted separatety, performing the specific
checks and ections associaied with cach type of BPEL
ectivity,

As = oample, the teatment of 8 Web service invo-
cation will be dooibed in fwther detail. As this
treatment is the most complex one in the asscssment
since all types of restrictions may apply, describing the
steps performed here gives an overvicw of the actions
performed by the prototype with any BPEL activity.

Upon encountering an iawoke activity, the prototype
determines the Web service invoked and looks up the
internnl representation ef the SPS for the information
present therein for the specific Web service.

if the Web service is oot foand in the SPS, the pro-
cessing stops beconse invocation of 8 Web serviee pot
defined in SPS as being aflowed represents a violation of
the security policy. It should be noted that for every Web
scrvice that is allowed to be invoked an entry in the SPS
has to exist.

If the Web service i3 found in SPS, the restrictions
defined there are copied for firther use. Since the cwput
parameters of 8 Web teyvice invocation are stored in a
variable deflned in the BPEL script, the restricticns con-
tained in the <output> clement corresponding to the
particulns Web service are stored i the instance of the
Java class representing this variable. Alng with the re-
strictions, the UR] of the Web service invoied is stored
in this variable for potential lxier use in validating paten-
tial gource restrictions {class 6).

Usually, this process of storing the restrictions fby the
output part of a Web service in the varinble receiving this
outpul will ovaride the information stored there with
former yses of this variable in Web service invocations.
However, if the Web service invocation was found in o
(sctual or poeentizl) parallel Qow (Le., within 8 flow,
switch, ar pick aclivity), then the information does not
ovaride the information already stored there. Instead, the
information o be stored in the variable is tabelled with a
hierarchical flow identifier cmbling simultaneous coftec-
tion of information related to afl potential parallel infor-
mation flows. This way, the backward information fow
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mmalysis can use the restrictions from all farmer parafled
information flows. When information fram parallel Qows
is presant end the seme voriable is re-used 8s container for
the outprat of & Web service. the hierarchical flow identi-
fiers stared with the information has to be considered to
decide which pant of the information to override and
which to keep,

The varisble used as input message to e Web service
invoked is enalysed with respect to the accumnulzated re-
strictions abready stored in it This way it is checked whe-
ther visibility restriczed (ctass 3) information is contzined
i the varisble to detamine whether conflicts with those
restrictions would occur by passing this information to the
aurent Web service,

In the cxse, ctass 6 restrictions are present for the inprt
paremeters of 8 Web service, the origin of the information
contained in the variable will be used to assess compliance
or detect potential non-compliamce with these class 6
restrictions,

Similar processing a3 with the input and outpua pars-
meters in an Lnweke activity applics to the reply and
recsive activitics (and the recciving pants in 8 pick
activity), respectively.

lnurdﬂloprwm:ﬁqvﬁchmmd.l(ﬂ].lhempe
takey a rigerous epproach in disallowing ony visibility
resicted information to be used for flow control purposes
(in the activities axic, throw, wait, while, switch and
the timeout pan of pick).

7. Conclusion and Further Research

We have propased & method for specifying security
policics in sxch s mamer that asscssment of compliznce
of BPEL-dcfined business processes will be Gclitated
The method is based on an enalysis of security-relcvant
patterns that can ocanr in BPEL scripts [12). Assessment
of compliznce, panticalarly the required information flow
anatysis ¢an be performed woomatically as has ben
shown by the realisstion of 8 resczrch prototype. This
method of seaarity policy enforcement usuzlly is applied
prics to execution of remotely defined BPEL scripts since
neither tosting nor monitoring of the business processes
defined by these scripts is imvolved.

Therdre, shoricomings of -approaches requiring exe-
cution of » script in order to obaerve its behaviour, namely
the risk that upan detecting 8 violation of security policy,
the activity cauting violation coutd atready have passed a
point of no retum such that intereeption would have been
exercised too Inie to stop the actvity and to prevent
security violations from being commitied, are securely
svaided in our approach.

However, though the proposed methods may foster
security policy enforcement for BPEL-defined business
processes, they are not mtended a3 a replacement of other
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socurity related mechanisms uddn:sms mpl:nmnr)
purpases such s safeguarding external communication
flows or protection againn accidenmal or malicous tam-
pering of the execution enviranment or BPEL scripts and
Web services involved

Further werk will etaborate more sophisticated algo-
rithms for detecting covert charmels than the current cne
in the protorype, This aims to weakening the restrictions
implied to the use of visibility restricted information for
flow control purposes thereby permitting even more pro-
oessing diversity for remotety defined business processes.

Another direction of firther work will be dedicated to
expanding the ficld of application of the methods pro-
pased to other arcas beyond business process manago-
ment where similar circumstances with respect to the
execution of controlling scripts wrilten in o standardized
definition language prevail. One of such en area could be
grid computing where grid services [26] arc being cm-
ployed end BPEL be used for orchestration and choreo-
graphy of grid sorvices in order to define grid processes.

Acknowledgements. The authors eye grat=fil to Boris
Kiric for his nupport in claborating details of the XML
schema for the definition of the SPS and in implementing
parts of the protoatype for en automatic check of BPEL

scripts with respect to compliance with security policies.
8. Referenecs

{11, Abendrath end C. D, Jexten. “Partinl Outsaureing: A New
Pamdigm for Access Contral™ bn Proc. #* ACM Sympasizm on
Accexs Conzrol Modely and Technologies, SACMATUI, pp.
134-14), ken. 2003,

2] A. Arkin, B. Btoch, F. Curbers, Y. Goland, N. Kartha, C K.
Liy, S. Thane, eod P. Yendluri, ey, *Web Scrvices Businen
Process Execution lmm Vm 2.07, QASIS, Dec.2004,
berp//ww, as dorornlond phoy/ 10347/
wﬂp!-tpwﬁati’ndnﬂ -§ 20204 b, bast accessed 2005-11-

[)]l Baron, K. Moady, and W. Yao. A Mode) of QASIS
Rolc-Based Accesy Controd and [y Sopport for  Active
Security”, “ACM Traom. Infermation and Sysem Secwrtly™,
${4):492-340, Nov. 2002

[4] A. Berghond, S. Baog, D, Crambertin, M. F. Fernindez, M.
Kay, J. Robie, snd ). Simém, eds. “XML Path Langunage
(XPath) 20", Rorld Wik Reb Comorthem, Ju 2006,
heprfwww.wd.arg/TR/xprth20, Lest accessed 2006-10-22

{5} P. V. Biron and A. Malhotra, “XML Schermy Part 2: Data.
typos Seoond Edition”, Aorld Wik Wb Comsorthom, Oct,
2004, bop/ferww. w3 org/ TR2004/REC- xmischema- 2-
2004 1028, bxst accessed: 2006-11-16

(6] R Chinnici, J. J. Moreaw, A- Ryman, 5. Weernwarzna, eds.
“Web Services Deseripeion Language (WSDL) 2.0 Pant 1: Core
Langnage”, Burid Fide Web Cormorthem, Mar. 2006, biplt/
www,w).org/TRAwadIZ0, tast accessed 2006-10-20.

254




Copies of Own Publications

[7IN. D& %, A Belok 7xi, D. Eyery, L Bacon, end K.
Moody. “Using Trust ond Risk in RoleBazed Acoers Control
Policdies”, b Froc. 9 ACM Smparium on Accens Control
Modcly and Techrologies, SACMATOY, pp. 156-162, Jun. 2004,
[8] R. Echabed and F. Prost “Security Policy in a Declarative
Syle™, b Proc. 7* ACM SIGPLAN internaticna! conference on
Principley and proctice of declarative programming, PPDPDS,
Pp- 153-163, 2005,
[3] D. C. Fallside, P. Walmsley, eds. XML Schema Pat 0.
Primer Ind ESton™, Rorld Wide Ried Consortiam, Oct. 2003,
hatpfwww.w. o/ TR/2004/REC-xmilschermn-0-2004 1028, last
accesved: 2006-11-16.
[10) D. anhR.S.md!m.S CGavrila, R Kol &nd R
Chondramouli. ! NST stendard for role-based accets
control®, ACM Tramactions on Mformation and Systen Security
(TISSEC) 4(3): 224-274, 200).
f11} K. P. Ficcher, U. Bleimam, W. Fubrman, end 5. M.
Fornell. “A Security hffestructare for Cross-Dormin Deptoy-
ment of Script-lssed Brosiness Processes in SOC Enviroo-
menty”, b Proc $* lmemational Nework  Comference,
INC 2005, pp. 207-216, Jul 2005.
(12} K P. Fischer, U, Bleimam, W. Fuhrmamn, end S. M.
Fufn:!l 'Sm'ny-R:l:m Semantic Potterns of BPEL in
Pr *. b Proc. * Into
mﬂald “Networt Conference,. INC'ZM. P 203-212, R
2006.
[i3} ). A Gogumn apd J. Meseguer, “Socurity policies and
seawrity models”, in Proc. IEEE Symposhan on Securlty and
Privacy, pp- 11-20, Apr. 1582,
[14] 3. B. D. Joahl, W. G. Ar=f, A. CGafpar, and E H. SpafTord,
ity Models for Web-Based Applicationy™, Commurico-
siony gf the ACM, 44{2):35-44, Fcb. 2001,
[15) B, Kiric, "Sicherbeit und GeschiPyprozesse™, Master
Thetis, University of Applied Scionoes Darmstady, Ot 2006,
[16) H. Kmhulmaumdl-‘ Massacci, “An Access Cantrol
Pro for Web Services™, o Proc
ZOOJACMHaermeSn:MIy pp. 15-24, Oce. 200,
[17] P. Li and S. Zdancewic. “Downgrading Policies snd
Reloed Nomioerfoeace™, in Proc. 2% ACM Sympashen on
Principles of Programing Longucges (POPL'0Y), pp. 153-370,
Jen. 2005.
{18) P. Mayer and D. LObka. ~Towands s BPEL unit t=sting
fremewrk”, In Proc. 2006 worbihop on Taing, onalytls, and
verification of web services and applicarions, pp. 33-42, 2006.
[19] B. Medjzhed, B. Benlnﬂ:h.A.BmmA.llH.
Ngn, end, A K. Elmagarmid. "Bz L
ixsues and coabling tochnologies™: 1.0 Jownad (2003) 12:59-
85, Apr. 2003,
[20] J. Mendling, M. Stembeck, G, Stermerk, and G. Newmenn
“An Approach to Extrect RHAC Models from BPELAWS
Prcesses®, b Proc. 1Y [EEE Internadonad Workthom on
Enabiing Tecknnlogies: Infraxoructures for Collabarative Enter
privey (WET ICE 2004), pp. B1-86, hm. 2004.
2}] L Peng and Z. Chen. “An Access Control Model fir Web
Services in Posinew Process™, o Procescings of TEEERIC
ACM [rzereational Confervnee cn Reb huelligence (W1'04), pp.
292-208, Sep. 2004,

€94

RIIASM&!d.A.CMmWNmm-

Flow Security. /EEE Joumal on S d Arec in C
catiors, 21{1)5-19, 2003.
[23) F. B. Schoeider. “Enfrceadle S Policies™, ACM

Trans Informaton ard Syszem Security, 3([) 3050, Feb.2000.
[24] R. Sckar, V. N. Venlnalrigman, S, Basy, S. Bistkar, and
D. C. DuVamey. “Modd-Carrying Code; A Practical Approach
for Safe Execction of Untrusied Applications™, In Proc. 19"
ACM Smposium on Operating Systeny Principles (SQSPUI),
pp- 15-28, Oc 2003,

f25] H. S. Thompson, D. Becch, M. Maloncy, sod N.
Mendsischn, ofy “XML Schema Part 1: Stoctures Second
Editian”, Borid Wide Heb Convortlum, Oct 2004, brpsiwww.
Wi ‘REC.xmlscherna.1-2004 1028/, tnst scccssed:
2006-11-16.
m)snmn&qmmwm.rmyscnmc.

Sandhotm, D, Snelling, eod P. Van-

MM&WMWMB(OGSDVM
V0", Giobd Grid Formm Jun. 20043, hopsiwww.gpforg/
docurmenty/GWD-R/GFD-R.015.pdf, last sccessed: 2006-11-16.
[Z7 N. Vechharsjani, M. J. Bridges, J. Chang, R. Rangan, G.
Ocurd, 1. A Blume, G. A Reis, M. Vackhozieni, ond D. L
August. “RIFLE: An Architectural Framenork for User-Centric
Inforration-Flow Scamity”, In Proc. the 37* Intzrmationcl
Sympasium on Aficroarchitecture (MICRO-37'04), pp. 1-12,
Dec. Z004.

{28] V. N. Venkztakrishnen, R Poit, end R, Sekm. “Em-
powering Mobile Codz Using Expressive Security Policies™ In
hu:. New Seourlty Paradigmy Borkshop 02, pp. 61-68, Scp.

|'29]D Walizr. “A ype nyxem fr axpressive security poli-
da”, In Proc. 27* ACM SIGPLAN-SIGACT symypostum an
Pr ,‘ of prog ing lax POPL, pp. 254267,
2000.

[30] H. Wing, J. Z Himng, Y. Qu, and J. Xie. “Web Savices:
Probems end Future Dections”, Journa) of Web Semaatics,
1(3):309-320, Apr. 2004.

31] D. Wijesckern, and S. Jjodia "A Propasitional Policy
Alpebm fir Access Cootd™, ACAM Trans. Informasion and
System Securlly, 6(2)286-323, May 2003,

[32] ). Yoder and ). Barralow, “Architectura) Patfterns fon
Enabling Appliction Secity”. bn Proc. 4 Conferoxe an
Patterns Lenguage of Programming (PLoFPY7), 1991

255



Copies of Own Publications

Published in Proceedings of 4™ International Conference on Trust, Privacy & Securnity
in Digital Business (TrustBus’07), Springer, LNCS 4657, pp. 178-189, 2007.

Pre-execution Security Policy Assessment of
Remotely Defined BPEL-Based Grid Processes

Klaus-Peter Fischer'2, Udo Bleimann®, and Steven Fumell®

! Digamma Communications Cansulting GmbH, Karlstr. 25, 64367 Mithiml, Germany
K.P.Figscher@digamma.de
3 Aida Instinne of Applied Informatics Darmstad,
University of Applied Sciences Darmstadi, Darmstadt, Germany
U.Bleimann@fbi.h-da.de
Y Network Research Group, University of Plymouth, Plymouth, United Kingdom
sfurnell@plymouth.ac.uk

Abstract. [n this paper results from research on security policy enforcement for
cross-domain defined business processes specified in BPEL are transferred to
the field of Grid computing, wherc BPEL is used to define Grid processes. In
order to fecilitate the assessment of remotely defined BPEL-based Grid proc-
csses for compliance with security policies prior to execution, 8 method for
specifying security policies with respect to security-relevant semantic parerns
in BPEL is applied. The paper shows the extent to which transfer of the former
results was successful and indicates limitalions and arcas of further research.
Where the situation is similar to cooperative business processes. such as in
forming dynamic virtual organizations using Grid technology, the results tumed
out to be transferable with minor medifications, wherens for a transfer to the
Grid context in general further investigation is required (in particular with re-
spect to formal specification of security-relevant semantics of Grid services).

Keywords: Busincss Process Execution Language (BPEL), Grid Processes, Se-
curity Policy Enforcement, Information Flow Analysis, Virtual Qrganizations,
Grid Services.

1 Introduction

For the purpose of dcfining business processes on top of Wcb services, Business
Process Execution 'Language (WS-BPEL) [1]. usually abbreviated BPEL, has
emerged as the de-facto standard for Web service composition (26]. In the ficld of
Grid computing, Grid scrvices (24) play a role similar to Web services in the field of
business processes. Duc to this similarity, BPEL has becn found its way to application
in Grid context for the specification of long-running processes modeled with BPEL
invoking Grid services (e.g., [2,14]). Because of its analogy to using BPEL in cal-
laborative business process (CBP) context, this paper proposes to transfer results of
research on security policy enforcement for remotely defincd business processes
[9.10,11] to a Grid process context.

In a CBP context, availability of BPEL-enabled platforms at every site involved in
such a business process could be assumed, since this already is or soon will be
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common praclice in enterprises engaging in CBPs. Therefore, gaining access to a
BPEL-enabled node was not considered a motivation for remotely defining BPEL
scripts. Instead, location-dependent access restrictions gave rise to defining business
processes displaced from the intended location of execution [9,11]. In a Grid context,
however, the lack of access to a BPEL-enabled platform could very well motivate
definition of BPEL scripts for remote execution since not every location having the
need for defining Grid processes may be assumed to have local access to a BPEL-
enabled platform. In parnticular, having (local) access to such a platform may not be
considered a standard situation in small or medium-sized organizations. Therefore,
defining BPEL scripts for remote execution might be an interesting amendment of
current state of the art of using BPEL in a Grid context.

As indicated in our carlier works [10,11], securily issues involved in this way of
using BPEL~defined business processes (the same holds for BPEL-defined Grid proc-
esses) may impede practical application of this approach. When execution of remotely
defined BPEL scripts is requested, there is first of all the uncertainty about the se-
mantics of the process defined with respect to their compatibility with local security
policics that gets in the way of executing them without reservation.

Maoking otherwise inaccessible Web services nvailable to a controlling business
process while still observing the security policy with respect to non-disclosure of in-
formation gained or access to resources granted by invoking such Web services was
discussed in [11]. Since the conditicns to be observed with respect to access control
could be much more diverse in a Grid context [S], the investigation of generally grant-
ing access to otherwise restricted Grid services as the reason for executing remotely
defined BPEL scripts is left to further study.

Howcver, the transfer of our results from the CBP context to the Grid context
scerms o be most obvious for situations where Grid technology is used for forming
virtual organizations (VOs) [13). In this context, the number of partners are limited
and controlled by regulations for joining a VO, particularly with respect to authemica-
tion and authorization. When remotely defined BPEL scripts are used for controlling
Grid processes in VOs, there are many analogies 1o business processes defined by re-
motely defined BPEL scripts in the CBP context. As with CBPs, local security poli-
cies of an organization offering resources for being used in a VO usually determing
aceess to these resources. These policies will result in restrictions to allowed seman-
tics of remotely defined BPEL scripts that may be accepted for execution from a
member of the VO, Such restrictions on allowed semantics may further restrict access
to Grid services than access would be restricted by security policies of the sites effer-
ing these services alone. Reasons for this could be that allowing invocation of a Grid
service in a particular context of a Grid process would violate a security policy such
as prevention of generating or relaying mass ¢-mail from within the domain executing
the BPEL script.

In this paper, the method of defining sccurity policies in terms of security-relevant
semantics inherent in BPEL in order to facilitate the assessment of compliance with
such policies will be transferred from the field of business processes to the Grid con-
text. It will be shown to what extent this attempt is successful and where limitations
and issues for further study exist.

A further aspect discussed in this paper is the possibility to delegate the task of as-
sessing compliance of BPEL-defined Grid processes with local security policies. An
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infrastructure supporting the delegation of this task to onc or several dedicated nodes
in a network or to specific assessment centers has also been introduced for the CBP
context [9]. This possibility may be of even more interest in the Grid context where
typically many small to medium size computers, spread over different locations, are
involved, not necessarily belonging to a larger organization (as typically encountered
in a CBP context) that can afford or provide the effont required for the task of per-
forming the security policy asscssment as proposed in this paper.

2 Related Work

Since security in the Grid context plays a paramount role, much research has been
dedicated to this field on Grid computing. In particular, research concerned with ex-
pressing security policics in the context of VOs are related to our approach presented
herein. In [7], for example, a security architecture for peer-to-peer-based Grid com-
puting is proposed where a security layer offering security-related functlionality re-
sides between the Grid application layer and the communication infrastructure. This
way, applications do not need to implement such functionality on their own. Security
requirements may be stated by each member of a VO on a peer-by-peer basis or for
groups of peers.

In [27]. it is investigated how security functionality can be made available to Grid
services, in particular in the context of VOs. A sccurity mode! for Open Grid Services
Architecture (OGSA) [12] specifying security services to provide different security
functionality is proposed for this purpose. The authors show how security-refated
specifications from the field of Web services can be used in the context of this sccu-
rity architecture. In their paper, expressing sccurily policies for using a Web service in
terms of WS-Policy 3] specifications and publishing these policies together with the
WSDL [6] specification of the service is also aridressed.

It should be noted that security policy cxpressed in terms of WS-Policy deals with
the requirements for security mechanisms to be applied or provided for using a Grid
service (such as certificates to be required for accessing a service. or encryption
methods to be applied when communicating input and output parameters of a service).
In a layered architecture for composing new services from existing oncs, or for exe-
cuting processes based on existing services as proposed in {16}, these mechanisms are
to be provided in layers below the business process layer, since in the business proc-
ess layer (and particularly in BPEL) there are no means for providing communication
security and for exchanging or checking security certificates. The security policics
expressed in the two approaches above, therefore, address aspects of policies com-
plementary to thosc that have to be obeyed in the business process layer when re-
motely defined BPEL scripts are 1o be executed (as addressed in our former research
[10,11] and in this paper). .

Process algebra and language-based research, not dedicated specifically to Web
services ar Grid services, addressing the relation of programs and programming lan-
guages with security policies [8,21) are comparable with the scope of our approach,
albeit from a theoretical perspective. Approaches requiring for analysis purposes, that
a1l programming logic is expressed by algebraic formulations such as A-calculus (e.g.,
[17]) may be of limited use in the field of Grid processes considering the program size

258



Copies of Own Publications

Pre-execution Security Policy Assessment 181

of the exccution environment running such processes. However, some insights from
these theory-oriented papers might be of interest also in the context of Grid processes.
With respect to information fiow, for instance, Sabelfeld and Myers [21] emphasize
the advantage of static analysis considering all possible execution paths of a program
compared to dynamic analysis considering only one instance of program cxccution.
They also explicate the potential existence of so-called covert channels (i.e., means of
information transfer exploiting mechanisms not primarily intended for information
transfer such as the number of iterations in a toop to lcak information via externally
observable program behavior) and emphasize the difficulty to detect them during in-
formation flow analysis.

Our approach, as described in (9,10,11], tries to keep the assessment of compliance
end the methods for analyzing security-relevant semantics of BPEL scripts as simple
as possible without requiring profound skills in special formalisms such as algebraic
formulation of programming logic. The methods proposed are based on technologics
and methods well-known to devélopers of Web services and business processes as
well as of Grid scrvices and Grid processes in order 10 be comparatively easy to be
applied and, therefore, could be artractive to be adopted by practitioners in this fields.
The insights from theory-oriented rescarch with respect to information flow analysis
and conscquences of the considerations with respect to covert channcls mentioned
above, however, have been taken into account in our approach.

Other related work proposing runtime monitoring as a concept for security policy
enforcement in mobile or untrusted code requires access to Java byle code as in [25)
or to program code at system level as in [22). These approaches might also be of only
limited use to be applied for anatyzing BPEL scripts and the Grid process defined by
them for compliance with sccurily policies (since neither Java byte code nor program
code at system level is available for instrumentation or monitoring at the level a Grid
process is executed on a BPEL-cnabled platform).

Sincc the approach taken in our rescarch allows for assessing compliance of BPEL
scripts with security policies prior to execution, the shortcomings of approaches re-
quiring execution of a Grid (or any other) process in order (o observe its behavior and
to check it for possible violations during execution are neatly avoided. Onc of these
shortcomings is the risk that upon detecting a violation of security policy, the activity
causing violation could already have passed a point of no return such that interception
would have been exercised too late to prevent security violations from being commit-
ted, which can be securely avoided by pre-execution assessment.

3 Security-Relevant Semantic Patterns in BPEL-Based Grid
Processes

Based on the results of an analysis of BPEL as a specification language for its poten-
tial 1o define security-critical behavior, sccurity-relevant semantic patterns in BPEL
have been identified as combinations of BPEL activities and Web services subject o
access or information flow restrictions to and from their parameters as derived from
security policies {10]. In order to transfer this concept to the Grid context, the classes
of security policy-induced access restrictions found in [10] are converted with respect
to Grid services (GS) as shown in Table L.
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Table 1. Classification of access restrictions to Grid services (adapted from [10))

Class Description of Restriction

1 GS with unrestricted access to all parts of resovrees or information offered

2 GS with completely restricted access (iLe., GS that are not allowed to be invoked)

GS parameters with restncted visibility of cutput values with respect to specific
3 targets; information returned by these parameters is not allowed to be carried to
specific targets (i.e., to specific other GS or to particular parameters of specific GS)

GS with restricted write access: some of the input parameters of the GS are not
allowed to be used at all

GS parameters with restricted set of values allowed in write access: such input
parameters of a8 GS may only be used with particular values

GS parameters with values in write access restricted to specific sources: for such
6 input parameters of a GS only values from particular origins may be uscd, that is.
only values returned by a particular GS or a specific parameter of a panicular GS

GS particularly prone to overload if invoked excessively. For these GS, maximum
7 invocalion rates or maximum amount of data passed to it that prevent overloading
will have to be observed

Whereas the term *Web service' had to be replaced by *Grid service’ throughout
Table 1, most descriptions could be transferred otherwise unchanged (classes 1, 2, 4,
and 5) or nearly unchanged (class 6). Only the description of class 3 was modified to
better {it in the Grid context and a new class 7 was introduced.

While in the CBP context the restriction in class 3 was specified in terms of restricted
visibility to targets outside the domain executing a BPEL script, this distinction does not
always play an important role in the Grid context. Therefore, the definition of class 3
was abstracted from the location where a target resides to generally express restricted
informatton flow to dedicated targets irrespective of their location. Hence, restrictions
will be specified in terms of specific Grid services or particular input parameters thereof
that are forbidden to receive the values retumned from these parameters. In arder, for in-
stance, to prevent a list of e-mail addresses returned by a particular Grid service to be
uscd for generating mass e-mail, this output parameter could be restricted not to be used
as input parameter of particular other Grid services known to generate an e-mail to cach
address passed to it. Obviously, the location of the second Grid service (inside or out-
side the executing site) docs not matter in this case.

Unlike in the CBP context, where effective runtime mechanisms for prevention of
overloading a Web services could be deemed 1o be in place (in layers below the busi-
ness layer) at a platform running these services, this might not, in general, be expected
from sites running Grid services. Therefore, a security policy of a site accepting re-
motely dcfined BPEL scripts in a Grid context could require that a process running on
resources of this site shall not cause overload (running the risk ro result in an intcn-
tional or uninientional denial of service auack) to specific Grid services known to be
prone to overload when invoked in a particular manner. Since, in a Grid context, cf-
fective runtime prevention of overloading a Grid service shall not be expected to take
place at all sites running thesc scrvices, semantic panterns of BPEL potentially causing
such overtoad have to be identified and looked for in pre-execution compliance as-
sessment to prevent BPEL scripts including such pattemns from being executed.
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Table 2. Security relevance of scmantic patterns with primitive activities (adapted from [10])

Primitive Activities Clas 3 | Qlass 4 | Classes 56 |[Class ?
invoke |invocaton of a Grid service IFA(v) [ IFA(w/5) | [FA{a)
roceive | wniting for a message to arrive IFA(v) = = -
reply sending a reply to 8 message roceived - w IFA(w/s) -

nssignment of values between two different
essign locations (relevani in [FA only)
wait waiting for a specified amount of Lime time(v) - - -
: indication of exceptions such as failores
t during execution excepi(v) - - -
TPy no operation = - - -
exit termination of a process instance exit{v) - - -

w = obscrvance of restricted use of input parameters in write access to GS.

IFA = infarmarion flow anatysis, (v) with respect to visibility of vatues read from GS, (w) with respect to
vatues written tn G5,
(s) with respect to sources of values written to GS, () with respect to amount of data wrinen.

There are two types of overload that may be caused to a Grid scrvice: One type is
sending more data in an invocation of a Grid service than can be handled. The other
type is invoking a Grid service at a higher rate than this service can cope with. There-
fore, performance-related restrictions related to these types of overload may be indi-
cated for a Grid service falling in this new class 7 in the Grid contexL.

Table 3. Security relevance of scmantic patterns with structured activities (adapted from [10])

Structured Activitics Qlass3 | Qassd | Classes /6 | Class 7
gequence | definition of a fixed execution erder - - - 28]
£low paralle] execution of activities - - - R
awitch branching between severd altemate switch _ _ _

activities depending an conditions cond(v)
while iterative execution, i.e., looping toop cond{v) - - [10)
wailing simullaneously for sev- [FA(v) - - -

pick cral events Lo occur and procee-

ding with the event that occurs Gme(v) - - -

first (sce note)

Note: Typically, onc of the events is a timeoat event, while the other events are messages to arrive.

[FA(v) = information flow analyxis with respect to visibility of values read (rom GS.
FQ = invocntion frequency to be checked against maximum.

The security-relevani scmantic paitemns were adapted from [10] in Tables 2 and 3.
For reasons discussed in [10], no such patterns exist for classes | and 2. While all se-
manti¢ pattens identified in [10) are also relevant in the Grid context and, therefore,
could be transfcrred by simply substituting the term “Grid service™ for “Web service”,
some new semantic patterns were added as combinations of BPEL activities and the
new restriction class 7 in the last column of Tables 2 and 3, respectively. Hence, at-
tention has to be paid during compliance asscssment to semantic patterns identified as
being ¢apable of generating high invocation frequencies of Grid services (in whilae,
sequence, or £1low activities, marked ‘FQ’ in Table 3) or passing large amount of
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data to Grid services not designed for coping with such data volumes (in invoke ac-
tivities, marked ‘TFA(a)’ in Tablc 2).

From Tables 2 and 3, it can be seen that information flow analysis is required for
most of the semantic patterns identified as security-relevant in [10). It should be noted
that the security relevance of the patierns in Table 2 related to restriction class 3 de-
noted by ‘time(v)* (ie., duration of wait dependent on visibility-restricted value), ‘ex-
cept{v)’ (Le., type of exception thrown dependent on visibility-restricted value), and
‘exit(v)’ (i.e., termination dependent on visibility-restricted value) as well as in the
same column of Table 3 denoted by ‘switch cond(v)’ (i.e., branching dependent on
visibility-restricted value), ‘loop cond(v)’ {(i.e., number of iterations dependent on
visibility-restricted value). and again ‘lime(v)’ is a consequence of the requirement to
prevent covert channels as mentioned above.

Making, for instance, the condition for choosing alternative flows in a switeh ac-
tivity dependent on visibility-restricted information, constitutes a covert channel since
this could enable an extemal observer of the executing process to draw conclusions on
the values of such visibility-restricted information from the observation which alter-
native flow actually is being taken thereby violating the security policy of non-disclo-
sure of this information,

4 Rewriting Security Policies to Support Pre-execution Security
Policy Assessment

In [9,10), rewriting securily policics in terms of security-relevant semantics has been
proposed to support compliance assessment of remotely defined BPEL-based busincss
processes with these policies. An informal checklist for stating allowed and disal-
lowed scmantic patterns was introduced in [9] leading to a so-called security policy
statement (SPS) when filled in to reflect the security policies of o specific domain. In
the CBP context, such an SPS was defincd domain-specific with respect to two do-
mains, namely the domain where the security policy is in effect (i.e., domain execut-
ing BPEL scripts) and the domain defining and sending BPEL scripts for cxecution.
An XML-based schema for specifying an SPS in machine-readable form which has
been the basis for implementing an automatic assessment of BPEL scripts for compli-
ance with security policies expressed by such an SPS has been introduced in {11).

In the Grid contex, rewriting security policies in such a way may also prove useful
for assessing BPEL scripts with respect to compliance with these policies. Since se-
mantic patterns have been modified (definition of restriction class 3) and supple-
mented (patterns involving new restriction class 7) compared with those found in
[10], the check list as basis of an SPS as well as the XML-based SPS schema for ma-
chine-readable versions thcreof have 1o be modified accordingly in order to accom-
modate this new set of security-relevant semantic pafterns,

Unlike in the CBP context, an SPS may not be sensibly defined for a specific for-
eign domain, since Grid computing is concerned with a potentially large amount of
foreign domains that are essentially indistinguishable from the point of view of the
domain executing the BPEL-defined Grid processes. Only in a VO environment,
when the identitics of members and their privileges to execute Grid services are
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known in edvance, defining an SPS for each other member in the VO that is allowed
to send BPEL scripts for execution could make sense.

Therefore, with the exception of the latter situation, anly one or a few SPSs without
any relation to a specific external domain will make sense in the Grid context. If more
than one SPS will be specificd for a domain, they are expected to be differentiated with
respect to different application contexts for which they apply (e.g., computational simu-
lation in a particular field, collection of field-specific data such as in metcorology). Al-
though details of application context-dependent SPSs are left to further study, it is
anticipated that such SPSs will be tightly bound to access privileges or roles classifying
the sender of a BPEL script. )

Specifying security policies in terms of security-relevant semantic patterns identi-
ficd in section 3 requires an exhaustive list of all Grid services allowed to be invoked
by a cmotely defined BPEL script. Furthermorc, for every Grid service mentioned in
this list, the security-relevant semantics of the service and its parameters has to be
known in order to determine the access restriction classes appropriate for each of
them (cf., Table 1). This requirement may cause additional effon since specification
of security-relevant semantics may not be available for Grid services in the first place.

It should be noted that unavaitability of semantic specification (at least as far as se-
curity-relevant semantics is concerned) may prevent the approach proposed herein
from being applied. However, unavailability of such specification may also prevent
the application of any other pre-execution approach to assessing compliance of Grid
processes with security policics. This holds independently of both the location where
a Grid process is being defined and executed, and also the manncr in which the proc-
ess is being specified (i.e., independent of using BPEL or any other means for speci-
fying Grid processes). In case of unavailable scmantic specifications, the only way of
enforcing security policies is monitoring the exccution of a Grid process and interfer-
ing in cases when violations of securily policy have been detected involving the
known shortcomings of such appruaches mentioned above.

However, much current research is concerned with describing the scmantics of
Grid services in order to support identification of matching Grid services for auto-
matic Grid process orchestration {e.g., [18,20]). Bringing the results of this research
together with the approach proposed in this paper in order to define a framework for
formally specifying security-relevant semantics of Grid services in terms of well-
defined (maybe even standardized) categories is expected to be an interesting field of
further study.

A further motivation for research in this direction could be the endeavor to facili-
tate specification of-information flow restrictions of output parameters and value or
source restrictions for input parameters with respect (o particular characteristics of a
Grid service by denoling particular semantics bound to this Grid scrvice instead of
particular Grid services themsclves. Such semantic characteristics could be “retumning
lists of e-mail addresses” or “causes sending e-mails to addresses passed”. Means 1o
specify restrictions this way would eliminate the need to analyze every potentially al-
lowed Grid service for falling into a specific restriction class if, in parallel, Grid ser-
vices and their parameters would have been specificd in terms of such characteristics
with respect Lo their (sccurity-relevant) semantics.

If such classification of Grid services would be available, then, for instance, in or-
der to enforce a security policy of avoiding the generation of Spam emails at a Grid

263



Copies of Own Publications

186 K. —P. Fischer, U. Bleimann, and S. Fumell

node. one could require that any output parameter with the semantic characteristic
“retuming a (potentially large) list of email addresses” must not be input to any pa-
rameter with the characteristic “‘causes sending e-mails to addresses passed™. Specify-
ing allowed and disallowed scmantic patterns with respect to such categories instcad
of individual Grid services and their parameters obviously would help to shorten the
content of an SPS considerably. How [ar this idea of categorizing Grid parameter se-
mantics for this purpose can be successfully based on or linked with research such as
work on semantic Grid services [15], semantic maichmaking of Grid service com-
position [ 18], or workflow ontoltogy of Grid services [4] requires further investigation.

Such amendments of addressing semantic characteristics of Grid sesvice parame-
ters in an SPS are expected to involve increascd complexity of the assessment 1ask
because of rcquu'ed matching of SPS.and scmantic characteristics of the Grid services
actually used in a BPEL script. Even before such amendments are available, it is not
obvious and actually will require further investigation whether the assessment of
compliance with security polictes specified in an SPS is similarly straightforward as it
has becn shown for the CBP context by implementing a research prototype [11). In
particular, it is cxpected that covering semantic patterns involving class 7 restrictions
in autormnatic compliance assessmem prior to execution will tum out to be complex or
even impossible to a cenain extent since this class of restrictions addresses dynamic
aspects of a BPEL script that obviously are not easy to be analyzed in-a static pre-
execution assessment.

5 Delegation of Security Policy Assessment

Since, as indicated above. the assessment of compliance with security policies may be
more complex in a Grid context requiring specific skills or use of dedicated tools, the
molivation to delegate this task to a specific node or an assessment center may be
higher in the Grid context than it already was in the CBP context. Delegation of com-
pliance assessment can occur in a variety of ways, as described in the specification of
a security infrastructure enabling such delegation [9]. This infrastructure can be trans-
ferred 1o the Grid context in a straightforward manner and some amendments specific
for the Grid context are made.

Assessment can be performed against locally or remolcly defined SPSs. Such re-
motely defined SPS may be sent together with the BPEL script as a kind of assertion
what the Grid process defined by the BPEL script is going to do or not to do with re-
spect lo security-relevant semantics inkerent in BPEL and the Grid services involved.

When this approach is taken, means for checking the proper relation and integrity
of the SPS and the BPEL script may be provided based on appropnatc centificates
added to both the BPEL script and the SPS.

A remotely defined SPS provided with a BPEL script may be checked against local
security policy requirements. After positive assessment of compliance with these re-
quirements, the local site:

e may decide to trust in the assertion provided by the remote site and, after checking
integrity of BPEL script and SPS, execute the BPEL script without any further
compliance assessment, or

e may initiate an assessment of compliance in any ways mentioned below.
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Besides tocal or remote definition of SPSs, there is the third alternative that an SPS
may be defined centrally (e.g., defined by a central organizetion within a Grid envi-
ronment or agreed upon as a standard relevant to a Grid context). In any of these
cases, nssessment of compliance with security policies expressed in an SPS may be
performed in different ways:

e Locally at the executing site itself. The potential problem with this approach as al-
ready indicated above could be that performing security policy assessment locally
might be too claborate a task to be conducted by small footprint computers (e.g..
stand-alone personal computers) or small organizations that cannot afford specific
checking tools or acquire specific skill required for this task.

« Remotely (in an assessment center) on behalf of the site executing the BPEL script.
The SPS will be sent together with the BPEL script to the trusted assessment center
for checking compliance of BPEL script and SPS-defined security policies. In case
of a centrally defined SPS, a reference to this SPS may be sent instead of the SPS
itself. The results will be returned to the executing site as certified verdicts (i.e.,
passed or failed, the latter possibly accompanied by the reason(s) for this verdict).

s (Not applicable for locally defined SPS) Remotcly {in an assessment center) on be-
half of the sitc defining the BPEL script with respect to an SPS defined by the
remote site or centrally defined. BPEL script and SPS arc sent to the assessment
center as in the previous case. The results of the assessment may be certified by the
assessment center and sent back to the defining site together with the certificd
(with respect to integrity and identity) BPEL script and SPS. The defining site may
then pass the certified BPEL script and SPS to the executing site possibly accom-
panied by the certified results from the assessment center. If an assessment center
adheres to a published policy to only centify BPEL scripts and SPSs that received a
passed verdict when checked for compliance, then sending the result from the defi-
ning site to the executing site can be abandoned since, in this case. having a certifi-
cate from such an assessment center implies the passed verdict for the BPEL script.

From the current point of view, these alternatives seem to be versalile enough to cover
the requirements in the Grid context and, therefore, there seems to be no particular
need for further research in this area.

6 Conclusions and Further Research

In this paper, the results arising from research into collaborative busincss processes,
defined using BPEL scripts at one site and brought to another side for execution, with
respect o assessing their compliance with the security policies effective at the execut-
ing site have been transferred to Grid processes. The discussion has identified the ex-
tent to which such a transfer can succeed, with or without requiring modifications of
the former results and the limitations and areas nceding further study.

The insights with respect to compliance with security policies could also be benefi-
cial for security policy enforcement of Grid processes in strictly local environments
(i.e., when definition and execution of BPEL scripts occur at the same location in a
Grid environment), since reformulating security policics such that the process of
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compliance assessment is facilitated thereby possibly enabling automatic performance
of assessment could also be useful there.

In the attcmpt to transfer the results from the CBP to Grid conteat, scveral issues
for further research have been encountered. Amongst them the classification of secu-
rity-retevant semantics of Grid services and their paramelers is deemed to be the most
challenging as well as the most promising field for further study.

Investigating how the approaches proposed in this paper could be applied based on
Grid environments or Grid middleware such as Globus Toolkit (23] or OurGrid [19],
and what adaptation would be required in order to be successful in doing this, is an-
other interesting direction of further research.
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